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Abstract

This thesis presents the results of the assessment of CloudloT architecture for selected Ethiopia’s
mega-projects. Appropriate solutions were proposed based on the requirements collected from the
literature review. In addition, the proposed interconnection architecture was supported via solid

simulation environment based an architectural model.

An explanatory and qualitative method of research was used for this thesis work. The defined
problems were investigated qualitatively based on availability, flexibility and manageability metrics.
In addition, an object oriented analysis method was used to structure the requirements of the
architectural design and simulation formulation. The necessary data of research were mainly derived
from documentation analysis about the current-state-of-the—art CloudloT technologies. Primarily,
Gaps were identified from existing CloudloT architectures that were assumed to go with the mega-

projects perspective.

The proposed architectural contribution of this thesis work is two-fold. The first is the interconnection
architecture and the second is data-centered architecture. Both architectures were proposed based on
four common elements which are: the IoT devices, the intelligent gateway, the fog edge cloud and

the core cloud.

Furthermore, modeling and simulation was done taking the model as a prototype. To qualitatively
assess the architectures, an appropriate validation metrics (availability, flexibility and manageability)
were prepared based on architectural requirements. Besides, intensive validation and evaluation of
the interconnection architectures are presented in this thesis work. Investigations made via the
modeling and simulation under this thesis work have shown that interconnection of multiple mega

projects is possible through the means of CloudloT.

In summary, conclusions and recommendations were proposed based on the evidences of the
modeling and the simulation. The thesis result encourages the Ethiopian government to craft a new
GTP plan that should interconnect the mega projects using cloud computing and internet of things.
The CloudloT research communities should use the CloudloT for interconnecting multiple mega-
projects rather than focusing on single mega-project. Finally, the Contiki Cooja developers should

add multiple accessibility options to access the external environment from the Cooja simulator.
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1 Introduction

1.1 General Background

Currently, the Internet of Things (IoT) is becoming the most promising, significant, and life easing
technological area. IoT is a new trend of Information Technology and / or Operational Technology
that is emerging with the mission of interconnecting 'things'. Everything that is essential is supposed
to be interconnected with each other. This interconnection will result in a safe, efficient, and effective

life of human-beings.

The other promising technological trend is the concept of cloud computing. This computing paradigm
is emerging with the mission of hosting available data of targeted systems into the cloud. Once the
data is set on the Internet, Human-beings could be benefited through accessing the data at any time,
from anywhere, about anything, and by any means. In other words, Cloud computing is the cloud of
data that is intelligently viewed from an appropriate locale so that the data cloud be accessed by the

appropriate viewers from the appropriate place and at the right time.

Obviously, the interconnection of ‘things’ leads to a stronger ecosystem of ‘things’. And, hence,
bringing together the benefits of the above two (IoT and cloud) technological trends into a united
service could result into a stronger data hostage and ecosystem of technological “things”. This thesis
is intended to make use of the benefit of the two emerging technologies. The possibility of
interconnecting Internet of Things (IoT) with cloud computing is studied in this thesis taking mega
projects as a common factor. Particularly, this thesis presents a conceptual architecture that lets the
possibility of applying the architectural concepts of CloudloT in order to interconnect selected

Ethiopia's mega projects.

1.2 Motivation of the Topic

At a personal level, I have been looking to propose initiative strategic solution to my country,
Ethiopia. I started the journey of my research from reviewing the GTP plans. Interestingly, very
fascinating strategic plans are already drafted. I aligned my idea to those fascinating strategic mega-

projects.

Surprisingly, in a country where technology is in its infant stage, the strategic direction of the GTP
2009/2010 is “development of e-governance through the use of Information Technology (IT)” [14].

Similarly, “the overall objective for ICT is to support the GTP in ensuring sustainable development
1



and poverty eradication ... through well-developed and all-inclusive capacity augmenting
communication technology innovations” [14]. Three terms clicked my interest: ICT, GTP and E-
governance! I got curious in contributing a pioneering initiation to conceptualize the three terms with

respect to selected mega-projects of the GTP.

In the sense of GTP I targeted in three sample mega-projects. These are: (1) “construction of a total
2429 km of national railway network (of which 34 km is in AA)” [14], (2) “a total of 10000 MW
hydroelectric power generating capacity with total length of distribution lines of 258000 (km)” [14],
(3) “165 000 km? of oil and petroleum extraction “[14]. Those three GTP plans are considered as a
mega-projects as they require a minimum of $1billion [15] each to come into being. As a major risk
plan the GTP states that “ The main foreseeable challenge in the implementation of the GTP include
low implementation capacity...” which needs a strong management and monitoring for sustainable
development through overcoming the low implementation risks of strategic projects via the means of
Information and communications Technology. So, is the current-state-of-the-art technology capable
of bringing the three concepts (E-governance, ICT and GTP) taking the mega-projects as common

factor to avoid the stated foreseeable risk?

Then, I made initial investigation on the current-state-of-the-art of technology that could benefit in
this regard. Then, Internet of Things [2, 3,22] and Cloud computing become into play to support a
promising solution to the interconnection issue (i.e. of Internet of things and cloud computing [1, 19,
and 25]) for the purpose of conjoining the three huge mega-projects which are worth $3billion at a
minimum. So, I inspired to research weather the IoT and cloud computing together could help in

interconnecting the selected three mega-projects.

1.3 Problem Statement

1.3.1 Problem Approach

Ethiopia is fast growing country which is striving to catch up the 11% growth rate every year and
running to be rowed into middle income category by 2023 [14]. To achieve this goal the government
has crafted long term strategic projects in the form of GTP plans (already GTP I is run, and GTP Il is
ongoing). These completed, ongoing and future strategic projects are dispersed across the different
states of the country. This dispersion of projects leads to management inefficiency. Each and every
mega project should be controlled, monitored and managed for a reliable, efficient and effective
servicing. Besides, the strategic projects should be equipped with a latest secure and safe servicing

technology so that the country's effort would not be ineffective. The effort and the dream of the people
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and the government should be supported by latest and competitive technology in order to achieve a

sustainable development.

To climb to the top of the strategy, this thesis emphasizes on latest and promising technological trends
to make an initial move to achieve the dream of the people and the efforts of the government through
interconnecting the different mega-projects by the means of latest ICT technologies like IoT and cloud
computing . Currently, those mega projects are not linked to central management space. There is not
defined architecture that interconnects and brings the mega projects together for easy monitoring and
management. So, the advantages of IoT and cloud computing should be used by the government to

make the mega projects as sustaining and as productive as possible.
1.3.2 The Problem

CloudlIoT solutions are open to different challenges. Significantly, “The challenges like the overall
architecture and security have attracted a lot of attention” [22]. Among the major challenges of
CloudloT overall architecture is the great challenge of the current-state-of-the-art CloudloT solutions.
Besides, [5] confirms that “One of the main challenge in loT is how to interconnect things in an inter-
operable way”. Interconnection of “things” is also another major challenge of CloudloT solutions.
So, can we apply those two great challenges (CloudloT architecture in relation with interconnection

of “things”) of CloudloT solutions to mega projects?

As stated above, architectural problems related with CloudloT are going to be investigated in the
mega-projects perspectives. “Managing mega projects may seem difficult and elusive. However ... it
is more than possible” [15]. Particularly, the CloudloT interconnection and the data architectural

problems of CloudloT challenges is going to be researched in the mega-projects point of view.

1.4 Purpose of the Study

The main purpose of this thesis is to test the possibility of setting a conceptual architecture that could
bring the completed, ongoing and future mega projects together. Through implementing the proposed
CloudloT architecture, the future strategic management of the country will become easier. The
country run GTP I and is running a transforming GTP II plans. She is on the move to be aligned into
the row of middle income countries by 2025. To achieve this transformational growth, the
coordination and targeted manageability of the mega projects should be known. So, this thesis
proposes interconnecting architectural solution of selected mega projects through the means of

information and communication technology.



The thesis is more intended to combine the overall effort of all Ethiopian people into one significant

technological space through the emerging communication technologies like IoT and cloud computing.

Besides, conceptual CloudloT architectural design is the promising contribution of this thesis. The

conceptual architecture is designed with the current state-of-the-art design principles of cloud

computing and Internet of Things.

1.5 Objectives

1.5.1 General Objectives

The major objective of this research is to design a Cloud based IoT architecture and to assess the

possibility of applying the principles of IoT and cloud computing for interconnecting heterogeneous

and strategic mega projects.

1.5.2 Specific Objectives

To review and analyze cloud based IoT architectures in accordance with mega-projects

perspective. ( Reviewing the existing [oT, cloud and CloudloT architectures)

To design a cloud based IoT architecture that could interconnect three selected mega-projects

(CloudIoT interconnection architecture)

To simulate the cloud based IoT interconnection architecture with in IoT simulation

environment

To design a cloud based IoT data architecture for the selected three mega-projects in order to
assess the possibility of storing Internet of Things (IoT) generated data into cloud

services.(CloudloT data architecture)
To assess the cloud based data architecture in IoT development environment

To identify future research issues and challenges of CloudloT solutions in relation with

interconnection of mega-projects.

To recommend strategic CloudloT solution for the interconnection of the selected mega

projects

1.6 Research Specific Questions

The reason for the initiation of this thesis is to answer the following major question: is it possible to

create a conceptual architecture of IoT and cloud computing that could ease the management of mega
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projects? Specifically, the research proposes a solution to the following specific questions.

Is the CloudIoT a best fit solution to the mega projects interconnection?

Is it possible to design a CloudloT interconnection architecture that could seamlessly
interconnect multiple mega projects?

Could the CloudloT Interconnection architecture be supported by simulation to demonstrate
its functionality? Could simulation be handy to support the importance of the designed
architecture?

Is it possible to design and implement data centered CloudloT architecture for the selected
mega projects?

Is it possible to store data from IoT devices to the Cloud environment based on the designed
data centered architecture?

Is it possible to survey the most burning issues and challenges of CloudloT in the mega
projects perspective?

Could the CloudloT architectural solution be applied the interconnection of strategic mega

projects?

This thesis proposes a best fit solution to the above mentioned specific research questions.

1.7 Conceptual Framework:

This research study focuses on the following major disciplines:

The Internet of Things
The Cloud Computing

The Architecture

Internet
f thi
of things Selected mega projects:

1. Transportation System
2. Electricity system
3. Oil and Gas System

Conceptual Mega
Architecture Projects

Cloud
Computing

Figure 1-1: Conceptual Framework



1.8 Scope and Limitation of the Study

The study revolves around the architectural concerns of cloud based Internet of Things (IoT)
architecture. The scope of the study is bounded by the subject of CloudloT. In addition, the study

expands its coverage to the concept of mega-projects.

This research study is supported by the simulation to assure the workability of the proposed
architecture. And it is obvious that simulation saves a great amount of cost, time and other resources.
However, simulations are a little bit far from the real world operations, even though the tools used
here in for simulation purpose follow the same procedures and principles for emulation and real world
implementations. So, simulation could be considered as a major limitation, though it is reasonable

and preferable to use simulation for CloudloT based findings.

1.9 Significance of the Study

The cloud centered architecture proposed in this thesis could be significantly implemented by any
nation provided that the nation has strategic plan to interconnect multiple mega projects into a central
management space. At a local level, the findings of the research are recommended to be applied as
per the strategic plan of Ethiopian government. Furthermore, this thesis is worth reviewing in order

to grasp the quick challenges and issues of CloudIoT in the mega projects perspective.

1.10 Organization of the Thesis

This thesis is organized as follows. The first chapter discusses the introductory part of the whole
work. The second chapter presents the general background and detailed literature review. In this
section a deep elaboration is discussed about cloud computing, Internet of Things, CloudloT issues
and literature review. Then, the proposed CloudloT architecture is the third chapter preceding the
modeling and simulation section which is chapter four. The fifth chapter is about the validation and
evaluation of the designed architectures. The sixth chapter presents the conclusion and
recommendations of the research. The last contents of this thesis are the references and the appendix

sections.



2 General Background and Literature Review

2.1 Cloud Computing and Internet of Things:
Architecture and System Model

2.1.1 Definition

The term cloud computing is not a new concept. It has been used for decades in one or in another
way. It extends the definition of the existing International network (Internet). Different scholars define
cloud computing in different perspectives. According to the authors of [19], “Cloud Computing is a
model for enabling convenient, on demand network access to a shared pool of configurable computing
resources that can be rapidly provisioned and released with minimal management effort or cloud
interaction”. Cloud computing is not a single object. It is a model for providing on demand services.
The services are collection of computing resources which are accessible from a network. Cloud
computing has many “salient features like on-demand self-service, broad network access, resource
pooling, rapid elasticity and measured service [19]”. The dynamicity of those cloud computing salient

features has changed the trend of Information Technology.

2.1.2 Cloud Computing: Evolution and Phases

During the early introduction of computers, mainframes computers were the pioneering devices to
invade the digital computing phenomenon. Computing with those computers is via a terminal. The
user of mainframe computers opens a terminal to compute with mainframe computers. Mainframe

computers are large in size and costly in price.

The next phase of computing is the PC computing. This phase of computing is characterized by the
absence of terminal between the user and the computer. Due to its standardized size and favorable
interface, the Computing users could directly access the PC without interfacing to terminal. In
addition, the PC is more preferable for personal use than the mainframe computers and is found

almost on every offices and homes. The PC computing lead to the domination of network computing.

Network computing extends the use of PC computing through networked servers and personal
computers. Users of network computing use PC to access the devices in the network. The devices in
the network could be personal computer or servers. The user should interact with the personal

computer in order to access the other devices on the network. In between, there should be a
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networking device in order to help connecting the network computing users to the devices on the
network. The scope of network computing is limited to a specific area that could only interconnect
the computing devices of one organization without traversing through other service providers. The

network computing phase evolves to the Internet computing.

The other phase of computing, which is characterized by the presence of Internet for accessing remote
servers, is termed as Internet computing. In Internet computing the servers are far away from the
corporate network. The presence of Internet Service providers is must to make use of this computing
scheme. Users should not be aware of the location where the servers are placed. They only need to

know the URL of the servers so that they can get access of the remote resource via the Internet.

Phases

[’
1. Mainframe "'E"'_—
Computing P

2. PC -:__\.
Computing =

I:an;r PC /
3. Network ':_\ Server

Computing iy

4. Internet ';_:? Server
Compauting 7;_7—"
Goor

5. Grid <2
Computing o Girid
6. Cloud B oo
Compuwurting ] | |
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Figure 2-1: Evolution and phase of cloud computing /32]

Cloud computing phases On the other hand, “grid computing provided shared computing power and
storage through a distributed computing system” (page 21, [32]). This phase is characterized by the
powerful sharing of storage and computation power in the distributed system. Needless to say, the
focus is on distributed range which gives birth to the ubiquitous sense of computing which is termed

as cloud computing.

The last, but dynamically emerging, phase of universal computation is the cloud computing paradigm.
“Cloud computing further provides shared resources on the Internet in a scalable and simple way”
[32]. In this paradigm, the user only needs a thin client machine that is connected to the Internet
world, so that the highly scalable and ubiquitously available service could be accessed without the
awareness of the services physical location. Cloud computing is more characterized by its shared pool

of resources and highly flexible computational power.



In summary, the destiny of the interconnection is suspended in the paradigm of cloud computing. The
computing world started with the mainframe computing followed by the PC computing. The PC
computing gave birth to the network computing which led to the emergence of the Internet computing.
And then the Internet computing pave a way to the highly shared of computation and storage in grid
computing with less flexibility, but powerful in the sense of distributed systems. Finally, the current-
state-of-the-art technological computation depends on the cloud computing paradigm which is
equipped with highly flexibility and powerful computing mechanisms. The next sections will be

briefing the cloud computing paradigm in detailed.
2.1.3 Cloud Computing Basics

Cloud computing has three basic concepts or building blocks. These are depicted in the figure below.

These are the deployment models, the service models and the service attributes.

Deployment
models
Service Infrastructure as Platform as a Software as a
models a Service (laaS) Service (Paa$) Service (Saa$)

Figure 2-2: Cloud computing deployment models [13]

2131 Characteristics and Attributes of Cloud Computing:

As a concept, cloud computing has essential characteristics and service attributes that it should offer.
To mention few: On-demand self-service, broad network access, resource pooling, rapid elasticity,

and measured services [13] are some of the characteristics and attributes of cloud computing.

By On-demand self-service characteristic, it is to mean that a cloud computing client should get
appropriate access to the services that the client has subscribed for without any interaction to the
cloud services providers personnel. Broad network access is another essential characteristic that the
users of the cloud should beware. It is to represent the virtually unlimited availability of network
access. In the other way, the services are provided in the “pay-as-you-use” scheme which brings the

measured service attribute into existence. The last, but not lease, attribute is the rapid elasticity of



cloud service attributes. Subscribers of services could quickly and rapidly request an autonomous
scalability of on demand services since there is virtually unlimited pool of could resources from cloud

service providers (CSP).

Besides, as a core entity, cloud computing has defined attributes that assure its presence and

persistence. Some of the key attributes of cloud computing attributes are mentioned below [32].
e Infrastructure systems
e Application software
e Application Development and deployment software
e System and application management software
e [P networks

This attributes are defined for the on demand accessibility of the available shared cloud resources,
which could be rented for all usage levels, ranging from personal uses to a larger and enterprise levels.
The Infrastructure systems attribute of cloud computing includes “servers, storage, and networks”
[13] that can scale as per user demand. On the other hand, the application software attributes
“provides Web-based user interface, Web services APIs, and a rich variety of configurations “[13]

for various users as per user demand, again.

In addition, the application development and deployment software provides a simple and scalable
means for software developers (i.e. “to supports the development and integration of cloud application
software” [13]). Not only the development, but management is another key attribute of cloud
computing. System and application management software are available to support “rapid self-service
provisioning, configuration and usage monitoring” [13] of the cloud resource that tenants access on
demand. Finally, IP networks cloud attribute helps to connect end users to the cloud and the
infrastructure components. This last key attribute (IP networks) of cloud computing in collaboration
with the first attribute (Infrastructure Systems) will be detailed in the other sections for designing an

interconnection architecture to the interconnection of the selected mega-project.

2.1.3.2 Deployment Models and Services Delivery Models:

Deployment model “defines the purpose of the cloud and the nature of how the cloud is located.”
[13]. There are basically four cloud computing deployment models. These are public, private, hybrid
and community cloud deployment models [13, 32] where [1] adds virtual private cloud as another
cloud deployment type. Public and private clouds are literally much descriptive. The former is

available for the public and the latter is for private in terms of accessibility. Whereas the hybrid is the
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combination of public, community and private clouds making it energetic, relatively. The community
cloud is a cloud owned by a specific community or organizations that have similar concerns and
issues. The last one is the virtual private cloud described in [1] as an “Alternative aimed at addressing
issues related to public and private Clouds, taking advantage of virtual private network (VPN)
technologies for allowing business owners to setup required network settings (ex. security, topology,

etc.))”.

In parallel to the deployment model there are also three cloud service delivery models. These are
[aaS, PaaS, and SaaS [1, 13]. Infrastructure-as-a-service (IaaS) is means of delivery that grants
privileged control and access to consumers and users to on demand resources of the infrastructure/s
of CSP (cloud service providers). For instance, storage and network services [1] can be controlled by
the IaaS consumers. In the other side, the PaaS is the means of delivery that lets users access on
demand platforms (operating systems support and software development frameworks, for example
[1]). The third service delivery model, which is software as a service (SaaS), requires a thin client to
reach the service. Users can access only applications and other services using the thin client (web

browser, for example [1]), that are running in the cloud computing environment [24].

2.1.3.3 Components:

Cloud computing contains different components that makes-it-up to power itself as complete entity.
These components includes: computer hardware, storage, infrastructure, computer software,
operating systems and virtualization platforms [32]. These components are, in one way or the other,
rented or requested on demand for consumption purposes. However, among these components, the
virtualization platform plays a great role in boosting the cloud in its virtualization and unlimited
capabilities of processing and computation of cloud services. In addition, these components are
essential to drive the overall abstraction of the cloud computing systems. This abstraction is better

elaborated and pictured in the form of architecture, which is discovered in the next section.

2.1.4 Cloud Computing Architecture:

“Cloud computing architecture refers to the components and subcomponents required for cloud
computing. These components typically consist of a front end platform (fat client, thin client, mobile

device), back end platforms (servers, storage), a cloud based delivery, and a network (Internet,
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Figure 2-3: Cloud computing services, layers and example of service providers **
Intranet, Intercloud). Combined, these components make up cloud computing architecture.”
Cloud computing architecture includes layered services. The services, as seen from the Figure 2-3 are
accessed by the End users from the corresponding CSPs. The two entities are linked due to the
presences of the managed resources. The managed resources are Hardware, infrastructure, platform

and applications. This managed resources are accessed in the as-a-service scheme (i.e. SaaS, SaaS,

and [aaS).

2.2 Internet of Things: Architecture and System Model

2.2.1 Introduction to Internet of Things

With the advancement of technology, the interest of human beings has grown from the ordinary way
of surfing the Web using personal computers into the unlimited availability of the Internet through
the daily physical objects or “Things”. In the early days of the Internet PCs were the major players of
the digital revolution. However, now-a-days, the Internet is becoming closer and accessible than it
was through the means of Internet of Things (IoT). IoT is the very technology that is promising to

address the daily problems of human beings in conjunction with cloud computing.
2.2.2 Definition of IoT

Internet of Things (IoT), as an emerging paradigm of the Future Internet, has got multiple definitions
from different experts based on the context of its applicability. The context in which IoT could be
applied varies from one area of application into another. There are factors that rooted the definition

of [oT. According to Dong-Woo Lee, there are three factors that revolve around the definition of IoT:

https://en.wikipedia.org/wiki/Cloud_computing_architecture

**https://www.google.com.et/?gws_rd=cr&ei=_NjGV53tCY T4Uq-wrogC#g=cloud+computing+architecture
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Human, Things and Services. Lee defines [oT as interconnection of humans and things, things, things
and services where a maximum effect is gained as those factors are linked to one another [2]. IoT
extends the existing Internet by expanding the desktop ream into physical objects interconnection
where every day physical objects share digital information among each other for a better linkage and

sharing of information about pervasive phenomenon.

A. Botta et al, in their research of cloud and IoT integration, defined IoT as “a world-wide network
of interconnected objects uniquely addressable, based on standard communication protocols™ [1]. IoT
is a world- wide interconnection of physical objects. It is not limited to a specific area like LAN,
MAN and WAN. The worldwide interconnecting objects could be dispersed and ubiquitously set
everywhere with a unique address. The unique address helps identify each interconnecting global
device from the rest of the worldwide networked objects. In addition, the [oT networked devices has
got a standard communication protocol [30] that is used as a common constitution of the
communicating physical devices. The protocol is a rule that overcomes the miscommunication of the

heterogeneous and interacting objects.

In addition, “IoT is an interconnected set of devices, sensors and objects that merge the physical with
the digital world” is a definition forwarded by C. Swanson, R. Sokolov [3]. The devices, sensors and
objects that are mentioned in the above definition, are termed as a “things”. “Things” in the realm of
IoT is a word used to represent visible and valuable physical objects that are of the particular interest

of specific interconnection domain.

In general, IoT can be defined as interconnection of three factors (Humans , Things and Services) [2]
forming a worldwide network of uniquely addressable objects based on standard protocol [1] that
merge the physical world with the digital world [3]. In IoT, humans, things and services share digital
information. This sharing will happen only if they are interconnected with each other to form a
worldwide interconnection of “Things” with a unique identity (address). In addition, to achieve a
maximum communication, those “things” should have a communication protocol [18] that could

govern the system of the digital world.
2.2.3 Application Areas of IoT

“loT technology exists today—it’s not some far-flung idea from the future. Whether it’s in

transportation, energy, health, or the military, industries are already benefiting from the loT” [3].

Internet of Things is transforming the physical world into an intelligent digital world by changing the
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hype of merely imaginative phenomenon into a reality. In the late introduction of Internet, with the
desktop PCs, Internet accessibility was limited into small room of cable connected digital device to
reach the web. But, as the mobile and sensor devices began to dominate people’s way of
communication via wired and wireless channels, the strategies of the growth and transformation plans
are diverting to make things “smart”. Smartness, in the realm of IoT, is to make things intelligent
than they were used to be. For example, smart city, smart transportation, smart energy, smart home,
smart military, smart industry, smart university and so on. Internet of Things (IoT) can be used to
make almost all transforming technologies to become smart. In this section, detailed survey about the
application areas of 10T is presented.

IoT, as of its late introduction into the communication sector, is excellent technology to make ‘things’
smart. Andrea Zanella’s et al, on their research titled as Internet of Things for Smart cities, reported
a total of nine application areas of IoT for a smart cities. These are: (1) structural health monitoring
(2) waste management (3) air quality (4) noise monitoring (5) traffic congestion (6) city energy (7)
smart parking (RFID and NFC) (8) smart parking and (9) automation and salubrity of buildings [4].
In addition, Dong-woo Lee on his study on IoT has mentioned application domains for Internet of
Things. The major benefits of [oT listed are: (1) smart home (2) automobile [2]. Furthermore, [1] on
its survey about the integration of IoT and cloud mentioned the following application of IoTcloud:
(1)healthcare (2) smart cities and communities (3)smart home and smart metering (4) video
surveillance (5)automotive and smart military (6) smart energy and smart grid (7) smart logistics and
lastly (8) environmental monitoring. “Most of all there is no application domain where IoT cannot
find an application and, most of all, there is no application domain where IoT does not have disruptive
potential*“[S]. The report on the [5] (of section 7) continues and adds the following application areas:
(1) e-health (2) energy efficiency (3) smart grid (4) intelligent transport system (5) environmental
monitoring and (6) logistics. Due to the capability of [oT technology to be deployed on the physical
objects, almost all activities of “human things” could be effected and entertained by the application

of [oT[26] for the smartness of their functionalities.
2.2.4 Aspects, Characteristics and Components of IoT

2.24.1 Components of IoT

IoT devices, which are sometimes referred as smart objects, have three basic components [4]. These
are: CPU, memory and low power wireless communication device. The CPU components, which
could be (8 bit, 16 bit or 32 bit micro-controller) is used for computation of some basic processing
that the smart object wants to perform. The memory is the temporal working area of the smart object.

The memory of IoT devices is few (mostly limited to 10’s or 100°s) KB of RAM. This limitation is
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due to the constrained nature of the IoT devices. The third basic component is the wireless
communication component. This component is based on 802.15.4 standard which fits to the low
power smart devices. The data rate of this kind of wireless channels is limited from a few KB to 100’s

of KB.

In addition to CPU, memory and wireless radio, the smart objects have analog-to-digital converter,
sensors and power supply [9]. The converter is dedicated to convert the radio message transmissions
from one node to other nodes. Sensors are the essential part of the smart object that know what
happens out there - around the node. The other crucial part is the power supply. Power supply
provides a power to the node by generating power from different sources (may be from sun, wind, or
from other sources). Most of the time smart objects are equipped with long living battery that

equivalently could supply to the smart object (IoT devices).
2.2.4.2 Aspects of IoT Devices

Smart objects, being equipped with different components could have different aspects. To mention
few: RFID, WSN, addressing and middle-ware [10] are some of the aspects that affect the

functionalities of the loT devices.

RFID is an acronym for Radio Frequency Identification which is essential aspect of IoT “in automatic
identification of anything they are attached to, and allow objects to be assigned unique digital
identities, to be integrated into a network, and to be associated with digital information and

Services” [1]. This IoT aspects may contain one or more reader and multiple tags. RFID tags are
passive in nature. Means that they do not need on board supply of electric power which helps to work

in multiple situations. While the RFID readers read the tags and transmit to the right destiny.

The other aspect of IoT is the WSN. “A typical WSN is built of several hundreds or even thousands
of sensor nodes distributed in specific topology (be it star, tree, and mesh etc.) in which each devices
is equipped with transceivers, micro-controllers, different sensors and batteries” [20]. It is also called
ubiquitous sensor networks [2]. This aspect represents the network of the smart and self-configuring
IoT devices. In the context of IoT, the data is generated from these networks. And this network
involves one or more sink nodes [1, 21] that bridges the networking of the WSN with the external
networks. Sink nodes are WSN root devices that oversee the WSNs. Besides, This WSNs requires an
adaptive topology and communication protocols [18, 23] for consistent communication with other

underlying networks.
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Furthermore, 10T involves the addressing issue. If the RFID equipped WSNs are to become part of a
particular network, the IoT devices which form WSNs should have local and global identification
mechanisms. This requirement drives the addressing issue as one aspect of loT since it needs
intelligent means of handling individual devices identity in the network. IPv6 addressing scheme play

confidential opportunity in this aspect of IoT [1].

The last major aspect of IoT is the Middle-ware issue [17, 26]. Since the WSNs are variety in type,
there must be a negotiating body that help communicate the IoT devices with another intrinsically
different networks like cloud services. [1] States the main goal of middle-ware as “the abstraction of
the functionalities and communication capabilities of the devices”. Middle-ware aspect of IoT
abstracts the different performance capabilities of the fat cloud service in order to help integration of

the IoT with the cloud services.
2.2.4.3 Network Architecture of IoT

Like the ‘Internet of PCs’ the Internet of Things should have a regulating architecture that
demonstrates the overall communication of the typical network. Like OSI and TCP/IP models the

networked communication of IoT devices has five basic layers.

-

Middleware Lavyer

Figure 2-4: Overall IoT Network Architecture [10]

Those basic layers are: the business layer, the application layer, the middleware layer, the network
layer and the perception layer, as seen from the figure above (figure 2-4).
2.3 CloudIoT Issues Related with Mega-Projects Interconnection:

Application Domains, Challenges and Issues

2.3.1 Introduction

One of the specific objective of the research is to analyze the major and general challenges and issues
of CloudIoT. So, this section accomplishes the identification and analysis of CloudloT challenges and
issues that are related with the mega-projects interconnection.
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2.3.2 CloudlIoT Application Domains

The integration [1, 19] of IoT with cloud computing is becoming main strategic solution for multiple
real world application domains. To list few: smart home and smart metering, video surveillance,
healthcare, smart cities and communities, smart energy and smart grid, automotive and smart
mobility, smart logistics and environment monitoring [1]. among those few list of application
domains the Smart metering, smart energy and smart grid, automotive and smart mobility,
environment monitoring are in one or the other way related with electric energy, oil and gas and
transportation systems. It is great to see that [oT could be applied to the mega projects perspectives.
But what challenges could be faced to this strategic mega-projects if the CloudloT principles are
applied to its massive and mission critical application domains? The next section presents a survey

on challenges and issues of CloudloT in the mega projects perspective.

2.3.3 CloudIoT Challenges and Issues: Mega-Projects Perspective

Different scholars [1, 10, 22, 25, 26, 28] have identified multiple challenges and issues related with

CloudloT applications. Below is a survey of overall CloudloT issues.

e Heterogeneity, security and privacy, performance, large scale, legal and social aspect, big

data, sensor networks, monitoring, fog computing [1].

Mega-projects are large in terms of size and geographical coverage. As a result, deployment of
strategic technological solutions (like IoT and cloud) could face enormous challenges and issues.
Heterogeneity is the first challenge. The variety of IoT devices that are going to be deployed with
cloud notion to the environments of Mega projects are heterogeneous in nature. This heterogeneity
could arise from the availability of different platforms [26], hardware design, and variety of
application software that could possibly be embedded in the IoT devices. In addition, the cloud

concepts also contribute to the issue of heterogeneity in the form of different platforms and services.

Besides to heterogeneity, the mega-projects that deploy CloudloT could face the challenge of the
security and privacy [10, 22, 25, 17]. Security and privacy is the common challenge of CloudloT
solutions ranging from personal to global. Needless to say, legal and social issues can also be another
challenge of CloudlIoT as the influence of mega-projects could cross different society (as did GERD
mega project). Furthermore, performance of the CloudloT in the deployed mega-project another
issue. The mega-project is invested in $billions which could lead to crisis if not properly functioning.
For example, if the Railway Transformation System is not performing as it is supposed to function,

it is not worth deploying the CloudloT in this mega-project environment.

17



Figure 2-5: CloudloT application areas and challenges [1]

Big data and monitoring are also the annoying challenges that obligate the requirement of high data
processing and monitoring of the hardware and software systems that are part of the CloudloT
systems of the mega-projects environments. The Big data which generated from the IoT devices of
the mega-project environments should be monitored via a cloud mechanism either renting as-a-

service schemes of cloud advantages or own-servicing mechanisms.

Sensor networks [23] and fog computing [12] are also another CloudloT challenges. The sensor
networks need a sophisticated design and monitoring since the WSNss are supposed to cover the target
environment of each mega-projects. The concerns may include the WSNs topology design,
application type and hardware selection etc. that cloud create a major issue [30]. For example, if 1000
IoT devices are to be distributed in a single mega project, the 1000 IoT devices are unlikely to be
deployed with the same application type though it is likely to be in same topology. The other issue
the fog computing. This fog computing is the nearest cloud to the CloudloT solution [27, 12] of the
mega project environment. It includes the basics of cloud computing components, functionalities and
process etc. so, this nearest cloud to the corporate network, may create a challenge unless measurable
way of monitoring to the fog computing is applied. The challenges that are counted in this regard
might be the architecture type, the integration IoT with fog, and the cost of deployment in the mega-

project environment.

In addition, there are also CloudloT application [24, 27] related issues that could arise as a result of

CloudloT integration to the mega-projects. The challenges may include:
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e Protocol support, energy efficiency, resource allocation, identity management, IPv6
deployment, service discovery, QoS provisioning, location of data storages, security and

privacy [10].

Again, the CloudloT applications that could be applied to the mega project environment are exposed
to enormous challenges and issues. The protocol support is the primary issue. Due to the availability
of different technology in the single mega-project environment, the application must have a means of
supporting the available current-state-of-the-art protocols for consistent communication. The [oT
applications are smart and self-configuring devices that need an efficient power usage. This brings
another challenge of CloudloT, which is termed as energy efficiency that invites a smart way of
energy consumption management. Most of the IoT devices are supposed to become a battery
operating devices since they should be distributed in hazardous situations like rivers, engines and oil
extraction caves (holes). So, there should be an efficient energy consumption of smart devices and

applications [24] for the CloudloT solutions of the mega-projects.

Furthermore, resource allocation is another challenge of CloudloT. IoT devices are resource
constrained devices, whereas the cloud computing devices are resource rich technologies. So, there
must be a resource sharing mechanisms for both entities. The IoT device should get virtual resources
(like virtual memory, virtual storage and virtual applications) from the fat devices via resource

allocation mechanisms.

Above all, if the smart “things” are to become part of a particular network mega-project
interconnection, there should be a way of identity management. Identity management is a means of
identifying the participants of the network in the mega projects environment. In support of this issue
IPv6 deployment solves the challenge, though it is another challenge by itself. IPV6 deployment
could help in identifying each part of the mega-project network equipment since it is capable of
allotting sufficient IP address compared to IPv4. However, there must be consistent communication

between the IPv4 and IPv6 deployments in the target mega-project networks.

Once the identification of the mega-project network is solved, the Service discovery and location of
data storages could extend the challenges of CloudloT. Location of storage is related with cloud
concept. The IoT generated data should be stored in the high performance cloud storage that could
possibility be located in the cloud services providers (CSP), unless dedicated cloud data centers are
not constructed in the corporate network of the mega-project environment. It is obvious that

construction of data centers is costly. But, fog [27, 12] edge notion could solve the cloud need of the

19



mega-projects. Security and privacy are additional CloudloT issues in relation with all the above

mentioned challenges of applications that could be deployed in the mega-project environments.
Not only is those, but also application of CloudloT susceptible to more challenges as listed below.

e Architecture, availability, performance, mobility, management, scalability,

interoperability, security and privacy [22].

All rounded and robust architecture is also a big challenge of CloudloT. Mega-projects
interconnection requires an architecture that considers all the “data” based activities of the CloudloT
applications. The architectural solution, so far, should achieve the 99.999 % availability. Performance
of the integration of IoT and cloud should also be considered while the architecture is drown. In
addition, scalability, mobility, and management, in parallel with the security and privacy should be
achieved in the designed CloudloT architecture [31, 28, 19] of mega-projects interconnection. On the
other hand, if interoperability is achieved, the big challenges of CloudloT could be solved to a great
extent. All in all, Architecture plays an appropriate role in negotiation of heterogeneity and

enormousness of different hardware and software components of CloudIoT application and services.

Serving Laywr

Lambda
Architecture

Figure 2-6: Lambda architecture [25]: Is designed for storage, real-time processing, scalability and
machine learning.

Furthermore, CloudloT issues may require a sufficient need of data storage with a real time processing

capable technologies that could seamlessly be scaled out as need.

e Security and privacy, IPv6, fog computing, lambda architecture, interoperability, context

aware computing [25].

Issue of architecture is controversial, in that, all the CloudloT requirements should be solved in order
to achieve the existing architectural problems. However, there are predefined architectures that come

up with solution of the major architectural issues. The lambda architecture (figure 2 above), for
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example, is an architecture that considers storages, real time processing and machine learning issues
with scalability as a major metric to the rapid servicing elasticity. This architectural issues could lead
to the challenge of context aware computing. Context aware computing, is again, to mean that to
computing with mega-projects in different context. The context might differ in the data requirements
of the specific mega-project. Above all, context aware computing issue could achieve only if
interoperability of the various components of the architectural solution are solved. In a sense,
interoperability can be seen as a separate challenge. The origin of the interoperability issue is emerged
from the availability of the different CloudloT technologies like fog computing and IPv6
deployments. This two technologies, in turn, gave birth to the security and privacy issue along the

mega-projects environments.
Finally, the following issues could also be counted as major concern of CloudloT.
e Need for standards, complex data monitoring, cloud capabilities, fog computing [28].

By the need of standards, it is to mean that the interconnection of the multiple mega-projects should
obey to a common standard that could negotiate the way of communication among them. The
interconnection of mega-project involves the IoT and the cloud technologies in concert. So, there
should be common standard that lets to seamlessly communicate the two entities. These two entities
could lead to the issue of data monitoring complexity. IoT generate huge amount of structured and
unstructured data that should be forwarded for structuring and monitoring by the cloud computing
technology. In this regard the capabilities of the cloud technology is should be matured enough to
handle the IoT issues. To confirm its capability, the cloud is approaching to the possible nearest
location of IoT devices by the means of fog computing edge devices. So, the CloudloT challenges
related with mega-projects like need of standard [30] and data monitoring complexity should be

handle for proper manageability and functionality of the interconnection solutions.

2.3.4 Summary of Challenges and Issues related with Interconnection of Mega-

Projects
e Need for standards, complex data monitoring, cloud capabilities, fog computing [28].

e Security and privacy, IPv6, fog computing, lambda architecture, interoperability, context

aware computing [25].

e Architecture, availability, performance, mobility, management, scalability,

interoperability, security and privacy [22].

e Protocol support, energy efficiency, resource allocation, identity management, IPv6
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deployment, service discovery, QoS provisioning, location of data storages, security and

privacy [10].

e Heterogeneity, security and privacy, performance, large scale, legal and social aspect, big

data, sensor networks, monitoring, fog computing [1].

2.4 Literature Review on Cloud Based IoT (CloudloT)

2.4.1 Introduction

In this section, a detailed related work is presented. As the title of the thesis implies, the main aim is
to design a conceptual architecture and to make a simulation of the designed architecture. So, for
selected mega projects (Transportation, Oil and Gas, and Electric Energy) a detailed literature review
concerning different issues of architecture and simulation are discussed below. The review contains
architectural issues such as the type of architectural model, networking and communication issues
which are related with subject of the selected mega projects (Transportation, Oil and Gas, and Electric

Energy). This section ends by questioning the related work and by summarizing the literature review.
2.4.2 Overview of Related Work

Currently, Internet of Things and cloud computing are amongst the hot areas of IT advancements. As
though many researches are being done, a strategic research papers that approaches with mega
projects are selected for review. The reviewed papers are related with energy production, smart

transportation and communication.

As the field of cloud computing and Internet of Things are the latest issues, engineering scholars are
exploring about the safest possibilities of IoT and cloud computing applicability to solve the problem
of the community. For example, [11] describes some of the possible applicability of the Internet of
Things in the strategic supply chain management for Indian farmers. The paper depicts the clear way
of applying could centric IoT framework for the supply chain management. It discusses the
architecture in four layers which are the object management, cloud computing platform, information
as a service and smart phone user. These architectural layers are, somehow, enough to form a system
that could store information in the cloud and to be accessed by a user. It also shows that the cloud
computing and Internet of Things could be used together to solve strategic management problems.
But, the architecture is not clear with position and placement of the Internet of Things sensors and
communication devices. The [1] had to include an interface that could connect the different sensed
information of different sensor networks. In addition, the architecture had to incorporate a central

data server that could store and collect the sensed information into a single unit. The paper also
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includes some implementation point of view and mathematical determination of the framework's
workability with a cloud centric architecture. However, the paper only focuses on the strategic
agricultural sector only. It did not show how the Internet of things and cloud computing could be used

to bring different strategic management issues together for easy management.

[8] Also discusses the usage of IoT in solving strategic plan. [2] Reports that O&G companies
(Upstream producers, mid-stream pipelines and downstream retailers) could be benefited from the
deployment of IoT. They also reported that collaborative business models can enable the industry not
only to address current challenges but also... extend the loT’s reach from cost optimization to capital
efficiency and mega-project management in the long term. The paper used a cyclic loop that
represents the whole information life time through the following phases: act, create, communicate,
aggregate and analyze. These phase have a value driver in center of the cycle. What is missed in this
paper is that there is not central hostage of information for the data produced and communicate by
the heterogeneous devices. There should be a way of monitoring the information produced by the
sensors using current techniques like cloud computing. In addition, the paper is limited to only a
specific strategy (that is the O&G). But, what if the [oT are applied for heterogeneous mega projects?
What if both cloud computing and IoT are used to solve the strategic problems rather than using the

only [oT?

IoT can also be used to build a safe, efficient, smart transportation system. [7] Discusses the issue of
building intelligent transportation system using IoT. This solution has three layers. The layers are
based on the IoT and Intel technologies. These are: the sensing layer, communication layer and the
service layer. Importantly, this paper has a better overview of incorporating both the IoT and cloud
computing. But, the only problem of this paper is that it did limit the applicability of IoT and Cloud
computing into a transportation system only, even though it seems possible to apply into different

mega projects.

To conclude, a lot has been done about IoT and cloud computing. Architectures, specific solutions,
and mathematical formulations are forwarded for different problems. But, most of the papers are more
specific to a mega project and the architectures are narrow to a unit project. There are no explicit
papers that access the possibilities of bringing different mega projects together into logical and single
management space. This thesis will fill the above mentioned gaps through creating IoT and cloud

computing interconnection architecture.
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2.4.3 Cloud IoT for Transportation System

It is obvious that vehicles are the main tools of transportation systems. Different researches are
running to make intelligent transportation systems. Making transportation systems intelligent deals
with different issues and challenges of the transportation sector. The authors of [6] Explained different
issues and integration challenges of connected vehicles, cloud computing and Internet of Things
technologies. The paper articulates different transportation sector issues such as high fuel price, high
level of COg, increasing congestion and improved road safety. It continues reporting in that the
adoption and deployment of emerging technologies in the transportation system focuses on four
principles: sustainability, integration, safety and responsiveness. The identified issues of
transportation sectors could be improved by using a transforming and emerging technologies like

Internet of Things (IoT) and cloud computing to achieve the above four principles.

2.4.3.1 Vehicle to Vehicle (V2V) or Vehicle to Infrastructure (V2I): Which

Choice of Interconnection?

To build intelligent transportation systems, different components such as Internet and/or cloud,
gateway, channels, [oT devices (nodes), infrastructure and vehicles (figure 2-5, figure 2-6, and figure
2-7) should be considered. In building intelligent and networked transportation systems, there should
be an appropriate communication channels that could deliver/transport the generated data from one
node of the network into another node of the network. For data delivery and transport purpose, the
authors of [6] have identified some channels that are supposed to be applied in transportation sectors
such as: DSRC (Dedicated short range communication), WAVE (wireless access for vehicular
environment), cellular networks, Wi-fi, WiMAX, and 802.11p among the technologies used in the
design of V2V (vehicle to vehicle) and V2I (vehicle to infrastructure) and mixed vehicular
communications. Some of the identified channels are good for V2V (DSRC and WAVE) and some
are good for V2I (Wi-fi and WiMAX) [6].

Gateway/
WiFi

Cellular/
WiMAX
-9

V2l ¢

Gateway/WiFi é =
V2I}

V2V — Vehicle to vehicle mode
y V21 — Vehicle to infrastructure mode

Figure 2-8: Wireless vehicular

Figure2-7: wireless vehicular networking scenario [6]

Networking scenario [6]
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The purpose of the aforementioned channels is to carry the data generated by the IoT devices (nodes).
These nodes cloud be sensors, actuators and other computers. The [oT devices are embedded into the
uncontrollable and unmanageable phenomenon of the vehicle in order to manage the situation through
the intelligent use of the generated data. These devices, regardless of their heterogeneity and
enormousness, provides additional values to users by linking the data to the Internet and / or cloud
[2]. Internet and/or cloud (as seen in Figure 2-5, figure 2-6, figure 2-7, figure 2-8) is the destiny of
the generated data. To arrive at its ‘destiny’ the role of the channels (be it wireless (DSRC, WAVE,
WiMAX, cellular) which is appropriate for these type of networks) is very high.

In the realm of Cloud based IoT, gateway and infrastructure are the two most important factors of IoT
devices interconnection. The gateways is a special nodes that serves as a sinks which are employed
to gather results [1]. All the generated data by the networked set of [oT devices passes through the
gateway. Then, the smart gateway [19] by providing destination network address to the moving
packets of data, will direct the data where it should be delivered. To arrive at the right destination, the
role of the infrastructure technology comes into play. Everything that is required for the inter-
networking of the cloud IoT should not be built from scratch. There is a means of using stable services
(infrastructures) which are available from different service providers. This is a means of just “pay-as-
you-use” charging service. So everything should not be built from scratch, as long as device service

providers are there.
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Figure 2-9: Wireless vehicular networking scenario ([6])

Furthermore, [6] reported the designing issues of intelligent transportation systems and cloud
integration. The concept of vehicular technology that are integrated with the vehicular cloud would
become AVC (autonomous vehicular cloud) which are supposed to contain the computing, sensing
and communication capabilities of using the cloud computing scenarios. Not only these but also some

important benefits like risk condition notifications could be provided from AVC provided that
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appropriate technologies are used.

2.4.3.2 Cloud Based Vehicular ITS Architecture: Which type of Architectural
Styles?

The other most important issue that should be considered before implementation of the IoT and / or
cloud computing is the design of the architecture. Figure 2-8 and figure 2-9 are architectures for the
intelligent transportation systems [6,7]. Figure 2-8 is a cloud based architecture for vehicular
intelligent transportation systems.

Conventional cloud

». VANET architecture

Figure 2-10: Vehicular cloud architecture [6]
2.4.3.3 Layered Architecture: Why Layering?

Designing architecture involves layering of the required system. Figure 2-9 depicts the four pertinent
layers of IoT architecture: sensing layer, communicating layer, service layer, and infrastructure layer
[7]. ‘Things’ in the realm of [oT refers to everything in the surface of the earth [10] including people,
goods, vehicles, roads, other service areas and terminals [7] and much more. For ‘things’ like those
the sensing layer is the nearest layer in the architecture. This layer is used to perceive the environment
and/or ‘things’ through appropriate smart devices and smart objects (like mobile phone, camera,
compass terminal and so on (see figure 2-9). This sensing layer is analogous to the perception layer

of IoT network architecture [10].

The other important layer in the figure 2-9 is the communication layer. The communication layer is
the means of interaction for the distributed set of IoT devices. This layer may include optical fibers,
IP, 3G/4G/ Wi-Fi, wired network, private network and so on (see figure 2-9). This layer plays a crucial
role in transporting data from one node of the IoT network into another node of IoT network.
Intelligent transportation systems should be constructed with interference resistant channels in order
to remove the possibility of miscommunication that could occur due to noise from the surrounding

environment. Most approximately, this IoT architecture layer is similar to the data link layer and/or
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the medium access control layer of the TCP/IP network protocol stack.
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Figure 2-11: IoT architecture for transportation system [7]

Needless to say, communication is used to provide a way of understanding for a typical services.
Intelligent transportation systems should be connected to seamless vehicular services to get a stable
and intelligent service platforms. The communication layer helps as a middle layer between the
sensing layer and the service layer. Consequently, the service layer provides a certain service about
particular vehicular situation so that the sensed and perceived phenomenon of the IoT networked
environment played as a service via the communication channel. The service layer might be about

massage processing, intelligent highway service or about intelligent traveling service.

Furthermore, there is one crucial layer that helps (may be to store) the sensed and communicated data
into a particular and suitable virtualized services. It is the Infrastructure layer. Infrastructure layer is
a layer that enable to rely the networked data to be stored, processed, mined and/or used for decision
making. Most probably, the advantage of cloud computing is understood to be used for the data issues
of networked IoT systems. Hence, the big data that is generated from a hundreds/thousands of IoT
devices must be connected to the cloud. This cloud is available from the Cloud Service Providers
(CSP) as an infrastructure-as-a-service (IaaS) scheme. Hence, the infrastructure layer in the above
networked IoT architecture is pointing to the ‘pay-as-you-use’ scenario of cloud computing
infrastructure services. This layer is approachable to the business and application layer of the

networked IoT architecture [10].
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In summary, a particular CloudloT architecture (as in [31]) for intelligent transportation layer requires
a different layers of abstraction. Sensing layer, communication layer, service layer and infrastructure
layers [7] are a suitable layer for IoT architecture. However, are those layers enough for abstracting
the transportation systems? The massive issues of transportation systems may require a detailed and
data considered cloud based architecture that deals with interactive advantage of the emerging smart

IoT devices.

2.4.4 CloudlIoT for Oil and Gas Systems

According to the authors of [8], the O&G companies could be greatly benefited by deploying IoT
technology into every aspect of their industry. The paper contributes a well-defined IoT architecture
of information value loop. The proposed information value loop clearly shows that the produced
information should pass through different, sequential and cyclic stages. Besides, the architecture has
incorporated some enabling and transforming technologies from one stage into the next stage (see
figure 2.6). Moreover, some value drivers are indicated in the information value loop. The general
conclusion of the paper is that the strategies of O&G companies could be solved by making use of

the advantages of the very emerging technology — IoT.

For large scale strategic environments like oil and gas companies, a huge amount of sensors should
be deployed to monitor the targeted environment and to generate relevant information that could be
helpful for the decision makers. The information produced from the huge amount of IoT devices

(approximately 1.5 terabytes in a day [8]) passes different stages, value drivers and technologies.

To transform the raw data into valuable information, the massive amount of data generated by the loT
devices (possibly sensors) that are distributed across the different levels [up stream, mid-stream and
downstream levels] of the oil and gas company should pass five loops [see figure below]: act, create,

communicate, aggregate and analyze.

Sensors, network, standards, augmented intelligence and augmented behavior are the technologies

that are agents of transformation from one stage into the next stage in the information loop [8].
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Figure 2-12: Architecture of information value loop for Oil and Gas systems [8]

With no doubt, the boiling potential of IoT technologies to solve strategic problems like O&G
industry is obvious. However, merely scattering of IoT devices into strategic environments could not
be an efficient way of solving the emerging and existing problems of O&G companies. The
architecture of the information value loop had to include another enabling technology that could
seamlessly help in storing and managing of the overall data that could be generated by the deployed

IoT devices. However, how and where the IoT generated data should be stored and monitored?

Sensors in figure 2-10 are mentioned as a technology to create the raw data. But, what and which type
of branded sensors are best to create the required information? When we get out from the ideal blue
print of the architecture, a real and working sensors that could sense the different situation of the oil
and gas environment should be specifically stated and mentioned. The sensors should sense the level
of the oil, the temperature of the production environment, the situation of the pipelines, and the

different situation of oil refinery environments and so on.

Furthermore, the above information value loop diagram is equipped with a network technologies in
order to interconnect the heterogeneous set of smart devices. What type of network is appropriate for
such kinds of huge and strategic environments? The real advantage of the [oT devices could only be
revealed if each deployed device could appropriately talk to the other appropriate devices. loT
solutions, by its nature, are obeyed to the rules of networking since it is extending the current Internet.
The last issue that should be raised when considering IoT solutions for smartness is the availability
of ‘infant’ standards. What and which kind of loT design and deployment standard should be used to
make the fascinating advantages of the networked IoT (CloudloT)? There are a lot of standardizing
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bodies (IETF, IEEE and so on) that are trying to regulate the current working standards. So, the
information value loop of figure 2-10 is lacking the best fit IoT standards for the O&G industries.

To conclude, designing and implementation of CloudloT solutions for O&G industries require more
effort, than merely setting up information value loop (figure 2-10, for example). Other than
mentioning the presence of sensors, there should be real empowering sensors and in addition to listing
the need of networking, there should be appropriately suggested networking technologies. Not only
identifying the need for standards, but also there should be current state of the art standards that should
govern the supposed architecture. Above all, the inevitable interconnection of the IoT devices should
be connected to a cloud services. So, merely focusing on the IoT technologies to solve strategic
industries like O&G companies will not become a best-fit and long-shot solution. Persistence issues
of generated data (by the smart IoT devices) should be handled by incorporating emerging and

enabling computing technologies like — cloud computing.

2.4.5 CloudlIoT for Electricity Systems

IoT technology, due to its pervasive nature, could also be applied to the electric energy situation. The
main electric energy sources that feed the most influencing infrastructures should be equipped with
latest, safe and enabling technologies. Currently, Ethiopia is running and is using hydroelectric
powers. Dams like “ Ethiopia's grand renaissance dam “and other mega projects planned in the GTP
plans should be checked for persistent servicing by using promising solutions such as [oT and cloud

computing.

The smart and self-configuring loT devices could be distributed across different sectors of the electric
energy sources. To the edge level, the source dam of hydroelectric power generation could, for
example, be equipped with devices that control the environment of the dam's reservoir. The
tremendous components that are found around the hydroelectric dam like electronic generators, edge
power plants, Water level, temperature, pollution agents, and different phenomena of the reservoir
could thoroughly be managed by the smart devices. Not only the dam but also the electricity grids
(towers that carry the generated electric power to different distribution centers) could also be
benefited from the application of the IoT. The health of the power carrying grids, for instance, could
be controlled by the smart devices. In addition, the whole environment of the local distribution centers
could also be better monitored by the IoT technologies. Furthermore, the customer side electrical
power plants (street powers, home powers and so on) could also be managed by the smart devices.
To conclude, the hydroelectric generation edge, the electric power grid, the local electric power
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distribution centers and customers side electric powers situation could be better monitored by a smart

and enabling technologies like IoT.

To make the electric power infrastructure as smart as possible, different issues and challenges should
be tackled. According to the authors of [16] three issues of IoT technology, which should possibly be
solved in building smart grid of electronic utility, are mentioned. The issues are resilience,
enablement, and optimization and competition. The first issue, which is resilience, is related with
hydroelectric generation edges like the environment in the source dam. The second issue, which is
the enablement, is about the use of the loT generated data. The third issue is about the optimization
of the enablement issue. Once the technology is applied to the area, the enabling device and the data
generated from those devices should be used for optimized servicing. All in all, the process of
empowering the electricity sources (like electric power generation edges, grids, distribution centers
and customers side premises) should evolve through promoting three issues: resilience, enablement,

and, optimization and competition [16].

Application of IoT in the electricity sector is not merely hype. There are legacy systems that enable
the electricity to overcome the above mentioned challenges. To mention, the SCADA (supervisory
control and data acquisition) and the AMI (advanced metering infrastructures) are the two [oT enabled
electricity systems. The authors of [16] defined SCADA and AMI as follows. “SCADA is composed
of sensors and actuators communicating with and controlled by central master unit and provide a user
interface thorough human-machine interface. The system captures time stamped data for later
analysis.” And the AMI is defined as a “Two way communication of smart devices on both the utility
and customers’ side of the meter”. As the above description implies, the IoT enabled electricity
system involves many technological issues such as control of the communicating sensors and

accuracy of metering.

In SCADA system, sensors and actuators are the devices that are distributed across the fields of
electricity environments. These devices are equipment’s that are able to communicate with a central
control unit. But, in contrast, today's [oT devices are smarter in that they are able to communicate
with each other. In addition, SCADA system contains central control unit which has human-machine
interface. However, in modern look, IoT devices are able to communicate with each other without
interference of humans. Lastly, the data generated from the SCADA system is contented with a time-
stamp for latter analysis. Fortunately, thanks to the technology, the self-configuring and intelligent
IoT devices can be connected to real-time and ubiquitous data analysis systems such as cloud storages

and cloud analytics.
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In addition, AMI is metering infrastructure that is capable of two way communication. It is great that
the communication is two way. But the data communicated between the two communicating
components of the AMI system should be able to make use of the computing power of cloud
computing. For sure, the data generated from the IoT devices is communicated with AMI
infrastructure. However, the type of communication is dedicated to talk inside the infrastructure
domain. So, there must be clear communication flow that show the ability to transcend the data from

specific metering servicing into some smart and customer oriented situation.

In summary, IoT is most helpful technology that should be applied to the field of electricity since
most of the electricity activities are dangerous to humans. SCADA and AMI are IoT systems applied
in the sector of electricity. However, the power of those pioneering electricity IoT systems should be
connected to the most empowering and emerging technology like IoT and cloud computing. A highly
IoT networked and cloud enabled electricity sources, grids and local distribution (electric utilities)

could be a great deal of guarantee for a sustainable electric energy solutions.

2.4.6 Analysis of Literature Review

2.4.6.1 Introduction

This section contain the analysis of the whole literature review. It begins from analysis of the reviewed
architectures. For each corresponding systems (ITS, O&G and Electricity) a detailed evaluation is
made. In addition to evaluation, the intensive focus of the related work is studied. Furthermore, the
analysis ends with the listing of the major type of technology domains that are used in the reviewed

papers. Finally, critical suggestions are proposed in line with the analysis and evaluation.
2.4.6.2 Existing Architectures Analysis

2.4.6.2.1 Analysis of ITS Architecture:

In section 2.3.2 different architectures of intelligent transportation systems (ITS) are described.
However, the architectures are different in demonstrating the conceptual scenario of cloud based IoT
solution for intelligent transportation systems. The wireless vehicular networking scenario (in figure
2-5, figure 2-6 and figure 2-7) approaches to be Internet centric architecture. Similarly, figure 2-8
follows different scenario by clearly indicating the destiny of the data to be the cloud. Figure 2-9 is

about IoT in its layered form.
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Table 2-1: Comparison of ITS architectures

Source Architecture Support Interconnection | Communica
Layering type tion channel
Figure 2-5 Wireless vehicular | - V2V DSRC, WAVE,
networking Wi-Fi
scenario
Figure 2-6 “ - V2V and V21 DSRC, Wi-
Fi/Cellular
Figure 2-7 “ - V2I Cellular
Figure 2-8 Vehicular  cloud | - AVC (Autonomous | Infrastructure
architecture Vehicular Cloud)
Figure 2-9 IoT architecture Yes M2M 3G/4G, wi-f,
wired network

As seen from Table 2-1 different architectures are listed for the possible implementation of smart ITS
systems. These are V2V, V2I, AVC and M2M. For the interconnection of the Ethiopia’s

Transportation systems a hybrid conceptual architecture should be proposed.

In conclusion, the architecture for Smart transportation (ITS) should include a cloud based V2I and
V2V interconnection of IoT devices that are able to talk in M2M base. The type of channels that
should be incorporated in the ITS architecture are WAVE (for V2V), 3G and WI-Max (V2I), wired

Fiber Optics (for cloud service reaching).

2.4.6.2.2 Analysis of O&G architecture:

The architecture of information value loop in figure 2-10 brings various architectural elements of IoT
based O&G systems. It includes value drivers, stages and transforming technologies. The value
drivers part of O&G architecture are time, magnitude and risk. Time is the timeliness of the data to
converge and reach the edge of the architecture (be it cloud or end user). The magnitude value driver
indicates the size (number of sensors, amount of generated data and so on) of the distributed smart
objects cross the CloudloT network. Due to the virtually unlimited availability of communications,
storage space and computation [1], the magnitude value driver makes the architecture to require a
cloud services. The third value driver of O&G IoT architecture, is the risk. Again, the smart objects

and the cloud services are capable of overcoming the risk of IoT solutions.
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In addition, for smart O&G IoT solution, the architecture should have different stages of information
processing. At the expense of time and magnitude, the stage should perform a clear functionality. The
stages are: Act, create, communicate, aggregate and analyze. Act stage is related with perception layer
[10] of the IoT interconnection model. Create stage is the data creation stage by the involved field
devices. The third stage, which is communicated, is the related to the network layer of IP based
communication. However, the fourth stage is, more approached to the aggregation of the generated
data. Cloud services are more actors of this stage. The final stage is the analysis stage, which invites
too much powerful analytics devices that could bring the communicated and aggregated data into a
helpful decision making representations. All in all, the cloud based IoT architecture of smart O&G
systems should be build based step wise means of acting, creating, communicating, aggregating and

analyzing the data.

Furthermore, to design cloud based architecture for O&G systems, heterogeneous and transforming
technologies should be included in the architecture. The type of technology may include sensors,
networks, standards and analytics. The sensors are the devices that play indispensable role in the data
creation stage. And the network technologies are the valuable technologies that play important role
in the communication stage of the produced information. The third technology is the standard. The
standard is the governing rule of the communication systems ranging from creation of the data to the
analysis of the data. The last technology is the inclusion of analytics. Analytics are edge technologies
that help in valuing the whole communication by changing the existing and immediate captured data
into a valuable format. In summary, smart O&G cloud based IoT system should incorporate four

important technologies: sensors, network, standard and analytics.

To conclude, to make the O&G systems as smart as possible, three value drivers (time, magnitude
and risk), five stage (act, create, communicate, aggregate and analyze) and four important
transforming technologies (sensors, network, standard and analytics) should be included in the overall

architecture.

2.4.6.2.3 Analysis of Electric Energy Architecture:

Similarly, the architecture of cloud base IoT solution for electric energy must consider enormous
issues that should be elevated by the system under consideration. The general requirement of [oT
based system are similar in that all cloud base IoT solution must contain the IoT smart devices and a

cloud edge that help to manage and monitor the data processing.
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For electric energy, there are existing systems that have been using as loT solutions i.e. SCADA and
AML. So the better and efficient way of using the power of cloud IoT in such systems would be better

to extend the functionally of the existing systems.
2.4.6.3 Focus of the Related Work

The main focus of the whole reviewed papers is to setting up conceptual architecture to a specific
system. None of the reviewed papers (as far as my knowledge) have arisen the issue of
interconnection of one or more systems. The authors of [6] and [7] put a wireless vehicular cloud
based network architecture for ITS. In addition the authors of [8] set up a conceptual architecture for
interconnecting the particular O&G system. Furthermore, the authors of [16] explained the basic
concerns of IoT based electric energy. So, the main focus of the above indicated papers is in setting

up a conceptual architecture for a particular system.

However, the potential of IoT and cloud in overcoming a vast majority of problems is not indicated
in the reviewed papers. So, to come up to a new and pioneering solution, this research will come up
with a conceptual architecture that covers three major systems (transportation, electricity and O&G).
In the subsequent section of this thesis, the integration behavior, through interconnection

mechanisms, like IoT and Cloud computing [19] will be in focus for the above three systems.

2.4.6.3.1 Simulation

Ultimately, according to the study, the common drawback of the studied papers ([1, 6, 7, 16] for
example) is lack of simulation that support the designed conceptual architecture. However, one of the
major motivation of this paper is to come up with a simulated solution for the cloud based IoT

architecture to be designed.

2.4.6.3.2 Technology Domain

The major content of the reviewed papers is focused in IoT solution only. But, in contrast, merely
using IoT solution for large systems like (transportation, O&G and electricity) is ineffective and
ineffective. So, the technology that should be used for interconnecting large systems (mega projects)

should be enabling to put their overall persisting data to cloud storage.
2.4.7 Summary

In summary, cloud computing and Internet of Things are two emerging technologies that contradict
with each other in terms of resource. The former is rich with virtually unlimited storage and
accessibility and the latter is limited with resources but able to pervasively put to cover required

amount of large systems environment (Mega-Projects, for example).
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The issues of CloudloT architecture, interconnection and simulation is surveyed and analyzed. There
are different ways of interconnecting the IoT to the Cloud services. For instance, V2V, V2I and M2M
are the three means of interconnecting IoT to Cloud in the case of Intelligent Transportation Systems
(ITS). In addition, Electric system use the means of SCADA and AMI to interconnect [oT devices to
the central space. Similarly, O&G systems use IoT devices to their respective environments (i.e.
upstream, mid-stream and retailers) to control the health of the critical equipment’s like their huge

pipe lines and the amount of the available O & G of the system.

One common issue in the CloudloT architectures of the related work is lack of simulation. The
architectures set for each three systems are conceptual elaboration of the requirement of the existing
systems. The existing CloudloT architectures are merely conceptual. The architectures should, at

least, be proved by a simulation mechanisms in order to match them with real world scenario.

Furthermore, the technology domain used in the related work of CloudloT architectures is dominated
by the inclusion of IoT devices. However, merely using [oT devices for mega projects interconnection
is not sensible. So, the advantages of cloud computing should be incorporated in the proposed
architectural interconnection of the three mega projects in order to effectively and efficiently manage

the data generated from the IoT devices of each mega project.
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3 Proposed CloudloT Architecture for the Mega-

Projects

3.1 Research Design

This thesis report is based on qualitative research principles. Qualitative in a sense, the behavior of
interconnections among the different components of the CloudloT architecture are observed from a
simulation environment. However, explanatory methods are also used to elaborate some non-
qualitative concepts. The conceptual architecture is derived based on requirements collected from

various literature reviews.

Intreduction
and
Motivation

conceptual architecture
and simulation for the
interconnection of
selected Ethiopia's meg:
projects wia intermet of
things

fprs
3 Jo MaLAal
NG
punolfiyaeq
[elauab
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;

" Simulation of
the proposed
architecture

Figure 3-1: The overall methodology

To complete this thesis, the following general methodology approach is used. First, topic motivation
is taken from GTP plan of Ethiopian government. Then, a detailed review is made to access for related
CloudloT architectures. Based on the gaps collected from the existing literatures, a new CloudloT
interconnection architecture is proposed to fill the indicated gaps. After that, a model is designed to
test the architecture in a simulation environment. The designed model is tested in the simulation
environment to assess the workability of the designed architecture. After all, the simulated
architecture is validated based on metrics.
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3.1.1

Research methods

Two basic research methods are used in this thesis work. The first is literature review and the second

is experimental observation.

1. Literature Review:

CloudloT architectures related with intelligent transportation system, O& G systems and

Electricity systems are evaluated and studied to use them as an input for the proposed

interconnection architecture. Mainly, literature review is used to collect data about the current

state of the art technology related with CloudloT. Furthermore, literature review is used to collect

challenges and issues related with mega projects.

2. Experimental Observation:

The second method of the research is experimental observation. The designed interconnection

architecture is simulated in loT simulation environment. So the results of the simulation are

observed using external network analysis tools (i.e. Wire shark).

3.1.2 Tools
The following tools are used to complete the research.

Table 3-1: List of tools used

No.  Criteria Tools Tools

1 Diagramming tools ArgoUML Gliffy Diagrams
Requirement analysis ( sequence  Interconnection
diagramming and use-case architecture and data
diagramming) centered architecture

2 simulation tools Cooja Simulator (simulation the
designed architecture)

3 Network management tools | Wire-shark (UDGM radio packet

analysis and observation)

For IPv4 and IPv6 packet analysis

[Pv6 packet analysis
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4 Programming Environment | Instant Contiki

5 Programming languages C

6 IoT middle ware kaa IoT platform

7 virtualization platform VMware Player Oracle Virtual Box

3.2 Functional Requirements

The conceptual architecture has many functional requirements that are related to the interconnection

of IoT and cloud computing. The major functional requirements are listed below.

3.2.1 Functional Requirements Related to the Design and Simulation of Cloud

Based IoT Architecture

Table 3-2: Architectural, design and simulation related requirements

Architecture related functional
requirements

Design related
functional

requirements

Simulation related
functional

requirements

The conceptual architecture should be

cloud centered.

The architecture should
be designed in a stable
virtualization

environment.

The architecture should
be simulated in a
wireless sensor network

simulator environment

The architecture should consider three
strategic mega projects (Transportation,

Electricity and Oil and Gas).

The architecture should
be designed in a stable
lightweight  operating

system.

The simulation
environment should use
similar parameters as

real world situations.

The architecture must consider IoT
devices as pervasively distributed source

of information.

The architecture should

be designed in an

environment that could

support different

The simulation
environment should be
graphical and

descriptive.
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programming languages

for IoT devices.

The architecture must consider a “‘middle
man” device that paves a way to
communicate the cloud with the IoT

devices

The architecture should
be designed to support
heterogeneous IoT

devices

The simulation
environment should be

platform independent.

The cloud should be as near as possible

to the IoT devices.

The architecture should
be designed in platform
independent

environment

The Simulation
environment should, at
least, show the reach-
ability of the particular
cloud services from the

IoT devices perspective.

The architecture should consider
appropriate channels for interconnection
and networking of the participating

devices.

The architecture should
be designed to support
networking needs of the

conceptual architecture

The architecture should clearly depict
the components that should be included
in the corporate network and the
components that should set outside of the
corporate network. The architecture
should be designed in a stable open

source Operating environment.

3.3 Scenarios, Use-Cases, and Sequence Diagrams

3.3.1 Use-Case

The three selected systems have their own defined actions. As seen in figure 3-2, the three systems
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are depicted as an actor to the specific use-case of CloudloT concepts. Four use-cases are shown with

their respective stereotypes to represent the possible behavior of each use case. The use cases are: 10T

Devices, gateway, fog and cloud. In addition, the aggregation and inheritance nature of each use with

the external actors (systems) are shown.

Use Case Name: 10T Device

Use Case ID: UC01

Precondition: The 10T devices should wake up and run as process in the particular mega-project

Post condition: The IoT devices of each mega-project should send a “hello” messages to the Core

cloud

Use Case Scenario:

Basic scenario: 10T sends data to the core cloud

1.

2.

3.

The loT Device should wake up, receive an IP address and run as a process.

The 10T device should perform its assigned task on the specific environment.

The loT device should send the result of the specific task to the intelligent gateway.
On success, the intelligent gateway confirms that the task is sent to the core cloud.
loT devices continue and start at step 2.

Use case ends

Alternate scenario:

4. If intelligent gateway did not sent the data

e

The intelligent gateway requests the 10T device to send its data again.

b. The loT device sent its data again.

o

The gateway receives the data and sends it to the core cloud.

o

Use case ends
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Figure 3-2: Use-case diagram — the interaction of the three mega projects and basic CloudloT
activities

Use Case Name: Core Cloud
Use Case ID: UCO02
Precondition: Data must be generated from the IoT Devices.
Post Condition:Data generated from IoT devices must be stored and analyzed.
Basic Scenario:
1. Preprocessed data should be sent from fog edge devices.
2. The core cloud should receive preprocessed data from the fog edge.
3. The core cloud must analyze, visualize and store the data.
4. The Core cloud use case restarts at step 1.
5. Use ends.
Alternate Scenario:
3. If the data sent from the fog edge is not analyzed, visualized and stored:
a. The core cloud should notify that the message is not processed.

b. The fog edge is resends the data to the core cloud.
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c. The core cloud analyzes, visualize and store the data.

d. Use case ends.

3.3.2 Sequence Diagrams:

[ doTDevices | [ :intelligentGateway | | :FogEdge | :CoreCloud
T T T
| | | |
- | | :
| | |
| I |
| i ]
. selfConfig() ! i i
ElectricSystem :> HelloGatew ay—b-l_ i i
I
4— Ack, goAchead ! !
sendPacket()— | | verifyPacket( filter () ' structure()
sendLog() preprocess) process()
Sequence diagral remainOpen( visualize()
for the ——}-transferData() ——» analyze()
communication finishDdata) store()
single Electrical T ¢ finishlog()? S
System usecase ———FinisPacket()?
B filter()
{—sendPacketFinish() — preprocess) ;trrglccgéls?}}
:D sleep() ELOgFrRO =p- —transferDataFinishU—b‘ b visualize()
Standby() L analyze()
T store()
i |

Figure 3-3: Sequence diagram- a scenario representing the communication of an l1oT device with
the cloud environment

Sequence diagram shows the detailed interaction of the objects found in a specific scenario of use
case. In figure 3-3 the interaction of Electrical system (actor) with its objects is shown. Four objects
of each use case are formulated to represent the communication of each class in the electric System.
The diagram is intended to show the interaction of all the available objects of the designed

interconnection architecture with respect the whole system to in a sequential manner.

3.4 Identification of Validation Metrics for Architecture and

Simulation

3.4.1 Scalability

Due to the fact that non-scalable architectures could lead to the unsuccessful implementation of the
whole system, the architecture should be as scalable as possible. Scalability, in the domain of network
architecture, includes many issues. Interconnection objects (IoT devices, channels and cloud
resources, for example) should be added without affecting the whole running network architecture. If
IoT devices and cloud nodes are added or removed without influencing the existing system, we

consider the interconnection network architecture as a scalable.
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In addition, the data architecture should be scalable. In a sense, there should not be data loss along
the way and on the data hosts. The data generated from the IoT devices should be scalability delivered,
managed and monitored in the cloud services. To sum up, the conceptual architectures (both network
and data) should be verified the scalability issues in the design and implementation (simulation)

stages.
3.4.2 Availability

This metric is to measure the 99.999 % accessibility of the interconnection network and data

architecture efficiency.
3.4.3 Flexibility

The 10T devices that are placed relatively to static and dynamic environments should be automatically
connect and react to the existing loTcloud network topology. For example, mobility is natural in case
of Transformation system, in which case the IoT devices that are embedded in the moving trains

should connect and behave accordingly.

3.4.4 Usability

This metric is particularly for the data architecture. The IoT generated data should be analyzed by

corresponding cloud services for the purpose of decision making.
3.4.5 Reachability

The Reach-ability metric is to assure the connectivity of the interconnected smart objects to the core

cloud computing devices.
3.4.6 Manageability

The enormous and heterogeneous devices that are going to be deployed based on the interconnection
architecture should be manageable and controllable. The architecture involved smart thin IoT devices
and supercomputing fat cloud resources. So, those intrinsically different devices should be managed
in such a way that the common empowering entity (i.e. data) could also be fabulously managed and

monitor. That is why the manageability is considered as a separate metric.
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3.5 Concept Development: Network and Data Centered Architectures
of CloudloT

3.5.1 Interconnection and Data Architecture of the Selected Mega
Projects

Since, the interconnection of IoT with cloud is one main objective of the study, a measurable
architecture should be drown that fulfills the mentioned functional requirements. None of the
conceptual architecture that are investigated in the review papers (section 2) provide a tiered
architecture for multiple mega-projects that considers interconnection of the IoT devices to the cloud.

So, in this section, an interconnection network architecture of CloudloT will be drown.

3511 Proposed Interconnection Architecture of the Three Mega Projects
The interconnection architecture has four tiers. These are the:

1. The Internet of Things (IoT) tier

2. The Intelligent gateway tier

3. The fog edge tier

4. The core cloud tier

In each tier, specific protocols are mentioned. In the first tier, low level protocols like the IEEE
802.15.4 and zig bee protocols are mentioned. In the intelligent gateway interconnection tier, the
6loWPAN protocol is shown. In the rest interconnection tiers (both the fog edge and the cloud)
application level protocols such as the http and ftp protocols are used. The reason for selecting the
corresponding protocol of each tier is due the interconnection nature of the designed architecture. The
aim of the design is to assess the interconnection of the four entities by the means of the indicated

protocols.
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Figure 3-4: Proposed CloudloT interconnection architecture of the three selected mega projects

3.5.1.2 Proposed Data-Centered Architecture of the Selected Mega-Projects

This section extends data architecture requirement in the middle-ware perspective.
Thedatageneratedfrom IoT devices should be seamlessly settled to an environment which allows
production of confidential information from the collected set of data. An architecture that virtually
interconnects the three mega-projects is derived in this section as seen in figure 3-4. The data centered
architecture, like the interconnection architecture, is also formulated in tiered form. These tiers are:

the end-points tier, the fog-edge tier and the core cloud tier.
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Figure 3-5: Data-centered CloudloT architecture of the three selected mega projects

3.5.1.3 Architectural Elements of the Proposed Architectures

The proposed architectures have building blocks or elements. These elements are the components that
make the whole architecture. Those are: the 10T devices, the intelligent gateway, the fog edge, and

the cloud edge. The next section discusses the details of each elements of the architecture.

3.5.1.3.1 IoT devices

In the interconnection architecture, the 10T devices are the pervasively distributed elements to the
fields of each mega project. Those 0T devices as seen in figure 3-4 perform unique actives the
targeted environment. Activities such as sensing, actuating, controlling and monitoring of are done

by these 10T devices.

On the other hand, in the data centered architecture, the 10T devices are considered as end points. The
end points directly talk with the 10T agents. Those agents help the end points to talk with the nearest
edge devices called fog edge which in turn communicates with core cloud. The end points may
contain platforms, application and interfaces that could help them in communicating with upper tiers.
In the architecture, each mega project is supposed to own its own identical end points or a set of loT
devices’ process.
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3.5.1.3.2 The Intelligent Gateway

Intelligent gateway, as seen in figure 3-3 is the device or set of devices that performs tasks such as
filtering of packets and requesting of resources from the upper tiers. In the interconnection
architecture the 6l0WPAN protocol is incorporated in order to help communicate with the IP/v6
assigned loT devices. This network layer protocol is ideal in implementing a huge amount of devices.
So, in the interconnection architecture, the intelligent gateway is the smart networking devices that
let the 10T devices to talk with the fog edge of the cloud network.

On the other side, the data centered architecture (figure 3-4) brings the intelligent gateway as nearest
agents of the architecture. The 10T agents besides the end points are the intelligent gateway
representation of the proposed architecture. The end points could confidentially communicate with
external upper tiers via the agents of the network. And these agents of the network are termed as

intelligent gateway.

3.5.1.3.3 The Fog Edge

The other element of the conceptual architecture is the fog edge. In the interconnection tier (figure3-
3), the fog edge tier is the nearest cloud to the 10T devices. Its purpose it to pre-process, filter and
assign resource to the 10T devices tier via the intelligent gateway and from the upper core cloud. In
addition, the structuring of the log data and some medium level visualization are performed in this
tier based on the requests and response to/from the 10T devices/core cloud, respectively. Each mega
project is assigned its own specific fog edge device. And each fog device of each mega projects are

supposed to talk and communicate with each other.

Similarly, in the data centered architecture (figure 3-4), the fog edge devices are represented by three
types of servers that could possibly talk with each other in parallel. Those are: the bootstrap servers,
the operation servers and the control servers. The bootstrap server help in the booting processes and
some loT devices initiation activities. While the operation servers are dedicated in managing of the
data in operation level. They are purposefully good in helping and monitoring the operation in the
fog edge cloud. The control servers are the servers that oversee all the participating device and

services in the architecture or system.

3.5.1.3.4 The Core Cloud

In both the interconnection architecture (figure 3-3) and in the data centered architecture (figure 3-4),
those elements of the architectures are the same as the fog edge except for three reasons. First, core
cloud is rich in terms of resources. The second reason is the core cloud is a far from IoT devices. And
third and the final is the core cloud is central and seen as virtual resources to the three corresponding

fog edge.
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4 Modeling and Simulation of the Proposed

Architecture

4.1 Introduction:
In this section a detailed modeling and simulation of the proposed interconnection architecture is
presented. At the end of the experiment the following functional simulation requirements are planned

to be achieved:

1. Designing a sample model that could represent the conceptual architecture in cooja simulation
environment

2. Assessing the interconnection architecture in terms of the reachability (and other validation
metrics) of IoT devices to the servers through the means of measuring the signal strength and

coverage in relation with relative distance of three mega projects.

4.2 Simulation Setup

To study the feasibility of the designed architecture, the simulation environment should be ready using

the following tools.
4.2.1 Host Machine Environment:

Host environment is the environment where the virtualization machine is installed. For this

experiment, Linux (Ubuntu 14.04, 64 bit) operating system is needed.
4.2.2 Virtual Machine:

Virtual machine is a software platform that should be installed on top of the host environment in order
to run and host multiple instances of operating systems in a specific host machine. For this experiment

purpose VMware workstation 12 player is selected to install guest operating system/s.
4.2.3 Guest Machine Environment:

Guest machine is the operating system that resides on the top of the host machine environment using
the Virtual Machine as an interfacing. Instant Contiki [29] operating system will be used as a working
environment. This OS is purposefully designed for Wireless Sensor Networks. In its current version,

mstant Contiki 2.7, is released with Ubuntu 12.04 LTS.
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4.3 Simulation and Simulation Results

4.3.1 Simulation Model: the Four Tier Design

The simulation model is designed to be a four tiered communication model in order to simulate the
real world environment. As figure 4-1 depicts, at the very first, IoT devices tier is found. The IoT
devices are the pervasively distributed set of smart devices that could sense, control, actuate and do
any assigned role around the environment of each mega project. The next component is the intelligent
gateway tier. In this tier the gateway is a middle entity that helps the tiny devices to talk with the fat
devices. The third tier is the fog tier. This is the nearest possible cloud [12] that is incorporated it the

corporate network. The minimum requirements of cloud computing necessities for the IoT devices is

radio channel fiber channel

Figure 4-1: Higher level design model of the CloudloT interconnection architecture
supposed to be assigned from this tier via the intelligent gateway. The last tier is the core cloud tier.

This is the place where the permanent storage, and visualization processing etc. is done.

4.3.2 Simulating the Prototype of the Design Model

In cooja environment different devices are represented by different simulation devices. These devices
are called motes. Motes are a simulation devices that exactly represent the behavior of real world IoT
devices. The cooja environment cloud use the following list of devices (Table 4-1 and figure 4-2 and

more to) simulate the wireless sensor networks.
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4.3.3 Simulation Assumptions

The representation of the architectural components is mapped to the following entities of cooja
simulation tools.

1. ToT devices component of the architecture is mapped to different motes of cooja environment.
These motes are multiple platforms of smart devices with different capabilities of sensing,
actuating, monitoring and controlling different and difficult situations. In this experiment, For
the sake of consistency and measurement, sky motes will be used to run the required firmware

and application.

kd Network =X

Yiew Zoom

Table 4-1: Motes found in cooja

environment: (NB: mote id is not

fixed).

Mote id | Mote description © @ @ ® © ® 7

1 Disturber mote

2 MicaZ mote

3 Exp5438 mote

4 Sky mote Figure 4-2: Sample list of 10T devices (motes) in cooja environment
5 Z1 mote

6 ESB mote

7 Wismote

2. Intelligent gateway component of the architecture is mapped to a sink node of the wireless
sensor node concept. The sink node is the RPL (routing protocol for low power and loose
networks) router of the Cooja simulator.

3. Fogcomputing and core cloud computing components of the architecture are mapped to motes
of any type that could be uploaded with server capabilities. Random motes are used to upload
the firmware of the server code into a particular sample server mote.

4. The channel requirements of the architecture is mapped to the radio channels of the cooja

simulation environment.
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4.3.4 Simulating IoT Devices:

4341 Topology Design of IoT Devices:

Three mega projects are selected to test the interconnection of the mega projects. The selected
areas are: Electric Energy, O&G Company, and Transportation. To simulate the interconnection of
these three mega projects, selection of appropriate and best fit topology is required since each area
of the mega project are different in terms of different factors: for example

e geographical location
e distance of mega project from the fog and core edges of computing
e quantity and type of loT devices requirements

e Type of medium and networking equipment needs of the mega projects and so on.

To handle these differences of the mega projects, a mediator networking topology should be drown.
Mesh networking topology, which is ideal for wireless sensor networks, is adopted for the three mega
projects. Reason for selecting mesh topology is to assure the absence of miscommunication of data
which could be generated from each node of the IoT devices which are assumed to be distributed
across each of the mega projects. Mesh topology could warranty this confidential efficiency due to
the reachability of each device to its possible nearest (at least two) IoT devices. This reachability, in
the simulation, is possible via a radio channel. In addition, wireless mediums of communication are
susceptible to higher interference of external factors. So to prevent this issue, for example if one radio

route is failed, the meshed alternative radio route could be used.

4.3.4.2 Mote Type

One mega project may need 100's, and / or 1000's of IoT devices to cover its target areas. On top of
the enormousness of the IoT devices, the heterogeneity of the devices is also another concern. To
come up with approachable solution to this enormousness and heterogeneity, different motes are
selected to design and simulate the first tier of the architecture (i.e. IoT devices tier). As seen on figure
4-3 and figure 4-4, three rows of loT devices are distributed in the network panel of cooja simulator.

Seven colors are distinctively visible to represent different motes for simulation purpose.
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Figure 4-4: IoT devices topology for loT devices
Figure 4-3: 10T devices topology for 3 mega

Projects of three mega projects with mote id enabled

Figure 4-3 and figure 4-4 shows the linear distribution of IoT devices in cooja simulator's network
panel. Each row represents a single mega project. Identification and uniqueness of devices cross all
mega projects are an important issue. In the trend of [oT, IPv6 is the major addressing scheme that is
compatible with IPv4 and available enough to every things in this world. For, merely, IoT device

simulation, automatically generated ID (rime id, look figure 4-4) is used.
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Figure 4-5: 10T devices topology for three mega projects with each mote 5 led enabled

4.3.4.3 Channels:

In cooja environment, five different channels are available to simulate the WSNs. These are (1) Unit
Disk Graph Radio Medium (UDGM): Distance Loss (2) UDGM: Constant Loss (3) Direct Graph
Radio Medium (DGRM) (4) No Radio Medium (5) Multi-Path Ray-Tracer Medium (MRM). From

these radio mediums, the UDGM distance loss is used for testing the designed architectural model.
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The reason for choosing UDGM distance loss radio medium is due to its feature of radio signal
success ratio and distance loss considerations. The transmitted success ratio (TX) and received
success ratio (RX) of the radio to signal to a particular node can be clearly seen in this medium in the

form of unit disk graph.

As seen in figure 4-6, the radio signal is UDGM distance loss medium. The yellow mote with mote
id 14 (at the middle row) is surrounded by a green circular disk. The area covered by the green circular
disk is the transmission range of the mote with id 14. In addition, in figure 4-6, there is also a gray
colored disk that covers a wider scope than the green disk. The gray area is the interference range of
the radio medium of the targeted mote. Packets that are generated from motes (mote id 14, for
example) can reach to the two neighbor motes (motes with id 12 and 16) via the radio medium. Each
and every motes is able to transmit and receive signal packets from one or more neighbor motes via

the radio medium.
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Figure 4-6: Topology of three mega projects with radio medium enabled

As described earlier, the three selected mega projects are inevitably going to change into a complete
system. So, each mega project should have a distributed set of IoT devices that could possibly cover
all fields of mega projects (systems). For example the Electric Energy sector may require
heterogeneous IoT devices for sensing, actuating, monitoring and / or controlling its critical parts of
the whole systems. Table 4-2 shows the possible IoT devices requirements of Electric energy, O&G

and Transportation systems.
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Table 4-2: Major areas of the three mega project and sample loT devices requirements.

No. | Electric Energy Oil and Gas (O&G) | Transportation

1 Reservoir O&G extraction sector :|Road health: highway
water level sensor, humidity checker, water|temperature checker, Oil|health checker, road
pollution sensor, reservoir walls checker level sensor, cameras, etc.

2 Dam's Electrical components : Mid-stream: pipe line | Train: train ID scanner, train
Produced energy checker, Fire sensor, engine |health monitors, fire | utility devices ( like gate
actuator, turbine monitor, generator health checker, | detectors and monitors, controllers, GPS, in side
breaker sensors, motion and sound sensors, etc. cameras, engine monitors,

powers sensors) etc.

3 Grid, Distribution and Utility: grid tower |Retailers: gas meters, oil | Traffic: traffic light
checker, wire capacity and health checker, utility |checkers, fire  sensors, | management devices and
controllers, etc. cameras, container sensors, |controllers, congestion
sensors, counters (timers)

etc.

So, in summary, simulation of the IoT devices shows that, implementing mesh topology distribution
of IoT devices to the targeted areas of each mega project is best fit solution for satisfactory coverage
and to maintain the reachability of the [oT devices data to the right destination. Once the area is
equipped with the smart devices, the devices could start generating data by playing their assigned
roles. The data, again, can be moved from one node of the network to another node through routing
mechanism in collaboration with neighbor nodes. The data moves in the form of packet through the
radio medium. But the question is how the packet and / or data can be moved to the right destination?
The notion of gateway comes into play and the next section discusses about the intelligent gateway

simulation.
4.3.5 Simulating the Intelligent Gateway:

One of the major component of the designed conceptual architecture is the intelligent gateway. This
component of the architecture is supposed to be used as a communication agent for the mega things
or [oT devices of each mega projects. The informative packets generated from IoT devices, which are
discussed in the IoT devices simulation section above, need this intelligent gateway component in
order to make successful communication with the external network. In addition, the gateway is
supposed to be powerful and intelligent device (set of devices) that are able to carry out multiple tasks
that are inevitability forwarded and requested from the enormous and heterogeneous IoT devices of
each mega project. These intelligent gateways should, technically, support both the wired and wireless

communication mediums with a fastest routing and real time communication capabilities. However,
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for simulation purpose, the RPL border router is used as a means of communication agent of the loT

devices and the external networks (Fog and core cloud).

435.1 Designing the Intelligent Gateway:

As the topology of the three mega projects is planned as a mesh topology, the intelligent gateway
should behave to manage the mesh topology networks and should perform beyond topology
management. To do the intensive tasks and handle requests from multiple and different IoT devices,

the intelligent gateway should be available to all the three selected mega projects.

Each of the three mega projects, which are going to be transformed into a complete system after the
project is finished, would be equipped with enormous and heterogeneous IoT devices. So each mega
project should have its own intelligent gateway to handle the routing requirements of particular mega
project. The Intelligent gateway should look after each device through the networked means of
communication. Each devices should periodically talk with the intelligent gateway in order to make

efficient communication with the outside network.

The Intelligent gateway, as its name indicates, may perform the following basic functions to fulfill
the gaps of miscommunication. Above all, the major burning issue regarding the Field devices of each
mega project is the addressing and identification issues of the distributed IoT devices. The addressing
scheme described it the [oT devices simulation section is not as satisfactory as it is used out there.
The mote id that uniquely identify each devices from the set of devices in the local network is
inefficient. The motes should have an address that must help to identify the devices uniquely. The
unique address may help to identify the device on the local or global scope. So, one basic function
the intelligent gateway should handle is the addressing issue of field devices. This addressing scheme
that must be used to identify each communication IoT device of the mega project should be the IPv6

addressing scheme.

The other most important task that intelligent gateway should perform is data filtering. At this tier of
communication, the data generated from the IoT devices should be filtered and Identified as valuable
and invaluable based on the data requirements for further processing by the subsequent tools. The
huge amount of data generated from IoT devices which is greater than a Tera bye (1.5 Tera byte per
day in O&G systems, for example) should be filtered. Technically, the [oT data is sent to cloud servers
in the form of log data. This log data should be a timely filtered and or value filtered based on the
equipment of the data for further processing. The filtering approach, in the intelligent gateway tier,
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will guarantee the data processing efficiency and data relevance.

Furthermore, IoT devices are constrained in terms of resources (memory, storage, CPU, power and
so on, for example). The [oT devices may need shared resources from the nearest fog computing edge.
In case more shared resources are requested, [oT devices should get resources from core cloud
computing edge. So to handle this issue, the intelligent gateway must process and control the
heterogeneous IoT client’s need of the shared resources through communicating with the upper tiers

(fog edge and core cloud edge).
4.35.2 Motes and the intelligent gateway:

As figure 4-7 depicts, the intelligent gateway is the device/s that sets at exit and/or entry edge of the

corporate network. The simulation screen shot (figure 4-7) show the gateway scenario.
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Figure 4-7: Intelligent gateway (green mote) and 10T devices (orange motes) for a single mega
project screen shot

Three concepts can be analyzed from the intelligent gateway simulation. The first concept is the
addressing issue. As we can see from figure 4-7 all the devices are assigned an automatic IPv6
address. The motes with orange color (which are assumed to be IoT devices) have got a unique

identification address that starts with aaaa::1/64 IPv6 address. However, the mote with green color

57



(which is a sink node or RPL router) has got a different Ipv6 address (which is a local ID) that starts
with fe80:: . The address of the RPL router is changed or assigned with a global unique address when
it establishes a communication with the external network. So, regarding addressing, the IoT devices
(orange motes in the figure 4-7), which are assumed to be smart and self-configuring, are instantly
assigned a unique IPv6 address as soon as the simulation starts. To the contrary, the intelligent
gateway (green mote in figure 4-7) has a local address until it starts to talk with the external network.
This addressing concept remarks that the addressing problems of the IoT devices can be solved with

IPv6 addressing scheme in collaboration with the intelligent gateway.

The second concept is regarding the means of communication among the field devices. There is a
means of coverage and reachability between the IoT devices. The radio traffic that interconnects the
IoT devices (figure 4-8) is the means of talking to the nearest possible neighbors. Figure 4-8 shows
this scenario with IoT devices sending an IPv6 packet using their assigned address. As long as the
neighbor motes are in the 100% coverage of its radio signal, the corresponding mote can directly talk
with its neighbor. Otherwise, the mote can reach its neighbor and its intelligent gateway via the radio
means indirectly by selecting its suggested routes. So, this proves the confidential communication

among the IoT devices, besides to reachability.
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Figure 4-8: Intelligent gateway and 10T devices for a single mega project with tunslip6 bridge
enabled: screen shot

The third concept is concerning the bridging of the communication. The IoT devices and the
Intelligent gateway could not communicate with the external network (fog edge devices, for example)
if there is no way to bridge the network. Tunslip6 is a tool in a cooja environment that lets to RPL

router (mote 1 with green color) communicate with external network. In this case, as Figure 4-8 and
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figure 4-9 shows, in the serial socket server (SERVER)  panel displaying ‘client
connected:/127.0.0.1', is the result of bridging the RPL router with tunslip6 tool. In addition, bytes
exchanged in the network (mote: 159 byte and socket: 68 byte in Figure 4-8, mote: 56672 byte and
socket: 2461 byte in Figure 4-9, for example) shows another way of data exchange between the
external network (host client), and internal network (intelligent gateway (the green sky mote) and [oT
devices (orange motes)). The local host ipv4 address (127.0.0.1) is definitely external to the
simulation environment. As consequence, the intelligent gateway addressing and its communication
with external network can be observed from figure 4-8 and figure 4-9. So, in summary, through
bridging mechanism, the reachability of the IoT devices via the intelligent gateway to the external
networked is proofed. This means the IoT devices can talk to the external network via the intelligent

gateway.
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Figure 4-9: Intelligent gateway and 10T devices with tunslip6 bridge enabled, radio traffic, UDGM
and IpV6 address.

In conclusion, the simulation results of the intelligent gateway component proves the reachability of
IoT devices to the external networks. Besides to reachability, the addressing issue of the 100's, and/or
1000's of IoT devices has got a simulated solution via the IPv6 addressing scheme to the first
architectural components (The intelligent gateway and IoT devices). Furthermore, the
miscommunication challenges of the participating devices are solved via the radio traffic means of
talking to the nearest neighbor. Not only this, but also, the traversing and data exchange of the loT

devices and Intelligent gateway is clearly depicted using bridging mechanism to the external network.

59



So, simulation of intelligent gateways proves the reachability of the IoT devices to the external
network. But, what is really the external network in this notion? The fog edge and core cloud concepts

are discussed in the next section.
4.3.6 Simulating the Fog Computing Edge and the Core Cloud

4.3.6.1 Designing the Fog Edge:

Fog computing edge is the junction tier where the non-functional and functional requirements of each
mega projects information-flow merges together. There should be single Fog computing edge for the
three mega projects. Fog computing edge is the nearest cloud to the IoT devices where the all the
three mega projects' IoT devices share a common resources and tools. The Fog Edge should be
equipped with the minimal cloud computing services in order to deliver the possible cloud services
requirements of the IoT devices in a real time. So, in collaboration with the intelligent gateway, the
dynamic and unlimited resources (like storage, computation etc.) of fog computing edge could solve

the major bottlenecks of communication in the IoT devices world.

Fog computing, as it is the nearest cloud in the corporate network, has a significant effect both for the
core cloud computing edge and for the IoT devices world. For the IoT devices, in addition to the
timely shared pool of resources via the intelligent gateway, another benefits like computing resources,
security, encryption and data loss could be guaranteed. In the realm of cloud computing, the security
requirement is the main issue. So, to avoid those gaps, the fog computing edge is the basic remedy in
order to handling such services. In addition, the rich amount of data that is generated from the IoT
devices comes as a row log of data. So, structuring, filtering and preprocessing of the log data could
be performed before the data is forwarded for decision making and for permanent storage into the

core cloud.

For simulation purpose, motes are used to host the server firmware. The motes with server code are
set to the possible nearest location of the intelligent gateway, so that the reachability of these servers

from the IoT devices is assessed.

4.3.6.2 Simulating the Core Cloud:

The last component in the conceptual architecture is the core cloud computing. This component of
the architecture is richest in terms of resources. Unlimited amount of resources are assumed to be part
of this component. The IoT devices reaches this component via the intelligent gateway. And then the
intelligent gateway talks with the fog edge computing devices. Finally, the fog edge paves a way to

talk with the central core cloud resources.
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The core cloud is the destination of the whole data generated from all the [oT devices. This component
of the architecture is the place where data centered processing is done. Everything about the whole
system is stored, processed, and analyzed based on the requirements of each system under
consideration. The data generated from each IoT devices of each mega projects should be hosted and

/ or processed in this central management space.

To simulate this part of the component, again, the notion of motes comes into play. Sample servers
are uploaded and installed into the IoT devices representatives (motes) and then the reachability of

the IoT devices into the last component of the architecture is assessed.

The simulation is setup as seen from figure 4-10. The Orange motes (motes with id 3, 4, 5) are
representatives of [oT devices and the central green mote (with mote id 1) is the intelligent gateway.
The rest motes with pink color (motes with id 6, 7, 8) and yellow color (motes with id 9, 10, 11) are

uploaded with simple server code. All motes are uploaded with a simple applications accordingly.

In figure 4-10, the networked communication is limited to specific network i.e. in between the loT
devices only (to the left of the green mote) and in between the fog edge and core cloud representative
motes only (to the right side of the green mote). This show that the independence of each architectural
components. There should be a mean of integrating the whole effort of communication via a middle
entity. The intelligent gateway plays a significant role in communicating the intrinsically different
components (IoT devices, and core cloud computing). The nature of IoT devices and core cloud is
complementary to each other. In general sense, the former is pervasive and the latter is ubiquitous.
The mismatch of physical characteristics and the networking protocols should be negotiated by a
middle entity like the gateway and any other application level protocols. This negotiation help for the
utter most integrity of the central theme (i.e. data) of inter-networking the different architectural
components. So, in this regard, the green mote (with rime id 1) is the central entity that is supposed

to negotiate the two distinct components.
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Figure 4-10: Fog edge and core cloud with 10T devices and intelligent gateway: snapshot

Besides the central entity, there is another means of collaborating the networked communication.
Figure 4-11 adds another entity that transforms the internal network to external network. In the real
word the external network is the core cloud. However for the simulation purpose, set of motes that
grouped to right side of the green mote (with mote id 1) are the representatives of the external network
(including the fog edge since it is mini cloud inside or nearest to the corporate network). Besides, to
there is also means of reaching the host from the internal network. As seen from figure 4-11, unlike
figure 4-10, the intelligent gateway is negotiating the two extremely different components of the
architecture. The middle man that bring the two networks together is the bridge that help to connect

the client via a bridging mechanism.

62



Figure 4-11: Fog edge and core cloud with IoT device and intelligent gateway: snap shot

Figure 4-11 depicts a complete simulation representation of the whole architectural
interconnection of all the four components: IoT devices (the orange motes with id 3, 4, 5) to the left
of the intelligent gateway (the green mote with mote id 1) and the motes to the right side of the
intelligent gateway. The fog edge and core cloud are set aside in a same group since the nature of the

two components is the similar except in abundance of resources.

4.4 Summarizing the Simulation

To conclude, the simulation starts with the list of expected results of the simulation following by
environmental set up of the simulation environment. Next to the environmental setup of the
simulation, the real simulation and experimenting of the architecture is performed. The details of
experiments in relation with the functional requirements of the simulation are discussed. To test the
designed architecture four solid assumptions are formulated. Prototyping of the simulation starts with
the first tier (IoT devices) of the architecture followed by the second tier of the architecture which is
the simulation of the intelligent gateways. And, finally, the fog edge tier and the core cloud tier of the

architecture are simulated accordingly. All the simulation is discussed with appropriate motes and
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tools to test the designed architecture.

4.5 Discussion of the Simulation Results

The main objective of the whole simulation (explained in detail in the above three sections) is twofold.
The first is to design a sample model (prototype) of the architecture and the second is to experiment
the connectivity of the IoT devices to the core cloud of the architecture using Cooja simulation
environment. Both objectives are achieved. In a sense, prototyping of the designed architecture is

modeled and connectivity of the IoT devices (first tier) to the core cloud (fourth tier) is simulated.

The simulation can be mapped to the real world scenario. The model has four tiers: the IoT devices
tier, the Intelligent Gateway tier, the Fog Edge tier, and the Core Cloud Tier. Each mega-project has
its own set of [oT Devices and Intelligent gateway. Besides, each mega-project has common set of
fog edge devices and core cloud devices. Could these set of devices communicate to each other? So,
what is the simulation telling about the interconnectivity of IoT devices, intelligent gateway, fog edge

and the core cloud?

As the observation of the results from the simulation shows, the interconnection of IoT device to the
core cloud is illustrated. In general, the simulation shows that interconnection of multiple mega
projects using IoT and Cloud computing is possible. The selected mega projects (Transportation
system, Electricity systems and O&G systems) cloud be managed in single management space since

interconnection is tested in simulation environment.

However, the architectural simulation is proven in simulation environment, the result should be
validated using evaluation and simulation metrics. The next section evaluates and validates the

workability of the designed CloudloT interconnection architecture.
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5 Validation and Evaluation of Results

51 Evaluation of Interconnection Architecture Based on
the Validation Metrics
511 Reachability

One metric to validate the connectivity of IoT devices of each mega projects to the cloud is the

Reachability metric. This Reachability metric is used to validate the connectivity, in this sense.

wireshark 2
No. Time Source Destination Protocol | Length | Info
T ToUYT T T uTwa T GO TE T T T TUT IO vy U OO (PINgT TCYuUTI T Ia—UAITOT, SCq-EoOv
2448|1860.8074 aaaa::212:7401:1:101 aaaa::1 ICMPV6E 104|Echo (ping) reply id=0x1189, seq=2350
2449|1861.7723 aaaa: :1 @aaa::212:7401:1:101 |ICMPVE 104|Echo (ping) request id=6x1189, seg=2351
2450|1861.8133 aaaa::212:7401:1:101 aaaa::1 ICMPV6E 104|Echo (ping) reply id=0x1189, seq=2351
2451|1862.7735aaaa::1 @aaa::212:7401:1:101 |ICMPVE 104|Echo (ping) request id=8x1189, segq=2352
2452|1862.8193 aaaa::212:7401:1:101 aaaa::1 ICMPV6E 104|Echo (ping) reply id=0x1189, seq=2352
2453|1864.3132aaaa::1 @aaa::212:7401:1:101 |ICMPVE 104/ Echo (ping) request id=6x1189, segq=2353
2454|1865.5723 aaaa::1 @aaa::212:7401:1:101 |ICMPVE 104|Echo (ping) request id=6x1189, seq=2354
2455|1866.5797 aaaa::1 @aaa::212:7401:1:101 |ICMPVE 104|Echo (ping) request id=8x1189, segq=2355
2456|1866.6777 aaaa: :212:7401:1:101 |aaaa::1 ICMPVE 104 Echo (ping) reply id=ex1189, seq=2353
2457|1867.5803 aaaa: :1 @aaa::212:7401:1:101 |ICMPV6 104|Echo (ping) request id=ex1189, seq=2356
2458|1867 .6063 aaaa: :212:7401:1:181 |aaaa::1 ICMPvE 104|/Echo (pina) reply id=0x1189, sea=2356

Figure 5-1: ICMP6 protocol as a result of pingé command
The simulation results show that the IoT devices can seamlessly connect to the core cloud. The
connectivity is checked using the 6loWPAN protocols of IPv6 connectivity scheme. Ping6 command
is issued from the guest terminal to reach intelligent gateway inside the simulation environment. The
snapshot in Figure 5-2 shows the time vs. packets/tick send to intelligent gateway. The idea is to show
weather the packets generated from the wireless motes could successfully arrive in the intelligent
gateway mote. It shows that in one second an average of 1 to 4 packets are deliver to the intelligent
gateway from the IoT motes. In every tick, packets are transmitted and delivered (i.e. 0% packet loss).
So it could be concluded that, there is a successful continuous communication without packet loss.
This means the communication between the IoT devices and the other components (intelligent

gateway, fog edge and core cloud) is confirmed as a result of the simulation.
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Figure 5-2: Time (in sec) vs. packets per tick graph from wire-shark tool: snapshot
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In addition, the connectivity can also be validated in terms of the bytes transmitted to the upper tiers
of the architecture. Figure 5-3 demonstrates the bytes transmitted to the sink node to the
corresponding IoT devices. In a time of second 100 up to 300 bytes are transmitted with no loss (0%

loss) of bytes. This, again, proves the connectivity of the mega projects to the uppers tiers.
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Figure 5-3: Time (in sec) vs. bytes per tick graph-Snapshot

Furthermore, the connectivity, can also be checked by observing the bits transmitted to the upward
tiers of the architecture. A total of bits transmitted in a second is in between the 500 to 2500 with 0%

loss of bits. This, on the other hand, proves the connectivity of the IoT devices to the upper tier.
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Figure 5-4: Time (in sec) vs. bits per tick graph. Snapshot

5.1.2 Flexibility

Statically positioned IoT devices are not more significant in validating the architecture in this
scenario. To validate the architecture with the flexibility metric we should consider a mobility
scenario (like in case of the transportation system). For example, an IoT device inside a moving train
should behave normally while the train is in motion. The particular IoT device should properly
communicate with the nearby IoT devices (or neighbor nodes).
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So, the architecture supports flexibility, in such a way that, the IoT devices are not required to directly
connect to the core cloud which is the destination of the whole generated data. The motes could use
the nearest cloud devices (which is represented as fog edge tier in the proposed CloudloT architecture)
to access the required resources of cloud services. Furthermore, the IoT devices of each respective
mega project could share resources of each other in a flexible way. For example, the fog resources
assigned to the Transportation IoT devices, could be used by the IoT device of Electric Systems (see

the data-centered architecture figure 3-4).

In the simulation environment, the flexibility metric is measured using movability scenario. Among
the devices distributed in the mesh topology of the IoT devices, three IoT devices (i.e. from each
mega project) is dragged to become out of the topology. Then, the [oT devices are added to the mesh
topology, again, to see how the topology behaves. But, so nice, the [oT devices automatically become
part of the network and started talking with neighbor motes. The Intelligent gateway mote added the
three motes to the topology and gave them IPv6 address in their respective network. So, the designed
CloudlIoT architecture could be considered as flexible architecture based on this movability scenario.
However, how is this flexible architecture become manageable? The next section validate the

manageability of the designed CloudloT architecture.

5.1.3 Manageability

Manageability requires the need for controlling and monitoring of the WSNs and the underlying cloud
services (the fog edge and the core cloud). However, here, from the mega-projects interconnection
perspective, manageability is related with the management of the interconnecting components (i.e.
the IoT Devices, the intelligent gateway, the fog edge and the core cloud). In parallel with the
components the issue of security, control, motes management and message analysis and visual

presentation mechanisms should be in hand.
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Figure 5-5: Manageability in cooja environment: simulated

So, to validate manageability issues, it could be assumed as follows based on Figure5-5.

Table 5-1: Mapping manageability of the architecture with simulation environment

Manageability Issue

Solution in simulation perspective

Panel representation

ToT and cloud control

Start, pause, step, speed and time

Simulation control

Security

Encrypted message

Mote output

Analysis tools

6loWPAN analyzers

Radio message

External communication

Socket level communication

Serial socket server

Real time IoT visualization

The event and time based activities of motes

Time line of motes

In addition, the architecture supports manageability in three major ways. First, the CloudloT
architecture puts three set of IoT devices for each mega project. Each mega project has its own IoT
devices. The independent distribution of IoT devices provides a manageability option of “divide and
conquer “scenario. Rather than having one set of huge IoT devices for all the three mega-projects,
dividing and monitoring independently has a great deal of importance. That is way the proposed

CloudlIoT architecture puts three set of IoT device for each respective mega project in order to ease

the manageability of the considered mega projects.

The second means of manageability is the availability of the nearest monitor of IoT devices which is
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the Intelligent Gateway. Again, the CloudloT architecture puts three set of intelligent gateway for
each mega project. The corresponding intelligent gateway monitor and oversee the loT devices of
each mega project. The intelligent gateway ease the manageability of the IoT devices of each mega
project, in such a way that, the point of failure and other issues of the IoT devices (which are assumed
to be occurred in the environment of each mega project) are detected by its own corresponding

intelligent gateway.

The third means of manageability is the inclusion of fog edge and core cloud in the CloudloT
architecture, in separate tier. Each mega-project has a common nearest cloud (i.e. the fog edge
devices) in order to guarantee the resource requirement and management of the cloud service issues
of the mega projects. So, the effort of all the IoT device and the intelligent gateway is overlooked by
the common fog edge device of the mega projects. In contrast, the fog edge is supervised by the core
cloud devices. Even though both are virtually the same, this separation of fog edge and core cloud,

has a great deal of importance in manageability.

So what the simulation tells about manageability? Well! The simulation as seen in figure 5-5 tells
that, the above three manageability issues of the CloudloT architecture are seamlessly applicable in
the real simulation environment. The components of the CloudloT architectural model which are the
three sets of IoT devices and intelligent gateway, and the cloud devices (the fog edge and the core
cloud) cloud be managed as required. So, the designed CloudloT architecture is manageable using

the current-state-of-the-art technology, as the results of simulation in the Cooja environment depicts.
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6 Conclusions and recommendations

6.1 Summary of Proposed Solutions

At the inception phase of the research, the idea was to propose a conceptual architecture that could
generally support the interconnection of Selected Ethiopia's mega-projects. But, at the proposing
phase, a definite approach was taken to come up with a cloud centric conceptual architecture that
could generally communicate with the pervasive nature of Internet of Things (IoT). This proposed

approach is done through reviewing and briefing of related CloudloT research papers.

However, as a detailed study exerted, one main drawback of the whole reviewed papers was observed.
As a consequence, the inclusion of IoT simulation became part of the thesis research. In addition to
architecture, an appropriate and simulation supported designed architecture is proposed as solution

proposal.

6.2 Summary of Major Research Contributions

As a thesis, this paper has its own contributions. The first outcome of the research is the detailed
research study. As a case study, three sample mega-projects (Electric System, Transportation System
and O&G system) were considered for architecture and simulation investigation. As a result,
CloudloT papers related with those three mega-projects are detailed in the general background and
literature review section. Evaluation, analysis and comparison of current-state-of-the-art architectures

of all the three mega-project (systems) is presented.

The second contribution of the thesis is an architecture. The architecture is two-fold. The first is
interconnection network architecture and the second is data centered architecture. The former, which
is interconnection architecture of the three mega-projects, is the representation of the conceptual
architecture which was the mere original assumption. However, the latter, which is the data centered
architecture, is the extension of the interconnection architecture. The data centered architecture is
developed to support the original assumption (interconnection architecture) via a CloudloT middle
ware. All in all, this paper contributes two types of defined architectures: the interconnection

architecture and the data centered architecture. Both are cloud based loT architectures.

Besides to architecture, this thesis contributes modeled design (which could be considered as a
prototype) of the architectures. The designed model of the architecture is, again, two-fold. The first
is design model for the interconnection architecture and the second is a design model for data centered
architecture. These two design models gives a clear direction to the move of implementation. The

former eases the preparation of simulation testing for the interconnection architecture in specific
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simulator (cooja simulator, in this case). The later paves a way to the preparation of data testing in a

particular middle-ware (kaa IoT platform middle-ware, in this case).

The fourth contribution of the paper is the pioneering simulation (as far as my knowledge) of
interconnecting multiple mega-projects as single entity. A detailed simulation of architectural
components of the interconnection architecture is performed. The main focus of the simulation
performed here is related with connectivity of IoT and cloud as described in the requirement analysis

section of the paper.

finally, the last but not least, contribution of the paper is identification of major CloudloT issues and
challenges in the current-state-of-the-art technology that are related to the interconnection of multiple

mega-projects via Internet of Things.

6.3 Recommendations

To the community:

v" Ethiopian government should craft new GTP plans in order to interconnect the completed, on-
going, and future mega-projects to make an initial move to its vision of implementing and

constructing E-governance.
To the CloudloT researchers:

v" Cloud computing and Internet of Things (IoT) technologies should not only be used for
implementing smart single mega-projects, but, besides, cloud and IoT should be used for

creating smart multiple mega-projects.
To the Contiki cooja simulator developers:

v" Contiki cooja simulator developers should consider a proxy option that enables multiple IP
and port addressing that leads to the multiple accesses of cloud computing services

simultaneously from pervasively distributed smart IoT devices.
As a future work, interested researchers are encouraged to:

v" Extend this research by implementing the designed interconnection CloudIoT architecture

into real world devices (or emulated environment).

v' Extend the data-centered CloudloT architecture into a specific CloudloT platform

environment.
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Appendix A: Sample Codes

Contiki-Coding-Structure.c

nn

#include
#include <stdio.h> /* For printf() */

PROCESS  (hello world process, "Hello

world process");

AUTOSTART PROCESSES(&hello world

process);

PROCESS THREAD(hello world process,
ev, data){

PROCESS BEGIN();
printf("Hello, motes \n");

PROCESS END();}
Border-Router.c

#include "contiki.h"
#include "contiki-lib.h"
#include "contiki-net.h"
#include "net/uip.h"
#include "net/uip-ds6.h"
#include "net/rpl/rpl.h"

#include "net/netstack.h"
#include "dev/button-sensor.h"

#include "dev/slip.h"

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

#include <ctype.h>
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#define DEBUG DEBUG_NONE
#include "net/uip-debug.h"

uint16_t dag id[] = {0x1111, 0x1100, 0, 0, 0,
0, 0, 0x0011};

staticuip_ipaddr t prefix;
static uint8_t prefix_set;
PROCESS(border router process, "Border

router process");

#if WEBSERVER==0

/* No webserver */

AUTOSTART PROCESSES(&border router
_process);

#elif WEBSERVER>1

/* Use an external webserver application */
#include "webserver-nogui.h"

AUTOSTART PROCESSES(&border_router
_process,&webserver_nogui_process);

#else

/* Use simple webserver with only one page
for minimum footprint.

*  Multiple connections can result in
interleaved tcp segments since

* a single static buffer is used for all segments.
*/

#include "httpd-simple.h"

/*  The

internal webserver can provide

additional information if



* enough program flash is available.

*/

#define WEBSERVER CONF LOADTIME
0

#define WEBSERVER CONF_FILESTATS 0
#define
WEBSERVER CONF NEIGHBOR_ STATU
SO

/* Adding links requires a larger RAM buffer.
To avoid static allocation

* the stack can be used for formatting;
however tcp retransmissions

* and multiple connections can result in
garbled segments.

* TODO:usePSOCk GENERATOR_SEND
and tcp state storage to fix this.

*/

#define
WEBSERVER CONF _ROUTE_LINKS 0
#if WEBSERVER CONF _ROUTE_LINKS
#define BUF_USES STACK 1
#endif

PROCESS(webserver _nogui_process, "Web
server");

PROCESS THREAD(webserver nogui_proc
ess, ev, data)

{
PROCESS BEGIN();

httpd_init();

while(1) {

PROCESS WAIT EVENT UNTIL(ev ==
tcpip_event);
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httpd_appcall(data);
h

PROCESS_END();

}
AUTOSTART PROCESSES(&border router

_process,&webserver nogui_process);

*TOP =
"<html><head><title>ContikiRPL</title></h

staticconst char
ead><body>\n";

staticconst char *BOTTOM =
"</body></htmI>\n";
#if BUF_USES STACK
static char *bufptr, *bufend;
#define ADD(...) do { \
bufptr += snprintf(bufptr, bufend - bufptr,
VA _ARGS ); \

+ while(0)
#else
static char buf[256];
staticintblen;
#define ADD(...) do { \
blen += snprintf(&buf[blen], sizeof(buf) -
blen, VA ARGS ); \

+ while(0)
#endif

/* --- */

static void
ipaddr_add(constuip_ipaddr t *addr)
{

uintl6 ta;

inti, f}

for(i = 0, f = 0; i<sizeof(uip_ipaddr_t); i +=2)



a = (addr->u8J[i] << 8) + addr->u8[i + 1];
ifla==0&& £>=0) {
if(f++==0) ADD("::");

} else {
if(f>0) {

f=-1;

} else if(i> 0) {
ADD(":");

}
ADD("%x", a);

§
§

}

static

PT THREAD(generate routes(structhttpd st
ate *s))

{

staticinti;

static uip_ds6_route t *r;

static uip_ds6_nbr t *nbr;

#if BUF_USES STACK

charbuf[256];

#endif

#if WEBSERVER CONF _LOADTIME
staticclock time tnumticks;

numticks = clock time();

#endif

PSOCK_ BEGIN(&s->sout);

SEND_ STRING(&s->sout, TOP);
#if BUF_USES STACK
bufptr = buf;bufend=bufptr+sizeof(buf);

#else
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blen =0;
#endif
ADD("Neighbors<pre>");

for(nbr =nbr table head(ds6 neighbors);
nbr = NULL;
nbr = nbr_table next(ds6 neighbors, nbr)) {

#if
WEBSERVER CONF _NEIGHBOR_STATU
S

#if BUF_USES STACK

{char* j=bufptr+25;

ipaddr add(&nbr->ipaddr);

while (bufptr<;j) ADD(" ");

switch (nbr->state) {

case NBR INCOMPLETE: ADD("
INCOMPLETE");break;
case NBR_REACHABLE: ADD("

REACHABLE");break;

case NBR_STALE: ADD(" STALE");break;
case NBR_DELAY: ADD(" DELAY");break;
case NBR PROBE: ADD("
NBR_PROBE");break;

}
b

#else

{uint8_t j=blen+25;
ipaddr_add(&nbr->ipaddr);
while (blen<j) ADD(" ");

switch (nbr->state) {

case NBR_INCOMPLETE:
INCOMPLETE");break;

case NBR_REACHABLE:
REACHABLE");break;

ADD("

ADD("



case NBR_STALE: ADD(" STALE");break;
case NBR_DELAY: ADD(" DELAY");break;
case NBR PROBE: ADD("
NBR PROBE");break;

}

¥
#endif

#else
ipaddr add(&nbr->ipaddr);
#endif

ADD("\n");
#if BUF_USES STACK
if(bufptr>bufend - 45) {
SEND STRING(&s->sout, buf);

bufptr = buf; bufend = bufptr + sizeof(buf);

§
#else
if(blen>sizeof(buf) - 45) {

SEND_ STRING(&s->sout, buf);

blen = 0;

}
#endif

h
ADD("</pre>Routes<pre>");
SEND STRING(&s->sout, buf);

#if BUF_USES STACK
bufptr = buf; bufend = bufptr + sizeof(buf);
#else
blen =0;
#endif

for(r = uip_ds6 _route head(); r = NULL; r =
uip_ds6 route next(r)) {
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#if BUF_USES STACK

#if WEBSERVER CONF ROUTE LINKS
ADD("<a href=http://[");

ipaddr add(&r->ipaddr);
ADD("]/status.shtmI>");
ipaddr_add(&r->ipaddr);

ADD("</a>");

#else

ipaddr add(&r->ipaddr);

#endif

#else

#if WEBSERVER CONF _ROUTE_LINKS
ADD("<a href=http://[");
ipaddr_add(&r->ipaddr);
ADD("]/status.shtml>");

SEND STRING(&s->sout, buf);
//TODO: why tunslip6 needs an output here,
wpcapslip does not
blen =0;
ipaddr_add(&r->ipaddr);

ADD("</a>");
#else
ipaddr_add(&r->ipaddr);
#endif
#endif
ADD("/%u (via ", r->length);
ipaddr_add(uip _ds6 route nexthop(r));
if(1 || (r->state.lifetime< 600)) {
ADD(") %lus\n", r->state.lifetime);
} else {
ADD(")\n");
}
SEND_STRING(&s->sout, buf);
#if BUF_USES STACK
bufptr = buf; bufend = bufptr + sizeof(buf);



#else
blen =0;
#endif

¥
ADD("</pre>");

#if WEBSERVER CONF_FILESTATS
static uint16_t numtimes;
ADD("<br><i>This

sent %u

page
times</i>",++numtimes);

#endif

#if WEBSERVER CONF_LOADTIME
numticks = clock time() - numticks + 1;
ADD(" <i>(%u.%02u
sec)</i>",numticks/CLOCK_SECOND,
(100*(numticks%CLOCK _SECOND))/CLO
CK_SECOND));

#endif

SEND_ STRING(&s->sout, buf);
SEND STRING(&s->sout, BOTTOM);

PSOCK_END(&s->sout);

b
/ */

httpd_simple_script t
httpd_simple get script(const char *name)

{

returngenerate_routes;

}

#endif /* WEBSERVER */

79

/¥ J

static void

print_local addresses(void)
{

inti;

uint§_t state;

PRINTA("Server IPv6 addresses:\n");
for(i=0; i< UIP_DS6 _ADDR_NB; i++) {
state = uip_ds6_if.addr list[i].state;
if(uip_ds6_if.addr list[i].isused&&

(state == ADDR_TENTATIVE || state ==
ADDR _PREFERRED)) {
PRINTA(" "),
uip_debug ipaddr print(&uip ds6 if.addr lis
t[i].ipaddr);
PRINTA("\n");

b
b

}
/% */

void
request_prefix(void)
{
/* mess up uip_buf with a dirty request... */
uip_buf[0] ="?";
uip_buf[1]="P";
uip_len = 2;
slip_send();
uip_len =0;
b
Void set_prefix_64(uip_ipaddr t *prefix 64){
uip_ipaddr_tipaddr;
memcepy(&prefix, prefix 64, 16);
memcpy(&ipaddr, prefix 64, 16);



prefix_set=1;
uip_ds6_set addr iid(&ipaddr,
&uip lladdr);
uip ds6 addr add(&ipaddr, 0,
ADDR_AUTOCONF);
}
PROCESS THREAD(border router process,
ev, data) {
staticstructetimer et;

rpl_dag t *dag;

PROCESS BEGIN();

/* While waiting for the prefix to be sent
through

*the SLIP connection, the future

* border router can join an existing

* DAG as a parent or child, or acquire a
default

* router that will later take precedence over
the

*SLIP fallback interface.

* Prevent that by turning the radio off until we

* are initialized as a DAG root.

*/
prefix_set = 0;
NETSTACK MAC.off(0);

PROCESS_PAUSE();

SENSORS ACTIVATE(button_sensor);

PRINTF("RPL-Border router started\n");

#if 0
/* The border router runs with a 100% duty
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cycle in order to ensure high packet reception
rates.

Note if the MAC RDC is not turned off now,
aggressive power management of the

cpu will interfere with establishing the SLIP
connection */

NETSTACK MAC.off(1);

#endif

/* Request prefix until it has been received*/
while(!prefix_set) {
etimer_set(&et, CLOCK _SECOND);
request_prefix();

PROCESS WAIT EVENT UNTIL(etimer e
xpired(&et));

b
dag =
rpl_set root(RPL_DEFAULT INSTANCE,
(uip_ip6addr t *)dag id);
if(dag '= NULL) {
rpl_set prefix(dag, &prefix, 64);
PRINTF("created a new RPL dag\n");

b

/* Now turn the radio on, but disable radio
duty cycling.

* Since we are the DAG root, reception
delays would

* constrain mesh throughbut.

*/
NETSTACK MAC.off(1);

#if DEBUG || 1

print_local addresses();



#endif }

while(1) { }
PROCESS_YIELD(); PROCESS_END();

if (ev == sensors event&& data == }

&button_sensor) { /* this sample code

PRINTF("Initiating global repair\n"); is a customized

code for simulation from

rpl repair_root(RPL DEFAULT INSTANC);
- - - - Contiki os*/

Udp-Server.c

#include "contiki.h"
#include "contiki-lib.h"
#include "contiki-net.h"
#include "net/uip.h"
#include "net/rpl/rpl.h"

#include "net/netstack.h"”
#include "dev/button-sensor.h"
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <ctype.h>

#define DEBUG DEBUG PRINT
#include "net/uip-debug.h"”

#define UIP_IP_BUF ((structuip_ip hdr *)&uip buffUIP LLH LEN])

#define UDP_CLIENT PORT 8765
#define UDP_SERVER PORT 5678

#define UDP_EXAMPLE_ID 190

staticstructuip _udp conn *server conn;
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PROCESS(udp_server process, "UDP server process");
AUTOSTART PROCESSES(&udp server process);

static void
tepip _handler(void)
{

char *appdata;

if(uip_newdata()) {
appdata = (char *)uip_appdata;
appdatafuip datalen()] = 0;
PRINTF("DATA recv "%s' from ", appdata);
PRINTF("%d",
UIP_IP_BUF->srcipaddr.u8[sizeof(UIP _IP BUF->srcipaddrus8) - 1]);
PRINTF("\n"),
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