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Abstract

The huge traffic demand of graphics and also video applications has led to a high demand for
end-to-end QoS guarantees. Many telecom service providers, use seamless MPLS-based
solutions to construct a multi-service bearer network. Seamless MPLS was developing in the
need for superior flexibility in scenarios where old MPLS over confuses network
management. It offers an alternative for implementing end-to end MPLS networks by
integrating different domains into a single MPLS domain. However, current seamless multi-
protocol label switching application is a hard configuration procedure and does not offer a

central view of the network topology to telecom service operator.

Employing Seamless MPLS without SDN leads to several challenges like timewasting,
complicate system segmentation, difficulty of learning to manage such a huge systems and
devices and more. This research paper proposes SDNs supported seamless MPLS stream of
traffic to be managed in the framework of as in one-piece network rather from unified but
locally controlled devices. It focuses the network intelligence in software-based central
controllers, which aims to bring better and more efficient control, advance quality of service
and quality of experience in networks, permitting network engineers to have a central view
and control of the network topology. In general, it providing seamless multi-protocol label
switching services in a simplistic approach, will make it to achieve adaptive routing and traffic

engineering.

In this study, Experimental synthesis and prototyping system development approach is used
to achieve the research objective. Mininet software and Wireshark packet analyzer are emulate
and using many different scenarios in order to evaluate the connectivity and performance of
SDN based seamless MPLS compare to seamless MPLS without SDN. Consider the
functionality of seamless MPLS network in SDN framework and also the performance of SDN

based seamless MPLS is evaluated quantitatively.

Keywords: MPLS, seamless MPLS (S-MPLS), Software Defined Networking (SDN), Open

flow
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CHAPTER ONE

1. Introduction

1.1. Background of the Study

The growth of wireline and wireless technologies, multimedia applications, voice, video and
data, in the world has led to the increase of traffic generated on the internet. The rapid growing
diversity of huge traffic demand of graphics and also video applications has been making
domination in access networks and generate a massive demand for speedy internet services.
One method to safeguard that these applications deliver the acceptable handler experience
today is the presence of high-speed links for back haul connections or even high speed links
at the access layer of the network by (Tristian, R., Muntean, G.-M., & Katrinis, K, 2013).

The escalation in traffic growth the network operators look the essential to advance and setup
innovative efficient and economical solutions, characterized by all-1P Ethernet back haul and
large increase size in mobile backhaul then core parts. For instance, according Peter (Croy
,2011) the backhaul size requisite for Africa wireless cell site will rise gradually and near at
around 75-90Mbps. As to the core switch needs for some mobile service provides evaluation
more than three-times increase of their core bandwidth desires, for example from under
40Gbps to 130Ghps.

A research conducted by (Garcia-Dorado, J. L ,2012) on multimedia bandwidth demand states
that video traffic is on a steady rise. In the next few years, it is assessed that 2/3 of traffic on
the internet will be video traffic. Portion of that will account for video applications and other
real time heavy applications. The growth of bandwidth demand also leads to significant
transformation in the back haul requirements and migration to all-IP Ethernet backhaul.
Routing serves established on IP well on the Internet in the mid90s, but IP technology was
able to be fruitless at forwarding packets since software must search for routes using the
longest match algorithm. As an importance, the forwarding capability of IP technology can

act as a bottleneck.



In contrast, Asynchronous transfer mode technology practices labels of fixed length and
maintains a label table that is much smaller than a routing table. Compare to IP, ATM is more
well-organized at forwarding packets. (Asynchronous transfer) ATM is a challenging
protocol, however, with high deployment costs, that hold back its widespread use. Since
outdated IP technology is simple and costs little to deploy, a combination of IP and ATM
capabilities would be ideal. It has established the development of MPLS technology. MPLS
was prepared to increase forwarding rates. Different IP routing and forwarding, MPLS
examines a packet header only on the edge of the network and not at each hop. MPLS therefore

decreases packet processing time.

MPLS Header: 32 Bits (4 Bytes)

The Label Value Exp | S TTL
', 20 bits 3bits  1bit 8bits
Layer 2 Header MPLS Header IP Packet

Figure 1: MPLS header

The usage of hardware-based tasks centered on application-specific unified circuits has made
IP routing far more efficient, so MPLS is no longer required for its high-speed forwarding
uses. Beside, seamless MPLS provisions multilayer labels, and its forwarding plane is
connection-oriented. For these reasons, MPLS is largely used for virtual private network
(VPN), traffic engineering (TE), and quality of service (QoS). Seamless MPLS protocol is
applicable on Internet Protocol (IP) backbone networks. By linking routing technologies and
switching technologies, seamless MPLS leverages the elasticity of IP routing and the easiness

of switching.

Currently, the only service provider Ethiotelecom implemented three layered topologies:

Backbone Layer, Core Layer and Edge Layer.



Backbone Layer: totally 10 sets of BR spread to five towns, with each town set up two sets
of BR, full-meshed connection. This layer is mainly liable for service traffic forwarding and

international traffic.

Core Layer: totally 32 sets of CR used in 14 cities. ER tools of this network are linked to

local CR equipment.

Edge Layer:
— DATA
—_— Plane A Gsm
—_— Plane B '
DT A, FL C Intarneat FL DATA
\-\-._.-s-____./-J ——

Figure 2:Logical Architecture of ethio telecom Network

For access network, numbers of access devices are required and sites are dispersed largely.
Static line signaling service, media service and broadband services become into to access to
many small sites in the all of Ethiopia. Those services hosts are not at the same locations with
data devices of IP network. Grounded on this, it is the key to exercise aggregation switch first
to aggregate the accesses devices at individually site; then combined the aggregation switch

to the location where IP network devices are existing through transmit network.
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Figure 3:ethio telecom fixed network service deployment

MPLS network distributions delivers limited flexibility in provisioning, as it is strongly
attached with the topological location of the network nodes and operationally so, people has

to arrangement with various technologies to troubleshooting and fault recovery.

Seamless MPLS arrangements a superior alternate for applying end-to-end MPLS networks
system by incorporating access, aggregation and core networks into one MPLS network. It is
also aimed for optimizing and improving the efficiency of end-to-end MPLS networks. With
S-MPLS architecture, the entire network uses unified IP/MPLS networking technology, with
an end-to-end control plane by (Habtamu Kumela, 2018). It established a Border Gateway
Protocol (BGP) LSP through the access, aggregation, core layers to practice point to point
service transmission. LSP can be established between any two nodes on a seamless MPLS

network to transmit service packets upstream and downstream. This network structural design



ensures high service scalability, while only needing to deploy signaling protocols at service

access points.

An autonomous system(AS) is group of networks in a common routing rule which is managed
by a single expert. Switching info inside an autonomous system is known as intra-domain
routing. Instead, inter-domain routing emphases on the interchange of routes to permit the
transmission of packets among different autonomous system. When an autonomous
system(AS) is connected to multiple different autonomous system, it is stated that as a multi-
homed autonomous system. Instead, autonomous system (AS) linked to a single autonomous

system are recognized as single-homed autonomous system.

Border Gateway Protocol (BGP) are the Effective standard for inter-domain (inter-AS)
routing protocol used to exchange reachability information throughout the Internet. When
reachability info is switched between two border Gateway Protocol (BGP) routers placed in
different autonomous system, the protocol is denoted as external border Gateway Protocol
(eBGP). On the other hand, when reachability info is switched between BGP routers located

at the same AS, the protocol is stated to as internal border Gateway Protocol (iBGP).

-——— Single AS -
a——IBGP L] IBGP - IBGP -
i OSPF/ i OSPFS OSPF

- ISI5 i Isds T i isds
CorelABR1 MASGT

| CSG1

AGGH|

MNodeB/
eModeB

SGW

Core:ABR2

1 C5G2 MASGZ

AGGZ

ModeB/
eModeB

Figure 4:routing protocols for the intra-AS seamless MPLS



» Helps simplicity communication between the access, aggregation, and core layers.

» Make simpler network provisioning, operations, and maintenance because the
technology encapsulates all services and transmits these services along an E2E LSP.

» Delivers high flexibility and scalability.

The proposed solution centered on SDN. Therefore, success a highly efficient network that
encounters the requirements of all the users is preferred. In addition, the simplicity and
manageability of this network will highly transform data transportation in networking. This
study notes that the techniques stated above to offer QoS on packetized networks shaped the

proposed solution and highly depended on them.

SDN can practice to changes in its environment in a method to rise the efficiency in terms of
service delivery and the maximum use of the resources. This network should also be easy to
configure, manage and monitor. It contributes understanding on whether the networks can
meet QoS demands and Quality of Experience (QoE) demands. To achieve the paper derives
a portion from the act of traditional routing in networks and tradition QoS provisioning

mechanisms.

SDNs are a newly networking architecture that is proposed as a facilitating technology for
network evolution and network virtualization. It has concerned important attention from both
academic scholars and industry. The strategic institutions that give to the development of SDN
is the Open Network Foundation (ONF) not profitable business association of network
operators, service suppliers and vendors that helps the SDN architecture and motivations the

standardization process, (White paper ,2012).

SDN as a technology that control plane is separate from forwarding plane and is directly
programmable”. It focuses the network intelligence in software-based central controllers,
which aims to bring better and more efficient control, customizability and adaptability. As
outcome, the networking devices are rotated into packet forwarding equipment that can be

programmed via an open interface.

The main benefits that the SDN technology might offer are listed in (White paper ,2012) and

summarized below: -



» Centralized unified control of network devices from different vendors

> Better automation and control, as an abstraction of the real network is created

» Easy and faster implementation of innovations, for instance the network control is
centralized and there is no need every individual device to be reconfigured

> Improved network reliability and security, because of fewer configuration errors and
unified policy enforcement, provided by the automated management and the
centralized control

> Ability to easily adapt the network operator to changing user needs, as centralized

network.
APP || APP APP l APP |
APP APP APP APP API
Control Plane
Control Plane | | Control Plane
Openflow Interface
Data Plane Data Plane
Data Data Data
Plane Plane Plane
NEtWOrk A Netwark B Network A MNetwork B MNetwork ©

Figure 5:Traditional IP networks and Software-Defined Network
1.2. Statement of the Problem

Current seamless MPLS carrying out a complex structure technique and it does not deliver a
central controlling of the network topology to network engineers. The complexity of seamless
MPLS deployment comes from the non-centralized view of the network nodes by the service
providers. Particularly if it is being taken in a wide area network (WAN) implementation. The
networking devices does not administrator centrally means, for all x device, we have a total
of x control planes need to be configured which is not enable telecom service operator to

provide flexibility, programmability, and adaptability of services.

Most telecom service provider companies have been implemented seamless MPLS network
without centralize control management system. Implementing seamless MPLS without

controlling centrally is not only unable to provide adequate performance, less security and



cost-effectiveness for service provider but also complicate network segmentation and
inconvenience and incompetent of learning to manage such a huge systems and devices rise

on seamless MPLS.

Nowadays, there are many smart applications that requires much higher bandwidth to
facilitate robust communication, but the existing decentralize seamless MPLS networks does
not meet the requests of such applications. Hence implementing SDN supported seamless
MPLS was announced to achieve the desires of such applications, unlike the old-style way of
doing seamless MPLS on vendor specific devices, SDN offers the centralized view of the
network because it links multiple forwarding devices to one or more control planes but, not

on a one to one relationship between forwarding devices to control planes.

1.3. Research Questions

How does seamless MPLS run in current internetworking schemes?

How does measure and evaluate Seamless MPLS architecture with SDN?
How SDN system can be applied in seamless MPLS?

How does the SDN based seamless MPLS differ from not SDN based?

1.4. Objective

1.4.1. General Objective
The general objective is to design and develop SDN supported seamless MPLS network

vV V V V

environment.

1.4.2. Specific Objectives
» To assess the impact of SDN on Seamless MPLS network.
» To measure and evaluate Seamless MPLS architecture with SDN.
» To simulate SDN based Seamless MPLS architecture.
» To compare SDN supported Seamless MPLS architecture with non SDN supported
seamless MPLS architecture.

1.5. Significance of the study

Seamless MPLS is a key technology in every service providers and its optimum

implementation is an important factor. More than a few service suppliers, including Ethio



telecom, have deployed mobile backhaul in addition to IP/MPLS core networks. The
interconnection as well as service provisioning among these different domains should be done

seamlessly without introducing additional delay and flexibility problems.

The research has also illustrated that hardware components should no longer be a problem to
network administrators and engineers whenever they want to come up with very complex and
custom network applications because SDN has broken the glass ceiling and leveled the
playing to allow for creativity and innovation. We are being able to come up with a switching
procedure, this method will push and pop level based pre-defined flow rules mechanism
implemented by SDN supported seamless MPLS routing. This is a guarantee that network will

be right flexible and robust, adapting and changing to suit the design of the network engineer.

1.6. Expected outcome of the study

This study is helpful in redesigning how network administrators and engineers will approach
the design of transport data networks with key importance put on seamless MPLS
implementation. Network administrators and engineers are able to take a global end-to-end
centralized control of the network architecture, in addition, they will not be concerned whether
their device of select is seamless MPLS enabled or not. The research will demonstrate how
easiest it will be for network engineers to setup seamless MPLS forwarding mechanism in
their network topology.

This will be influenced by the power of SDN and open Flow in providing a centralized and
easy configuration mechanism of networking devices, this procedure will give paths to flows
based on the fast packet delivery mechanism implemented by seamless MPLS routing, beside,
the network will be very flexible and healthy, adapting and changing to suit the design of the

network engineer.

1.7. Delimitation Scope

This study will focus demonstrating how a routing procedure based on seamless MPLS can
be achieved in SDN. It will select internet control massage protocol (ICMP) for testing the
functionality of proposed system for both packet request and packet replies from different

hosts in the network and it will path and manage the flow of data that move toward from various



sources into the network. The study used an SDN based simulation tool called Mininet working
with open Flow protocol because of the acceptability and wide interoperability of the two

technologies as far as programmable networks are concerned.

To implement the research’s objective stumbled upon challenges that affected the
functionality of the system. Among those limitation understanding SDN, since it is an
emerging topic in computer networking was a complex task and conflicting version of

software components will be major challenge.

1.8. Thesis Layout

This paper is structured in the following manner, Chapter one deals with background the
study, statement of the problem, Research Questions, objectives of the study, Significance of
the study, expected outcome of the study, delimitation of the study and summery of chapter.
Chapter Two provides technical background research relevant to seamless MPLS and SDN
networks in current interconnecting strategies. Chapter Three describes the methodology and
simulation tool that used in the research. Chapter Four presents the results and discussion of

the data collected. Chapter Five describes the conclusions and future work.
1.9. Summary

In a short in this section, we have discussed the background of the research, problem of
statements, raised research questions, objectives of the study, significance of the study,
estimated outcome of the study and delimitation scope, in the next chapter, we discuss
literature review and related works. We also identify the gaps in different papers on the related

topic.
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CHAPTER TWO

2.Literature Review and Related work

2.1. Introduction

The chapter deeply expressions at the previous work in the field of MPLS and seamless MPLS
implementation and routing in SDN. This chapter starts by discussing Traffic Engineering,
MPLS and seamless MPLS operation in current internetworking strategies. It expressions at
the environment to support network customization in SDN, then proceeds to review quality
of services Finally, to conclude, the chapter looks at the possible strategies of implementing a
label like switching technique in SDN emulating what happens in seamless MPLS but making

it compatible with open Flow.

2.2. Literature Review

2.2.1. Traffic Engineering (TE)

However, In the old IP networks, routing protocols are implemented to deal Layer 3 routing
information. routing protocol, packet forwarding is established on the destination address
alone. Therefore, when a packet is established by the router, it governs the next-hop address
using the packet's destination IP address along with the information from its own
forwarding/routing table. This procedure of determining the next hop is repetitive at each hop

(router) from the source to the destination, by (Foster, N., Guha, A., 2013).

Traffic Engineering (TE) in multi-protocol level switching as captured from the discussion by
(Z. Li, K. Lu, 2017) can be provided by MPLS being able to create tunnels to the exact target.
These tunnels can be created based on analysis of the network traffic. The services of TE can
further be better to provide load balancing on an MPLS network as lectured by (Z. Li, K. Lu,
2017).

Advantage of with labels and not the destination IP address is that packet forwarding choice
can be made on the other factors such as traffic engineering and QoS requirements. The skill

to traffic engineer based on real-time network attributes supports strict SLAs with guaranteed
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service availability. One of the objectives of Seamless MPLS is to encompass traffic

engineering capability end-to-end through the access network.
2.2.2. Traditional IP Networks

In traditional IP networks, routing protocols are implemented to give Layer 3 routing info.
Nevertheless, of the routing protocol, packet forwarding is addressed on the destination
address alone. Thus, once a packet is established by the router, it decides the next-hop address
expending the packet's end point IP address along with the information from its own
forwarding/routing table. This procedure of determining the next hop is repetitive at each hop

(router) from the source to the destination by (Foster, N., Guha, A., 2013).

Traditional routing algorithms tend to consider only one metric when making forwarding
decisions. To provide QoS, an adaptive routing algorithm must consider more than one metric,
shortest path, as witnessed in traditional routing algorithms. This becomes very important
when dealing with multimedia applications because it is not always a guarantee that shortest

path will always meet delay constraints a video application requires on a network.

(Zhao, J., Hammad, E., Farraj, A & Kundur, D, 2016) Discusses, Constrained Shortest Path
(CSP) and Multi Constrained Path (MCP) routing algorithms have been developed to consider
more than one metric when defining paths for different flows in a network topology. (Wang,
K., & Hsu, Y.-H. 2015). looked at the shortcomings of MCP and CSP and designed Delay
Constrained Least Cost (DCLC) with the help of Lagrange Relaxation based Aggregate Cost
(LARAC).

The goal of implementing seamless MPLS Label switching in SDN is to make sure there is
very minimal complexity at the networks. The normal mode of operation of the core network
switches are based on rule matching. According to (Ahn, G., & Chun, W. 2000) this de facto
operation is very memory intensive and makes it costly to adapt. Moreover, the normal SDN
operation couples up the host requirements that are fed to the control layer with the network
core behavior propagated down to the forwarding devices. Such minor inflexibility when one
wants to achieve less memory intensive and simple core layer network operations motivated

the work of implement MPLS kind label switching on open flow.
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MPLS is a kind of label swapping standard that uses labels that are attached to the packet
header as they traverse the network. The work of these labels is to identify a corresponding
Forward Equivalence Class (FEC) that encapsulates the packets and forwards it in the same
direction regardless of their destination addresses. This approach assures network engineers
of the flexibility of the network because they can determine which paths are being taken by

traffic in the network.

2.2.3. Quality of Service (QoS)
As it was confirmed QoS is configured at the edge of the MPLS network and allows high
import packets to be forwarded favorably. QoS and CoS can be providing in MPLS networks,
where traffic engineering is arranged, and give the chance of SLA agreements with the

customers to be recognized. Two important mechanisms can be distinguished:

> Integrated Services (IntServ) — this mechanism deals guaranteed traffic
parameters end-to-end. The QoS desires are signaled across the network, using
RSVP and uses hard allocation of resources.

»> Differentiate Services (DiffServ) — this a fewer strict mechanism that delivers
CoS by categorizing traffic into different importance level, but does not offer
end-to-end guarantees of the service. The DiffServ data is encompassed in the

IP packet headers and is mapped in to the label information.

QoS and TE critically progress the network performance and are between the fundamental
ideas that turn IP/MPLS into the key enabling technology for provided that converged

telecommunication services over a single network infrastructure.

2.2.4. MPLS operation

The old IP routing lookups, as (Ould-Brahim, H. 2012, February) spreads this discourse, were
performed on each router. Which means that to each router will make an independent decision
when forwarding the packets. MPLS comes into play to reduce the number of routing lookups
and eliminate the need to run a particular routing protocol and all devices involved in the
forwarding of MPLS data. It was aimed to resolve the problems that were being experienced
in IP routing. (Black, U. D. 2002), discusses that routing protocols in traditional IP networks

were designed to be invoked on all the devices that were to be used for forwarding
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functionality. Besides that, regardless of the routing protocol that is used, these routers could

only forward traffic based on the destination addresses only.

MPLS is protocol independent. MPLS uses labels, that are numbers, to identify the packets
and enable forwarding decisions to be made based on those numbers. These labels are 32 bit
long and are placed between the Layer 2 (L2) and Layer 3 (L3) headers. The labels as
explained by (Le Faucheur, F. (1998) usually correspond to layer 3 destination addresses or

other QoS parameters.

Network that goes MPLS usually encompasses of two categories of devices. Label Edge
Routers (LERs) are devices placed at the entry points and the exit points of the MPLS network.
LERs are devices that state user traffic to an MPLS network and then forwards the same user
data to non MPLS networks. In other terminologies, these devices are referred to as the Ingress
and the Egress routers respectively.

Explains by (Black, U. D. 2002) that the edge routers are frequently responsible for the route
look up activity and allocating of labels to packets. The other group devices in a network that
runs MPLS is the LSR that are responsible for swapping different labels and forwarding the
packets based on the received labels. The path that the data will use at the entry point of an
MPLS network to the exit point is called the Label Switch Path (LSP) (Le Faucheur, F, 1998).

The MPLS architecture comprises of two main components, the control plane and the data
plane. The control plane is responsible for the exchange of L3 routing information and the
labels and creating the end to end path for the traffic to follow. The data plane on the other
hand is responsible of forwarding data. It simply acts as a forwarding engine. Originated on

the functionality of MPLS, other services can be derived from its operation.

MPLS- Virtual Private Network (VPN) is another application that has rode on the capabilities
of label switching. This MPLS-VPN as (explained Lee, H., Hwang, J., Kang, B., & Jun, K.
2000) adds an additional label to determine the VPN and the destination network. VPN routing
information and the labels are then propagated to the MPLS domain with the assistance of
Boarder Gateway Protocol (BGP). The two labels that are used to achieve MPLS-VPN are the
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top label that points to the egress router and a second label, which points at the exit interface

on the egress router.

As presented in (White paper, 2000452-001-EN, Jan. 2012) in old IP/MPLS network design
and deployments, there is a fitted coupling between the network nodes and the services

delivered over it and the services are provisioned in multiple segments.

The study helps for cover seamless MPLS outside the core to the aggregation and metro area
network to gain some of the same benefits that MPLS offers in the core. Take MPLS to the
access, and creating MPLS the packet forwarding platform end to end through the network,
needs new functionality and features and a systematic architecture that can measure multiple

of nodes.

2.2.5. Seamless MPLS operation

The essential for one united packet network to deliver all fixed and mobile services regardless
of the access technology, advances from time to time. The achievement of MPLS in core
networks and the paybacks, it brings have enabled the way for the technology to be employed
in aggregation and access networks as a substitute to ATM or legacy Ethernet-based
aggregation. Now the mobile backhaul service has been installed widely, the necessity of the
integration of mobile backhaul networks and core networks has been suggested (Z. Li, K. Lu,
“Inter-SDN 2017).

Deploying a service from one MPLS region to another desires provisioning at several in-
between points in the end-to-end network, performing trouble shooting and fault recovery
more difficult. A favorite approach would be to arrange single end-to-end service and
transport network architecture by (White paper, SR1610000967EN, Oct. 2016).

Seamless MPLS offers the framework for attractive MPLS end-to-end in a scalable manner,
spreading the paybacks of traffic engineering and guaranteed service-level agreements (SLAS)
with deterministic network resiliency. Unlike from MPLS, seamless MPLS all forwarding
packets encircled by a network is based on MPLS labels, from the time a packet enters until
it leaves the network, it is to mean that label adding and removing will began in the access

layer of the system and it will continue adding labels until the packet arrives its destination.
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The inspiration of Seamless MPLS is to deliver an architecture which supports a wide variety
of different services on an on its own MPLS platform entirely assimilating access, aggregation
and core networks by the adding of extra features with traditional MPLS and it gives more
scalability, safekeeping, easiness, manageability and flexible end-to-end service delivery. In
order to find a highly scalable architecture seamless MPLS takes into account distinctive
access devices such as Digital Subscriber Line Access Multiplexer (DSLAM) and Multi-
service access node (MSAN) are present some advanced MPLS features, and may have more

scalability restrictions (N. Leymann,2014).

Seamless MPLS does not a new protocol earlier it was necessary to offer connectivity between
the different domains and the core on per service level and not centered on MPLS (e.g. by
arranging native IP Routing or Ethernet based technologies between aggregation and core).
At most cases service specific configurations on the border nodes between core and
aggregation were prerequisite. New services managed to additional configurations and

deviations in the provisioning tools.

With Seamless MPLS there are no technology borders and no topology borders for the
services. Network (or region) borders are for scaling and manageability, and don’t disturb the
service layer, since the transport pseudo wire (layer 2 VPN) that transports packets from the

access node to the service node doesn’t care whether it takes two hops or twenty.

The network design is about network scaling, network flexibility and network manageability;
the service design is about optimal distribution: service scaling, service flexibility (via
replicated service nodes) and service manageability. The two are decoupled: each can be
managed separately and changed independently. In the following subclasses key
characteristics offered by Seamless MPLS are: -

» Deterministic End-to-end Service Restoration

Decoupled Network and Service Architectures

Service Flexibility with Simplified Provisioning and Operations
Traffic Engineering

YV V V V

Building Scalable Networks
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2.2.6. Software Defined Networking.

SDNs are a new networking architecture that is suggested as a simplifying technology for
network evolution and network virtualization. It has concerned important attention from both
academic researchers and industry. Organizations that contribute to the growth of SDN is the
Open Network Foundation(ONF) that is a non-profitable industry association of network
operators, service providers and vendors that sponsors the SDN design and initiatives the

standardization procedure of its major elements.

SDN as a technology where “network controller is decoupled from forwarding and is directly
programmable”. It focusses the network intelligence in software-based central controllers,
which goals to bring improved and more efficient control, customizability and adaptability.
As outcome, the networking devices are rotated into packet forwarding tools that able to be
programmed via an open interface. The main paybacks that the SDN technology might offer

are listed in summarized below:

» Unified control of network devices from varies operator

» Well computerization and controller, as an abstraction of the real network
is created

» Easy and faster implementation of innovations, as the network control is
centralized and there is no need every distinct device to be reconfigured

» Better network reliability and security, because of less configuration
errors and shared policy enforcement, providing by the automated
management and the centralized control

» Facility to easily familiarize the network operation to changing user
needs, as centralized network state information is available and can be
exploited SDN has been designed to simplify network configuration and

facilitate innovation.

2.2.7. SDN Architecture

The architecture of a Software-Defined network be able to allocated into three planes, Data
Plane, Control Plane and Application Plane. Below Figure shows the elements of a Software-
Defined Network.
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Figure 6:SDN architecture(Fernandez Sanchez, 2015)

» SDN Applications: The SDN architecture is demanded to greatly simplify network

management and deliver a huge number of new services through the programmable
software modules. A summary of the application state that will benefit from using the
open Flow architecture as briefly summarized by (Mendonca, 2014).

Enterprise networks: The centralized control function of SDN be able to mainly
useful for enterprise networks in different methods. For example, network
complication can be reduced by eliminating middle boxes and configuring their
functionality inside the network control. Different network tasks employed via SDN
include NAT, firewalls, load balancers and network access control.

Data centers: Power intake management is a major issue in data centers, as they
frequently control below capacity in order to be capable to meet peak demands. A
network power manager is defined that turns off a subset of switches in a way to
minimize power intake while confirming the required traffic conditions. An actual life
example of SDN application in the context of data centers is presented. They describe
SDN-based network concerning Google data centers worldwide. The arrangement was
motivated by the essential of customized routing and traffic engineering, as well as
scalability, fault tolerance and control that might not be accomplished with traditional
WAN networks.
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Infrastructure-based wireless access networks: SDN result for enterprise wireless
LAN networks is proposed in (Suresh, L.; Schulz-Zander 2012), The solution forms
an abstraction of the access point infrastructure that divides the association state from
the physical access point. The determination is to ensure proactive mobility controlling
and load balancing.

Optical Networks: Consulting to the Optical Transport Working Group (OTWG),
amount of the Open Network Foundation (ONF), SDN solutions for optical transport
networks can deliver multiple advantages, such as refining optical transport network
control and management flexibility, allowing deployment of third-party management
and control systems and arranging new services by leveraging virtualization and SDN.
(OTWG 2009).

SDN Controller The controller is the central of an SDN network. It lies amongst
network devices at one end and applications at the other end. Any communications
among applications and devices must pass through the controller by (Tristian, R.,
Muntean, G.-M., & Katrinis, K, 2013).

SDN controllers are established on protocols, such as Open Flow to configure network
devices and select the optimum network path for application traffic and to permit

servers to connect switches where to direct packets as presented in Figure 7.

Controller

Figure 7:SDN controller
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» SDN Data Path: The SDN Data path is a logical network scheme that contacts
visibility and open control above its promoted forwarding and data handling
capabilities by (Foundation, O. N2012).

> SDN Control to Data-Plane Interface (CDPI): The SDN CDPI is the interface
express between Controller and data path, that transports at least
e Programmatic control of fully forwarding operations
e Capabilities advertisement
e Statistics reporting

e Event notification.

» SDN Northbound Interfaces (NBI): SDN NBIs are lines between Applications and
Controllers and characteristically offer abstract network views and allow direct

expression of network performance and requirements by (Foundation, O. N2012).

» SDN Southbound Interfaces (SBI) In the design of software-defined network,
Southbound APIs (application program interface) that is used for communicate among

the controller and the SDN network switches and routers.

2.2.8. Open Flow protocol

Open Flows are a uniform protocol that defines the communication between the control and
the data forwarding plane in the SDN architecture. It exchanges the control out of the
networking devices (routers, switches, etc.) into the centralized controller. The protocol
customs the idea of flows that practice match rules to govern how the packets will be handled.
The protocol is configured on both sides — the device and the control. The forwarding device
in an Open Flow situation is an open Flow switches which covers single or extra flow tables
and an abstraction layer that communicates with the SDN controller. The flow tables are
occupied with flow entries which describe how the packet will be forwarded, dependent on
the particular flow they are part of. (Mendonca ,2014) The flow entries have the following
fields:

» Match fields — might encompass information from the packet headers, ingress
port or

» Metadata and competitions the packets to a certain flow

» Counters — gather statistic about the particular flow
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» Actions — describe how the incoming packets to be handled

An Open Flow switches essentially receives data packets, removes the packet header and
matches the value to the entries in the flow table. If the value is establishing the packet is
forwarded according to the instructions in the actions fields. In case the value does not equal
any of the entries, the packet is handled according to the instructions demarcated in the table-
miss entry. The packet be able to either dropped, forwarded to the next flow table or send to
the Open Flow controller via the control channel. Another option, active in switches that have
both open flow and non-Open flow ports, is to forward the packet spending standard IP-
forwarding schemes. The open flow switch links with the controller over a safe channel. The

controller increases, eliminates or updates the entries in the flow table (White paper 2013).

SDN rides on its ability to separate of abstract the control plane from the data plane, the
defacto standard that has allowed the sharing of messages between the controller and the
forwarding devices is open flow. This open standard for communication explains operates by

allowing the controller to communicate with the multiple switches from a central point.

According to (B Pfaff 2015), Open flow allows SDN to achieve the abstraction of the
underlying layer without worrying about the hardware. This means that application developers
are be able to concern commands, via and API, to the forwarding devices in a standard format

without worrying the kind of hardware that is underneath to them.

Open flow is responsible for issuing these flow entries, without changing the configurations
of a forwarding device, in a flow table which the forwarding devices call the Forwarding
information base. It allows the feeding of information to the OVS using their existing flow
tables. It is imperative to note that each of the OVS has separate flow tables and open flow
can interact with each of them by either adding, updating or deleting flow entries. It allows
symmetric message exchanges to occur between the switch and the controller. These control
messages include; Hello message, which is an introductory message that is first sent when a
switch and controller connect for the first time or they are trying to keep-alive. Echo message
is sent to check for the accessibility of the switch or the controller. Experimenter message is
the default message that open flow switches use to offer any other value added services to the

open flow message type space.
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2.2.9. Open vSwitch overview and architecture

Open vSwitch (OVS) is a free Source Apace 2 licensed multilayer virtual switch that has
opened the forwarding function to programming and extension control. OVS uses the virtual
bridges or interfaces defined by the network topology designed in Mininet to add flow rules
and forward packets accordingly, the behavior of the OVS is like a physical switch but only
emulated in a virtual machine with virtual interfaces and virtual links discussed by (Pfaff, B.
Pettit, J., Koponen, T., Jackson, E. J., Zhou, A., Rajahalme, J. 2015). OVS once invoked can
run in two modes. The de facto mode is the standalone mode that allows OVS act as a learning
switch. However, from the findings of this thesis, the topology of the network can make it
harder for OVS to perform self-learning capabilities. Therefore, this pushes OVS to run in

secure mode that relies on the controller to receive flow table.
2.2.10. Analysis of Mininet environment

The Mininet setting briefly is a simulation tool that permits creating an SDN based network
by (Open Flow Tutorial on Mininet, 2018). It holds up to the groundbreaking advancements
that SDN has accomplished by breaking up the control plane and data plane in communication

forwarding devices.

A number of controllers frequently implements the control plane on  Mininet. NOX a free
source development platform that is based on C++ to control software defined networks and
POX a variant of NOX, but purely runs on Python development platform for SDN networks.
Floodlight controller is another SDN controller that is based on Java development platform
(Gupta, M., Sommers, J., & Barford, P, 2013). This thesis chose to settle on POX controller

for the implementation.
2.3. Related Work

This section reviews the different kinds of literature that are recent and more related to the
objective of the study. In the following table 2.4 section, we see recent and more related past

papers to our work.
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Table 1:Summary of related works

Title Author Year of Strength of the Study Limitation of the Study
Publication

Performance Asad Ali | 2020 The idea is to analyze the performance of There is nothing discussion about
Analysis of Memon traditional and SDN networks over different seamless MPLS and SDN supported
Traditional and topologies and integrate the SDN network seamless MPLS network.
Networks with Nafeesa
Software Defined Bohra
Networks (SDN)
over Various
Topologies Using
Mininet
Multi-Protocol Otieno, 2018 demonstrating how a routing procedure based  |It discussed about MPLS supported by
Label Switching Humphre on MPLS can be achieved in SDN. SDN, but not discussed about
Assisted Routing y Seamless MPLS supported by SDN
Procedure in owuor since seamless MPLS differ from

Software Defined
Networking (SDN)

MPLS. Beside, has gaps not measures
the result of simulation in quantifiable.
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Analyzing Impact Habtamu | 2018 analyze the impact of an end-to-end MPLS It is briefly explain the advantage of
of Seamless MPLS | Kumera architecture for enhancing service providers’ IP  |[seamless MPLS over MPLS but, not
on QoS network scalability and flexibility in service discuss about centralized controlling
delivery using QoS parameters in comparison  [system (SDN)
with the classical MPLS architecture.
Performance Mohamm | 2017 Software Defined Networking (SDN) is rapidly |Not discus about MPLS and seamless
Evaluation of ed Khalil becoming the new buzzword in the networking |[MPLS. it compares only the
Software Defined Abdalla business. Expectations are that this emerging 22:\]:\(/) ;:T(ance of Traditional and SDN
Networking Elmedani technology will play an important role in
compare to overcoming the limitations associated with
Traditional traditional networking.
Networks
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Survey on Wenfeng | 2015 The paper defines the idea of SDN and Only discuss about SDN network,
Software-Defined Xia and emphasized benefits of SDN in contribution nothing about MPLS and seamless
Networking Yonggan greater configuration, better performance, and  |MPLS

g Wen, refreshed innovation.

Senior

Member,

IEEE,

publish

the paper
Mininet for De 2014 for evaluating SDN and most research has been |Discuss only about only how to use
Emulation and Oliveira spent on the Mininet SDN network simulator.  |software simulating, but not talk about
Prototyping et al go through simple use and test the scalability of |traffic engineering part of SDN system

Software-Defined

Networks

Mininet is a modest but dominant tool for

simulating a SDN network.
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Seamless MPLS

Architecture

N.

Leymann

2014

Seamless MPLS provides end to end service
independent transport. Therefore it removes the
need for service specific configurations in

network transport nodes

Define well about Seamless design but
not discuss about SDN supported
seamless MPLS and also does not
discussed about seamless MPLS

performance in detail.
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2.4. Summary

In summary, although there have been proposed SDN supported MPLS in recent years, the
above methods still suffer from certain shortcomings as mentioned above. It is discussed about
MPLS supported by SDN but, not discussed about seamless MPLS supported by SDN system.
Since MPLS and seamless MPLS are unlike, we have proposed SDN supported seamless
MPLS based on open flow rules. It focuses on checking seamless MPLS either functional or

not when integrating SDN on it.

We also identify the gaps that the previous work is not measure the result quantitatively.
Therefore, based on the above-stated gaps of the related works, we will have discussed the
proposed system in detail. We also discuss material and methodology used for the study. In
this study, we have included multiple metrics such as average packet per second, and average

byte per seconds and the time span are being considered.
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CHAPTER THREE
3. Research Methodology

3.1. Introduction

The chapter carefully examines the approach that the study needed. The methodology to
ensure the study yielded a reputable and very reliant SDN network based on a routing that is
based on S-MPLS. the chapter begins by looking at the research design this study used, that
design is be supported target population the research will be working with. The chapter then
travels forwards to see how that data collected was analyzed to suit the needs and answer the
questions presented by the study. Finally, the chapter justifies the quality of the research and
looks at the ethical considerations that were made when conducting the research.

3.2. Research Design

A mixed approach will be used in this Thesis. This thesis sought to use both experimental
synthesis and prototyping approach to achieve the objectives. This approach will allow the
researcher to be flexible in their data collection method and analysis.

3.3. Sampling Method

The study will adopt probability-sampling method. To be precise, convenience sampling was
favorable where the selected samples were easily available and convenient. According to
(Singh, Y. K. 2006) this kind of sample techniques makes information-gathering process to
be quick. This method was practical in selecting the SDN emulator, Mininet with the associate

components like Putty, Xming X server and Wireshark.
3.4. Data Collection

The study used both primary and secondary data collection methods. Primary data are the data
collected by a researcher specifically for a research assignment. In other word no one has
collected and published the data in a forum accessible to the public. For this research, the

primary data that forms primary information to report all simulation result observation
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collected from Wireshark packet analyzer in implementing a routing procedure in SDN

supported seamless MPLS environment.

Primary data was supported by secondary data that equally will play a major role in this study.
Secondary data such as, articles, journals, research and other topics related to seamless MPLS
and SDN. Try to find to explain adaptive routing systems could be accomplished in SDN. The
secondary data also observed at the technologies required to confirm the researcher
developing an application aware network. A full learning of SDN and Open Flow ideas and
MPLS system was dynamic to approve the study succeeded.

3.5. Data analysis and presentation

Data from the different Mininet SDN consoles and Wireshark packet capture screens will
gather and analyze. Inferences and deductions models will apply to draw conclusions from
the experiments. The results will represent images with accompanied analysis. We have used
both quantitative and qualitative research approaches in which we can answer how the
proposed system is expected to support solutions to the problems. Quantitative research
frequently deals with experiments, whereas qualitative research can practice procedures. We
have used qualitative research to deal with the functionality and understanding of the situation
behind the SDN supported seamless MPLS, as well as quantitative research for performance

metrics, numerical analysis of result.
3.6. System Development Methodology

The development and simulation methodology that this thesis will apply prototyping.
Prototyping required the creation of an invention that goes through several iterations that span
building, testing and reworking until an acceptable prototype that meets the research’s
objective is arrived at. | chose this approach because it works best for scientific research that

does emulation experiments.
3.7. SDN Evaluation

To assessment SDN in exercise is not conventional forward as the technology is still very

young. There are real physical devices available but not broadly and nor cheaply. The key
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element of a SDN network, the controller (software), instead has there are many options

readily available for download for free.
3.8. The SDN Controllers Considered for the study.

The controller on the control planes are the major element used for entirely operations of data
plane management. Hence, the performance and competences of the controller itself are really
important. Furthermore, the tools used to standard their performance essential be perfect and
real in measuring different evaluation parameters. This thesis chose to settle on pox controller
for the implementation. Helium is route as a Karaf delivery and any extra parts can be installed

within the running distribution.

3.9. Software used for the Experiment.

We use Mininet simulation, that runs a group of hosts, switches, routers, and links into a
distinct Linux kernel. It carries out serious virtualization to style an only method look like a
whole network, running the alike kernel, system, and user code. Wireshark is an open-source
packet identifier that used for network troubleshooting, investigation software and
communications protocol development, originally named Ethereal. It lets you capture and
interactively browse the traffic running on a computer network. It is the defacto standard

through several businesses and learning institutions.

3.10. Build SDN Networks

We will practice Mini Edit, the Mininet graphical user interface, to established a rivalled
network equipped by (Open Flow switches and Linux hosts Juniper Networks, 2012). Here
the Mininet window will look on your computer’s desktop. At that time, we Construct the
network containing of a diagram to switches with a dominant core switch linked to two extra

switches that are linked to two hosts, each. Attach a controller to entirely the switches.

3.11. The Operation of the Experiment.

Mininet emulation software originates as a pre-built virtual machine (VM) image, The VM
was allocated two 2 GHz Intel Core 7 processors and 4 gigabytes of RAM (Random Access
Memory). The POX controllers were then installed on the Ubuntu 16.04. Setting up POX
Controller is straightforward. Download the package, extract the package after we install

Ubuntu 16.04 operating, we install Mininet & Pox controller using Virtual Machine, and then practice
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xterm to access to mininet machine. Finally, we Live capture and offline analysis the traffic running
on a computer network by Wireshark., run it. To start install mininet in VMware we install

Ubuntu 16.04 operating system.

3.12. Topologies applied in the Testing
In Seamless MPLS Network, the access and aggregation layers are inside a single autonomy
system(AS), and the core layer belongs to another autonomy system(AS). Then the three

domains are integrated end-to-end into one MPLS domain using Seamless MPLS architecture.
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Figure 8:Topology of proposed Architecture

Tree Topology consisting of seven nodes are going to build to simulate basic functions initiate
in the existing network and to make practice about SDN specific functions and, to see how
mininet works in Connecting the nodes together. Three MPLS domains are used where access,
aggregation, core regions are in one seamless MPLS domain. These topologies are
representative of today’s seamless MPLS architecture. In this study, S3, S4, S6, S7 are
consider as access nodes because it is connected from hosts and S2, S5 are consider as
intermediate node or aggregation layers because different access nodes are going to collected

to it. S1 is consider as core layer because of all access nodes are collecting to it.

Due to memory restrictions of personal computers and the process needs serious of the
simulation tools used, it makes necessary to use only seven switches and four hosts. These

topologies make our simulation environment look like a real network. The decision to select
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the hosts and switches was based on my interest to be better demonstrate the concept about
SDN supported seamless MPLS.

3.13. Description of proposed system.

The figure above contains four likely users that will cooperate with the system. The Open
Flow controller will be accountable for serving the Open Flow messages that will follow an
MPLS coupled routing in SDN system. The user in the system will be accountable of starting
the ICMP requests that will target H4. H1 will be liable in packetizing that request in an ICMP
request message and supplement the essential data to permit the switches in the SDN
arrangement to doing on it consequently. Now the system will get this information, check the
packet either it is an ICMP packet or not grounded on the Open Flow rules set to it by the
controller. Later, the process will separate the ICMP demand packets and forward them to the
switches predefined by the POX controller to hold MPLS request in the network. This process
will confirm the ICMP demand packet is transported to H4.

H4 is liable of beginning an ICMP reply and creating an ICMP reply packet, accumulation the
suitable information and forwarding the packet to the system for management. The system
will replication the procedure of reviewing the packet either it is an ICMP reply or does not.
Entirely ICMP responses will be give in to the flow pass distinct by the system to the fitting
switches that will then distribute to H1.
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3.13.1. sequence diagram
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Figure 9:sequence diagram

The sequences diagram showed above frameworks the chain of events the actors and the
system will be involved in to bring seamless MPLS routing procedure in SDN to
accomplishment. The user who consider as the network engineer will send configuration
messages via OpenFlow protocol to the OpenFlow pox controller that will configure the script
to entirely switches and the flow table records will be printed back to the user. The actor will
start an ICMP request message to H1. S3 which are consider as an access node will recognize
the ICMP packets received. This switch will form these packets across its interface and
attempt to compare the flows to the flow table entries. Effective comparison will permit S3
to push a seamless MPLS label and send to its output port that connects it toS2. S2 and S1
and S5 will receive these packets, tagged to be forwarded to them through their respective
input ports, and push their own seamless MPLS labels to the ICMP packet and forward them

out through their output ports sequentially and S5 will forward directly to S7. S7 which is
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consider as an access node will be responsible in popping the MPLS labels attached to the

ICMP packets and forwarding this packets through its output port that connects it to H4.

H4 will take ICMP request, and build an ICMP reply send to S7 again. S7 in the instance
will act as an access node for the ICMP reply coming back from H4 will identify the ICMP
reply packets sent to it and will check these packets across its interface and attempt to match
the flows from the flow table. Effective comparison will let the switch to push an MPLS label
and forward to its output port that links to S5. S5, S1 and S2 will receive these packets tagged
its own level and push their own seamless MPLS labels to output ports in sequence. S2 will
send directly to S1. S1 will acts as an access node do the popping of seamless MPLS labels
attached to the ICMP reply and send this packet to its output port that link to H1. H1 will

understand the packet and mark the close of the activities.

3.13.2. Open Flow Rules.

Using the next script, we be able to mark the OpenFlow Rules to the nodes, thus the network
doings as seamless MPLS network. The script configured rules for ICMP traffic for seamless
MPLS Ethernet packets and other packet will be left. Two flow entries table have for S1 and
S7, because S1 and S7 are consider as access nodes as proposed topology. This study is a good
initial point in order to realize the mechanics of the seamless MPLS protocol and its linking

with OpenFlow and Open vSwitch.

37



#! /bin/bash

echo "Recognized Switches to exertion with Open Flow 1.3"
forjins3s2s1s5s7; do

sudo ovs-vsctl set bridge 5j protocols=OpenFlow13

done

# Clear flow tables

echo "Clearing Flow tables."

forjins3s2s1s5s7; do

sudo ovs-ofctl -0 OpenFlow13 del-flows 5

done
HH##H Rules at S3 #iHHHHE

echo "Setting rules at s3"

## TABLE O ##
sudo ovs-ofctl -0 OpenFlow13 add-flow s3
"table=0, in pDFFSSB_ETHLEth_t‘yfpe=ﬂ]-[3|]ﬂ,EJC’EiGrE:thU_TEHE':1"
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sudo ovs-ofct! -O OpenFlow13 add-flow 553

"table=0, in_pﬂrt=$SE_ETHZ,Eth_t[.rpe=ﬂx3E4?,aktiﬂn5=gﬂtu_table:1“
## TABLE 1 ##

# If it came in through port 1 & it's an IPv4 packet:

# push by adding label 24 and send it through port 2

sudo ovs-ofct! -O OpenFlow13 add-flow 553
"table=1,in_port=553_ETH1,eth_type=0x800,
actions=push_mpls:0x8847 set_field:24->mpls_label,output:553 ETH2"

# remove label and send it through port 1

sudo ovs-ofct! -0 OpenFlow13 add-flow 553
"table=1,in_port=553 ETH2,eth type=0x8847,mpls_bos=1,
actions=pop_mpls:0x800,0utput:553_ETH1"

a o
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i Rules at s2 #i#HiH

echo "Setting up rules at 52"

# add new label push new label

sudo ovs-ofctl -0 OpenFlow13 add-flow 552
"table=0,in_port=552_ETH1,eth_type=0x8847,
actions=push_mpls:0x8847,set_field:120->mpls_label,output:552_ETH2"
sudo ovs-ofctl -0 OpenFlow13 add-flow 552
"table=0,in_port=552_ETH2,eth_type=0x8847,

actions=push_mpls:0x8847,set_field:115->mpls_lahel,output=552_ETH1"

i Rules at s1 #i##iH
echo "Setting up rules at s1"

# add new label push new label

sudo ovs-ofctl -0 OpenFlow13 add-flow 551
"table=0,in_port=551_ETH1,eth_type=0x8847,
actions=push_mpls:0x8847,set_field:100->mpls_label,output:551 ETH2"
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H#itiHHH Rules at S7 Hiti

echo "Setting up rules at s7"

#i# TABLE O ##

# If interface type is IPv4 (800) or MPLS output (8847), go to table 1
sudo ovs-ofctl -0 OpenFlow13 add-flow 557
"table=0,in_port=557 ETH2,eth type=0x8847,actions=goto_table:1"
sudo ovs-ofctl -O OpenFlow13 add-flow s7

"table=0,in_port=2,eth_type=0x8847,actions=goto_table:1"

## TABLE 1 ##

# If it originated in through port 1 & it's an IPv4 packet:

# push label 99 and send it through port 2

sudo ovs-ofctl -O OpenFlow13 add-flow 557

"table=1,in_port=557 ETH1,eth_type=0x800,
actions=push_mpls:0x8847,set_field:99->mpls_label,output:557 ETH2"

# remove label and send it through port 1

sudo ovs-ofct] -0 OpenFlow13 add-flow 557
"table=1,in_port=557 ETH2,eth_type=0x8847,mpls_bos=1,

actions=pop_mpls:0x800,0utput:557 ETH1"

3.14. Summary

In this chapter, we have discussed the research design, data sources, data collection
approaches, solution design approach and tools used the proposed method implementation,
evaluation methods, and the research methods. In the next chapter, we observe the simulation,

and, evaluation and discussion of the results.
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CHAPTER FOUR

4.Results and Discussions

4.1. Introduction

This chapter focuses on how the proposed system design in the previous chapter was achieved.
And we are going to trying to test the topologies that we suggested it in the above chapter and
studying it to see if we reach the goal of our thesis that we bring and test the SDN based
seamless MPLS Basic function compare to the seamless MPLS not supported by SDN. The
chapter continues to report on the examination outcomes that the agent collected using several

terminal window and Wireshark capture outcomes in print screen.

The system results are going to implement by matching ICMP traffic and embedding MPLS
labels on ICMP packets and check link discovery to confirm connectivity between the hosts
then check the MPLS network either push or pop the incoming packet. Moreover, it
implementing SDN firewall to check up the system are going to filter traffic between hosts
according to the rules and let it pass through or not to protect my network from un wanted

packet and, finally carrying out analysis of performance.

4.2. Simulation

4.2.1. Connectivity among Hosts

Mininet is run in Ubuntu 16.04 operating system and it needs to be run as the root user. And POX
controller will be up after POX controller has been up, this command will run in mininet console “sudo
mn --topo —coustm,4 —mac --switch ovsk --controller=remote” then connectivity results that

were obtained by the researcher by using ping all command are seen below.
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sudo] password for elias:
** Adding controller
nable to contact the remote comtroller at 127.8.08.1:6653
onnecting to remote controller at 127.8.8.1:6633
#% Adding hosts
%% Adding switches
#% Creating links
“#% Starting network
*%* Configuring hosts
1 h2 h3 h4
“*%* Starting controller
]
“#% Starting 7 switches
1 s2 53 54 55 56 57 ...
%% Running CLI
%% Starting CLI:
ininet> pingall
ing: testimg ping reachability

h2 h4

h3 h4

h2 h4

h2z h3

: 0% dropped (12/12 received)

Figure 10:Connectivity result after POX controller up

4.2.2. Implanting labels on ICMP packets.

Seven switches are going to feed rules of their tasks, we are going select S3, S2, S1, S5 and
S7 to make the LSP that seamless MPLS labeled ICMP packet would pass through it. S3 and
S7 is considered to do both MPLS Popping and Label pushing since which were the access
nodes(AN)switches. Those switch are designed to routine pair of flow table. The first table is
for 1D of ICMP traffic and pushing Address Resolution Protocol (ARP) needs and, the other
flow table was for pushing and popping seamless MPLS labels. The tables are recognized as
table 0 and table 1. Table O is submitting traffic flow to table 1 for MPLS labelling. S2, S1
and s5 are designed to perform label pushing in two directions. The flow tables are recognized
by their defaulting value that is 0. The underlay figures demonstrate the different flow table
from S1 to S7.
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Figure 11:system flow table entities

The above flow table outcomes which obtained by administration dptcl-dump flows command
on the VM terminal. From the flow table outcomes overhead, it can observe that S3, S4, 66
and S7 are designed having two flow tables, table=0 and table=1. The 1st table is named 0 is
configure to separate IP traffic that means ICMP traffic and accelerative it to tablel for the
accumulation MPLS labels. Table= 0 at the similar time was recycled to forward ARP
demands. The other switches in the LSP, S1, S2 and, S5, have one flow table0 which applied
to push MPLS labels.

The goal of implementing level is to test whether access switches are able to send ICMP traffic
and at the same time pop and push MPLS labels. Furthermore, the rest intermediate switches
in the LSP is going to be analysis either it can be push seamless MPLS labels in two directions
of traffic flow. Xterm terminal windows showed the results from the coupled with Wireshark

packet capture results.
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From Figure shows below, S3 on Eth2 was able to add label 24 to the traffic leaving it as it
goes to h4 which is identified by IP address 10.0.0.4. The figure also displays that the switch
sends ICMP packet.

4 ICHP

g4) IP 10,0,0,1 > 10,0,0,4: ICHP
540 IF 10,0,0,1 > 10,0,0,4: ICHP
B4) I 10,0,0,1 » 10,0,0,4: ICHP
B4) IP 10,0,0,1 » 10,0,0,4: ICHP
54) P 10,0,0,1 > 10,0,0,4; ICHP

4 {oui Ethernet), leng
E4) 1P 10,0,0,1 > 10,0,0,4: ICHP
B4 TP 10,0,0,1 » 10,0,0,4; ICHP
540 IF 10,0,0,1 > 10,0,0,4: ICHP
B4) I 10,0,0,1 » 10,0,0,4: ICHP

Figure 12:Xterm Results for S3
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Below Figure showed how S2 on interface 1 is able to receive traffic coming from H1 which
has passed through S3 was added label 24 and, S2 adds label 115 to the traffic passing through
it as it goes to H4 which is identified by IP address 10.0.0.4.

On the other hand, S2 on interface 1 is able to receive traffic coming from H4 which has
passed through S1 was added label 140 and, S2 adds label 110 to the traffic passing through
it as it goes to H1 which is identified by IP address 10.0.0.1.

Figure 13:Xterm Results for S2
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Below Figure showed how S1 on interface 2 is able to receive traffic coming from H1 which
has passed through S2 and label 115 was added to S2 and, S1 adds label 100 to the traffic
passing through it as it goes to H4 which is identified by IP address 10.0.0.4.

On the other hand, S1 on interface 1 is able to receive traffic coming from H4 which has
passed through S5 and label 140 was added to S2 and, S1 adds label 110 to the traffic passing
through it as it goes to H1 which is identified by IP address 10.0.0.1.

B4} (label 115,
1.0,4 ICHP echo

B4)1 (label
0,.4: IC

abel 1 1, ttl B4} (label 115,
E4) IP 0,0,0,4:r ICHP echao

by filter
k

opo# topdump -1 =l-ethl

abel 1 - ttl B4} (labe
B4) IP 0,0.0,1: ICHP

B4} (label 140
L.1r ICHP echo

Figure 14:Xterm Results for S1
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Below Figure showed how S5 on interface 1 is able to receive traffic coming from H1 which
has passed through S7 and label 99 was added to S7 and, S5 adds label 140 to the traffic
passing through it as it goes to H4 which is identified by IP address 10.0.0.4. On the other
hand, S5 on interface 3 was able to received labels 99 packet from H7 of eth2.

E4) (label 115
041 ICH

B4 (label 115,
L4y ICHP

4 > 10,0,0,1; ICHP
» 10,0,0,1; ICHP

by filter
i k

Figure 15:Xterm Results for s5
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From Figure shows below in what way s7 on Eth2 was able to add label 99 to the traffic

passing through it as it goes to H1 which is identified by IP address 10.0.0.1.

A S "Node: s7" (root)

irtualBog: ™/
|:| =] |:| =}

j+ﬂ+1;-IEHP
woA0,0,0,1 TCHP

7144118, 105212 99, [5 > 10,0,0,1¢ ICHP

»10,0,0,13 ICHP
»10,0,0,13 ICHP

1.0,4, length 28
1201 foui Ethernet), leng

»A0,0,0,1: ICHP
»A0,0,0,1: ICHP
»A0,0,0,1: ICHP
> A10,0,0,1: ICHP
> 10,0,0,1; ICHP

Figure 16:Xterm Results for S7
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4.2.3. Implementing SDN firewall

Software-Defined Networking is an increasing expertise that will determination the networks
of the next technology. Network managers are given the independence to introduce their

networks, but alike it brings with it new security problems.

Firewalls are a major element of network security systems with the ability to block network
data traffic flows according to pre-defined rules. Firewall’s key function is to bounds
uninvited traffic. It will path and manage the flow of data that move toward from various
sources into the network and functions on the standard of preconfigured rules. Firewalls are

the important elements of the network infrastructure.

For an SDN founded protection, we are successful to use the SDN control Open Flow
controller to select traffic among hosts centered on about rules and therefore let it permit
through or not. The method we do this is by expenses the POX controller to introduction our
prerequisite rules. After making decision by rules to implement through our firewall. 1t should
also be well-known that it will be a two directional block, and if a rule exists, the controller
will confirm that switches neither let incoming or outgoing traffic from either host arrive to

other host. For this cases we can have the next two firewall rules.

e hland h2 are mutually blocked
e h3and h4 are mutually blocked

If the Firewall implementation really did what it was supposed to, that just needs to begin
Mininet topology simulation and the POX controller, need to introduce firewall algorism to
POX controller to implement Firewall. Now, we go back to the Mininet terminal and type

in pingall to realize if our firewall really works.
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elias@delias-VirtualBox:~/ = . . ] ree.py -switc
-controller=remote
=== Adding controller
Unable to contact the remote controller at 127.0.8.1:6653
Connecting to remote controller at 127.0.08.1:6633
==*%* Adding hosts
=+= Adding switches
Creating links
Starting network
Configuring hosts
h2 h3 ha
=*#* Starting controller
ce
=#*%* Starting 7 switches
sl s2 53 54 55 s56 ST ...
=#** Running CLI
2 Starting CLI:
mininet> pingall
=#*#* Ping: testing ping reachability
hl -=> X h2 h4a
h2 -=> X h2 h4a
h3 -=> hl h2 X
ha -=> hl h2 X
=#*%* Results: 33% dropped (8/12 received])
mininet>

Figure 17:host connectivity on SDN Firewall

4.3. Analysis of simulation of Results

This section describes the environment used to perform the experiment of the proposed SDN
based seamless MPLS over the existing one. In addition, we will explain the performance
measurement metrics and elaborate on the results, explanations, and evaluations of the
proposed method. Simulation results are displayed using different datasets. Finally,
parameters such as network parameter and traffic parameter are taken into account to measure

the proposed system.

It refers to analyzing compatibility and interoperability between software used for simulation
and virtualized switches for seamless MPLS network and software define network(SDN). It
checks software to be compatible with different Operating Systems like Windows, Unix, Mac
OS etc. besides that, it refers to the integrality of software standards being demonstrated by
the system implementation. In this parameter, it broadly discusses Network Topology
Parameters, refers to evaluating which switches are connected directly to each other and build
the global topology using Link Layer Discovery Protocol.

It was installed Mininet & Pox controller using Virtual Machine, and then It was also
important to make sure there is connectivity between the hosts in the topology before
implemented the proposed seamless MPLS network. This was achieved by looking for a

component on OVS that does Link Layer Discovery Protocol (LLDP) and allows devices with
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in a network to advertise their uniqueness. The author joined this vendor neutral link layer
protocol with Open Flow link layer discovery tool to ensure the nodes could connect to one
another. Ping results that were obtained by the researcher after running the ping all command
from the Mininet console all hosts were reachable. They are connected each other as we can
see from below Wireshark capture so that now we were confirmed that all installed software

was going to working well.

10.0.0.1 10.0.0.3
10.0.0.2 10.0.0.4

Type: OFPT_PACKET IN 6633

Echo (ping) request id=0x7075, seq=1/2.,

Echo (ping) reply _id=0x7073, seq=1/25...

Type: OFPT_PACKET IN 55370

—— Type: OFPT) PACKET IN

Echo [ping) request id=0x7076, 5eq=1/256, ttl=64 {reply in 302}

Echo [ping) reply id=0x7076, §3=11255, ttl=64 {request in 501]

6633 Type: OFPTi PACKET IN 55374

Type: DFPT_PACKET _IN

Echo [ping) request id=0x7078, seq=1/256, ttl=64 (rg'EI"d in 504}
Echo (pinglireply  id=0x7078, seq=1/256. ttl=564 (regl‘les( in 593]

Type: OFPT_PACKET [N 55376

cho (ping) request id=0x7079, seq=1/2...

Figure 18:Hosts connectivity Flow graph

After testing the connectivity and be certain that the functionality is working fine, then we
testing simulation results that we discussed in the above unit and analyzed proposed network
system under traffic management measurement metrics and also a simple solution is to split
traffic from the package level, in this parameter functions or capabilities associated with
SDN s identified among vast use of SDN, we are going to discuss how implemented SDN
controller supervise each labeled packet and being popped and pushed by label switching

routers.

Moreover, in this metric we prove either SDN controller handled routing procedure in the
entire network and detect ICMP traffic packet from hosts in the network and forward them
to appropriate switches, On the other hand, Recently, high-speed broadband facilities, social
networking interacting, and cloud situations have improved internet penetration significantly.
Due to this, there is huge amount of user data available in seamless MPLS network including
personal data, enterprise data and financial data. This leads to serious dangers from malicious
users. In this Parameter, we have seen how Python-based SDN controller permitted or rejected

hosts.
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Tree Topology consisting of seven nodes (S1, S2, S3, S4, S5, S6 and S7) four hosts (H1, H2,
H3 and H4) and one controller (c0) are going to build to simulate basic functions initiate in
the existing network and to make practice about SDN specific functions and, to see how SDN
works in Connecting the nodes together. For this simulation analysis only H1 and H4 were
randomly chose to participate in the forwarding of ICMP on SDN based seamless MPLS
packets. However, it is important to note that any device could be chosen and can as well
forward traffic in the network, additional, all seven switches are configured as for Seamless
MPLS operation, but primary selection to participating in this valuation was S3, S2, S1, S5
and S7. S3 and S7 were designed as Access nodes (AN) that level assigning is going to started
and the other switches S2, S1 and S5 were designed as intermediate nodes in which previous
level is swapped by other level. One thing we noted that all switches used the concept of Label
stacking, which is the encapsulation of an MPLS packet inside another MPLS packet that is
adding an MPLS header “on top of” an existing MPLS header.

From the outcomes capture by the different Xterm screens, Mininet console and Wireshark,
the study has demonstrated that S3, S2, S1, S5 and S7 were configured to do seamless MPLS
based on the flow table entries shown in the chapter above. These flow passes were very
specific to each switch in the instance that there were predefined labels that each of the

switches were supposed push to the next nodes

When it comes to label pushing, and popping labels from H1 to H4, the xterm results showed,
the ICMP request enters the switch S3-ethl without any label, the packet leave S3 with the
label 24 inserted, and send to S2 on interface 2. S2 on portl is able to receive traffic which
leveled 24 and added 115 to the packet coming to it then thought eth1 port send traffic to S1.
S1is able to receive traffic on ethl from S2 and add level 100 to transmit to S5 thought eth2
port then S5 add level 130 and send to S7. Finally, s7 on eth3 popping packet and remove
level from packet then send to H4.
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By now let us make analysis packet transmitted from H1 is going H4 by passing S3, S2, S1,
S5 and S7 and, arrived to its destination. The Wireshark captures seen in figure 20 showed
how the ICMP packets on the filter bar goes from hosts to MPLS depending on the link it’s
traveling, and how the labels are being switched.

*s7-eth2
File Edit View Go Capture Analyze Staftistics Telephony Wireless Tools Help

Adm @ mRERR Qe EFEIEEQaQQT

0. Time Source Destination Protocol Length Info
211 83,877434489 10.9.0.1 10.0.0.4 L1CMP 110 Echo (ping) request
212 83.877934671 10.0.0.4 10.0.0.1 ICMP 102 Echo (ping) reply
213 84.974274220 10.9.0.1 10.0.0.4 ICMP 110 Echo (ping) request
214 84.074328055 10.90.0.4 10.9.0.1 ICHP 162 Echo (ping) reply
215 85.874963205 10.98.0.1 10.0.90.4 ICHP 110 Echo (ping) request
216 85.875008720 10.9.0.4 10.0.0.1 ICHP 102 Echo (ping) reply
218 86.874719334 10.9.0.1 10.0.0.4 ICMP 118 Echo (ping) request
219 86.874766392 10.0.0.4 10.0.0.1 ICHP 102 Echo (ping) reply

- Frame 1: 110 bytes on wire (88@ bits), 110 bytes captured (888 bits) on interface @
- Ethernet II, Src: 90:00:00_00:00:91 (00:00:00:00:80:01), Dst: 00:00:00_00:00:04 (0O:00:00:00:00:04)
r MultiProtocol Label Switching Header, Label: 13@, Exp: @, S: @, TTL: 64
0OEe 00RO O0GD 1000 8910 .... .... .... = MPLS Label: 138
. MPLS Experimental Bits: @
chen e MPLS Bottom Of Label Stack: @
........................ 9100 9008 = MPLS TTL: 64
r MultiProtocol Label Switching Header, Label: 115, Exp: @, 5: 8, TTL: 64
pOEe 00RO BEGE 0111 8011 ... MPLS Label: 115
MPLS Experimental Bits: @
MPLS Bottom Of Label Stack: @
MPLS TTL: 64

@
(<]
(=]
"o

8100 0600

MultiProtocol Label Switching Header, Label: 24, Exp: B8, 5: 1, TITL: 64

= MPLS Label: 24
. = MPLS Experimental Bits: @
«sss s:+: = MPLS Bottom Of Label Stack: 1
8160 8800 = MPLS TTL: 64
. Internet Protocol Versionm 4, Src: 10.8.8.1, Dst: 16.6.8.4
- Internet Control Message Protocol

Figure 19:Wireshark capture results from H1 to H4

Further, from figure 20 below verified that from H4 to H1, the ICMP request enters the switch
S7-ethl without any label then the packet leaves S7 with the label 99 inserted, pushing to S5
on interface 2. then S5 on port3 is able to receive traffic which already leveled 99 and added
new level 140 to the packet coming to it, then thought eth1 port send traffic to S1. S1 is able
to receive traffic on eth2 from S2, and add new level 110 to transmit to S2 thought eth1 port
then S2 add level 120 and send to S3. Finally, S3 on eth3 popping packet and remove levels

from packet then send to H1.
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(W [icmp

No. Time Source Destination Protocol Length Info
200 146.2774614.. 10.9.0.4 10.0.9.1 ICMP 110 Echo (ping)
201 147.2774479. 10.9.0.4 10.0.0.1 ICMP 110 Echo (ping)
202 148.2775658.. 10.9.0.4 16.60.6.1 ICMP 116 Echo (ping)
204 149.2775916.. 10.9.8.4 10.0.0.1 ICMP 118 Echo (ping)
285 150.2773416.. 10.9.0.4 10.0.9.1 ICMP 110 Echo (ping)
2@7 151.2776117.. 10.9.6.4 16.0.€.1 ICMP 118 Echo (ping)
208 152.2775697.. 10.9.60.4 10.0.0.1 ICMP 110 Echo (ping)
289 153.2774714.. 10.9.80.4 10.0.9.1 ICMP 110 Echo (ping)
211 154.2773122.. 10.9.0.4 16.0.9.1 ICMP 118 Echo (ping)

» Frame 8: 110 bytes on wire (880 bits), 118 bytes captured (88@ bits) on interface @

Ethernet II, Src: 688:00:00_00:00:84 (00:00:00:00:00:04), Dst: 00:00:00_00:00:01 (08:
» Destination: 0G@:00:00_00:90:01 (0R:00:00:90:00:01)
b Source: 89:00:00_00:00:04 (00:00:00:00:00:04)

Type: MPLS label switched packet (8xB8847)

w MultiProtocol Label Switching Header, Label: 118, Exp: @, S: 8, TIL: G4
QEEE CEEe PeeR 9110 1110 .... .... ..., = MPLS Label: 110
.................... eege. .... .... = MPLS Experimental Bits: @
....................... @ .... .... = MPLS Bottom Of Label Stack: @
........................ 2100 @008 = MPLS TTL: 64

w MultiProtocol Label Switching Header, Label: 146, Exp: @, S: 8, TIL: G4
GEEE CPEe OBeG 1860 1180 .... .... .... = MPLS Label: 140
.................... @ee. .... .... = MPLS Experimental Bits: &
....................... @ .... .... = MPLS Bottom Of Label Stack: 8
........................ 2100 @008 = MPLS TTL: 64

w MultiProtocol Label Switching Header, Label: 99, Exp: ©, S5: 1, TTL: 64
GEEE CEEe OBeG 01160 @11 .... .... .... = MPLS Label: 99

.................... @ee. .... .... = MPLS Experimental Bits: @
....................... 1.... .... = MPLS Bottom Of Label Stack: 1
........................ @100 @008 = MPLS TTL: 64

Internet Protocol Version 4, Src: 10.8.8.4, Dst: 18.60.0.1

Internet Control Message Protocol

vw

Figure 20:Wireshark capture results from H4 to H1

Finally, we’re going made analysis how to implemented SDN Firewall by means of the POX
Controller and Mininet. Initially, I decided on the rules in which H1 and H2, H3 and H4 are
bidirectional blocked. Then we typed pingall to the Mininet CL1I to see if our Firewall actually
works. According to below flow graph (H1 and H2) and (H3 from H4) are not ever can
connect bidirectional, other hosts except the host blocked by the controller is connect each

other, We got that there is a packet loss of 33%, that is absolutely correct. Hence, we were
effective in our attempt of implementing an SDN Firewall. below are the results capture from
Wireshark.
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10.0.0.1

10.0.0.4

10.0.0.3 10.0.0.2
i 1 1 1
39236 ! Type: OFFT_PACKET_IN ! 6633 ! !
!E:ho (ping) request id=0x1e69, seq:l.-'z.u! ! !
!E:ho [ping) reply id=0x1ef3, seq:l.-'25...! ! !
6633 ! Type: OFET_PACKET IN !39235 ! !
30238 ! T',pr:DFPT! PACKET IN !6533 !
! Echo (ping) request id:Dxleﬁa.!seq:l:’ZSE, tH=64 (reply in 194) ! !
I Echo (ping) reply _id=0x1lafa, séq:]."!iﬁ. tH=>64 (request in 193} | !
6633 ! T',fpe:DFPT! PACKET IN ! 30738 !
! 6633 L Type: OFDT! PACKET IN ! 30736
! L Echo [ping) request id=0xlebc, ;seq=1.|'256, thl=64 {reply in 353} !
! ! Echo (ping) reply  id=0xlebc, s%q:lﬁsﬁ, ttl=64 {request in 352) __!
! 39236 ! AP OFpT! HEREEISIN .1! 6633
! ! 6633 L Type: OFPT_PACKET IN ! 30738

Figure 21:flow graph for pass and blocked hosts

4.4. Performance Results

4.4.1. Qualitative performance

Table 2:summery of result Table

Test Parameter

Test Result

Description

integrality and compatibility
to software standards being
demonstrated by the system

implementation

It is functional

tools ensure the nodes
could connect to one

another.

output being captured on
Wireshark indeed prove
seamless MPLS was applied
on the specified packets

It is functional

Leveled packet transmitted
from hl is going h4 by
passing s3, s2, s1, s and s7
and, arrived to its destination

ICMP traffic from nodes in
the network and forward

them to appropriate switches

It is functional

ICMP packet transmitted
from h1l is going h4 by
passing s3, s2, s1, s5 and s7
and, arrived to its

destination
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labels being popped and
pushed

It is functional

S1, s2 and s5 pushing level,
s3, and s7 popping packet
(remove levels from packet)
then send to hl and h4

respectively

output being captured on
TCP dump indeed prove
level stacking was applied

It is functional

From figure 20
encapsulation of an MPLS
packet inside another MPLS
packet — that is, adding an
MPLS header “on top of” an
existing MPLS header.

output being captured on
Wireshark flow graph
indeed prove SDN firewall

was applied

It is functional

Firewall actually works.
according to in figure 22
flow graph, (h1 and h2) and
(h3 from h4) are not ever can

connect bidirectional

4.4.2. Quantitative Performance

The Wireshark showed below, maximum Packets per second (throughput), maximum bytes

per second and the time span to transmit the captured packet in the network of not SDN

supported seamless MPLS and SDN supported seamless MPLS network.
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Seamless MPLS without SDN Seamless MPLS with SDN

Capture Capture

Hardware: intel{R) Core(TM) i5-4300M i Hardware: intel{R) Core(TM) i5-4300M
o5 Linux 4.4.0-210-generic o5 Linux 4.4.0-210-generic
Application: Dumpcap {(Wireshark) 2.6.14 Application: Dumpcap (Wireshark) 2.6.1
Intarfacas Interfaces

Interface Dropped packets Interface - Dropped packets

any 0 (0 %) any 0 (0 %)

Statistics Statistics

Packets 11347 Packets 23719

Time span. s 618.724 Time span, s &07.144

Average pps 18.3 Average pps 39.1

Average packet size, B 68 Average packet size. B 89

Bytes 775634 Bytes 2100308

Average bytes/s 1.253 Average bytes/s 3.459

Average bits/s 10 k Average bits/s 27 k

Figure 22 : Wireshark capture statistics

Packet per second (pps) was analyzed in topologies of SDN supported seamless MPLS and
without SDN supported seamless MPLS networks. This parameter measure how much data
can be transmitted from source to destination within a specific period of time. In this case,
11347 packets were transmitted within 618.7 seconds with no SDN support seamless MPLS
and 23719 packets with 607.1 second in SDN supported seamless MPLS.

The results of the experiments are shown in Table 3 below The average time span in SDN
supported seamless MPLS network is lower than not SDN supported seamless MPLS
network, but average packet per second transmitted in SDN supported seamless MPLS is
higher than with no SDN supported seamless MPLS. And also average bytes/s for SDN
supported seamless MPLS is higher than from no SDN supported seamless MPLS.

Table 3:summery Performance measurement.

measurement Without SDN With SDN support
support
Total Packets 11347 23719
Average bytes/s 1253 3459
Time span(s) 618.724 607.144
Average Packets per second(pps) 18.3 39.1
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The graphs are stated in Figure26 and figure 27 are going to assured that transmitted Packet
per second(pps) in SDN supported seamless MPLS is higher than not SDN supported seamless
MPLS and also SDN supported seamless MPLS networks provides better performance in
transmitting more packet with less time than not SDN supported seamless MPLS. So, we
concluded that SDN can achieve the requirements of today’s seamless MPLS network that

requires high bandwidth to operate.

Wireshark 10 Graphs: any
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TCP errors tep.analysis.f... i Stacked Bar Packets None

Figure 23: relation of Packet per second and Time without SDN
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Figure 24: relation of Packet per second and time for SDN based network
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4.5. Discussion

The discussion is used to highlight the importance of the study and describe the limitations
of the study and implications for future research. The speech in this chapter expressions at
how Mininet was able to applied in seamless MPLS supported on SDN with the help of
OVS and Open Flow.

4.6. Discussion of results

The evaluation of the result simulated on the Wireshark simulation tool that the proposed SDN
coupling seamless MPLS is the best traffic engineering method to create suited to the dynamic
computing and storage needs of today’s data centers, campuses, and carrier environments.
This study has verified what happens if we send an ICMP request from H1 to H4. In this case,
When the first packet travels from one host to another, the host sends an ICMP request to
discover the Access node then The Access node forwards the packet to the controller, the
controller examines the label, looks up the destination address that is associated to that label
and chooses a new label, stores the relation between the label and the source and destination
addresses.

Moreover, the simulation analysis addressed SDN Firewalls which are a major element of
network security systems with the ability to block network data traffic flows according to pre-
defined rules. Here, proved that our SDN system control and manage the flow of data that comes

from various sources into the network and functions on the principle of preconfigured rules.

Finally, the simulation analysis addressed Packet per second in SDN supported seamless
MPLS is higher than not SDN supported seamless MPLS, and also SDN supported seamless
MPLS networks provides better performance in transmitting more packet with less time than

not SDN supported seamless MPLS.
4.7. Challenges of implementation

Understanding SDN, in computer networking was a difficult task. In addition, considerate the
act and use of the different components like OVS, Open Flow message structure and POX
controller operation was a challenged, as well Due to memory restrictions of personal

computers, it is not possible to power on more than seven nodes in simulation surroundings
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and extra routers for redundancy purposes are used individual in the core network domain.
But it should be recognized that growing number of routers for testing and investigation will

not change the overall result.
4.8. Summary

In this chapter, we discussed in detail about mininet simulation tool and how it works to
resolve existing problem by simulated different simulations. It includes checking connectivity
b/n hosts, simulation of implementing ICMP packet, simulation of implementing firewall.
Finally, we have discussed improvement of the proposed algorithm, and how researcher

questions are answered. In the next chapter, we discuss conclusion and future work.
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5. Conclusion and Recommendations

5.1. Conclusion

To summarize, we draw the next conclusions from our SDN based seamless MPLS network
simulation. We accomplished the preliminary goal of confirming our architectural ideas of
familiarizing the SDN based seamless MPLS networks. We presented that we can implement
the basic tasks of generating and maintaining LSP in an Open Flow enabled seamless MPLS,
we can also provide higher-level services such as SDN firewall by writing applications in the

control-plane.

We confirmed the simplicity of our method when related to more traditional approaches seen
today. Our work of the traffic-engineering application together with all the features described
in above Section, these study proposed and applied a routing that is based on seamless MPLS
to send traffic on an SDN background. As verified by the research, the complex duty of
configuring seamless MPLS has been accomplished in the less cost, the study has emphasized
and underlined from the carrying out that permitting central connectivity, manageability and

control of the network creates design and troubleshooting of the network in the possible task.

Finally, we concluded that Any service provider in our country including Ethiopians
telecommunication, can implement Seamless MPLS to incorporate the separated network
domains such as mobile backhaul and IP core networks into only one MPLS domain with
minimum cost and simplified management to network engineer and providing easy and

flexible service provision and hence increases customer satisfaction.
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5.2. Future Work

Even if this thesis has been done all the objectives set in Section one, there are some concerns

to be covered in the future. These issues are:

The researcher concentrated on only ICMP packets for the demonstration. However, future
work should study and implement a state where extra packet type is isolated and given altered
routes at the same time seamless MPLS being attached to these packet.

In this study the researcher, simulations have been run in static scenarios with one network
topology designs. It would be exciting to study the performance of the same parameters by
varying the networks topology. The interoperability SDN constituents must be secure by

figuring out the variations between different developers.

Study and spread SDN based Seamless MPLS solution to ethio telecom networks. Primary it
is better to categorize kinds of router used in end-to-end IP network. The access devices have
to be tested if they can provision MPLS and Seamless MPLS. Then the numbers of distinct

MPLS domains used in the company will be known.
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APPENDIXES
Appendix A: Topology design Script

from mininet.log import setlLoglewvel, info

Bldef treeTopo():
net = Mininet{ controller=RemoteController }

info{ "*** Adding contr
net.addControllexr{("cO")

info{ "*** Adding hos
hl = net.addHost{ "hl
h2 = net.addHost{ "h
h3 = net.addHost{ "h
hd = net.addHost({ "h

[T R O

[y

info{ "*** Adding swit
2l = net.addSwictch({ °

1]

s\n

1" )
22 = net.addSwitch{ "=2" )
23 = net.addSwitch({ "=3" }
54 = net.addSwitch({ "=4" }
55 = net.addSwitch({ "=5" })
s6 = net.addSwitch({ "sc" )
57 = net.addSwitch( "s=7" )
info{ "*** Creating links'n' )

net.addLink{ hl, s3 )
net.addLink{ h2, =4
net.addLink{ h3, s&
net.addLink{ hd4, s7

T e

root = sl
laverl = [=s2,853]
layer? = [=83,=234,86,587]
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Ffor idx,11l in snumerate({layvexl) :
net . .addl.ink{ oot , 11 )
net.addl.aink{ 11, layverZ[Z+«idx] ¥
nmnet..addl.imk{ 11, layverZ[2Z%«idx 4+ 1]

i

dinmFof " === tarting network™»m")

met.=stcaxrtc ()

inFfof "* &% Running CLINm" )
CIL.T{ met )

dimfof *& & & Srcopping network® ¥
nmet..=stcoEe ()

T arme = " D

sctclLoglewel |
crecTopo ()
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Appendix B: POX Application Code

from pox.core import core

import pox.openflow.libopenflow 01 as of
from pox.lib.revent import #

from pox.lib.recoco import Timer

from collections import defaultdict

from pox.openflow.discovery import Discovery
from pox.lib.util import dpid to str

import time

from pox.likb.addresses import Ethihddr

log = core.getLogger ()

switches = {}

mac map = {}

path map = defaultdict (lambda:defaultdict (lambda: (Hone,None) ) )
waiting paths = {}

# Waiting path. (dpid, xid)->WaitingPath
waiting paths = {}

# Time to not flood in seconds
FLOCD HOLDDOWM = 3

# Flow timeouts
FLGW_IDLE_TIHEGUT =
FLGW_HRRD_TIHEGUT = 3a

I
| i
o

# How long is allowable to st up a path?
PATH SETUP TIME = 5

rules = [['00:00:00:00:00:01" ,'00:00:00:00:00:02"],["00:00:00:

ﬂdef _calc paths ():
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def dump ():
for x in sws:
for v in sws:
b = path_map[x] [¥][C]

b = adiacency([x] [¥]

if b iz None: b = "+"

print{b, end=' '}
print{}

sWw3s = switches.values()
path map.clear()
for z in sws:

for v,port in adjacency[z].items=s():

if port is Hone: continme
path map[z] [v] = (l,Hone)

path map[z][z] =
$dump ()

for z in sws:
for x in sws:
for v in sws:
if path map[x] [=z][C]
if path_maplz] [¥]1[C]
$ x -» £ -» v exists

{0,Hone) # distance,

intermediate

iz not None:
iz not Hone:

xzy_dist = path map[x] [z] [C]+path map[z] [¥v][C]

if path map[x] [¥]1[C]
2 x -> z -=
path map[x][] =

iz None or xzy dist < path map[=x][y][C]:

v i=s better than existing
(rzy dist, z)
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def get raw path (src, dst):

J2T 8 raw path (Just a 15T oI

if len(path map) == 0: calc paths()
if src is dst:
# We're here!
return []
if path map[src] [dstc] [0] is NHone:
return None
intermediate = path map[src] [dst] [1]
if intermediate is Hone:
# Directly connected
return []
return _get raw path(src, intermediate) + [intermediate] + A
_get_raw path({intermediate, dst)

def check path (p):

for a,b in zip(pl[:-11.p[1l:1):

if adjacency[a[0]][E[0]] !'= a[2]:
return False
if adjacency[k[C]1]1[a[2]] '= EB[1]:

return False
return Trues
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def get path (src, dst, first port, fimal port):

m
i
[
Nl
it
=
|
|
Nl
i
t
Hh
[
m

ts a cook
T

# Start with a raw path...

if src == dst:
path = [=src]
else:
path = get_raw path(src, dst)

if path i= None: return None
path = [=xrc] + path 4+ [d=t]

# How add the ports

E=11

in port = first port

for =s1,52 in zip(path[:-1].path[l:]):
out_port = adjacency[sl][=s2]
k.append((sl,in port,out port}))
in port = adjacency[s2][=1]

k.append( (dst,in port,final port})

assert check path(r), "Ill=gal path!

return k

class WaitingPath (ckiject):
mn
A path which is waiting
mmnm

def init  (self, path, packet):
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self.expires at = time.time() + PATH SETUF TIME
self.path = path

self.first switch = path[0] [0] .dpid

zelf.xids = set ()

self.packet = packet

if len(waiting paths) > 1001:
WaitingPath.expire waiting paths()

def add =xid (self, dpid, =id):
self.xids.add((dpid,xid))
waiting paths[(dpid,xid)] = self

def iz expired (self):
return time.time() >= self.expires at

def notify (self, event):
RN

self.xids.discard( (event.dpid,event.xid))
if len(self.xids) = 0:
% Done!
if self.packet:
log.debug{"S5ending delayed packet out %s"
% (dpid to str(self.first switch),})
msg = of.ofp packet out(data=self.packet,
action=of.ofp action output (port=of.0FPP _TABLE))

core.openflow.sendToDPID(self.first switch, msg)
core.l2 multi.raisceEvent (PathInstalled(self.path))
class SDNFirewall (EventMixin):

def imit  (self):
self.listenTo(core.openflow)

def handle ConnectionlUp (self, event):
for rule in rules:

block = of.ofp match()
bBlock.dl src = Ethiddr(rule[0])
block.dl dst Ethiddr (rule[L1l])
flow mod = of.ofp flow mod()
flow mod.match = klock
event.connection. send (flow_mod)

def launch ():
core.registerlew (SDNFirewall)
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