
Multi-agent Deep Reinforcement Learning-based

Task O�oading and Resource Allocation in Fog

Computing

Endris Mohammed Ali

A Dissertation Submitted to

The Department of Computer Science and Engineering

College of Electrical Engineering and Computing

Presented in Ful�llment of the Requirement for the Degree of

Doctor of Philosophy in Computer Science and Engineering

O�ce of Graduate Studies

Adama Science and Technology University

November 11, 2025

Adama, Ethiopia



Multi-agent Deep Reinforcement Learning-based

Task O�oading and Resource Allocation in Fog

Computing

Endris Mohammed Ali

Main Supervisor: Prof.Jemal Hussien Abawajy

Co-Supervisor: Dr.-Ing. Frezewd Lemma

A Dissertation Submitted to

The Department of Computer Science and Engineering

College of Electrical Engineering and Computing

Presented in Ful�llment of the Requirement for the Degree of

Doctor of Philosophy in Computer Science and Engineering

O�ce of Graduate Studies

Adama Science and Technology University

November 11, 2025

Adama, Ethiopia

i



Declaration

I declare that this dissertation entitled \Multi-agent Deep Reinforcement

Learning-based Task O�oading and Resource Allocation in Fog Computing"

is my original work. That is, it has not been submitted for the award of any academic

degree, diploma, or certi�cate in any other university. All sources of materials used for

this dissertation have been duly acknowledged through appropriate citations.

Endris Mohammed

Name of student Signature Date

ii



Recommendation

We, the supervisors of this dissertation, hereby certify that I/we have read and revised

the dissertation entitled \Multi-agent Deep Reinforcement Learning-based Task

O�oading and Resource Allocation in Fog Computing" by Endris Mohammed,

submitted in partial ful�llment of the requirements for the degree of Doctor of

Philosophy in Computer Science and Engineering. Therefore, we recommend the

submission of the dissertation to the department for further review and defense.

Prof. Jemal Hussien Abawajy

Main Supervisor Signature Date

Dr.-Ing. Frezewd Lemma

Co-Supervisor Signature Date

iii



Approval Page

I/we hereby certify that the recommendations and suggestions made by the board of

examiners are appropriately incorporated into the �nal version of the dissertation

entitled \Multi-agent Deep Reinforcement Learning-based Task O�oading

and Resource Allocation in Fog Computing" by Endris Mohammed Ali.

Prof. Jemal Hussien Abawajy

Main Supervisor Signature Date

Dr.-Ing. Frezewd Lemma

Co-Supervisor Signature Date

iv



Approval Board of Reviewers

We, the undersigned, members of the Board of Examiners of the dissertation open

defense by Endris Mohammed Ali, have read and evaluated the dissertation entitled

\Multi-agent Deep Reinforcement Learning-based Task O�oading and

Resource Allocation in Fog Computing" and examined the candidate during open

defense. This is, therefore, to certify that the Dissertation is accepted for partial

ful�llment of the requirements of the degree of Doctor of Philosophy in Computer

Science and Engineering.

Chairperson Signature Date

Internal Examiner Signature Date

External Examiner 1 Signature Date

External Examiner 2 Signature Date

Finally, approval and acceptance of the dissertation is contingent upon submission of its

�nal copy to the O�ce of Postgraduate Studies (OPGS) through the candidate's

Department Graduate Council (DGC) and College Graduate Committee (CGC).

Department Head Signature Date

College Dean Signature Date

O�ce of Postgraduate Studies, Dean Signature Date

v



Acknowledgments

I would like to express my sincere thanks to my supervisors, Professor Jemal Hussien

Abawajy and Dr.-Ing. Frezewd Lemma, for their incredible and unwavering support

and guidance during my study. I would like to express my gratitude to Professor Jemal

Hussien Abawajy for his extraordinary support when I faced a di�culty in the publication

process.

I want to extend my acknowledgment to Professor Ramasamy Srinivasagan for his

unwavering supervision and all-around support for my PhD study.

I would like to express my deepest gratitude to Adama Science and Technology

University (ASTU) for providing me with the opportunity, resources, and supportive

environment to pursue and complete this PhD research.

My sincere thanks also goes to the Department of Computer Science and Engineering

(CSE) for their guidance, academic support, and continuous encouragement throughout

this journey. I am also profoundly grateful to the Department Graduate Committee

(DGC) and Doctoral Committee for their invaluable continuous feedback and constructive

recommendations, which signi�cantly contributed to the improvement of this research

work. Furthermore, I extend my appreciation to the College of Electrical Engineering

and Computing for creating a collaborative and resourceful academic environment that

made this work possible.

Finally, I am deeply grateful to my family, especially my wife, Jemila Mufti, whose

love and compassion have been my greatest source of energy and motivation. I could

not have become the person I am today without your unwavering support. To my sweet

children | Reyan, Ferhan, Afrin, Newal and Genet | your smiles have been my constant

source of relief and hope. My mother, you mean everything to me | words cannot express

my love and gratitude for you. May you live long and stay blessed. I am truly grateful

for your patience, love, and understanding throughout my academic journey.

vi



Contents

Declarations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ii

Recommendations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iii

Approval Page . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iv

Approval Board of Reviewers . . . . . . . . . . . . . . . . . . . . . . . . . . . v

List of �gures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xi

List of tables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xi

List of Acronyms and Abbreviations . . . . . . . . . . . . . . . . . . . . . . i

Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ii

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Fog Computing and Related Paradigm . . . . . . . . . . . . . . . . . . . 5

1.2.1 Device-Edge-Fog-Cloud Architecture . . . . . . . . . . . . . . . . 5

1.2.2 Fog O�oading Architecture . . . . . . . . . . . . . . . . . . . . . 6

1.3 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.4 Statements of Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.5 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.6 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.6.1 Major objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.6.2 Speci�c Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.7 Signi�cance of this study . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.8 Research Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

1.9 Research Contribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.10 Structure of the dissertation . . . . . . . . . . . . . . . . . . . . . . . . . 14

2 Literature Review and Related Works . . . . . . . . . . . . . . . . . . . 15

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

vii



CONTENTS viii

2.2 Fog computing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.3 Task Computation Model . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.3.1 Local Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.3.2 O�oading Model . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.4 Heuristic Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.5 Game Theory approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

2.6 Hybrid Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

2.7 Reinforcement Learning . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

2.8 Deep Reinforcement Learning (DRL) . . . . . . . . . . . . . . . . . . . . 24

2.8.1 DRL for QoS Optimization Strategies . . . . . . . . . . . . . . . . 25

2.8.2 Training and Decision Approach . . . . . . . . . . . . . . . . . . . 26

2.8.3 DRL Agent O�oading Decision Criteria . . . . . . . . . . . . . . 29

2.8.4 Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.8.5 Common DRL algorithms . . . . . . . . . . . . . . . . . . . . . . 31

2.8.6 Key Input Parameters and Learning Mechanisms in DRL . . . . . 32

2.8.7 Single Agent DRL . . . . . . . . . . . . . . . . . . . . . . . . . . 33

2.8.8 Multi-Agent DRL . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

2.8.9 Agent Controller Strategies . . . . . . . . . . . . . . . . . . . . . 35

2.8.10 Coordination Mechanisms . . . . . . . . . . . . . . . . . . . . . . 36

2.8.11 Twin Delayed Deep Deterministic Policy Gradient (TD3) . . . . . 39

2.9 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

3 Research Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.1.1 Research Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.1.2 Deep Reinforcement Learning model selection . . . . . . . . . . . 45

3.1.3 Data Collection Method . . . . . . . . . . . . . . . . . . . . . . . 46

3.1.4 Data collection Procedure . . . . . . . . . . . . . . . . . . . . . . 49

4 Proposed multi-agent DRL-based Partial Task O�oading Model in

Fog-to-Fog Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4.2 Network Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.2.1 Illustration of task o�oading decision procedure . . . . . . . . . . 56

4.3 Task Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.4 Dynamic Task Partitioning . . . . . . . . . . . . . . . . . . . . . . . . . . 58

4.5 Communication Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.5.1 U2F Communication . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.5.2 F2F Communication . . . . . . . . . . . . . . . . . . . . . . . . . 60



CONTENTS ix

4.6 Local Computations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4.7 O�oading Computation Delay . . . . . . . . . . . . . . . . . . . . . . . . 62

4.8 Energy Consumption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.9 Multi-objective problem formulation . . . . . . . . . . . . . . . . . . . . 63

4.10 Multi-agent TD3 based task o�oading architecture . . . . . . . . . . . . 65

4.10.1 TD3 agent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

4.11 Algorithm Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.11.1 Parallel MAFCPTORA-Algorithm . . . . . . . . . . . . . . . . . 70

4.11.2 Gaussian Noise . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

4.11.3 Model Sensitivity Analysis . . . . . . . . . . . . . . . . . . . . . . 74

5 Results and Discussions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

5.1 Simulation Settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

5.1.1 Hyperpararameter Selection . . . . . . . . . . . . . . . . . . . . . 78

5.2 Simulation Results and Performance Analysis . . . . . . . . . . . . . . . 78

5.2.1 Ablation Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

5.2.2 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . 82

6 Conclusion and Future Work . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

6.2 Future work and recommendation . . . . . . . . . . . . . . . . . . . . . . 85

A Appendix A: Sample code and �gures . . . . . . . . . . . . . . . . . . . 100



List of Figures

1.1 Smart user devices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 End device-Edge-Fog-Cloud Architecture . . . . . . . . . . . . . . . . . . 5

1.3 Multiple user device o�oads their tasks to a single central fog server . . . 7

1.4 Multiple user device o�oads tasks to multiple fog nodes, but no cooperation

between fog nodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.5 Multiple user device o�oad tasks to multiple cooperating fog nodes . . . 7

3.1 Research Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.2 DRL-agent interaction with fog environments . . . . . . . . . . . . . . . 47

3.3 DRL Modeling in MDP architecture . . . . . . . . . . . . . . . . . . . . . 48

3.4 Replay bu�er and mini-batch data frame . . . . . . . . . . . . . . . . . . 50

4.1 F2F cooperation topology . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4.2 User device-Fog Architecture. . . . . . . . . . . . . . . . . . . . . . . . . 56

4.3 Task o�oading 
ow chart . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.4 Directed acyclic graph task model. . . . . . . . . . . . . . . . . . . . . . 58

4.5 MATD3-based horizontal F2F task o�oading architecture. . . . . . . . . 66

4.6 The dynamics of fog node state and action status . . . . . . . . . . . . . 67

5.1 MATD3 training result for reward, latency, energy consumption, and task

completion rate per episodes . . . . . . . . . . . . . . . . . . . . . . . . 79

5.2 Performance evaluation of MAPPO, MAIDDPG, MASAC, and MATD3

for average reward, latency, and energy consumption per episode. . . . . 80

5.3 Performance evaluation of MATD3 for average reward, latency, and energy

consumption per episode. . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

5.4 Ablation of MATD3 for average reward, latency, and energy consumption

per episode. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

A.1 MAIDDPG Training Result . . . . . . . . . . . . . . . . . . . . . . . . . 103

A.2 MAPPO Training Result . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

A.3 Baseline algorithm sample comparison . . . . . . . . . . . . . . . . . . . 104

A.4 MAIDDPG Sample evaluation result . . . . . . . . . . . . . . . . . . . . 105

A.5 MASAC Sample evaluation result . . . . . . . . . . . . . . . . . . . . . . 106

A.6 Smoothed energy consumption graph . . . . . . . . . . . . . . . . . . . . 107

x



List of Tables

1.1 Some representative application of DRL-based task o�oading in fog. . . . 12

2.1 Resource and QoS objective optimization . . . . . . . . . . . . . . . . . . 26

2.2 Related works on DRL-Based task o�oading with respect to QoS objectives

and Training approaches . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.3 Common DRL algorithms used for task o�oading . . . . . . . . . . . . . 31

2.4 Related Research Work. . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

3.1 DRL model comparison . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

3.2 State (s) representation . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.3 Action (a) representation . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.4 Sample data collection frame for TD3-based fog simulation . . . . . . . . 50

3.5 Sample training metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.6 Sample evaluation metrics . . . . . . . . . . . . . . . . . . . . . . . . . . 51

4.1 List of key parameters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.2 Cooperative F2F sample extracted knowledge frame. . . . . . . . . . . . 65

5.1 Simulation parameters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

5.2 Summary evaluation results for the four models. . . . . . . . . . . . . . . 83

5.3 The ablation summary evaluation results for the MATD3 model with

di�erent latency weight factors. . . . . . . . . . . . . . . . . . . . . . . . 83

xi



List of Acronyms and Abbreviations

Acronyms Abbreviations

AI Arti�cial Intelligence

Fn Fog Nodes

ML Machine Learning

DL Deep Learning

RL Reinforcement Learning

MAFCPTORA Multi-Agent Fully Cooperative Task O�oading and Resource Allocation

MADRL Multi-Agent Deep Reinforcement Learning

MARL Multi-agent Reinforcement Learning

DDPG Deep Deterministic Policy Gradient

MADDPG Multi-agent Deep Deterministic Policy Gradient

IDDPG Independent Deep Deterministic Policy Gradient

MAPPO Multi-agent Proximal Policy Optimization

TD3 Twin Delayed Deep Deterministic

MATD3 Multi-agent Twin Delayed DDPG

DRL Deep Reinforcement Learning

MDP Markov Decision Process

QL Q Learning

DQL Deep Q Learning

DQN Deep Q Network

DNN Deep Neural Network

MEC Mobile Edge Computing

MDP Markov Decision Process

TD Temporal Di�erence

QoS Quality of Service

Un User Device

F2F Fog-to-Fog

U2F User-to-Fog



ABSTRACT

Fog computing presents a signi�cant paradigm for extending the computational capabilities

of resource-constrained devices executing increasingly complex applications. This approach

is applicable to real-time and latency sensitive smart user devices such as consumer

electronics (CE), Internet of Things (IoT), TinyML, unmanned air vehicles (UAV), mobile

devices, and others are in high demand for resources to process their task according to

QoS objectives. However, e�ectively leveraging this potential critically depends on the

implementation of e�cient task o�oading mechanisms to proximal fog nodes, particularly

under conditions of high resource contention. Recent advances in fog computing have

enabled decentralized task o�oading from resource-constrained smart devices to resource-rich

fog nodes. However, determining optimal task placement and resource allocation across

distributed, dynamic, and resource-limited fog environments remains a major challenge.

The problem scales largely especially when striving to meet stringent Quality of Service

(QoS) requirements. Moreover, the existing task o�oading model in distributed fog

face exhaustive search for selecting right fog node leads to a prolonged decision time

problem. Deep reinforcement learning (DRL) has emerged as a promising solution to these

challenges, o�ering adaptive, data-driven decision-making in real-time and uncertain

conditions. However, cooperation between fog nodes and dynamic partial o�oading

model not fully explores in the existing DRL based o�oading models. Following that, this

work presents a comprehensive and focused analysis on the full-scale application of DRL

to the task o�oading problem in fog computing environments involving multiple user

devices and multiple fog nodes. To address this challenge, we introduce multi-agent fully

cooperative partial task o�oading and resource allocation(MAFCPTORA) decentralized

model for cooperative task o�oading and resource allocation. The main contributions of

this dissertation include: (i) a decentralized multi-agent DRL architecture for horizontal

fog-to-fog o�oading, (ii) a cooperative reward function is formulated that optimizes both

latency and energy, and (iii) an enhanced evaluation environment for parallel o�oading

scenarios.

The simulation is conducted in four DRL baseline algorithms such as IDDPG, PPO,

SAC, and TD3. TD3 outperform the other three approach, then TD3 algorithm modi�ed
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to enable MAFCPTORA parallel task execution. The performance of TD3 base MAFCPTORA

are evaluated and compared it against recent baseline approaches. MAFCPTORA demonstrated

superior performance compared to baseline methods, achieving a signi�cantly higher

average reward (0.36 � 0.01), substantially lower average latency (0.08 � 0.01), and

reduced energy consumption (0.76 � 0.14).

Keywords: Fog Computing, IoT, Task O�oading, Deep Reinforcement Learning,

Multi-agent DRL, Resource Allocation, TD3



Chapter 1

INTRODUCTION

1.1 Overview

Recently, an explosive growth of resource-intensive smart user devices connected to the

network to run their applications. Thus, devices such as consumer electronics (CE),

Internet of Things (IoT), TinyML, unmanned air vehicles (UAV), mobile devices, and

others are in high demand for resources to process their task according to QoS objectives

Javeed et al. (2023); Hortelano et al. (2023). These network-connected devices are capable

of sensing, processing, and communicating data. However, because they have limited

computing power, they often need to o�oad tasks to more powerful systems to meet QoS

requirements (Hortelano et al., 2023). Figure 1.1 presents the representative smart user

Figure 1.1: Smart user devices

device that face resource constrain problem to compute their task.

Task o�oading refers to the process of transferring computational workloads from

resource-limited devices to more powerful computing systems, based on a machine-to-machine

collaboration model Shah-Mansouri and Wong (2018); Liu et al. (2018). Traditionally,

1



Introduction 2

IoT devices o�oad tasks to cloud environments. However, device-to-cloud o�oading

introduces signi�cant latency and bandwidth overhead, as well as potential privacy concerns

(Songhorabadi et al., 2023), making it unsuitable for delay-sensitive applications. To meet

the growing demands of user devices, Bonomi et al. (2012) introduced fog computing

as a mechanism to provide a personalized context-aware service. This architecture

enhances real-time task processing and user experience using local information such as

user location, search history, and social media activity about environment, behavior,

and preference to provide personalized recommendations. According to the OpenFog

Consortium Reference Architecture (OFCRA), Fog architecture aims to bring a horizontal

computational resource near the data source.

Recent research has suggested that fog computing becomes a candidate solution

that allows the user device to execute its computational tasks and store resources on

the nearest device. In support of this, Aqib et al. (2023) reveals fog-based o�oading

to resolve service delay problems in heterogeneous networks. The application of fog

computing in industries represented by object tracking Benrazek et al. (2023), Big-IoT

data indexing for labeling data Benrazek et al. (2020), smart camera selection for the

tracking mission Benrazek et al. (2023). In Fog architecture, user tasks run near the edge

of the device and make them more responsive to latency-critical applications for end users

Wang and Varghese (2022). Enhances overall communication, and computation costs can

be optimized with task QoS requirements and user experience. However, compared to the

cloud; fog computing environments still have resource constraint problems. Therefore, to

maintain the required QoS level, fog environments demand an optimal and distributed

solution to the problem of optimal use of its scarce resources from di�erent nodes. Plus,

the Fog architecture allows for re-adjusting the context dynamically to adopt the current

context of its resource, and application status to enhance performance. Furthermore, this

turned out to be a major challenge in adapting the Fog architecture for o�oading tasks.

Task o�oading is the process of sending a task from a resource-constrained machine

to a capable resourceful computing machine with a machine-to-machine collaboration

approach Shah-Mansouri and Wong (2018); Liu et al. (2018). O�oading has become

common due to the growing number of smart (IoT) devices connected to the network, and

service delivery approaches are becoming more diversi�ed. Speci�cally, the impact of task

o�oading observed in real-time applications for those smart technologies to enhance the

QoS requirement in various ways: in terms of response time, performance, and providing

context-aware servicesWang et al. (2019c); Zhang et al. (2021d); Wang et al. (2019d).

This pervasive way of service delivery approaches generates an enormous amount of data

that often overwhelms IoT devices in processing it themselves. In this regard, cloud-based

solutions provide resources such as network, storage, and computing power to the user

device to solve the di�erent computational problems. With this, user devices used this

opportunity to solve their problem by o�oading computational tasks to the cloud for
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processing and sending the result back to end users.

Similarly, maintaining QoS requirements in cloud-based task o�oading services faces

di�erent challenges, mainly delays in response time and security and privacy. Mouradian

et al. (2018) and Salaht et al. (2020) point out the problem of the large geographic

distance between the centralized cloud architecture and the end-user device extends

response time. In practical service provisioning scenarios, sending a large amount of data

to the cloud in limited network resources is inapplicable Hou et al. (2020), and creates

a computation and transmission delay Dong and Wen (2019); Pulia�to et al. (2019);

Al-Khafajiy et al. (2019b). Furthermore, high network tra�c leads to latency problems

in the round trip to send the task to the cloud and return the results to the user device

with high transport cost, and fault tolerance is impractical Ghanavati et al. (2020b).

Therefore, this cloud-based o�oading does not guarantee real-time service delivery and

reiterates the importance of fog computing.

Thus, to run real-time business applications successfully, optimized task o�oading

mechanisms are proposed from resource-constrained user devices to more capable devices,

which are often servers and gateways in a fog Zhu et al. (2021a); Guo et al. (2020).

Baek and Kaddoum (2021a) claim that, the computing capability of the fog node is

still limited, and running computing-intensive tasks on a single fog node poses QoS

problems. To handle this challenge, o�oading tasks to multiple fog nodes is proposed

as a solution. This also comes with many challenges, such as minimizing communication

and task computation delay for latency-critical applications Wang et al. (2019c); Ren

et al. (2020a), security, privacy, data management Zhang et al. (2022a), and scalability.

Task o�oading and resource allocation in distributed fog computing environments

are inherently challenging due to the loosely coupled, highly dynamic, heterogeneous, and

failure-prone nature of fog nodes (Ghanavati et al., 2022). Furthermore, due to a dynamic

network setting where computing tasks are stochastic and node resources vary in time,

task o�oading in fog follows a Markov decision process (MDP) Ke et al. (2019); Cheng

et al. (2019). O�oading can be more complex in the context of exhaustive search and

larger task sizes in fog environments. This complexity is further compounded by variable

resource availability, user mobility, and the diverse performance needs of latency-sensitive

applications. Achieving minimal communication and computation delays is crucial for

enabling real-time analytics and mission-critical IoT operations. Moreover, the decentralized

nature of fog computing introduces heightened concerns around data security, privacy

protection, and e�ective data management, all of which are essential for maintaining trust

and ensuring regulatory compliance (Zhang et al., 2022a). Di�erent approaches used to

deal with task o�oading problems between user device and fog environments such as

Alternating Direction Method of Multiplier (ADMM) Liu et al. (2018), nature-inspired

algorithms (Ant Colony Hussein and Mousa (2020) and ant-Mating heuristics Ghanavati

et al. (2020b)), DRL and meta-heuristics compared at Sami et al. (2021), Lagrangian
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approach and policy gradient Tang et al. (2020), and greedy algorithms Yousefpour

et al. (2019). However, these methods are di�cult to converge because the search space

grows exponentially and increases run-time processing. Furthermore, applying continuous

updating is challenging in fog-based task o�oading in the mentioned approaches; those

approaches focus on immediate results, which leads to overall performance degradation

in the long run Qiu et al. (2021).

Recently, DRL techniques have become an environment in which to play the optimization

game. This study pays attention to the practical problems of optimizing task o�oading

and allocating resources in a fog while satisfying QoS requirements. To address those

o�oading problems, DRL-based task o�oading approaches are getting more attention

and becoming a better candidate in fog environments compared to other approaches.

Most importantly, this learning-based o�oading approach allows us to manage the continuous

action space and the system dynamics through continuous learning from interacting with

environments Cheng et al. (2019); Zhang et al. (2020); Qiu et al. (2021); Bi et al. (2021);

Ke et al. (2019). Meanwhile, this approach also deals with dynamic and heterogeneous fog

architecture by observing the current network state information. The implementation of

DRL for task o�oading problems in fog was presented in previous studies. Some of them

focus on DRL for conventional centralized Edge and Mobile Edge Computing (MEC)

o�oading, while others consider task o�oading to the edge, similar to fog Hortelano

et al. (2023), but in their implementation, a centralized edge is considered in a top-down

fashion.

This dissertation addresses the aforementioned gap by exploring how DRL is used

in many-to-many task o�oading and resource allocation between smart devices and fog

nodes, with a focus on real-time, latency-sensitive applications. In addition, continuous

search space and convergence were ignored in their studies. The objectives of this

dissertation are to address those gaps with the objectives of (i) exploring opportunities

to improve decision-making with continuous analysis and learning from data, (ii) study

dynamic adaptations to deal with changes in network conditions, and (iii) assess the

architectural setting and providing personalized experience from user data and device

information.

This dissertation aims to answer the following fundamental question: How can we

minimize system-wide communication and computation latency while simultaneously

reducing the energy consumption of fog nodes in the context of executing demanding

IoT applications? To this end, we propose a novel approach leveraging multi-agent

deep reinforcement learning (MADRL) for e�cient task o�oading and scheduling on

heterogeneous and resource-limited fog computing resources. Integral to this approach is

Fog-to-Fog (F2F) cooperation, allowing fog nodes to communicate and coordinate their

actions to optimize both local and global performance.
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1.2 Fog Computing and Related Paradigm

In this section, a four-layered task o�oading architecture, an edge and fog paradigm, and

the context of o�oading architecture are explored.

1.2.1 Device-Edge-Fog-Cloud Architecture

Figure 1.2: End device-Edge-Fog-Cloud Architecture

Figure 1.2 shows a high-level task o�oading architecture consisting of four layers:

end-user devices, edge, fog, and cloud. The �rst layer includes various end-user devices

with limited computing power. The second layer consists of edge nodes that o�er

immediate, low-latency support for task o�oading and often operate closely with the

end-user devices. The third layer, the primary focus of this article, is the fog layer, which

provides distributed, intermediate computing resources located near the data source.
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Finally, the fourth layer comprises centralized cloud data centers, suited for large-scale

processing tasks that are not time-sensitive.

Edge computing is a distributed computing platform in which computation, storage,

and networking resources are deployed at or near the network's edge|close to where

data are generated. This infrastructure can include gateways, base stations, or local

edge servers, enabling low-latency processing without relying solely on centralized cloud

resources (Yousefpour et al., 2019). This proximity-based model, illustrated in Figure 1.2,

shows access nodes operating parallel to the end-user device. Edge computing is inherently

device-centric and localized, with performance highly dependent on the strategic placement

of edge servers|particularly in dynamic platforms like the Internet of Vehicles (IoV)

(Zhou and Abawajy, 2025).

In contrast, fog computing introduces an additional intermediate layer between edge

devices and the cloud, comprising a distributed network of fog nodes capable of more

complex, scalable, and context-aware processing tasks Songhorabadi et al. (2023). It

adopts a collaborative and horizontally scalable architecture, enabling multiple nodes

to share resources, orchestrate services, and perform real-time analytics across wider

geographic areas. This makes it especially well-suited for large-scale, latency-sensitive

applications, such as smart transportation and industrial IoT, that require rapid decision-making

without relying solely on centralized cloud infrastructure.

In summary, fog and edge computing paradigm share the goal of bringing computation

closer to data sources to reduce latency and bandwidth usage, yet they di�er in architecture,

scope, management, scalability, security, and functionality (Yousefpour et al., 2019).

Singh et al. (Singh et al., 2019) and Laroui et al. (Laroui et al., 2021) note that both

paradigms follow distributed architectural principles but characterize fog computing as

decentralized, 
at, and hierarchical, with horizontal node collaboration enabling scalable

and 
exible service deployment.

1.2.2 Fog O�oading Architecture

The architectural scope of task o�oading in fog computing de�nes the structural arrangement

and interaction between user devices Un, fog nodes Fm, and cloud computing (CC)

infrastructure. These architectures determine where and how computational tasks are

o�oaded and processed, which has direct implications for latency, energy e�ciency,

bandwidth utilization, and QoS. They also in
uence how learning-based o�oading decisions

are designed, speci�cally, how models explore and exploit task-resource coordination in

distributed environments. In the user Device{to-Fog setup, tasks are o�oaded directly

from IoT devices to nearby fog nodes, which provide low-latency processing capabilities

closer to the edge. In contrast, the user Device{to-Fog{to-Cloud architecture introduces

a hierarchical processing framework, where tasks are �rst o�oaded to fog nodes, and
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if resource constraints are encountered, are further o�oaded to the cloud. The User

Device{to-Cloud model bypass intermediate fog layers, sending tasks directly to the

cloud, which may result in higher latency but greater computational power. Lastly, the

Fog{to-Cloud architecture supports inter-layer communication between fog and cloud for

load balancing, resource sharing, and over
ow handling.

As depicted in Figure 1.2, the issue is where to deploy the o�oading algorithms in

the user device (IoT) layers or the fog layers. Moreover, managing the overall o�oading

process can be centralized using a single server or distributed across each Fog node is

another issue. The other issue is that, considering the mobility of task-executing machines

in a dynamic network environment, such as a UAV, the user may lose connectivity when

task processing times exceed the existence of the machine in the network area. Most

o�oading methods rely on �xed rules or prede�ned criteria, which may not be able to

keep up with the dynamic and constantly evolving nature of fog environments.

The current task o�oading scenarios in fog computing are illustrated through the

three architecture scenarios shown in Figure 1.3 (many-to-one), Figure 1.4 (many-to-many

without fog-to-fog cooperation), and Figure 1.5 (many-to-many with fog-to-fog cooperation),

where user devices o�oad computational tasks to fog nodes for processing.

Figure 1.3: Multiple user
device o�oads their tasks
to a single central fog
server

Figure 1.4: Multiple user
device o�oads tasks to
multiple fog nodes, but no
cooperation between fog nodes

Figure 1.5: Multiple user
device o�oad tasks to
multiple cooperating fog
nodes

Figure 1.3 illustrates a many-to-one o�oading approach, where multiple end-user

devices o�oad their tasks to a single edge server, as presented by Hortelano et al.

(2023). This con�guration primarily represents an edge computing scenario, as it involves

only one computing node positioned above the user devices. In contrast, a true Fog

architecture should involve multiple interconnected computing nodes within the Fog layer

to support distributed processing. Figure 1.4, adapted from Zabihi et al. (2023), depicts a

many-to-many task o�oading model, where multiple user devices o�oad tasks to multiple

fog servers using various communication protocols. However, this architecture does not

address inter-fog node communication, which is essential for dynamic task migration
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and resource balancing across the network. Similarly, Figure 1.5, based on the work

of Tran-Dang et al. (2022), presents another many-to-many o�oading architecture that

introduces the concept of communication between fog nodes in the network. However,

the mechanisms of fog-to-fog communication, particularly how fog nodes interact and

collaborate, are not explicitly detailed.

A major challenge in fog computing, especially under constrained computational

capacity, lies in understanding the appropriate computation model and architectural

con�guration required to meet QoS standards. In this context, Luong et al. (2020)

emphasizes the critical question: \How can limited fog resources be e�ciently allocated

to IoT users?" Addressing this issue has led to increased interest in leveraging arti�cial

intelligence (AI) and machine learning (ML) techniques to enhance o�oading decisions

and resource allocation strategies discussed at Zhu et al. (2019); Wang et al. (2019d);

Yang et al. (2021).

Recent studies have demonstrated the potential of learning-based approaches in improving

task o�oading and resource management in distributed fog computing environments Li

et al. (2018); Guo et al. (2019); Min et al. (2019b); Ren et al. (2020b). However, a key

question remains largely unresolved: How can learning algorithms be further improved

and applied to optimize task o�oading and resource allocation in fog computing, particularly

for real-time applications? In order to meet the QoS demands of real-time applications, a

well-designed architecture must integrate an optimized task computation model, intelligent

o�oading strategies, e�ective resource allocation models, and robust optimization techniques.

Furthermore, appropriate performance metrics are essential for modeling and evaluating

o�oading decisions to ensure that QoS requirements are consistently achieved.

Overall, the architectural scope plays a critical role in shaping the e�ectiveness of

learning-based task o�oading frameworks. A robust decision-making model must align

with the operational characteristics of the deployed architecture, whether 
at (e.g., device-fog)

or hierarchical (e.g., device-fog-cloud), to ensure optimal performance in distributed fog

computing environments. Based on this comparative analysis, this study recommends the

extended many-to-many task o�oading architecture (Figure 1.4) as the most suitable

model for applying DRL in fog computing environments. Unlike previous models, it

incorporates the critical feature of inter-fog node communication, which is essential for

collaborative decision-making, dynamic task migration, and e�cient resource balancing.

This architecture best aligns with the decentralized and latency-sensitive nature of fog

computing and o�ers the structural 
exibility needed for DRL-based task o�oading in

dynamic IoT systems (Ali et al., 2025).
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1.3 Motivation

The rapid growth of smart user devices in smart cities, healthcare systems, and mission

critical applications, disaster response networks demands low-latency, and energy-e�cient

computation at the network edge Hazra et al. (2023). Fog computing handles di�erent

real-time applications such as industry applications that generate large and heterogeneous

amounts of data from user devices Fahimullah et al. (2023). These data require an e�cient

process to meet user devices limitations, and this is where bringing AI algorithms to the

edge of the network becomes more useful. Traditionally, AI models are deployed on

a central server to coordinate o�oading decisions and resource allocation Gebrekidan

et al. (2024). However, in the fog architecture, the nodes are autonomous and designed

in a distributed manner. Therefore, AI learning models can be deployed using either

a centralized or decentralized approach in fog architecture. Recently, the autonomous

and decentralized nature of fog nodes has led to the adoption of cooperative methods

Tran-Dang and Kim (2023), which is the focus of this dissertation, for various applications.

The study highlights that DRL algorithms plays a crucial role in coordinating these

independent fog nodes, enabling them to make individual decisions while collaborating

e�ectively. This dissertation work delves into designing dynamic multi-agent DRL techniques

to optimize both task o�oading decisions and resource allocation between smart user

devices and fog computing environments.

1.4 Statements of Problem

With the explosive growth of smart user devices and connecting directly with fog computing

networks; executing service transactions on this network become a common practice.

However, due to resource constraints of fog computing environment processing delay

critical real-time application opens a challenge to achieve QoS requirements Baek and

Kaddoum (2021a), Zhu et al. (2021a). Furthermore, due to the dynamic nature of

fog computing network as well as stochastic computing tasks and time varying fog

node resource task o�oading become more complex Ghanavati et al. (2022),Baek and

Kaddoum (2021b).The fundamental challenge to address in this dissertation is: \how to

o�oad task and allocate scarce resources to applications with varying QoS requirements

in a prudent manner to maximize QoS while optimizing system performance for fog

computing environment?". Wakgra et al. (2024b) proposed a ratio-based vertical o�oading

approach between edge and vehicular fog; however, horizontal fog-to-fog cooperation was

not addressed.

The problem is formulated as an optimization problem aimed at minimizing latency
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and energy consumption.

min lim
T!1

� + E (1.1)

where (�) and (E) are latency and energy consumption, respectively. This equation 1.1

is further re�ned as an average weighted sum in chapter 4 (Section 4.9).

1.5 Research Questions

The following research questions designed to guide the research process. The scope,

objectives and methodology are modeled based on those research questions.

1. RQ1: How can the decision of where to run a task (i.e., locally on IoT device or

o�oad it to fog) is made under the constraint that both QoS requirements and

system performance are optimized?

2. RQ2: How to jointly optimize task o�oading with response time and energy

e�ciency requirements of di�erent types in fog computing while ensuring system

performance?

3. RQ3: How to adaptively allocate resource to applications while considering the

performance of the system optimization?

4. RQ4: How to balance the trade-o� between latency QoS requirements and the

overall energy consumption without impacting the system performance?

1.6 Objectives

1.6.1 Major objective

The major objective of this research is to develop a deep reinforcement learning (DRL)-based

task O�oading and resource allocation for distributed fog computing networks.

1.6.2 Speci�c Objectives

The speci�c objectives of this research work are:

� To develop task o�oading and resource allocation algorithm to ensure appropriate

decision as to where the task execution is done.

� To design latency and energy consumption aware DRL model while ensuring good

performance.
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� To develop a multi-agent DRL-based adaptive resource allocation model for optimizing

system performance in fog environments.

� To design and evaluate a latency{energy trade-o� mechanism for optimizing fog

node performance in decentralized task o�oading.

1.7 Signi�cance of this study

In this study, we addressed the challenges of task o�oading in dynamic, resource-constrained

smart user device to fog computing environments, particularly under scenarios with high

computational demands, such as large-scale events. These computing nodes become

overloaded and congested in the context of events such as football games, concerts,

and contests with high computation and tra�c demands. Recently, the adoption of

fog-to-fog computing architecture has signi�cantly improved task o�oading to deal with

these problems while achieving task QoS requirements.

DRL-based task o�oading in fog computing networks enhances di�erent applications

while addressing their QoS requirements. Those applications bene�ted from the DRL-based

fog computing architecture to handle real-time task processing with low latency demands.

Some of the applications bene�ted from fog, smart transportation for tracking vehicles,

optimizing routes, and managing peak time e�ciently. In healthcare, DRL can optimize

the processing of medical data generated by di�erent smart healthcare devices, such as

wearable health monitors. The wearable devices o�oad patient data to the fog node

for processing in a real-time manner. By intelligently o�oading tasks to fog nodes,

healthcare providers can ensure critical patient data are processed quickly and e�ciently,

enabling real-time monitoring and timely interventions. This approach improves patient

care while minimizing computational delay in data analysis. In smart city user devices,

edge and fog nodes are integrated to manage utilities such as waste management, resource

utilization, distribution, and lightning systems while improving decision-making with

DRL algorithms. DRL-based o�oading also optimizes power distributions, and demand

management can be facilitated with fog-based smart grid ecosystems. Applying DRL-based

o�oading in smart industries enables the fog paradigm to minimize task processing

delay and increase productivity in manufacturing pipelines. Therefore, in industrial

automation, the allocation of computational resources across fog nodes can improve

operational e�ciency, reduce downtime, and improve predictive maintenance strategies.

Table 1.1 presents some of the applications that use task o�oading supported by fog

computing architectures.
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Table 1.1: Some representative application of DRL-based task o�oading in fog.

Application
Type

QoS Objectives Description Reference

Smart
transportation

Minimizing latency
and improving
reliability

Tra�c monitoring, choosing best
route, locating people waiting for
service, tracking cars, managing

roads, and accidents

Rihan et al. (2020);
Raju et al. (2024)

Smart cities
Scalability and energy
e�ciency

Utility monitoring, smart home locks,
smart cameras, smart light control,

and smart doorbells

Lee and Lee (2020); Yu
et al. (2021)

Smart healthcare
Low latency and high
reliability

Real-time decisions, analysis of
patients, and data gathering

Tuli et al. (2020); Min
et al. (2019a); Le et al.
(2024); Seid et al.
(2023)

Autonomous
vehicle

Latency and reliability Object recognition and path planning
Hou et al. (2020); Ning
et al. (2019); Lee and
Lee (2020)

Smart grid
E�ciently balancing
energy distribution

Balancing the idle time, resource
wastage and peak time demand, and

grid status
Zhang et al. (2020)

Smart Industry

To maintain low
latency, high
throughput, and
e�ciency

Delay-sensitive task processing
demand within pipeline

Li et al. (2018); Ren
et al. (2020a)

Disaster recovery Low latency
Real- time response and context

mapping

Zhang et al. (2021d);
Wang and Varghese
(2022)

Smart supply
chain

Enhancing task
transmission and
communication
latency

Monitoring the resource distribution
from the source to the end user

Le et al. (2024)

Security and
surveillance

Security and reliability
Real-time detection, identifying
suspicious activity, and tracking

of objects

(Qiu et al., 2021;
Benrazek et al., 2023)

1.8 Research Challenges

Task o�oading in fog computing and its associated problems are discussed as a research

challenge that needs to be addressed in this dissertation.

1. Challenge 1: Dynamic task requirements a�ect the task success rate while optimizing

energy consumption and response time.

2. Challenge 2: Fog node collaboration in a distributed architecture to share the

responsibility of task execution makes the computational e�ciency easy. This is

directly involving the tasks to be split into sub-tasks so that dependency-heavy

tasks coordination needs to be addressed. Implementing the proposed algorithm

in practical application scenarios for deployment is also important, as it provides

valuable insights.

3. Challenge 3: The absence of a multi-objective optimization framework to jointly

balance latency, energy usage, bandwidth constraints, and battery health under

dynamic and uncertain network conditions is a major gap.
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4. Challenge 4: Decentralized resource allocation approach causes communication

overhead when a fog-to-fog cooperation is important in mission-critical tasks.

1.9 Research Contribution

To deal these research challenges mentioned above, this work explores task o�oading

and resource allocation problem in F2F cooperation and parallel task execution. In more

detail, the o�oading problem is a multi-objective mathematical problem whose goal is to

optimize task o�oading delay and energy consumption. Therefore, we model the problem

in an MDP tuple and design F2F o�oading algorithm. The main contributions of this

dissertation are summarized as follows:

1. We investigate task o�oading decisions and resource allocation approaches in fog

computing architecture to present detailed concepts, principles, standards, and

mechanisms to achieve the application QoS requirements.

2. In this comprehensive exploration, we dive into the patterns of the task-o�oading

topology model and thoroughly examine its various facets within the realms of

resource management and control architectures. Our investigation extends a diverse

spectrum that encompasses the interactions of user devices and fog architecture

in mixed, mobile, and �xed categories, gaining an understanding of the layered

dynamics to play in each of these domains.

3. We explore detailed DL, RL, and DRL-based task o�oading and resource allocation

in the dynamic landscape of smart user devices, edge, and fog nodes setting to show

present and future opportunities. We dive deep into this domain to understand the

existing paradigms that pave the way for innovative solutions and strategies that

shape the future of smart user devices and Fog resource management. The goal is

to bring o�oading decisions towards edge of the network, more intelligent, 
exible,

and e�cient systems that can fully utilize the potential of AI/ML techniques,

particularly DRL.

4. We investigate an o�oading approach by synthesizing cutting-edge research with

real-world use cases, providing a comprehensive overview of how this method can

foster advancements of QoS requirements of smart user devices, edge computing,

and fog computing in their cooperation e�ort. This study serves as an important

resource for those seeking to harness the full potential of the DRL-based o�oading

approach, ultimately shaping the future of technology and innovation.

5. Formulate the task o�oading and resource allocation problem as a Markov decision

process (MDP) with a stochastic continuous action space to address computational

and transmission delays in a multi-task, multi-node environment.
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6. Develop a multi-agent fully cooperative partial task o�oading and resource allocation

(MAFCPTORA) algorithm that enables parallel task execution across adjacent fog

nodes in an F2F architecture, leading to faster execution, reduced latency and

energy consumption, and balanced workload distribution.

7. We conduct a simulation and evaluate the performance of our algorithm, demonstrating

its e�ectiveness in improving the deadline ful�llment rate for user device tasks while

optimizing the total energy consumption and makespan of the system, thereby

bene�ting fog service providers.

8. We discuss research direction, open issues, and challenges related to DRL based

task o�oading in the fog computing paradigm.

These contributions have resulted in two peer-reviewed publications:

� Endris Mohammed Ali, Frezewd Lemma, Ramasamy Srinivasagan, and Jemal Abawajy.

E�cient delay-sensitive task o�oading to fog computing with multi-agent twin

delayed deep deterministic policy gradient. Electronics, 14(11), 2025. ISSN 2079-9292.

doi: https://doi.org/10.3390/electronics14112169.

� Endris Mohammed Ali, Jemal Abawajy, Frezewd Lemma, and Samira A.Baho

(2025). Analysis of Deep Reinforcement Learning Algorithms for Task O�oading

and Resource Allocation in Fog Computing Environments. Sensors, 25(17), 5286.

https://doi.org/10.3390/s25175286

1.10 Structure of the dissertation

The structure of this dissertation is organized as follows to give the reader a clear

idea. This dissertation is designed with six chapters. Chapter 2 provides background

information from the literature related to task o�oading techniques used to address the

problem and challenges mentioned at (Section 1.8). It also presents associated knowledge

domain such as heuristic (Section 2.4), game theory (Section 2.5), reinforcement learning

(RL) (Section 2.7), hybrid (Section 2.6) approaches with related work in (Section 2.9).

Chapter 3 outlines the research methodology. Chapter 4 presents the DRL-based task

o�oading and allocation of resource in fog computing environments and system implementations.

Chapter 5 presents results and discussion analysis. Chapter 6 concludes the dissertation

by providing summaries and future research directions.



Chapter 2

LITERATURE REVIEW AND

RELATED WORKS

2.1 Introduction

Recently, task o�oading decisions and resource allocation processes between smart user

devices and fog computing environments have been a major challenge to improve application

QoS requirements. Di�erent approaches have been used to help the user device to choose

an o�oading target from the available fog nodes. This improves the task o�oading

process in terms of enhancing resource allocation and task execution delay from the end

device to the fog node. Computational tasks and resources are two fundamental elements

to consider in fog-based task o�oading approaches. In addition, knowing the nature of the

application as delay tolerant and delay sensitive a�ects the level of decision performance.

The key is to explore the knowledge of fog node resources and task requirements for

e�cient resource allocation. Recently, learning algorithms have been used to extract

knowledge from networks. In this regard, Cho and Xiao (Cho and Xiao, 2021) discussed

a learning approach for the relationship between task resource demand and the current

workload status of the active fog node in a volatile vehicular computing network. In

addition, Qi et al. (Qi et al., 2019) claimed a knowledge-driven service o�oading decision

in heterogeneous computing resources using DRL, considering access network, user mobility,

and data dependency. Wang et al. (Wang et al., 2019d) presented task o�oading in a

joint task scheduling and resource allocation problem to design an optimal policy using

a deep Q-learning approach for NOMA-based fog computing networks. Currently, the

application of DRL plays a signi�cant role in optimizing the task o�oading decision

process while adopting an optimal policy. The application of DRL is used to advance

the decision process. In addition, hybrid learning techniques are used to solve o�oading

decision problems.

In the literature review process, the review conducted considering articles published

15
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between 2017 and June 2025 on DRL-based task o�oading in fog computing across major

academic journals and publishers. We mainly focus on recent advances and emerging

trends in DRL-based task o�oading and resource allocation in fog computing. The trend

analysis between 2016 and 2018, research on fog-based resource management primarily

used either DL alone or conventional RL. Starting in 2019, DRL-speci�c publications grew

dramatically in numbers. The increasing awareness that DRL was well adapted to handle

the complexity and movement of fog surroundings through its combination of perception

(DL) and sequential decision-making (RL) which drove this shift. More sophisticated

paradigms including multi-agent DRL (MADRL) and federated DRL approaches began

to be researched in 2022. Therefore, they tackle scalability and decentralization more

e�ciently. These patterns imply that the �eld is maturing in terms of methodological

complexity and practical relevance as well as increasing in volume.

Regarding dissemination channels, there is a signi�cant divide between conference and

journal publications. Conference proceedings account for the majority, approximately

60%, of the research output, with IEEE-sponsored venues such as ICC, INFOCOM,

and Globecom being the most prominent. These platforms are particularly preferred

for the rapid dissemination of novel ideas and early-stage prototypes, often showcasing

new DRL-based algorithms or architectures for task o�oading. Journal publications,

on the other hand|which make up roughly 40% of the literature|usually show up in

high-impact venues like IEEE Access, ACMTransactions, and Elsevier's Future Generation

Computer Systems. These works tend to provide more comprehensive evaluations, real-world

use cases, and longitudinal performance assessments, often addressing challenges like

energy e�ciency, service latency, and resource utilization in depth. Additionally, to

capture relevant information about included studies, the data extraction form considers

the year of publication, journal impact factors, study design, fog architecture, DRL

techniques and algorithms, task characteristics and evaluation methodology. The inclusion

criteria are outlined as follows:

� Research work on task o�oading and resource allocation between a user device,

edge, and fog computing

� Articles published in peer-reviewed journals addressing task o�oading problems

using DL, RL, and DRL techniques.

� Studies that propose and evaluate novel DRL-based techniques for task o�oading

and resource allocation in user device-fog computing

� Consider these QoS performance, including improving latency and energy consumption.

� We consider full-text articles from journals indexed in Web of Science, Scopus, and

SCI databases
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� Studies published between October 2017 and July 2025

In this section, the major areas of the problem domain and related works addressing

the stated problem are investigated. First, key concepts such as fog computing and task

computation models are discussed. Next, various algorithms for solving task o�oading

and resource allocation problems|such as heuristics, game theory, hybrid methods, DL,

RL, DRL, and multi-agent DRL approaches|are presented. Following this, the TD3

architecture, which is the proposed DRL algorithm in this study, is discussed in detail.

Lastly, related works conducted on the identi�ed problem are reviewed

2.2 Fog computing

Fog computing is an architectural paradigm in which distributed computing nodes collaborate

to deliver context-aware, real-time services closer to the data source. It extends cloud

computing by decentralizing computing resources and enabling processing at intermediate

layers of the network. The concept was �rst introduced by Bonomi et al. (2012), who

described fog computing as a mechanism to provide personalized, context-aware services

by situating data, computation, storage, and applications between the cloud and the

data-generating sources, such as user devices. Unlike edge computing, fog computing is

conceptualized as a multi-layer architecture that spans a wider portion of the network

and supports dynamic, recon�gurable applications. It includes edge components while

also o�ering broader computational capacity, acting as a bridge between the edge and

the cloud.

2.3 Task Computation Model

In today's pervasive network environments, where user devices are often resource-constrained,

o�oading computational tasks to fog nodes has proven e�ective in reducing local processing

overhead. However, a key challenge lies in deciding whether a task should be executed

locally, o�oaded to a nearby fog node, or forwarded to a neighboring fog node. The

literature identi�es two primary application scenarios in this context. First, executing the

application locally may help avoid transmission delays and reduce overall response time.

Second, for delay-sensitive applications, executing tasks on resource-limited devices may

not satisfy Quality of Service (QoS) requirements such as meeting deadlines or minimizing

energy consumption, thus necessitating task o�oading.

In practical settings, task execution decisions depend on balancing trade-o�s among

competing QoS objectives. A task may be o�oaded or processed locally based on

real-time system constraints and application demands. To work on these challenges, this

dissertation proposes a Deep Reinforcement Learning (DRL)-based intelligent o�oading
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framework that dynamically learns and determines whether to execute tasks locally or

o�oad them to the appropriate fog node, optimizing performance across diverse and

dynamic computing scenarios.

2.3.1 Local Model

Practically, computing tasks locally using a user device makes the task transportation

and communication costs almost zero. However, the energy consumption and computing

power constraints on local user devices while running the application locally incur reliability

and performance problems Baek et al. (2019); Guo et al. (2020). The decision criteria

to be considered for local task execution can be computation time, energy consumption,

device capabilities, and data privacy. For instance, the low battery lifetime and limited

computing power in the end-user device a�ect the performance while achieving QoS

objectives. In the literature, researchers consider both local user device resources and

o�oading some tasks to the fog node to utilize the local resources while boosting performance.

The task is divided into numerous sub-tasks, which are then assigned to the local device

for local execution. The remaining tasks are then o�oaded to fog nodes. Local execution

overhead is expressed in terms of execution time (required CPU cycles and computing

capability) and local energy consumption.

Extracting both the historical and current task execution status of devices, along

with their available resources, enables more informed o�oading decisions. Building on

this concept, Zhu et al. (Zhu et al., 2019) proposed a computation o�oading mechanism

aimed at minimizing task completion time and energy consumption within the local

fog environment. As reported in previous studies, local execution time and energy

consumption overhead are measured by considering the utilization of the CPU cycle and

computing capabilities of user devices. In this regard, Wang et al. (2019d) demonstrates

the mathematical approach to illustrate the local energy consumption of IoT devices

determined by the number of CPU cycles required and the energy consumption of each

cycle. As a result, the cost of local execution overhead of end devices can be obtained

from the summation of the weight of local execution overhead in terms of the local weight

of energy consumption and the weight of task execution delay.

Assume that � li , f
l
i , and Ci denote the local computation delay to compute task

�i, computing capabilities of the task node i, and the number of CPU cycles required,

respectively. So, � li =
Ci

f li
+Qt

i, where Ci depends on the size of the task Ti and considers

the queue time for each task Q�
i .

In addition, the energy consumption per CPU cycle �i and the energy consumption

for computing tasks El
i are considered to calculate the energy cost as El

i = �iCi.

The overall cost of the local task execution 
l
i is obtained from the weight of the delay

in the execution of the local task plus the weight of the energy consumption cost for that
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particular task.


l
i = !t

i�
l
i + !e

iE
l
i (2.1)

!t
i and !

e
i are the weights of local task execution delay and energy consumption, respectively.

Eq 2.1 allows us to compare the cost of task execution with o�oading approaches. In

Wang et al. (2019d) propose a learning-based partial o�oading approach. That means

parallel use of local computing resources to avoid communication and o�oading costs,

whereas the o�oading model is used to bene�t from the rich fog computing resources.

2.3.2 O�oading Model

The application of smart user devices grows in a wider perspective, despite that their

limited resources pose performance problems. Due to resource constraints on the end

user devices, delay-sensitive applications are unable to execute tasks while ful�lling their

QoS requirements, such as energy consumption and task computation deadline Ren

et al. (2020b); Yang et al. (2020). To handle this problem, o�oading computational

tasks to resource-rich fog nodes is a promising approach to meet QoS requirements for

delay-sensitive applications. This reduces local execution overhead while considering

communication and transmission costs. If the decision is to o�oad the task to the

adjacent fog nodes, the major question becomes determining where to o�oad a task

among the distributed fog nodes. The decision criteria to o�oad the task to the fog node

need careful consideration. In this case, the decision metrics can be fog node network

resource, communication cost, computation cost, task latency requirements, fog node

availability, resource availability, performance requirements, and task complexity. Wang

et al. (2019d) also discuss the model of mathematical equations to calculate and analyze

each computational aspect concerning the o�oading cost. Starting from task transmission

delay to each node i can be computed as � oi;t =
Ti
ri
, and computation delay � oi;p =

Ci

fi
,

where Ti, p, and ri are task size, transmit power, and achievable rate for the ith task

node respectively. With that, the energy cost can be given as follows in equation 2.4

E
(o)
i;t = pi�

(o)
i;t (2.2)

Where pi is the idle time after task o�oad to the ith fog node. The total cost of o�oading


o
i the task node i can be calculated as follows using Eq 2.3:-


o
i = !t

i

�
� oi;t + � oi;p

�
+ !e

i

�
piT i

ri
+
piCi

fi

�
(2.3)
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Energy consumption is measured at the idle time pi as E
(o)
i;p =

piCi

fi
. Where fi is the

assigned computational resources, and this shouldn't exceed the total fog node resources.PK

i=1 �ifi � F , where � is the o�oading decision parameter such that � = 0 the task

executed at the local node and � = 1 the task o�oaded to the adjacent fog node.

Subsequently, the total cost of task execution at at local and adjacent nodes is expressed

in Eq. 2.4, taking into account both the delay and the cost of energy consumption

outlined as follows.


all =
IX
i=1

�
(1� �i)


l
i + �i


o
i

�
(2.4)

However, the major question is how task o�oading decisions from user device-to-fog

nodes are coordinated. The task o�oading and execution process needs to be controlled

and managed concerning computing resources and QoS objectives. Accordingly, three

o�oading decision approaches identi�ed in the literature are partial o�oading Wang

et al. (2019b), full o�oading Jo�silo and D�an (2018), and preference-based o�oading

Tang et al. (2020).

Generally, in the process of o�oading decisions, the user device needs to know information

about the neighboring task-receiving fog nodes. In this context, Al-Khafajiy et al. (2019b)

discuss the request o�oading method with a collaboration strategy among fog nodes

to balance the fog computation overload. Mostly, the o�oading decision problem is

associated with communication delay, task queuing delay, and execution delay Wang

et al. (2019c), plus the types of application. In the literature, three primary o�oading

decision approaches have been identi�ed: partial o�oading (Wang et al., 2019b), full

o�oading (Jo�silo and D�an, 2018), and preference-based o�oading (Tang et al., 2020).

1. Full O�oading: Refers to the practice of transferring all data and computation

associated with a task from the resource-constrained end-user device to a fog node

for complete processing. In this case, the IoT device always favors o�oading

the task to fog nodes. Jo�silo and D�an (2018) applies a game theory model to a

full o�oading approach in which computational tasks are always o�oaded to the

neighboring edge, fog nodes, or cloud to optimize computational performance. The

problem with this approach is the under-utilization of local device resources.

2. Partial O�oading: The assumption is that tasks are divided into sub-tasks;

then o�oad tasks to assign sub-tasks to the fog node and process other sub-tasks

locally. In their work,Wang et al. (2019b) proposed a collaborative task o�oading

scheme for the partial assignment mode, which considers the relationship between

the task server, the characteristics of edge servers, and divides the task into several

sub-tasks. After that, sub-tasks are o�oaded according to the characteristics of

the fog server, such as transmission distance and computing power capacity. This

proved that this approach solves the random assignment of tasks among servers,
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which leads to the large task that needs high computational intensity being assigned

to the resource-constrained server. In addition, local device resources are e�ectively

utilized considering QoS requirements.

3. Preference O�oading: is a dynamic o�oading where the execution decision can

be made based on contextual factors such as task needs, device status, and network

conditions. In this case, two computational options are considered: processing the

whole task locally or o�oading partially with conditions such as content similarity

and user preference. In this regard, Tang et al. (2020) designed a preference

decentralized task o�oading approach using the Markov decision process, assuming

that the IoT device may have partial state information about the neighbor fog node

since node status may change constantly. The challenge in this approach is updating

the information about task preference and active node status.

Generally, in the process of o�oading decisions, the user device needs to know information

about the neighboring task-receiving fog nodes. In this context, Al-Khafajiy et al. (2019b)

discusses the request o�oading method with a collaboration strategy among fog nodes

to balance the fog computation overload. Mostly, the o�oading decision problem is

associated with communication delay, task queuing delay, and execution delay Wang

et al. (2019c), plus the types of application.

The following section provides an overview of various task o�oading and resource

allocation algorithms designed to solve these optimization problems, highlighting their

advantages and challenges within the context of stochastic fog computing networks.

2.4 Heuristic Approach

For computationally intensive environments, these search-based heuristic algorithms are

designed to �nd an optimized solution to complex problems. To mention a few, genetic

algorithm (GA) is used for task o�oading and resource allocation Shi et al. (2020, 2021),

and ant colony optimization (ACO) Hussein and Mousa (2020).

Despite their utility, the literature identi�es several limitations of these approaches

in a dynamic and complex fog environment. Among these limitations, the lack of

generalizability and adaptability in a dynamic and uncertain domain to adapt in real-time

network conditions such as vehicle mobility, or diverse task requirements Raju et al.

(2024). Traditional optimization and search-based methods can be time consuming and

incur prohibitively high computational complexity, especially in large-scale and dynamic

systems Bi et al. (2021). They often require a large number of numerical iterations

to produce a satisfying solution and may not be suitable for real-time decision-making.

Many conventional approaches necessitate complete and accurate network information or

prior information of environment statistics Chen et al. (2022). Obtaining such precise and
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timely information is often impractical in dynamic fog environments, where conditions

such as wireless channels and available computing resources vary continuously. These

methods often prioritize immediate performance Qiu et al. (2021), which might lead to

performance degradation in the long run if long-term consequences are not adequately

considered. Finally, these algorithms relying on exhaustive searches or complex mathematical

models can face scalability challenges as the network size and complexity increase Chen

et al. (2022).

2.5 Game Theory approach

Game theory in a fog computing environment de�nes the mathematical model for participating

decision makers to cooperate and manage con
icts Rapoport (2012). For this particular

case, decision makers are the fog nodes (agents) their main motivation is to enhance

individual performance. In essence, game theory o�ers a principled way to model interactions

in task o�oading and resource allocation, particularly in multi-user, competitive, or

cooperative environments Shahryari et al. (2021). Cao and Cai (2018) considered a

non-cooperative game approach to deal with communication and computation costs and

machine learning to support distributed o�oading decisions under dynamic conditions.

Game theory is a powerful analytical tool widely applied in the context of task o�oading

and resource allocation within various computing environments, such as vehicular fog

computing (VFC), mobile edge computing (MEC), and fog-cloud systems Wang et al.

(2022). It is particularly useful for modeling scenarios where multiple independent entities

(e.g., user devices, vehicles, fog nodes, edge servers) make decisions that impact each

other, often in dynamic and competitive environments Mebrek and Yassine (2021).

The players in this game environment (G) are the smart user device Un and the fog

node Fn, mainly between Fn in cooperative strategies.

G = (U; fSngn2u; F; fSngn2m;j(Rf )) (2.5)

wherem and j are the cooperating adjacent horizontal fog nodes Fn. In equation 2.5, (Rf )

stands for resource and (S) is the strategy of the game design, in this case cooperative

resource-aware load balancing for collective reward. The agent plays the game to optimize

the cost, which is de�ned as the energy consumption plus the delay in the local and

o�oading computations as presented in equations 2.1 and 2.3.

However, these game theory approaches have been reported as time-consuming and

not applicable to real-time dynamics scenarios due to the issue of scalability and high

computational complexity Jiang et al. (2021).
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2.6 Hybrid Approach

Conventional o�oading approaches, such as rule-based, linear programming, game theory,

heuristics, meta-heuristics, matching theory, and various others, consider between user

devices and fog nodes to deal with task o�oading decisions and resource allocation

problems. In addition, di�erent studies also explore hybrid algorithms, including learning

algorithms and conventional approaches, to tackle task-o�oading decision challenges in

the fog computing environment. Some of the representative works are; RL with Heuristics

Lee and Lee (2020), Lyapunov guided RL Bi et al. (2021), Federated RL Qi et al. (2021),

DRL with FL Yu et al. (2021); Zheng et al. (2022). Recently, more attention has been

given to a combined DL with RL called DRL Wang et al. (2020); Zhang et al. (2022a),

and FL with RL Qi et al. (2021); Qiu et al. (2021); Zheng et al. (2022) algorithms are

used for o�oading problems.

However, the constantly changing formation of the fog and unpredictable updates

of services make the environment challenging to converge quickly. To deal with this

convergence problem, di�erent learning algorithms and optimization approaches are combined

to enhance the o�oading decision and resource allocation problem. Lee and Lee (2020)

presents RL with heuristic approaches for resource management and resource allocation,

respectively. Most of these approaches focus on global maxima and the immediate

performance of the network. However, incorporating collective local and global knowledge

can enhance the decision-making process. In conclusion, the application of the DRL

algorithm for solving task o�oading problems in such stochastic fog environments where

the action space continuously grows becomes more applicable.

2.7 Reinforcement Learning

We model task o�oading between smart user devices, edge, and fog as a combinatorial

sequential problem. The application of RL becomes more important when the decision-making

process is sequential and the objective is long-term, such as in game playing, resource

management, and robotic logistics. The environment, state, agent, action, reward, and

transition state are the elements that de�ne the RL model. Here, the environment is the

playing ground of the user device, edge server, and fog server interaction, and the state

is de�ned by the context of the observed fog resources. An agent is a learning program

that perceives and interprets the environment from the network to take action and learn

from the exploitation and exploration. The next step in this process is the action when

an agent decides whether or not to o�oad the task based on the fog node status. When

the agent takes action, the consequence of feedback can be a positive or negative reward.

In RL, the state of an agent is represented in terms of the resource status of the fog

nodes, channel condition, or movements of agents from one context of nodes to another
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to maximize its reward, which is called the transitional state. In RL, the learning process

is dictated using value-based, policy-based, model-based, and model-free training and

decision approaches to reward and punish an o�oading agent.

Nowadays, di�erent RL algorithms are used to bring long-term performance for resource

allocation problems. Currently, most studies use RL algorithms such as state-action-reward(SARSA),

Q-learning, Deep-Q-Network, and actor-critic (A2C) to solve these o�oading problems

with exploitation and exploration. In support of this, Min et al. (2019b) presented an

RL-based o�oading scheme to select the edge device with an optimal o�oading rate based

on the current battery level. The author considers the parameters of energy consumption,

computation latency, and utility of an IoT device with energy harvesting to design system

models. Zhang et al. (2019) deal with the task o�oading challenge using a deep Q-learning

approach to designing optimal o�oading schemes while jointly considering the selection

of target server and determination of data transmission mode for mobile Edge computing

in urban informatics. However, the challenge is decision-making in dynamic network

environments, and resource diversity can not be addressed by considering a stable data

set. To address this problem, DRL DRL-based energy-e�cient task o�oading model is

proposed in Khan et al. (2020) for both delay-sensitive and delay-tolerant types of service.

2.8 Deep Reinforcement Learning (DRL)

Recognizing that task o�oading in dynamic fog environments, characterized by stochastic

computing tasks, varying resources, and 
uctuating network channels Ke et al. (2019),

aligns well with DRL's capabilities, researchers have explored its application. Zhang

et al. (2020) proposed a DRL-based approach for multi-user, multi-fog environments

with dynamic workloads and server capacities, aiming to minimize task execution delay

and energy consumption, albeit requiring coordination for their hybrid action space. Qiu

et al. (2021) addressed the limitations of traditional long-term performance optimization

by introducing a distributed and collective training method to maximize cumulative

rewards in multi-edge, multi-user o�oading scenarios, claiming improved convergence

and reduced system cost. Furthermore, Baek and Kaddoum (2021a) presented a deep

recurrent Q-network (DRQN) for partially observable, dynamic fog environments with

heterogeneous resources, focusing on CPU and memory. Their approach emphasizes local

cooperation to maximize aggregated local rewards, with nodes relying solely on local

observations. However, the search for a suitable fog node can lead to an exponentially

growing search space as task size increases. More recently, Wu et al. (2023) proposed

a task-o�oading algorithm using an improved multi-agent proximal policy optimization

(MAPPO) to minimize delay and energy consumption, while Bai et al. (2023) applied a

DQN-based solution to address user request delays and energy consumption.

From an architectural and management standpoint, a key challenge lies in deciding
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the optimal placement and management strategy for learning-based o�oading algorithms

within distributed fog environments, whether centrally managed through the fog gateway

or distributed across individual fog nodes. Ghanavati et al. (2020a) emphasized the

importance of fault-aware task scheduling in fog computing platforms for ensuring reliability,

e�ciency, and resource utilization. Thus, dynamic fault-tolerant learning automata

(DFTLA) is proposed as an approach to fault-tolerant learning automata task scheduling

Jalali Khalil Abadi et al. (2023). The author show case the cooperation of nodes, in

each fog node an active variable learning automaton is integrated for a DFTLA-based

system, which continuously control the process and makes necessary decisions in response

to inputs from the environment. Comparing the proposed DFTLA scheduler with three

baseline methods, and evaluated its performance. The proposed algorithm demonstrated

reliable task execution can be accomplished with fast response time and low energy

consumption. All performance evaluation metrics demonstrate that the proposed approach

outperformed the baseline algorithms. Cao et al. (2020) investigated a distributed deep

reinforcement learning (DRL) approach, asserting that multi-agent deep deterministic

policy gradient (MADDPG) and multi-agent proximal policy optimization (MAPPO)

o�er more accurate and faster decision-making compared to single-agent systems in

real-time scenarios. Similarly, Hussein and Mousa (2020) considered latency constraints

arising from the distributed nature of fog nodes, aiming to identify nodes that meet

quality of service (QoS) requirements.

Chen et al. (2022) proposed a cooperative multi-agent deep reinforcement learning

(CMADRL) framework where IoT devices learn independently but are centrally trained

to minimize system-wide costs associated with energy consumption and server rentals.

To address these dynamic contexts, multi-agent DRL (MADRL) has emerged as a prominent

approach, with agents deployed in both decentralized Gao et al. (2022); Li et al. (2022)

and centralized Seid et al. (2023) architectures. Furthermore, Zhang et al. (2021c)

categorized multi-agent settings in stochastic task o�oading games based on their reward

structures: fully cooperative, fully competitive, and mixed. In this vein, Suzuki et al.

(2023) and Zhu et al. (2021b) implemented MADRL techniques employing central

training with decentralized execution strategies. Recently, the twin delayed deterministic

policy gradient (TD3) outperforms other DRL algorithms Wakgra et al. (2024a); Tadele

et al. (2024); Ali et al. (2025).

2.8.1 DRL for QoS Optimization Strategies

This section presents a DRL-based approach to task o�oading and resource allocation

in fog computing, taking into account resource types, QoS objectives, and relevant QoS

metrics. Several survey studies have examined the optimization of task o�oading across

user devices, edge, and fog environments, focusing on factors such as resource availability,
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the number of QoS objectives, and performance metrics. Broadly, these optimization

strategies are categorized into mono-objective and multi-objective approaches, each aiming

to satisfy speci�c QoS requirements under varying system constraints.

Table 2.1: Resource and QoS objective optimization

Reference Resource Objectives Pros(+) and Cons(-)

Wang et al.
(2019c)

Bandwidth
and CPU
cycle

Minimize task o�oading
latency

+ Considering fog node and task size for decision
� No comparison made with similar works

Zhang et al.
(2021d)

CPU,
memory, and
bandwidth

Minimize energy
consumption and

computation latency

+ Focus on system stability and task o�oading
ratio
� O�oading relationship is many-to-one

Huang et al.
(2021)

Channel state
and CPU

Minimize learning and
training delay in FL

+ Deal with computation and communication
resource
� Trade-o� cost analysis not covered

Tang et al.
(2020)

Battery,
CPU, and
bu�er size

Maximize network
performance

+ Analyze decentralized partially observable
o�oading
� O�oading decision and state not covered

Yang et al.
(2020)

CPU cycle
and time

Optimize o�oading
decision and resource

allocation

+ Weighted cost for local and o�oading
computation
� No network resource included

Cho and Xiao
(2021)

CPU and fog
resource

Minimize network
latency

+ Consider dynamic resource on time-varying fog
� No resource utilization status report by
adversarial

Guo et al.
(2020)

Energy, time
slot, and
CPU cycle

Minimizing the training
delay

+ Compare centralized and federated learning
� No comparison on training delay and size of
resource

Baek et al.
(2019) Queue space

Minimize the processing
time and overloading

probability

+ Overall tra�c and resource load analysis
� Model-free approach raises bias on exploration

Min et al.
(2019b)

Battery level
and time slot

Reduces the energy
consumption, latency,
and task drop rate

+ Resource trade-o� analysis
� O�oading queue space not addressed

Zhu et al.
(2019)

CPU and
bandwidth

Minimizing task
completion time and
energy consumption

+ Considers network e�ciency and user experience
� No application type analysis

Table 2.1 discusses resource optimization with its objective functions and the pros

and cons of each work. This table shows the relationship between task o�oading and

resource allocation in fog computing network settings for di�erent applications. This table

demonstrates that optimizing CPU resources is given high attention in the literature.

2.8.2 Training and Decision Approach

DRL combines the representational power of DL with the adaptive decision-making

capabilities of RL. While both contribute to DRL's e�ectiveness, the two paradigms

di�er substantially in their training processes and decision-making mechanisms. DL is

typically suited for scenarios with stable network conditions, where a �xed and pre-de�ned

dataset can be used. In such cases, data are collected, features are extracted and

labeled, and the dataset is split into training, validation, and testing subsets. The

model is then iteratively trained over multiple epochs to optimize performance. In

contrast, RL excels in highly dynamic environments where network conditions change

continuously, making �xed datasets impractical. RL agents do not require pre-labeled
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data; instead, they interact directly with the environment, observe states, take actions,

and receive rewards, gradually improving their policies through trial and error. DRL

extends this process by incorporating a replay bu�er, which stores past experiences and

randomly samples them during training (Zhang et al., 2021d). This mechanism improves

learning stability, enhances sample e�ciency, and enables the agent to adapt e�ectively

to non-stationary conditions, such as in fog computing, where resource availability and

task patterns frequently change.

A key distinction is that DL-based decision-making remains static after training,

whereas RL-based decisions evolve continuously as the agent learns from ongoing interactions.

The choice between DL, RL, or a hybrid DRL approach depends on the stability of the

operating environment and the level of adaptability required.

In fog computing, the DRL training process involves an iterative interaction with the

environment, where the agent collects experiences as state{action{reward sequences and

updates its policy or value function to improve decision-making over time. Depending

on application requirements and system constraints, DRL training can follow di�erent

paradigms, as summarized in Table 2.2. From a deployment perspective, DRL models

can be trained and applied using several modes:

� O�ine Training (Batch RL): uses a static, pre-collected dataset to train the

model before deployment. This allows safe policy learning without a�ecting live

systems, but limits adaptability to unseen scenarios.

� Online Training: continuously updates the model during real-time interaction

with the environment, enabling adaptive decision-making but potentially increasing

computational and communication overhead.

� Centralized Training: aggregates all data at a central server for joint model

training, o�ering strong coordination but raising concerns over scalability and

privacy.

� Distributed Training: splits the workload across multiple computing nodes,

reducing training time and improving scalability though requiring robust synchronization

mechanisms.

� Federated Learning-Based DRL: allows multiple agents or devices to collaboratively

train a shared model without exchanging raw data, preserving privacy and reducing

communication overhead|especially valuable in heterogeneous and sensitive fog

computing environments.

� Testing: conducted under both stable and dynamic conditions to evaluate model

performance using metrics such as accuracy, latency, energy e�ciency, and reliability,

ensuring robustness across diverse scenarios.
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By selecting an appropriate training mode|o�ine, online, centralized, distributed, or

federated|and leveraging the complementary strengths of DL and RL, DRL-based task

o�oading systems can combine the e�ciency of pre-trained models with the adaptability

required for real-world, dynamic fog computing environments. Each training paradigm

presents trade-o�s between latency, scalability, adaptability, and resource utilization, and

the choice should align with the operational objectives, infrastructure capabilities, and

privacy requirements of the intended deployment.

Table 2.2: Related works on DRL-Based task o�oading with respect to QoS objectives
and Training approaches

Reference Objective Algorithms Decision
Training

Pros(+) and Cons(-)

O
n
li
n
e

O
�
in
e

C
en
tr
al

D
is
tr
ib
u
te
d

F
ed
er
at
ed

Zhang et al. (2021d) Optimize joint performance
and cost

DQN Online X X +Considering dynamic network
-Single Edge node with no control
model

Tuli et al. (2019) Enhance network Latency to
meet response time

CNN Online X X +Applying distributed decision
- Challenging to update model

Wang et al. (2019d) Minimize delay and energy
consumption cost

DQL Online X X +Optimize o�oading between fog
nodes
-Unknown Helper node status

Sami et al. (2021) Enhance long learning time DQN Online X X +Compare DRL with heuristic
-Didn't compare learning time of DRL

Xu and Zhu (2021) Defect inspection problem in
production line

CNN Online X X +Distributed assignment with Lie
Group
-O�oading decision criteria not
included

Shi et al. (2023) Addressing high dimensional
continuous action space

DDPG Online X X +Optimal o�oading decision on
Edge
-Left dependency aware task
o�oading

Wei et al. (2019) Minimize the service latency DNN Online X X X +Minimize end-to-end o�oading delay
-critic and actor a�ect performance

Ren et al. (2020b) Minimizing long-term system
energy consumption

MADQN Online X X +Intelligent updating of computing
utilities
-No result comparison with previous
works

Gebrekidan et al. (2024) Designing e�cient task
o�oading

DQL Online X X +Consider reliability in time-varying
topology
-Centralized O�oading decision

Baek et al. (2019) An optimal o�oading decision DQL Online X X +O�oading using task size and queue
-Searching Queue space a�ect
performance

Zhang et al. (2022b) Computation o�oading and
resource allocation

DDPG Online X X +Considering time-varying network
- Training delay registered

Zhu et al. (2019) Minimize task Completion
time and energy consumption

DNN Online X X +Analysis on getting accurate
channel-state
-Network resource analysis only

Li et al. (2018) Maximize accuracy CNN Online X X +Consider trade-of low latency and
energy
-No o�oading control strategy

Tadele et al. (2024) Enhance o�oading decision MATD3 Online X X X + Introduce ratio-based o�oading
approach
-Left long waiting delay

Wakgra et al. (2024a) To minimize the latency and
energy energy consumption

TD3 Online - X X X X +Considering dynamic tra�c loads
-Latency problem on hotspot tra�c
scenario

Wang et al. (2020) Application execution delay A3C Online X X X +Comparison of o�oading cost
-Computation cost not discussed at fog
node

Qi et al. (2019) Design optimal o�oading
decision policy

A3C Online X X +Propose continual online learning
- Search space grow performance issue

Zheng et al. (2022) Balance learning accuracy and
energy consumption

DDPG Online X X X + discuss task size and energy trade-o�
-Task o�oading not covered
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2.8.3 DRL Agent O�oading Decision Criteria

DRL algorithms enhance the user device and consumer electronics task o�oading decisions

to di�erent types of applications based on QoS requirements. The goal of this decision

is to select the best fog node based on the QoS parameters to o�oad its task. The DRL

agent uses criteria to make o�oading decisions and maximize cumulative reward.

Task characteristics such as compute size, priority, and tolerable delay (Jamil et al.,

2023); load information (computational capacity and task queue length); available energy/battery

level; local computing capability and channel gains/conditions (Zhang et al., 2022b),

network condition (Jamil et al., 2023); o�oading mode (local, fog, and cloud) (Rahman

et al., 2020; Zhang et al., 2021a); action space (discrete (binary) (Zhang et al., 2022b);

continuous (ratio or probability) and hybrid (Chen et al., 2022); CPU cycles/frequency),

communication resources (e.g., bandwidth, power allocation) to allocate for the task,

either locally or at the o�oading destination (Baek and Kaddoum, 2021a); and previous

experiences (replay memory storing past states, actions, rewards, and next states) are

used to train the agent and inform decisions (Tadele et al., 2024); and device local

computation capabilities (Bai et al., 2023).

� Types of tasks: The architectural nature of an end-user device network is to

execute real-time tasks and generate real-time data. In this context, the problem

is how to optimize QoS objectives such as response time and energy consumption.

For example, in a delay-sensitive context, task completion time becomes a major

criterion while o�oading tasks. For delay tolerance tasks, o�oading decision criteria

might be varied based on the problem to be addressed.

� Available energy level: Mainly, one of the criteria from the end user device

perspective is task o�oading decisions made based on the available energy level

of the fog node. For instance, the o�oaded tasks are executed to maximize the

remaining energy from the fog node by estimating the sum of computation and

communication energy consumption (Gebrekidan et al., 2024).

� Time-slot: a speci�ed time designed as a change in the balance between transmission

time and execution time, with the complete response time the fog node takes.

� Bandwidth: the availability of the bandwidth concerning the latency requirement

of the application to be o�oaded leads to optimized decisions.

� Deadline: deals with guaranteeing the resource in the fog nodes to accomplish a

task up to its lifetime with the current state of scheduled time and bandwidth.

� CPU Cycles and Task Size: The computation task of an end-user device is

characterized by two key parameters: the number of required CPU cycles and the
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data size, whether for local processing or o�oading. These parameters enable each

device to make informed task-processing decisions based on both local system state

and global system state information.

� Channel condition and end user device features: location, priority, satisfaction

degree, and computational task are metrics to o�oad tasks to the fog node.

2.8.4 Evaluation Metrics

Validation metrics are performance indicators used to evaluate a model during or after

training, assessing how e�ectively it meets the objectives of the task o�oading problem.

Common metrics in DRL-based fog computing include the following:

� Accuracy { the proportion of correct o�oading decisions compared to an optimal

or benchmark policy.

� Latency reduction { the decrease in task execution time achieved through optimal

o�oading.

� Energy e�ciency { the reduction in energy consumption of devices and fog nodes.

� Throughput improvement { the increase in the number of successfully processed

tasks within a given time frame.

� Task completion delay { the total time required to execute and return task results.

� Reward convergence { how quickly and stably the DRL model's reward function

reaches an optimal value.

Numerous studies have applied these metrics to evaluate system performance. For

example, some have targeted in minimizing latency as the primary objective (Wang

et al., 2019e,c; Shi et al., 2020; Alfakih et al., 2020; Rani and Pounambal, 2021). Others

have focused on reliability by minimizing o�oading costs or balancing trade-o�s between

energy consumption and delay to optimize overall system cost (Zhu et al., 2019; Wang

et al., 2019d; Alfakih et al., 2020; Rani and Pounambal, 2021; Tuli et al., 2019). Additional

works address both delay and reliability to reduce network delay costs and enhance

o�oading decisions (Li et al., 2018; Hou et al., 2020; Rihan et al., 2020; Guo et al.,

2019). Finally, some studies emphasize energy e�ciency to maintain network reliability

(Ibrar et al., 2022).

By selecting appropriate validation metrics, researchers can align evaluation strategies

with the intended operational goals of the DRLmodel, ensuring that performance improvements

translate into tangible bene�ts in real-world fog computing environments.
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2.8.5 Common DRL algorithms

To provide contextual understanding, RL is broadly classi�ed into model-based and

model-free approaches. Model-based RL leverages knowledge of the environment's dynamics,

typically represented by an MDP with transition probabilities P (s0js; a), in terms of

policy iteration ��(s) and value iteration V (s) to guide decision-making in stochastic fog

computing environments. In contrast, model-free RL does not assume prior knowledge

of the environment's dynamics. Instead, it learns optimal policies through interaction,

using methods such as policy gradient optimization, o�-policy algorithms like Q-learning

Q(s; a), and on-policy algorithms including Temporal Di�erence (TD) learning and SARSA.

These approaches are widely used for task o�oading and resource management in dynamic

fog environments.

DRL extends both paradigms by integrating deep neural networks to approximate

policies or value functions, enabling scalability to high-dimensional state and action

spaces. Examples include Deep Q-Networks (DQN), which are model-free, and Actor{Critic

(AC) methods, which combine policy and value learning. Some DRL frameworks also

incorporate model-based components for planning and prediction. This hybridization

improves adaptability and e�ciency in complex, dynamic systems such as fog computing.

Table 2.3: Common DRL algorithms used for task o�oading

DRL algorithms Methods Reference

Deep Q-Networks
(DQN)

Value-Based
(Wang et al., 2019c; Baek and Kaddoum,
2021a; Ren et al., 2020a; Sami et al., 2021;
Khan et al., 2020; Sellami et al., 2022)

Proximal Policy
Optimization (PPO)

Actor-Critic
(Lee and Lee, 2020; Wang and Varghese,

2022)
Asynchronous

Advantage Actor-Critic
(A3C)

Policy Based
(Zhang et al., 2020; Qi et al., 2019; Shi
et al., 2020; Lu et al., 2020; Chen et al.,

2022)

Deep Deterministic
Policy Gradient

(DDPG)
Actor-Critic

(Zhang et al., 2021d; Qiu et al., 2021;
Gebrekidan et al., 2024; He et al., 2020;
Rihan et al., 2020; Seid et al., 2023; Guo

et al., 2019; Zheng et al., 2022)
Twin Delayed DDPG

(TD3)
Actor-Critic

(Wakgra et al., 2024a; Tadele et al., 2024;
Ali et al., 2025)

Several notable DRL algorithms have been applied to address the task o�oading

problem in fog computing, as summarized in Table 2.3. These algorithms can be categorized

into Value-Based (VB), Policy-Based (PB), and Actor-Critic (AC) methods. VB algorithms

focus on estimating the value of being in a particular state or performing a speci�c action.

A prominent example is the Deep Q-Network (DQN), which integrates Q-learning with

deep neural networks. It incorporates mechanisms such as experience replay and target

networks, making it well-suited for environments with discrete action spaces.
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PB methods, on the other hand, learn a policy function directly by optimizing the

probability distribution over actions. An example is the Asynchronous Advantage Actor-Critic

(A3C), a multi-threaded version of A2C that enables faster and more stable training

through parallelism. In contrast, AC approaches combine elements of both value-based

and policy-based strategies. The Proximal Policy Optimization (PPO) algorithm is

widely used due to its simplicity and robust performance, employing a clipped surrogate

objective to enhance training stability. The Deep Deterministic Policy Gradient (DDPG)

algorithm, designed for continuous action spaces, uses deterministic policies and an

actor-critic framework. Twin Delayed DDPG (TD3) further improves upon DDPG by

introducing twin critics and delayed policy updates to reduce overestimation bias and

enhance stability.

Algorithm 1 provides a generalized pseudo-code that synthesizes common DRL-based

task o�oading processes from the literature (Seid et al., 2021; Xu et al., 2022; Suzuki

et al., 2023; Wakgra et al., 2024a; Ali et al., 2025).

Algorithm 1:Generalized DRLWork
ow for Task O�oading in Fog Computing

Input: State of environmentS; set of possible actions A; reward function R;
learning rate �; discount factor 
; replay bu�er D

Output: Trained DRL policy �� for task o�oading decisions
1 Step 1: Initialize neural network parameters � and replay bu�er D;
2 for Step 2: episode = 1 to E do
3 Step 3: Observe initial state s0 from fog environment;
4 for Step 4: timestep t = 1 to T do
5 Step 5: Select action at using �-greedy or policy network ��(st);
6 Step 6: Execute at: process locally or o�oad to neighbor/cloud;
7 Step 7: Observe reward rt and next state st+1;
8 Step 8: Store (st; at; rt; st+1) in replay bu�er D;
9 Step 9: Obtain random minibatch sample from D;
10 Step 10: Update � by minimizing policy gradient objective or temporal

di�erence loss;
11 Step 11: Set st  st+1;

12 Step 12: return optimal ��;

2.8.6 Key Input Parameters and Learning Mechanisms in DRL

The agent captures input features from the current network state of the system that

the agent observes and utilizes for decision-making in DRL-based task o�oading. In

stochastic fog computing environments, the agent's decision-making process uses this

state information as the building blocks, allowing it to adjust to shifting circumstances.

In practical implementations, numerous input features, including CPU capacity, memory

usage, channel conditions, energy levels, and application deadlines used in DRL models.
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By considering both historical data and real-time measurements, the DRLmodel optimizes

o�oading decision-making and resource utilization, registers high QoS under varying

conditions, and allows the system to be more adaptive and context-aware.

The replay bu�er, which retains the agent's prior experiences, including o�oading

decisions, system states, plus associated rewards, is a crucial learning mechanism in DRL.

In order to improve learning stability, sample e�ciency, and avoid over�tting to recent

interactions, these stored experiences are randomly sampled and reused during training.

This approach also allows generalization to unknown scenarios, which is particularly

important in non-stationary scenarios|such as vehicular fog networks, UAVs, and others

|where resource availability and task patterns change frequently.

DRL-based o�oading strategies can achieve stability and adaptability by combining

robust learning mechanisms, such as the replay bu�er, with rich state information. This

ensures more dependable decision-making in complex, real-world deployments.

2.8.7 Single Agent DRL

Fog computing is inherently distributed, relying on decentralized management for low-latency

and scalable service delivery. To support intelligent o�oading and e�cient resource

allocation, AI/ML methods are increasingly adopted. In such architectures, users can

execute their applications on one or more fog nodes as a single-agent approach. In

this case, the participating fog nodes may be either single or multiple; however, the

o�oading decision and resource allocation for the given task are managed by a single

agent functioning as a central controller.

In this setting, Baek and Kaddoum (2021a) emphasizes a multi-fog environment,

employing a single-agent deep recurrent Q-network (DRQN) approach under partial

observability, where o�oading and resource allocation decisions are made based on local

observations. Moreover, in vehicular fog computing, a single-agent approach is applied to

select suitable computing nodes, such as RSUs or service vehicles, as discussed by Jamil

et al. (2023). Abdelghany (2025) applies single-agent Deep Q-Learning (DQL) to address

the dynamic and heterogeneous nature of fog environments, which are a�ected by unstable

computational nodes, 
uctuating channel conditions, and node mobility patterns. In

these single-agent models, task and resource management can hinder performance in

decentralized fog environments where nodes operate autonomously.

2.8.8 Multi-Agent DRL

Multi-agent deep reinforcement learning (MADRL) has emerged as a powerful paradigm

for tackling complex resource management challenges in distributed systems. This MADRL

has emerged as a robust alternative, enabling fog nodes to coordinate their decisions.

This cooperation helps reduce computational delays and enhances the overall utilization
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of resources across the system. Here, the challenge is how to coordinate the agent policy

and inter-agent communications. Two MAL settings are considered in RL-based task

processing; the �rst is the cooperative approach, where the fog nodes (DRL agents)

collaborate to achieve common objectives; agents share information to achieve the best

result for the team. The other is the adversarial approach, in which agents compete to

outperform their individual goals. Recently, DRL enabled MAL to take its stage to apply

to di�erent problem domains. The MADRL used in MEC enabled the Industrial Internet

of Things (IIoT) for multi-channel access and task o�oading problems Cao et al. (2020).

Lu et al. (2020) design a multi-agent DRL approach for independent learning agents

to solve stochastic end-user massive requirements change and computational resource.

MADRL is an extension of reinforcement learning that enables multiple agents to learn

optimal policies through direct interaction with uncertain and dynamic environments (Suzuki

et al., 2023). A key strength of MADRL lies in its capacity to accelerate policy learning

for complex tasks via parallel execution, which is particularly e�ective in cooperative

and distributed systems such as fog computing (Zhang et al., 2022c; Oroojlooy and

Hajinezhad, 2023).

However, coordinating multiple autonomous agents introduces several inherent challenges

that signi�cantly complicate policy optimization. A primary di�culty is the environment

non-stationarity(Canese et al., 2021). In a multi-agent system, the agent's environment

changes as other agents update their strategies, violating the stationary environment

assumption underpinning most single-agent RL algorithms. This continual policy drift

makes it harder for agents to converge toward stable, optimal solutions. Another critical

issue is the credit assignment problem, where determining which agent's actions contributed

most to a team's success or failure is non-trivial(Foerster et al., 2018). In cooperative

scenarios, improper reward allocation can hinder e�ective policy updates, especially in

sparse-reward environments. Scalability also presents a substantial challenge. As the

number of agents grows, the joint state-action space increases exponentially|known as

the curse of dimensionality|making centralized learning computationally prohibitive (Zhang

et al., 2021b). Similarly, many real-world applications shows partial observability, where

agents have only local information about the system state (Lee et al., 2021). This

limitation forces agents to reason about hidden variables and infer the intentions of other

agents, increasing decision-making complexity. Finally, communication and coordination

remain open research problems. Designing protocols that enable agents to exchange

information e�ciently without incurring excessive bandwidth or processing overhead is

critical (Nguyen et al., 2020). Chen et al. (2022) introduces cooperative MADRL for

multi-device multi-cloud dynamic network settings for real-time computing requirements

in varied wireless channels in a centralized training and distributed execution strategy.

The task execution methods in MAL can be sequential or parallel; the choice between

them depends on the speci�c learning algorithm and the interaction pattern between
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agents. For instance, the sequential method can be applicable in an environment where

the agent learns independently from their own experiences without needing to interact

with others. Sequential execution is also applied in hierarchical learning in such a way that

agents learn at di�erent levels, with higher-level agents making decisions that in
uence

the learning of lower-level agents sequentially. Therefore, this approach becomes more

practical when computing resources are limited. In this approach Gebrekidan et al. (2024)

discusses it from a centralized management perspective, where a central coordinator is

designed to manage the multi-agent setting. Moreover, with parallel execution scenarios,

agents learn concurrently through interacting and sharing information, allowing them to

in
uence each other's learning and actions in real-time. Additionally, it is also applicable

for faster learning; When dealing with complex tasks, parallel execution can accelerate

learning compared to sequential execution, especially for cooperative settings.

Its applicability spans diverse domains, including UAV-based task o�oading and

resource allocation in air-to-ground (A2G) networks Seid et al. (2021), where it optimizes

for average local and global maxima in continuous search spaces. MADRL has also

been instrumental in enhancing vehicular fog resource utilization for many-to-many task

o�oading in VFC networks Wei et al. (2023) and in managing task o�oading within

space-aerial-ground integrated networks (SAGIN) Li et al. (2022), while ensuring user

device quality of service (QoS). Furthermore, Suzuki et al. (2023) reinforce the utility of

cooperative MADRL in addressing reinforcement learning problems within multi-cloud

edge networks. In this context, cooperative decentralized MADRL refers to a system

where multiple agents operate autonomously, making decisions based on their local information,

but with an overarching goal of achieving a shared objective or maximizing a common

system-wide reward Baek and Kaddoum (2021a); Suzuki et al. (2023). Building upon this

foundation and drawing inspiration from Seid et al. (2023), which explores multi-UAV

environments with unreliable computational resources, this work formulates the joint

task o�oading and resource allocation problem as a stochastic game. Multi-agent TD3

(MADRL-based TD3) Tadele et al. (2024) is proposed to address challenges in large

systems by reducing the input and action space for individual agents, leading to faster

convergence and more e�cient processing than single-agent TD3. A key distinction of our

proposed fog network lies in its composition of both reliable and unreliable computational

sources and communication networks, enabling adaptation to a wider range of situational scenarios.

2.8.9 Agent Controller Strategies

The coordination of agent communication between the task-owned node and the task

executor node is discussed in the literature as a centralized, distributed, and federated

approach. In the centralized model, a central controller is responsible for making all task

o�oading decisions. The central controller gathers information from various fog nodes
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to assign tasks and monitor execution across the system. The coordination of agent

communication between the task-owned node and the task executor node is discussed in

the literature as a centralized, distributed, and federated approach. In the centralized

model, a central controller is responsible for making all task o�oading decisions. The

central controller gathers information from various fog nodes to assign tasks and monitor

execution across the system. The central server is where the decision-making and model

training processes take place. Although this architecture makes task o�oading coordination

easier, scalability becomes a serious problems that raise the possibility of a single point of

failure. In addition, this model is not appropriate for real-time, on-the-
y processing of

raw data or for dynamic, latency-sensitive applications. This model works best when one

organization or entity manages all of the computational resources (Wang et al., 2019e).

The distributed architecture typically follows one of two approaches. In the �rst,

task computation is delegated to multiple fog nodes, while o�oading decisions are still

managed centrally. In the second, both task computation and o�oading decisions are

handled in a fully distributed manner. For the latter approach, distributed learning

techniques are employed to support the o�oading process by sharing communication and

execution information across nodes. In this approach, to enable decentralized control of

the o�oading process in each fog node is responsible for controlling resource coordination

and the task execution process (Huang et al., 2018; Liu and Liu, 2018; Qiu et al., 2021).

Conversely, reliability, security, and privacy issues arise when private information is

o�oaded to unidenti�ed or unreliable fog nodes Fn. Frequent task transmissions may

also result in an increase in network tra�c, which could impair system performance.

Locally generated data from user devices is frequently o�oaded to edge, fog, or

cloud servers for training and decision-making in traditional centralized and distributed

learning approaches. Federated learning was introduced by (Wahab et al., 2021) as

an alternative o�oading strategy to address important issues like network tra�c, data

privacy, and security. Federated architectures eliminate the need to send raw data to

fog nodes by performing model training locally on user devices or in a heterogeneous

network environment. Rather, distributed nodes|where decision-making can also take

place|only receive the trained model or its updates. This method is ideal for latency-sensitive

and privacy-critical applications, as it improves data security and privacy while minimizing

communication overhead.

2.8.10 Coordination Mechanisms

Task o�oading architectures are typically classi�ed according to the coordination mechanisms

among nodes that provide computational resources for executing tasks. These architectures

fall into three main topological categories: (i) static (�xed) topology, (ii) dynamic topology

characterized by node mobility, and (iii) hybrid topology, which combines features of
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both static and dynamic con�gurations. This section examines each of these architectural

models, discussing their practical application scenarios, the unique challenges they present,

and the solutions proposed in the existing literature.

Static Model: In this architectural approach, both the fog nodes and the client user

devices' status and placement remain unchanged over time. Here, the architecture

follows a controlled approach since the task o�oading node and receiving fog nodes

are known. The representative application scenarios mentioned, such as manufacturing

industries (Hou et al., 2020), involve fog nodes and IoT devices such as cameras and

sensors that are deployed in �xed locations. Furthermore, smart tra�c monitoring

scenarios for stationary tra�c nodes are also considered an example of �xed topology,

since both the cameras and tra�c light sensors are installed in a constant location

(Markus and Kertesz, 2020). Smart city utilities such as public safety, optimized service

delivery, and others (He et al., 2018) can be designed with this type of architecture.

Resource management in this architectural model exhibits lower complexity compared

to dynamic and hybrid models (Hong and Varghese, 2019); however, potential concerns

relate to underutilized resources and in
exibility in allocating them for collaborative tasks

involving other devices.

Dynamic Model: In this architectural model, the topology designed for both the

condition of servers and clients is constantly changing their status (Wang et al., 2019a).

This dynamism re
ects both the resource status of the participating nodes and their

mobility in joining or leaving the network, such as in vehicular fog computing. This

implies that the workload, location, and resource availability of a node are all unpredictable.

Key features like dynamic resource allocation, node mobility predictions, handling smooth

tasks and data o�oading, context-aware computing, and others are taken into account

in this mobility-aware fog computing network con�guration (Waqas et al., 2019). In

particular, by using location and contextual information to optimize task processing and

decision-making at the respective nodes, it guarantees resource utilization and service

continuity between dynamic fog nodes when devices move between coverage areas. Tan

et al. (2019) compared stationary and non-stationary contexts to study task o�oading in

dynamic fog computing networks with non-stationary topologies and variable computing

resources. While their model assumes constant unit-task o�oading delay under static

or slow-changing conditions, real-world node mobility|characterized by unpredictable

speed, distance, and duration within coverage|requires intelligent handling. In multi-hop

ad hoc fog environments, such mobility can signi�cantly impact application performance.

Similar concepts have been applied in UAV-based fog computing for the Internet of

Medical Things (IoMT) in rural, resource-limited areas (Seid et al., 2023) and in vehicular

fog computing (Lee and Lee, 2020), where both task-requesting and task-executing nodes
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are in motion.

Hybrid Model: The hybrid model is where the network context has a mix of dynamic

and static models. In conventional hybrid fog architecture, the fog nodes typically consist

of �xed devices, whereas the user devices are mobile (Hazra et al., 2023). However,

in this mixed network setting, dynamic and static settings are introduced, and the

architecture becomes even more dynamic and requires additional considerations. This

category considers the fog node as having a constant location as static, and clients' status

is mobile or vice versa according to priority settings (Verma et al., 2021). The application

scenarios for this model are represented as tra�c monitoring and surveillance (Tuli et al.,

2023), environmental monitoring (Jan et al., 2019), and UAV-based service provision

mechanisms in a rural area presented in (Rejiba et al., 2019), where there is no stable

network connection. The UAV acts as a server to provide an access point for the local

end devices. It can also be applicable to provide communication services in emergency

response in a disaster context. (Hazra et al., 2023) explains the use case of a health

monitoring environment where fog nodes are �xed, but patient status monitoring IoT

devices are in mobility modes. The opportunities in the mixed architectural model are

the separation of layers, simplifying resource management, improved security, and data

privacy through local processing in each context. The challenge in this �xed architecture

is potentially higher upfront costs compared with other approaches.

In dynamic and hybrid architectural models, managing the complexity of mobile fog

nodes requires advanced control mechanisms. These nodes often have limited battery life,

making e�cient task processing and communication protocols essential for optimization.

Their unstable nature can lead to task failures, disrupting dependent tasks o�oaded

to other nodes. Ensuring secure communication and data privacy in such dynamic

environments is also a key challenge. To address these issues, learning-based mechanisms

that predict node mobility patterns and network characteristics|such as long-term connectivity

and stable resource availability|are increasingly necessary. Recent research proposes

distributed, decentralized control strategies to adapt to changing network conditions,

with emerging focus areas including self-organizing networks and AI-driven resource

management.

An important aspect in these models is awareness of fog node and resource status

for e�ective task o�oading. Pu et al. (2016) introduced a device-to-device (D2D)

communication approach to enable collaboration between edge devices, supported by an

incentive scheme similar to peer-to-peer networks. Similarly, (Al-Khafajiy et al., 2019b)

proposed collaborative strategies between fog nodes for shared workload processing.

Through D2D communication, IoT devices can exchange status information with nearby

devices to identify idle resources, enabling adjacent devices and fog nodes to coordinate

via a wireless access point. In �xed-to-�xed architectures, device routing tables advertise
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and update resource status for all connected nodes. In both cases, the collected knowledge

supports informed o�oading decisions. Future work should explore DRL-based self-organizing

network settings for smart user devices and fog computing environments that integrate

both �xed and dynamic architectures.

2.8.11 Twin Delayed Deep Deterministic Policy Gradient (TD3)

Twin-delayed DDPG (TD3) is a DRL algorithm designed for tasks with continuous action

spaces. The deep deterministic policy gradient registered signi�cance performance level;

however, frequently tuning the hyperparameter creates a drastic Q-value over estimation.

This overestimation leads to a policy break, because it exploits the error in the Q-function.

This is where the TD3 algorithm is designed to address the issue by introducing three

critical tricks presented by Fujimoto et al. (2018). These �rst tricks, Clipped Double-Q

Learning, where TD3 learns two Q-functions, and uses the smaller of the two Q-values

to form the targets in the Bellman error loss functions. Second, delayed policy updates,

that TD3 updates the policy and target networks less frequently than the Q-function.

The paper recommends one policy update for every two Q-function updates Fujimoto

et al. (2018). Lastly, target policy smoothing, in this case TD3 adds noise to the target

action, to make it harder for the policy to exploit Q-function errors by smoothing out Q

along changes in action.

Wakgra et al. (2024a) use TD3 to handle stochastic states of vehicle to fog communication

and to maintain stability, increase learning e�ciency, and minimize overestimation bias

compared to DDPG. Two value functions estimate state-action pair values in a clipped

Double-Q Learning, and the minimum estimate is used as the goal value during updates.

The target value clips a speci�c range, which helps to mitigate overestimation problems

that are frequently seen with single Q-value estimators. The o�oading action used

the target policy smoothing from the Q-learning target based on target policy (��targ)

with clipped noise, and then the action satis�ed the probability of (�low � � � �high).

Therefore, the target o�oading actions are de�ned as

�0(s0) = clip(��targ(s
0) + clip(�;�c; c); �low; �high; � � N (0; �) (2.6)

Equation (2.6) adds exploration noiseN to adapt the deterministic policy into a stochastic

behavior during the critic update, which helps stabilize learning.

The clipped double-Q learning is de�ned where both of the Q-functions use the single

target to �nd a smaller target value using the two Q functions:

y(r; s0; d) = r + 
(1� d) min
i=1;2

Q�i;targ (s
0; a0(s0) + �) (2.7)

Equation 2.7 shows the mean square Bellman error (MSBE), then, both Q-functions learn
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by regressing to the target as Equation (2.8) and (2.9):

L(�1;D) = E(s;a;r;s0;d)�D

h
(Q�1(s; a)� y(r; s0; d))

2
i

(2.8)

L(�2;D) = E(s;a;r;s0;d)�D

h
(Q�2(s; a)� y(r; s0; d))

2
i

(2.9)

The parameter (��(s)) is then updated by carrying out the gradient descent of the

performance measure Q(�1).

A TD3 agent is an actor-critic DRL agent that aims to �nd the optimal policy

to maximize the expected cumulative rewards over the long term. The actor network

determines the action, such as the o�oading decision or ratio distribution. In contrast,

the critic network evaluates the value (expected reward) of taking that action in a

given state.

In summary, existing research predominantly focuses on vertical task o�oading (to

edge, fog, or cloud), with less attention given to horizontal o�oading among peers

or neighbors. Furthermore, simultaneously considering factors like mobility and task

dependencies remains a signi�cant challenge. Notably, few prior works in fog computing

address task priority, neighbor service availability, or resource contribution incentives.

The complexity and robustness of decision-making algorithms, especially their decision

time, are also often overlooked.

2.9 Related Work

For a long time, many researchers have conducted task o�oading on fog computing for

di�erent business applications. These articles discuss resource allocation, infrastructure,

algorithms, architecture, management model, and computation o�oading Pulia�to et al.

(2019); Lan et al. (2019); Lahmar and Boukadi (2020); Kar et al. (2023). For instance,

Lahmar and Boukadi (2020) consider traditional optimization approaches while exploring

resource allocation issues in fog computing networks to improve QoS for latency-critical

applications.

Hong and Varghese (2019) discussed the classi�cation of architecture, infrastructure,

and underlying algorithms, and Salaht et al. (2020) explained a problem of service

placement and resource management in edge and fog computing. Kar et al. (2023) present

o�oading in a federated system and provide a classi�cation between edge, fog, and cloud,

with a road map on o�oading approaches for di�erent federated scenarios. Mukherjee

et al. (2018) discuss cloudlets-based mobile o�oading for mobile and non-mobile applications.

In the papers mentioned above, conventional centralized task o�oading and resource

allocation approaches have been employed, such that many smart user devices send tasks

to the central edge node server for task execution decisions. This approach a�ects
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the 
exibility and e�ciency of o�oading decisions in a distributed fog architecture.

The potential of utilizing DRL approaches to optimize the task o�oading process in

di�erent architectural settings is discussed in advance. From this perspective, Fahimullah

et al. (2023) investigate the resource management problem in dynamic fog computing

environments, but task o�oading is not their main concern. Among the work on task

o�oading, Shakarami et al. (2020) provides a detailed overview of computation o�oading

using supervised, unsupervised, and RL for IoT-MEC ecosystems. Similarly, Rodrigues

et al. (2020) explore the use of ML and the expectation of a high level of dimensional data

on o�oading decisions. Despite the use of ML, the status of resources allocated for the

task and the inter-server communication needs online updating. To deal with this type of

dynamic context update Hortelano et al. (2023) present DL and RL techniques for task

o�oading problems in IoT-Edge networks. However, the authors consider many to-one

o�oading approaches, depicted in their architecture, where many user devices o�oad to

single central edge nodes. Further building on, the survey by Tran-Dang et al. (2022)

shows that RL is used for fog resource allocation, optimizing task o�oading to improve

execution performance, but deciding where to o�oad tasks not yet fully addressed remains

the main challenge.

The investigation of task o�oading consider multiple user device have opportunities

to o�oads their task to multiple fog nodes. Existing research tries to address task

o�oading problem where to place task among multiple alternative neighbor nodes. This

coordination directly in
uence di�erent QoS requirements such as latency, energy consumption,

and service reliability. The network topology explores in this domain mainly categorize

as vertical o�oading and hybrid initiated from user device Wakgra et al. (2024a). Some

studies propose e�cient o�oading strategies Wakgra et al. (2024b); Bai et al. (2023) aim

to minimize task completion time and energy usage while maintaining acceptable service

levels for user applications in 
uctuating fog node workloads. Despite growing interest in

fog computing, the horizontal F2F o�oading topology and its coordination mechanisms

are still insu�ciently investigated.

Together, these related works highlight the need for further investigation of task

o�oading in dynamic and heterogeneous fog computing ecosystems. This dissertation

explores the use of AI/ML techniques speci�cally, DL, RL, and DRL for many-to-many

task o�oading and resource allocation in the smart user device-to-Fog settings. We

addresses these limitations by developing a multi-agent DRL model that jointly optimizes

latency and energy e�ciency while maintaining QoS guarantees in F2F task o�oading

scenarios. The scenario involves multiple user devices considering o�oading their tasks

to multiple distributed Fog nodes to meet real-time application demands. Moreover,

it addresses how DRL can optimize o�oading decisions and resource utilization for

latency-critical applications in IoT, edge, and fog environments. Finally, this study

provides insights on knowledge-driven multi-agent DRL-based task o�oading and its
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applications in emerging technologies.

Table 2.4: Related Research Work.

Domain Problem
DRL

Algorithm
QoS Objectives Agent Type Network Papers

VFC
V2V Partial
Computation
O�oading

SAC
Minimize task execution
delay and energy
consumption

Multi-Agent
(UAV)

Dynamic
Shi et al.
(2021)

IoT-edge-UAV
Task o�oading
and Resource
allocation

MADDPG
Minimize computation
cost

Multi-Agent
(UAV)

Dynamic
Seid et al.
(2021)

Vehicular
Fog

Optimize
Ratio-Based
O�oading

DQN
Minimize system
latency and decision
time

Single-Agent Dynamic
Wang and
Varghese
(2022)

VFC
Minimize waiting
and delay

PPO
Minimize delay and
packet loss; maximize
timely task completion

Single-Agent Dynamic
Jamil et al.
(2023)

Multi-Fog
Networks

Joint Task
O�oading and
Resource
Allocation

DRQN
Maximize tasks,
minimize bu�er
over
ows

single-agent Dynamic
Baek and
Kaddoum
(2021a)

Edge-UAV Task o�oading MADDPG
Minimize energy
consumption and delay

Multi-Agent
UAV

Unstable Li et al. (2022)

IoMT

Computation
o�oading and
resource
allocation

MADDPG Latency Reduction Multi-Agent Unstable
Seid et al.
(2023)

Multi-cloud
(Fog)

Dynamic
Computation
O�oading

CMATD3
Minimize long-term
system cost

Multi-Agent
(Cooperative)

Dynamic
Bai et al.
(2023)

MEC
Multi-channel
access and task
o�oading

DDPG
Minimize computation
delay

MTA Stable
Cao et al.
(2020)

Vehicular
Fog

Load Balancing
problem

TPDMAAC Minimize system cost MV Hybrid
Gao et al.
(2022)

Vehicular
Fog

Task o�oading
and computation
load

AC
Maximize resource
trading

MA-GAC Hybrid
Wei et al.
(2023)

Fog-RAN

Computation
O�oading and
Resource
Allocation

DDPG
Minimize delay and
energy

Multi-agent
(Federated)

Dynamic
Tong et al.
(2024)

MEC and
Vehicular

Fog

Tra�c congestion
and overload

TD3
Minimize latency and
energy

Multi-agent Hybrid
Wakgra et al.

(2024a)

Table 2.4 provides a comprehensive summary of the key components addressed in

this dissertation, including the primary domain areas under investigation, the speci�c

research problems explored, the DRL algorithms employed, the targeted QoS objectives,

the types of agents involved, and the corresponding network contexts within which the

proposed approaches are applied.



Chapter 3

RESEARCH METHODOLOGY

3.1 Introduction

In this chapter, research designs, methods and materials presented to deal with the

problem and develop proposed system. The simulation experiment approaches were

discussed to evaluate the application of DRL algorithms to optimize task o�oading and

resource allocation in a stochastic fog environment. The following subsection describes

the research design and the data collection methods used in this study.

3.1.1 Research Design

In this dissertation, we follow an experimental research design approach. This approach

allows for the creation of a controlled environment where variables such as resource

availability, channel conditions, and task QoS requirements can be systematically modeled.

The overall process is demonstrated in Figure 3.1, which shows the research design

process used in this study. As noted in Davoli et al. (2022), experimental methods

are essential for validating theoretical models in dynamic and complex systems like fog

computing. Moreover, this experimental approach allows an evaluation of performance

analysis between di�erent DRL algorithms in a controlled environment. Experimental

methods focus on quanti�able results in terms of task execution delay, energy consumption,

and resource utilization. This approach provides precise and objective measurements

of these metrics, enabling rigorous statistical analysis. As stated by Cavazzuti (2013),

quantitative experimentation is essential for deriving actionable insights in optimization

problems. The detail network settings with communication details are presented in

Chapter 4 of Section 4.1, Section 4.2 and Section 4.2.1 This study is structured into

�ve phases:

� Phase 1: Review of the literature and background analysis: conduct a comprehensive

review of the existing literature on task o�oading, resource allocation, and energy

43
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Figure 3.1: Research Design

optimization in fog computing. Exploration of existing task o�oading techniques

and MADRL-based optimization methods were conducted to establish a baseline

for comparative evaluation. Analyze state-of-the-art DRL algorithms and their

applications in distributed systems. This phase is critical to identify gaps in current

research and de�ne the scope of the proposed study. In addition, it ensures that

the research is grounded in a solid theoretical foundation and aligns with the latest

advancements in the �eld.

� Phase 2: Problem Formulation: Develop a mathematical model to represent an

optimization problem in task o�oading, resource allocation, and energy consumption,

in dynamic fog environments

� Phase 3: System Modeling and Algorithm Development: Design and implement

the proposed DRL-based algorithms using the baseline algorithms, such as Deep

Deterministic Policy Gradient (DDPG), Soft Actor-Critic (SAC), Proximal Policy

Optimization (PPO), and Twin Delayed DDPG (TD3) to optimize the latency of

task transmission and execution delay along with energy consumption.

� Phase 4: Simulation and Data Collection: We conducted extensive simulations

using the custom fog computing environment designed to evaluate the proposed

algorithms.

� Phase 5: Analysis and Validation: collect data from agent-environment interaction
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as replay bu�er (D) to analyze, validate, and compare the performance of the

proposed TD3 based MAFCPTORA algorithms on top of the stated baseline DRL

approaches.

3.1.2 Deep Reinforcement Learning model selection

The fog-to-fog (F2F) task o�oading model is designed by considering continuous action

space and with decentralized training and execution. DRL algorithms are investigated

that works with this types of setting in literature Pulia�to et al. (2019). To deal

with this environment, DRL models such as SAC, Independent DDPG (IDDPG), PPO

and TD3 were the candidate learning models. Additionally, F2F cooperation considers

parallelization and decentralized nature, and its adaptability for continuous action space.

Table 3.1: DRL model comparison

Model Continuous action

space

Pros Cons

SAC X Handles dynamic
environments

Complex to
implement and

resource intensive

PPO X Useful for general
purpose control

Sample e�ciency
problem for

continuous control

IDDPG X Works for
decentralized
learning

Does not support
coordination among
agents and often
converge to a

suboptimal policy

TD3 X Highly suitable for
F2F task o�oading
with continuous
action space in

multi-agent setting

Slightly more
complex than DDPG

Table 3.1 presents a DRLmodel comparison with respect to adaptability for continuous

action space, applicability, and their limitations. The table shows all four DRL model

works well for continuous action space settings. From decentralized training and execution

perspective all models are �t with better adaptability in TD3. The stochastic nature of

the fog resource makes the task o�oading process dynamic, following a continuous action

space with probabilistic transition. Research work such as Wakgra et al. (2024a) and

Tadele et al. (2024) highlight the applications of TD3 to enable stability using replay

bu�er and to solve the problem of overestimation that face in DDPG for continuous
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action space. TD3 become an e�ective option to model the proposed problem using

delayed policy. We design the typical TD3 architecture with its original network model,

with one input layer, two fully connected hidden layers with 256 neurons each and ReLU

activation function, and one output layer for both actor and critic network. Additionally,

this network model is designed with a batch size 64, an 10000 episode length of 100 steps

per each, and a policy delay of 2.

Fujimoto et al. (2018) explain the advantages of using the recti�ed linear unit (ReLU)

activation function in a continuous action space, particularly the TD3 network, to enable

fast convergence and reliability. The gradient in ReLU, expressed in Equation (3.1), is

designed to avoid vanishing gradient issues by allowing the TD3 to train critics and actor

network deeper e�ectively with multiple layers.

ReLU(x) = max(0; x) ) @ ReLU(x)

@x
=

8<
:1; if x > 0

0; if x � 0
(3.1)

To encourage the agent to explore the new action and to ensure randomness and avoid

being stuck in local minima, the Gaussian noise added to the network as presented in

Equation(3.2).

N (0; �) � 1p
2��

exp

 
� x2

2�2

!
(3.2)

� X: A random variable sampled from the distribution.

� �: The standard deviation, which controls the magnitude of exploration.

3.1.3 Data Collection Method

In this work the important parameter data are collected from literature to frame the

agents training experience from fog environments. To collect data from the literature,

data extraction form is designed based on DRL algorithm, and QoS metrics such as

energy consumption, latency, throughput, resource utilization, and fault tolerance.

Furthermore, the actual dataset was generated from the simulation experiments. The

data extraction from a simulation using custom F2F network settings, the data frame

designed as a replay bu�er based on agents interaction with the environments. Figure 3.2

illustrates how DRL agents communicate with fog computing environments to monitor

task and resource statuses, enabling informed o�oading decisions. Task o�oading and

resource allocation problem are modeled as an MDP process to manage the resource state

transition with continuous training and learning process of RL. The data collected from

the fog environments are framed in the forms of (st; at; st+1; dt).
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Figure 3.2: DRL-agent interaction with fog environments

� State: represents the current context or situation of the environment as perceived

by the agent. It includes all relevant information needed to make a decision. In fog

computing, a state may include variables such as CPU usage, bandwidth availability,

energy level, task queue length, and network latency at a fog node.

� Agent: is the decision-making entity in a DRL system that interacts with the

environment. It observes the current state, selects actions based on a learned policy,

and updates its strategy over time to maximize long-term cumulative rewards. In

fog computing, the agent is typically deployed at the fog node, where it learns when

and where to o�oad tasks or allocate resources. In multi-agent environments, the

agent interaction models are described as cooperative, adversarial, mixed (cooperative

and competitive), hierarchical, learning based and communication-based (Zhang

et al., 2021a; Le et al., 2024).

� Action: is de�ned as to execute the task locally and/or o�oad to fog nodes. Which

means the selection of fog nodes and allocation of resources according to the agent's

policy in the fog environments. The agents start the action by learning the network

from their interactions based on resource status and task QoS requirements. Then,

after the decision is made, either to execute locally or o�oad to fog nodes.

� Reward: in DRL can be positive and negative with respect to agents' decisions.

Maximizing the positive reward by minimizing task completion time and enhancing

the utilization of resources while executing the o�oaded task. The negative reward

is interpreted as the incurring of the maximum cost of resources, such as energy

consumption and latency. The agent uses the value function and the policy function

to calculate the reward from the agent's present observation and transition probability

distribution of the proposed action. The goal of the agent is to maximize the reward

using the local maximum of the policy ��(s) in each state of iteration.
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Hence, DRL is formulated with MDP in terms of transition probabilities (P), rewards

(r), the initial state of each fog node (fi), and the transition state (s0). Figure 3.3

Figure 3.3: DRL Modeling in MDP architecture

models the sequential agent learning dynamics are formally framed with the MDP tuples

(S;A; P;R) where :

� S is a set of states. st 2 S is the state in step t

� A is a set of actions. at 2 A is the action in step t

� P (s0js; a) is the state transition function indicates the probability that state s0

happens after action a is taken in state s.

� R(s; a; s0) is the reward when action a is taken in state s, and the next state is s0,

i.e represented as st+1

The replay bu�er is stored as an MDP table in the forms of action (a), state (s), reward

(r), transition state at time t as (st+1) and done 
ag(d). Figure 3.4 shows the memory

structure as replay bu�er that stores agents past experience from the fog environment in

the forms of MDP tuples (st; at; st+1; dt).

The simulation setting network model designed with 12 state dimensions presented in

Table 3.2, four (4) action in Table 3.1, and two 256 hidden layer.
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Table 3.2: State (s)
representation

State

Task size dn
Deadline threshold
CPU utilization
Available Memory
Energy level
Priority
Bandwidth to Fm
Bandwidth to Fj
Transmission delay
Queue length Fm
Queue length Fj
Time step

Fully Connected (12 ! 256)

Fully Connected (256 ! 256)

Fully Connected (256 ! 4)

Table 3.3: Action (a)
representation

Action

Execute locally Fm
O�oad to Fj
O�oad to neighbor Fj
Drop = Reject task

3.1.4 Data collection Procedure

According to Table 3.2, we choice TD3 to simulate the proposed algorithm. It works

for decentralized training and execution, continuous action space and handle stochastic

network environments. TD3 use two critic network, two target network, actor network

and actor target network. The network model uses 256 � 256 neurons for actor and

critic network. We use replay bu�er batch size of 64 for each 100 episode to generate the

pyTorch model ( actor agent0 ep100.pth, critic1 agent0 ep100.pth and critic2 agent0 ep100.pth).

TD3 sample collection process follows these steps:

� The agent interacts with the fog environment to store and append each transition

to replay bu�er D [ (st; at; st+1; dt).

� This sampling process starts when the D has enough samples, i.e., when the bu�er

size is greater than the batch size.

� Randomly select mini-batchB = f(s; a; r; s0; d)g fromD uniformly without replacement

� Use batch for critic and actor update such that the critic minimize TD3 error as

de�ned by Equation (3.3).

y = r + 
(1� d) min
i=1;2

Qtarget
�i

(s0; ~a0) (3.3)

where 
, Qtarget
�i

, and ~a0, are the discount factor, i-th target critic network, and

target policy action with noise, respectively.

The problem in RL, these consecutive samples are highly correlated because the agent

collects in a sequential step of action from the fog environments. However, a Deep Neural
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Network (DNN) assumes the training data is independent and identically distributed.

Therefore, the network uses a replay bu�er to reshu�e the experience, breaking the

correlation and resolving the over�tting problem of recent experience. In addition, the

mini-batch is a small batch of experience randomly sampled at each update step from the

replay bu�er. This mini-batch stabilizes the gradient update and reduces computational

cost since the average over multiple experiences is used instead of the entire replay bu�er.

The mini-batch sampled at each 256 transition of the update steps compared with the

batch size of network model.

Figure 3.4: Replay bu�er and mini-batch data frame

Table 3.4: Sample data collection frame for TD3-based fog simulation

epi id step agent id state action reward ne state done latency energy

12 3 agent3 [0.2,
0.5,
0.7]

[0.3,
0.4]

0.36 [0.25,
0.45,
0.65]

0 0.45 0.12

At each episode in the training stores metrics presented as episode number, total reward,

average latency, average energy, and successful tasks as presented in table 3.5.

Table 3.5: Sample training metrics

episode number total reward average latency average energy successful tasks

1 0.36 0.17 0.80 125
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The sample evaluation data frame trajectory without exploration can be represented

in table 3.6

Table 3.6: Sample evaluation metrics

time step state action reward latency energy done

10 [0:2; 0:5; 0:7] [0:3; 0:4] 0.35 0.2 0.91 true or false



Chapter 4

PROPOSED MULTI-AGENT

DRL-BASED PARTIAL TASK

OFFLOADING MODEL IN

FOG-TO-FOG NETWORKS

4.1 Introduction

In this chapter, we present our proposed multi-agent fully cooperative partial task o�oading

and resource allocation in fog computing (MAFCPTORA), which addresses the challenges

mentioned 1-4 in Section 1.8. The proposed system aims to minimize the overall system

latency and energy consumption, improve response time, and optimize energy e�ciency.

This minimization problem is designed into three stages: modeling the DRL problem in

MDP tuple, designing o�oading decision, and resource allocation algorithms.

We consider the resource and workload status of fog nodes to optimize o�oading

and resource allocation decisions in stochastic fog environments. In this context, a

continuous action space is considered to compute the task, indicating that the task

execution approach follows a partially o�oaded approach where the o�oading action

is between 0 and 1, such that the probability of o�oading Pj sub-task (kn;j), de�ned

in the range (0 < pj < 1) and executed locally as (1 � Pn

j=1 kn;j). The objective

function is de�ned in terms of computation and communication model with minimizing

task execution delay and energy consumption to complete particular tasksKn and the sum

of sub-tasks as k1; k2; : : : Kn. Mainly, the task execution delay and transmission energy

consumption are formulated for the local execution of the task at Fm and o�oading to Fj

from Fm to Fj, as well as the retransmission delay of the processed task (kn;j) from Fj back

to Fm, is considered. In addition, the o�oading decision is based on continuous action

52
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where the task computation decisions k(m; j) at time t are determined by probability

ratio.

In Section 4.2, we describe the details of our proposed two-layer network model,

task model, communication model, computation model, and formulation of the problem.

For the purpose of this study, we assume reliable fog nodes and communication links.

Then, in Section 4.2.1, introduce an illustrative class of task o�oading mechanisms that

our proposed mechanism approach follows. Next, we present the task model in Section

4.3, dynamic task partitioning in Section 4.4 discussed.

In this chapter, (Section 4.6) such that local computation delay (Tl), and energy

consumption (El) as presented in Eq. 4.11 and 4.12, respectively. Furthermore, the

o�oading model considers communication and energy consumption in (Section 4.5, execution,

and queue delays along with energy consumption in (Section 4.7), as modeled in Eq.4.17

and 4.19, respectively. After that, Algorithms of benchmark mechanisms are discussed

in Section 4.10 along with properties discussed. To address this research problem,

this dissertation develops the following solution: a multi-agent DRL algorithm for task

o�oading decisions and resource allocation, considering latency and energy consumption

in fog computing environments. Furthermore, to represent the stochastic nature of the

task and the fog resource, we model the problem as a MDP tuples (s, a, r, and st+1),

de�ned as state, action, reward, and next state.

In summary, task o�oading in F2F scenario is designed as a probability-based partial

o�oading. Communication latency, computation latency, and energy consumption were

modeled as a multi-objective minimization problem. Perform performance analysis and

comparison with the current o�oading decision and resource allocation DRL baselines

are conducted. We present Table 4.1 that shows the lists of notation used throughout

this dissertation.
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Table 4.1: List of key parameters.

Notation Description

Fn Number of fog nodes

Un Number of user devices

Mf;n Available memory at each fog node

Cf Available CPU at each fog node

�m;j Task processing delay

� om;j Task o�oading delay

� Transmission bandwidth

Ek Energy consumption of task kn

� Battery life time

Hc Channel condition

' Number of channel available

kn Task to be executed

Vk Total size of the task kn

Hi Channel transmission power

�max Maximum tolerable delay

Q Waiting tasks in each fog node

Si State of each agent

O(t) Observation of environment at time t

ai Individual agent action

Xn O�oading decision

Rf;k(t) Resource allocation decision at time t

� and ��̂ Optimal and target policy

rt and ~rt Individual and collective average reward

4.2 Network Model

We model a multi-user, multi-fog environment (as illustrated in Figure 4.2) to handle

diverse service demands. The network features multiple heterogeneous and resource-constraint

user devices (Un), where n = 1; 2; : : : ; N) connected wirelessly to a hierarchical fog
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layer (Fn). There is also a set of F = F1; F2; � � � ; Fn heterogeneous fog nodes, where

M � N . Each fog node maintains its resource status and shares updates with its

neighbors, enabling collaborative task o�oading and resource management. Moreover,

their processing capacity increases from the bottom to the top layer, whereas energy

consumption and latency also increase.

Our system model incorporates a hybrid two-stage task execution process: User-to-Fog

(U2F) and Fog-to-Fog (F2F). In this model, task execution proceeds in two phases: In

the U2F phase, a task originating from a user device (Un) is o�oaded to a fog node Fm

(the task-owning node, m 2 1; 2; : : : ; N). Fm is considered to minimize task transmission

delay and response time. We refer to the task execution on Fm as local computation.

The second phase, the F2F phase, is invoked in the event that the execution of a task

locally at Fm may not guarantee QoS requirements. In this case, we employ a horizontal

distributed F2F cooperation mechanism following the approach in Tran-Dang and Kim

(2023) depicted in Figure 4.1. In this case, tasks are redistributed from Fm to an adjacent

node Fj (j 2 1; 2; : : : ; N) for further processing or collaborative execution. Figure 4.2

illustrates the task o�oading and execution scenario.

Figure 4.1: F2F cooperation topology

Figure 4.1 shows the cooperation of Fm;j in the form of task node (TN), free node (FN),

and busy node (BN) states; each state indicated as three TNs (F1, F2, F7), two BN(F6,

F8), and three FN (F3, F4, F5) adopted from Tran-Dang and Kim (2023). In this case,

all fog nodes are assumed to have the same protocol running independently to update

their status.

In this fog layer, task allocation to adjacent fog nodes (Fj) is governed by an o�oading

probability ratio. This ratio is dynamically determined by factors such as the available

resources of each Fj and the requirements of the user's task, including its computation

deadline and priority. Within this cooperative peer-to-peer (F2F) framework, each fog

node (Fm and its neighbors Fj) can make independent o�oading decisions. Consequently,

the set of tasks to be o�oaded to a speci�c Fj is denoted as (Kn;j = 1; 2; : : : ; n). To analyze

the o�oading decision, the time step (decision episodes) is presented as discrete time

(T = 1; 2; 3; : : : ; n).
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Figure 4.2: User device-Fog Architecture.

4.2.1 Illustration of task o�oading decision procedure

The task o�oading 
owchart for a fog computing environment with numerous user devices

and fog nodes is shown in Figure 4.3. Multiple user devices Un start the process, each of

which generates a set of tasks K1; K2; : : : ; Kn. The user device Un o�oads each task Kn

to a speci�c fog node Fm so that it can be executed. The fog node Fm �rst determines if

it has enough resources to complete Kn by the maximum permitted deadline Tmax after

receiving a task. The task is carried out at Fm and the outcome is sent back to the original

user device Un if both requirements are met. The system considers di�erent execution

strategies in the process that Fm does not have enough resources or is unable to meet

the deadline constraint. It �rst determines whether a nearby fog node Fj is available and

capable of completing task Kn by the deadline. The task is fully o�oaded to Fj if such a

node is present, and the outcome is returned to Fm before being sent to the user device

Un.

In cases where no single adjacent fog node can meet the requirements, the task Kn is

split into sub-tasks (partial o�oading), which are then distributed to multiple fog nodes

F1; F2; : : : ; Fp for parallel execution. Each fog node executes its assigned sub-task, and

the results are aggregated and returned to the original fog node Fm, which then forwards

the �nal output to the user device Un.

If no suitable fog nodes are found and the system cannot meet the deadline or resource

constraints through either full or partial o�oading, the taskKn is dropped. The 
owchart

also includes feedback loops indicating dynamic task reassessment or fallback to earlier

stages based on execution outcomes. The hierarchical and adaptive task o�oading

approach depicted in this 
owchart is ideal for dynamic fog computing environments,

as it enables distributed partial o�oading, fallback delegation, and direct execution.

Furthermore, by monitoring system states, resource availability, task deadlines, and
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Figure 4.3: Task o�oading 
ow chart

performance results over time, agents can learn optimal strategies for DRL-based task

o�oading.

From a decision-making perspective, user devices typically begin by selecting the

nearest or least-loaded fog node for task o�oading. The selected fog node then allocates

available resources to execute the task and returns the result to the user device. If the

fog node lacks su�cient computational capacity or is overloaded, it forwards the task to

the cloud for execution. This multi-tier processing model requires intelligent, adaptive

decision-making mechanisms capable of learning from the environment to optimize o�oading

paths and scheduling. As such, the design of learning algorithms for task o�oading and

resource allocation must be tightly coupled with the architectural setup. For instance,

reinforcement learning agents must be trained with awareness of the hierarchical structure

(fog vs. cloud), available bandwidth, node availability, and task urgency. The dynamic

interplay between architecture and learning model requires that o�oading decisions consider

factors such as network latency, fog node capacity, task deadlines, and energy constraints.

4.3 Task Model

We consider multiple tasks initiated from Uns denoted as Kn, where fn = 1; 2; : : : ; Ng.
The tasks can be represented as a directed acyclic graph (DAG) shown in Figure 4.4.
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The task pro�le of the nth user application can be de�ned in Equation (4.1):

Kn = fVk; Cn; �maxg (4.1)

where Vk, Cn, and �max denote the task data size, the CPU cycles required to compute

the task, and the maximum tolerable deadline (expired time) of the task Kn, respectively.

The task computation (Kn) at time (t) is de�ned by the total size of the task (Vk) and

the intensity of the device computation bu(t) at time (ti).

Figure 4.4: Directed acyclic graph task model.

The DAG task in Figure 4.4 demonstrates parallel task execution enabled by task

dependencies. Taking taskKn, composed of sub-tasks k1; k2; k3; k4; k5; k6; k7, as an example,

k1, k2, and k3 can run in parallel, k4 wait for execution of k2, then k5 and k6 waits

for execution of k4, while k7 is dependent on k5 and k6 and executes only after both

are �nished.

4.4 Dynamic Task Partitioning

In our F2F task o�oading mechanism, dynamic task partitioning is employed. A DRL

agent learns to partition tasks e�ectively by observing real-time system conditions such

as resource availability, task requirements, network bandwidth, and computational cost.

For partial o�oading, where tasks are distributed across multiple adjacent fog nodes,

each fog node Fj is assigned an o�oading probability ratio pj, where (0 < pj < 1). The

complete probability distribution for a task (kn) being o�oaded from Fm to its neighbors

is represented by the vector P = (p1; p2; : : : ; pn + 1). Where pn(t) = pn and pn(t) = 0

if node fm processes all the arrived tasks kn locally, while Fm(t) = pn + 1 and pn(t)#0

implies that the node Fm o�oads the number pn(t) of kn to adjacent fj. This probability
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vector guides the decision-making process for distributing portions of the task to available

Fj nodes, considering their computational capabilities, the network latency between Fm

and each Fj, and their current resource availability. Equation (4.2), presents the task

o�oading probability ratio for each Fj:

pj =
kn;jPn

j=1 kn;j
(4.2)

where
Pn

j=1 kn;j de�nes the sum of tasks o�oaded to adjacent Fj and Equation (4.3),

for task execution by fj.

kn;j = pj � kn (4.3)

For the local task execution, the remaining partition to be executed at the source (fm)

is de�ned as in Equation (4.4):

Pm = 1�
nX

j=1

pj (4.4)

where kn indicates the total number of tasks K being o�oaded and de�ned as

(kn =
Pn

j=1 kn;j)). With this, the total probability ratio of all Fj must ensure Equation (4.5):

nX
j=1

pm + pj = 1 (4.5)

This ensures that the sum of all partial o�oading ratios forms a valid probability distribution

in a continuous action space, where each xm;j 2 (0; 1).

Following this partitioning scheme, task o�oading proceeds dynamically among horizontally

connected fog nodes. To meet task execution requirements under 
uctuating conditions,

an overloaded fog node (Fm) transfers tasks to less utilized or idle nodes (Fj). Figure 4.2

illustrates this dynamic task partitioning and o�oading process.

4.5 Communication Model

The communication model in our proposed network architecture encompasses two types

of communication: User-to-Fog (U2F) involving continuous communication between user

devices (U2F ) and fog nodes (Fm), and Fog-to-Fog (F2F), speci�cally between fog nodes

Fm and Fj. This section details these communication aspects.

4.5.1 U2F Communication

Following the model in Zhang et al. (2023), wireless communication between user devices

(Un) and a fog node (Fm) is subject to multi-path fading and path loss. The probability

of path loss (PL(duf )) considers both line-of-sight (LoS) and non-line-of-sight (NLoS)
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conditions. The path loss PL between Un and the neighboring fog node Fm is adopted

from Tran-Dang and Kim (2023), and Hao et al. (2024). To aid o�oading decisions,

the channel status (Hc) is classi�ed as busy (1) or idle (0). Therefore, the path loss (�)

is presented as follows at Equation (4.6) and (4.7).

PLt
(duf )

= �(duf )� PLLoS(duf )(1� �(duf ))� PLNLoS(duf ) (4.6)

where �(duf ), PLLoS(duf ), and PLNLoS(duf ) represent LoS probability, LoS path loss �1,

and NLoS path loss �2, respectively.

PL = 20 log(dkm) + 20 log(BkHz) + 32:45 (dB) (4.7)

The task transmission delay � ttr is measured based on the bandwidth of the channel,

the size of the o�oaded task Kn, the transmission power of the user device's channel,

and the distance to the Fm.

T t
offk

=
Kt
ndm;f

� ttr
;

� ttr = �tu;f � log
�
1 +

htu;f ��
t
u;f

�

� (4.8)

We model the channel transmission rate � ttr from node fm to node fj according to Sellami

et al. (2022), where �tu;f , h
t
u;f , �

t
u;f , and � are the bandwidth, the channel power gain,

the transmission power, and the standard deviation of the noise power gain, respectively.

Therefore, the sum of tasks o�oaded to adjacent Fj, at the time, is guided by Equation

(4.8). We assume that the maximum available transmission power at a fog node corresponds

to the power required for o�oading the maximum number of tasks as presented in Baek

and Kaddoum (2021a). Accordingly, the node is capable of transmitting ptj tasks within

a single time slot, such that the transmission energy consumption does not exceed

the maximum permissible value �tf;(tr) � �
(max)
f;(tr) . The signal-to-noise ratio (SNR) is

described as SNR =
Psignal
Pnoise

. The noise power ratio and channel capacity correlations are

designed according to Shannon's Law by Equation (4.9) to present the capacity-dependent

relationship in the wireless network.

C = �log2(1 + (S=N)) (4.9)

where C; �; S;N are the channel capacity, channel bandwidth, average received signal

power, and average noise power, respectively.

4.5.2 F2F Communication

Fog-to-Fog (F2F) communication is triggered when the originating fog node Fm cannot

satisfy the quality of service (QoS) demands of a task from user Un. Subsequently,
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a direct o�oading process occurs between Fm and neighboring fog nodes Fj to enable

parallel execution of the partitioned sub-task on Fj. Consequently, the transmission and

computation delays within these fog layers are considered in our analysis. The communication

network connecting fog nodes Fm and Fj is modeled as a 
at, wired, �ber, optic Ethernet-based

infrastructure. Therefore, the communication cost is evaluated based on transmission

delay and propagation delay, both of which depend on the distance between the nodes

and the speed of light. The propagation delay between Fm and Fj is calculated as

Pm;j =
dm;j

Cl
, where dm;j represents the distance between Fm and Fj, and Cl is the speed

of light. For task o�oading between fog nodes, we assume a negligible noise ratio.

The energy consumed during the transmission of task portions Kn between fog nodes

(Fm to Fj) in partial o�oading accounts for both transmission and reception energy as

indicated Equation (4.10). This consumption is in
uenced by the channel transmission

power, the distance between the nodes, the size of the transferred data, and the energy

model of the communication interface.

Etr
m!j(t) = Etrans

m!j + Erec
m!j (4.10)

where Etrans
m!j is �trans� Ttrans and Erec

m!j is �rec� Trec, where � and T are power and time

consumed during transmission and receiving data, respectively. The transmission power

utilized by fog node f is calculated based on Equation ( 4.11) and (4.12) as follows

�tn;(tr) =
�t
m;jti
� �2

�1dm;jti
� �2

�
knp

t
j

2T�(m;f tn)
� 1

�
(4.11)

Moreover, the total data transmission rate dkn for the task kn over a set of multiple

orthogonal channels from Fm is calculated with Shannon's capacity formula (Shannon

(1948)) as follows.

� ttrtotal =
TX
t=1

NX
n=1

�n(t) log2

 
1 +

�tn;(tr)hn(t)

�

!
(4.12)

where �n(t), hn(t), �
t
n;(tr), and � represent the nth channel bandwidth, channel gain,

allocated transmission power, and noise power spectral density, respectively.

The transmission and communication delay between (Fm) and (Fj), for each individual

sub-task, can be calculated Equation (4.13)

� om;j =
kn;j � � ttrtotal

�m;j

+ Pd (4.13)

where Pd and �m;j are the propagation delay and the achievable data transmission rate

between Fm and Fj, respectively. Therefore, the total sub-task transmission latency can
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be computed using Equation (4.14) as the average of T o
m;j such that

� ototal =
1

n

TX
t=1

NX
j=1

� om;j (4.14)

where, n is the number of sub-tasks kn;j o�oaded to fj.

4.6 Local Computations

Assume T l
Fm
, V l

k , and Cn denote the local computing delay to compute the task portion

of Kn, the task size at Fm, and the number of CPU cores, respectively. Therefore, the

delay of tasks executed locally at fm and o�oaded from Un can be expressed by Equation

(4.15)

� lfm =
TX
t=1

NX
m=1

V l
k

Cn

� pm (4.15)

where Cn depends on the total task size Vk and bu(t) to measure the required intensity

of computational e�ect at the single node to complete its assigned portion. Energy is

not a major concern in the fog layer; energy consumption is expressed in Equation (4.16)

measured per CPU cycle �n, and computing tasks Kn are considered to calculate energy

as follows.

El
Fm

=
TX
t=1

NX
m=1

(�n �Ke
n) (4.16)

4.7 O�oading Computation Delay

As highlighted before, a fog node (Fm) accepts full tasks from Un until its maximum

tolerable capacity and stops accepting when its workload queue is full. Then, Fm o�oads

the task to the cooperating adjacent (Fj) node when it is unable to achieve the objective of

the task's maximum tolerable thresholds. The computation delay for each Fj is computed

as follows in Equation (4.17):

� oc;j =
kn;j � V o

kn

Cj

(4.17)

where Vkn represents the total size of task kn and Cj denotes the maximum number

of CPU cores available on fog node Fj. Following the parallel task execution model

presented in Tran-Dang and Kim (2023), we consider scenarios where multiple sub-tasks

are executed concurrently across several fog nodes. Therefore, the overall task computation

delay is determined by the longest execution time among all its sub-tasks computed by

Equation (4.18).

� oC;max = max(� oC;j1 ; �
o
C;j2

; : : : ; � oC;jn) (4.18)
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In this case, Equation (4.19), the total delay � tm;jin Fm and Fj is the total transmission

latency � ototal plus task execution latency � oc;max and local computation delay � lfm .

� tm;j = � ototal + � oc;max + � lfm (4.19)

We note that our work primarily focuses on task o�oading between fog nodes, assuming

that the user device has already o�oaded the task to an initial fog node Fm. Therefore,

we assume that tasks in the fog node queue are handled on a �rst-come, �rst-served

(FCFS) manner without accounting for contention dynamics or task prioritization.

4.8 Energy Consumption

The energy consumption for each Fj can be calculated as follows using Equation (4.20).

Eo
fj
= �n � ken;j (4.20)

Meanwhile, the total task execution energy consumption when tasks are executed in

multiple Fjs is given by Equation (4.21):

Ej;total =
TX
t=1

NX
j=1

Eo
fj

(4.21)

Since the partial o�oading model is applied in this work, the total system-wise task

computation delay Ttotal of the task considers both Fm and Fj as indicated in Equation

(4.22).

�total = � lFm + � oFj (4.22)

Moreover, in the partial task o�oading approach, the total energy consumption Etotal

considers both task execution at local Fm and adjacent Fj as well as energy consumption

at the transmission of task Kn. Therefore, Etotal is de�ned at Equation (4.23) as follows:

Et
m;j = El

Fm
+ Ej;total + Etr

m;j (4.23)

4.9 Multi-objective problem formulation

We now formulate the optimization problem with the aim of minimizing the overall system

latency and energy consumption in Equation (4.24a), thereby improving response time

and optimizing energy e�ciency as follows:

min
pn

lim
T!1

1

T

TX
t=1

NX
j=1

�
!t�

t
m;j + !eE

t
m;j

�
(4.24a)
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subject to

C1 : pm +
nX

j=1

pj = 1 (4.24b)

C2 : 0 � pm;

(
nX

j=1

pj;1; : : : pj;n

)
� 1; 8m; j 2 F (4.24c)

C3 :
TX
t=1

NX
n=1

pj � kn;j � Cj; 8j 2 F; 8k 2 K (4.24d)

C4 : �total � �maxKn; 8n 2 N (4.24e)

C5 : Eexc
m;j �Kn � Ethreshold; 8n 2 N (4.24f)

C6 :
NX
k=1

1X
p=0

Kn � Kn;max; 8m 2M (4.24g)

where N , T , (!t), and (!e) are the number of fog nodes, time steps, and weight coe�cients

of computation delay and energy consumption for both local and o�oading cases. The values

of (!t) and (!e) are within the interval [0; 1] and satisfy the constraint (!t) + (!e) = 1.

The objective function is formulated to ensure that a user device o�oads a task to a

speci�c fog node in a particular time step t. In this optimization problem the constraints

are presented:

� C1 (4.24b) de�nes the total task execution ratio between fm and multiple fjs should

not exceed the maximum (i.e., �1).

� C2 (4.24c) de�nes the probability of o�oading ratio ranges from (0) up to 1

� C3 (4.24d) ensures that the size of the o�oaded task to a fog node should not

exceed the node's maximum capacity.

� C4 (4.24e) shows the latency constraints concerning the maximum tolerable delay

threshold (�max) of o�oaded tasks in terms of transmission and execution deadlines,

� C5 4.24f) veri�es that the available energy in the fog node remains above a speci�ed

threshold.

� C6 4.24g) the sum of the o�oaded tasks should not exceed the maximum task.

This problem is in the class of NP-hard problems Ghanavati et al. (2020a). Therefore,

the discussion of the proposed approach presented in Section 4.10.

From network historical data to train the DL-based model and replay bu�er (D) data
for the actor-critic RL network to predict resources, such as bandwidth, channel condition,

task queue, memory, and others, for the future state prediction. This MADRL model

recognizes the availability and utilization of resources as a complex optimization problem
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with dependencies and interactions among multiple variables. The dynamic network and

resource context create a problem for the agent to converge under optimal conditions.

According to Al-Khafajiy et al. (2019a), in F2F cooperation, they share their updated

state and maintain a dynamically updated list of the best nodes, as framed in Table 4.2.

Table 4.2: Cooperative F2F sample extracted knowledge frame.

FID Status CPUCore CPU(%) Memory(%) � Queue #Kn Next Hop

F1 Busy 8 70% 50% 10Mbps [K1;K2;K3] 10 F2

The agent partially observes local states such as workload, available resources, energy

status, latency to other fog nodes, QoS metrics, task nature, node status (active, idle,

or sleep), and performance metrics from historical data from each fog node. According

to Tran-Dang and Kim (2023), this time-varying context is re
ected in the topology

designed in Figure 4.1 for interactions of the user device, and the status of the fog

node can be characterized in terms of distance, resources, and task computation ability.

Therefore, MAFCPTORA is designed to maximize the overall return accumulated over

time, rather than the immediate reward associated with a particular decision.

4.10 Multi-agent TD3 based task o�oading architecture

The task o�oading problem in Equation (4.24a) is fundamentally modeled as a Markov

decision process (MDP) as presented in Hao et al. (2024), implying that the next state

depends only on the current state and the chosen action. In more realistic scenarios where

the agent only has a limited view, the problem is framed as a Partially Observable MDP

(POMDP). This context a�ects the model's decisions and long-term performance because

it focuses on the immediate maximum value. To address this scenario, the decentralized

partially observable MDPs (Dec-POMDP) approach was applied to a multi-agent setting

as depicted in Figure 4.5. For this, a multi-agent system task o�oading decision-making

process involves independent TD3 agents deployed in each fog node. These agents observe

the environment and make their decisions based on their observations. The environment's

state includes dynamic factors relevant to decision-making. We apply decentralized

training to allow agents to learn their policies in a distributed manner, reducing the

burden on a single central entity and often enhancing privacy and scalability.

Each agent typically only partially observes local states, which include information

like workload, available resources, energy status, latency to other fog nodes, QoS metrics,

task nature, node status (active, idle, or sleep), performance metrics from historical data,

channel condition, location, and distance between fog nodes.

In cooperative multi-agent environments, policies aim to optimize a joint objective,



Proposed multi-agent DRL-based Partial Task O�oading Model in Fog-to-Fog
Networks 66

Figure 4.5: MATD3-based horizontal F2F task o�oading architecture.

often framed under Dec-POMDPs. These systems pose challenges such as an exponentially

growing joint state-action space as the number of agents increases and non-stationarity

due to dynamic network and resource availability Raju et al. (2024). These dynamics are

formally framed with the MDP tuples (s; a; s0; r; d) where:

� State Space(s): In this task o�oading problem, referring to the state of the fog

(F ) at time step (t) observed by the agent from the environment. It includes

the task node (Fm), resource status, and channel condition, modeled as a set of

st = fFt; RStg, 8st 2 S, where Ft represents a set of fog nodes and RSt a set of

resources at time step t.

� Action Space (a): the MATD3 agents observe the state and make a decision of

action (at) based on partial o�oading. The agent's decisions are based on partial

observability of the system state. We consider a continuous action space where

some tasks are executed at Fm, and the remaining are o�oaded to an adjacent fog

node Fj, (Fm ! Fj) as a set of actions at 2 A is the action in time step t. The set

of actions at each time step t is de�ned as (p00; p
1
n; : : : ; p

R
0 ); : : : (p

0
n; p

1
n; : : : ; p

R
n ), where

pRn represents the ratio of the task n allocated to available resource R.

� Reward (r): r(s; a; s0) is the reward when action a is taken in state s, and the

next state is s0. Where the reward is determined with the state transition function

(s0js; a) with the probability that state (s0) happens after action (a) is taken in state
(s).

� Done (d): Whether the TD3 agent in the fog environment reaches the terminal state

or not is communicated by this element. In this environment, the agent knows that
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the termination occurs after a hundred o�oading decisions or if an o�oading action

causes Fn resources to enter a busy state.

Figure 4.6 illustrates the dynamics of fog nodes' state and action status with a sample

probability ratio that shows the stochastic nature of the network and its resources.

A multi-user (Un) and multi-fog (Fm;j) network environment is considered to simulate

Figure 4.6: The dynamics of fog node state and action status

decentralized training, and the agent computes tasks in a distributed manner. In the

MADRL setting, the agent explores the environment and stores the replay bu�er (D)
experience as an MDP table (st; at; rt; st+1) to train the target network. The current state

of the agent is updated with real-time data observed from the environment. After that,

the individual agent Fm;j can make independent task o�oading decisions for the collective

result. Depending on the reward design, policies can be trained using either local or

collective feedback. Practically, the agent learns the task o�oading policy from the

network and observes the real-time task and resource information to make an online

decision. A decentralized training and execution are used so that each agent updates its

actor based on observation for joint actions of agents to enhance collective reward.

The agent's primary goal is to maximize the overall return accumulated over time,

rather than focusing solely on immediate rewards. The collective reward function is

often structured to penalize (use negative values for) metrics like latency and energy

consumption. In this case, to deal with the instability of the data set, the Min-Max
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normalization is applied to stabilize reward variation as illustrated by Equation (4.25).

xnorm =
x� xmin

xmax � xmin

(4.25)

Among them, xnorm is the normalized data, x is the original data, and xmax and xmin are

the maximum and the minimum values in the replay bu�er data set (D), respectively.
The TD3 agent is utilized as an o�-policy algorithm with a deterministic policy �(s; �)

and twin Q-value functions Q1(s; a;w1) and Q2(s; a;w2) to estimate the expected return.

The goal of the reward design is to guide agents toward minimizing normalized latency

and energy consumption during task o�oading. This is represented using Equation (4.26)

as follows

rm;j = �(!t � Tnormal + !e � Enormal) + rpenalty (4.26)

In a Markov decision process (MDP) setting, Equation (4.27) is used to calculate

the cumulative reward at time (t) as:

rt =
NX
k=0


krt+k+1 (4.27)

where (
 2 [0; 1]) is the discount factor that determines the in
uence of future rewards.

Due to the stochastic nature of the environment, a shaped reward is computed in Equation

(4.28) using an exponential moving average to ensure stable learning and consistent

o�oading decisions:

~rt = (1� �) � ~rt�1 + � � rt (4.28)

In decentralized multi-agent settings, this shaping is done separately for each fog

agent i, allowing agents to adapt independently to local dynamics. We adapted MADRL

scenarios from Baek and Kaddoum (2021a), where agents are designed to cooperate to

achieve a common goal, typically by sharing a single reward function that re
ects the

performance of the entire system. This means all agents work towards maximizing the

same objective of minimizing total system delay and energy consumption as a set common

objective for multiple agents. Agents may share their local rewards as feedback Chen et al.

(2022). This approach reduces communication overhead compared to sharing observations

and actions. The learning mechanism in such environments relies on DRL principles.

However, in this MDP-based learning process, the agent doesn't know the direction in

which to proceed while gathering the maximum reward. This is where the Bellman Eq

4.5 applies in RL-learning to enable the agent with the memory from the transition in the

MDP process. The Bellman Equation (2.7) helps approximate the action-value function

Q(s; a) during value iteration as follows:

Q(s; a) r + 
 �max
a0

Q(s0; a0) (4.29)
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Therefore, Eq 4.29 essentially states that the optimal policy for a given state (s) is the

action that maximizes the sum of the immediate reward and the discounted value of

the next state, considering all possible next states (s0) and their associated transition

probabilities (p). Applying Eq. 4.29 recursively for each state in the environment to

obtain the optimal policy for the entire environment.

In our case, we utilize the TD3-based MAFCPTORA algorithm to identify the optimal

deterministic policy from stochastic environments. The TD3 method is particularly suited

for continuous action spaces Wakgra et al. (2024a), where the actor network learns a policy

(�(s; �) and the critic evaluates its quality using twin Q-value networks:

� : S ! A

4.10.1 TD3 agent

The TD3 agent presented in �gure 4.5 is designed in a decentralized manner as depicted

in algorithm 2 and 3 where the agent is deployed at each fog node to make independent

o�oading decisions. Taking the collective o�oading action to maximize agents' expected

reward from the continuous action space. In the horizontal interaction of F2F environments,

there are N fog nodes presented as the local node Fm and the adjacent node Fj to execute

the task (K1; K2; : : : ; Kn) received from the user device. In this architecture N actions

are de�ned �1; �2; : : : ; �n, where they combined to form an action a time t, such that

�t = (�t;1; �t;2; : : : ; �t;n). Since continuous action space is considered, each action sums

up to 1. For this case, to enable the fog node to take action for themselves independently,

a decentralized policy is used, then combines their actions to achieve collective reward.

For that reason, N actor policy networks ��1; ��2; : : : ; ��n with parameter �1; �2; : : : �n

and actor target �01; �
0
2; : : : �

0
n employ in a parallel manner to �nd optimal o�oading

decisions. In addition, two critic networks Q�1 and Q�2 with their parameter �1, �2 and

the critic target network Q�01
, Q�02

with parameter �01, �
0
2 were used to mitigate Q-value

overestimation.

To optimize and stabilize the deep neural network, the replay bu�er D is used to store

the experience as a mini-batch. The decentralized TD3 agent observes the state st and

takes action �t at each time step t using the actor policy networks (Equation 2.6) and

(Equation 4.30).

�t(st) = [�t;1(st); �t;2(st); : : : ; �t;n(st)] (4.30)

At each action of the agent in fog environments, each observation is stored in the replay

bu�er D in a single transition of the future state s0i;t+1 with respect to previous action at,

reward ri;t and done 
ag di;t presented as (si;t; ai;t; s
0
i;t+1; ri;t; di;t). After the replay bu�er

D obtained from experience, the individual agent then updates its neural network from

the random mini-batch transition (si;t; ai;t; s
0
i;t; ri;t; di;t). The actor target policy used to
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take the next action a0t for the next state s0t and the Gaussian noise clipping to avoid

policy stagnation and overestimation (2.6).

4.11 Algorithm Design

To address the aforementioned task o�oading problem, we employ a decentralized, multi-agent

fully cooperative partial task o�oading and resource allocation (MAFCPTORA) algorithm

based on the actor-critic network. The MAFCPTORA algorithm is designed in two steps:

task o�oading decision and resource allocation.

4.11.1 Parallel MAFCPTORA-Algorithm

We designed a novel multi-agent fully cooperative partial task o�oading and resource

allocation (MAFCPTORA) algorithm based on probability using the TD3 approach.

A decentralized TD3 agent is deployed at each Fn and is responsible for their own

independent decision to �nd the optimal o�oading policy. The TD3 agent is utilized

as an o�-policy algorithm with a deterministic policy �(s; �) and twin Q-value functions

Q1(s; a;w1) and Q2(s; a;w2) to estimate the expected return. For this task o�oading

problem, DDPG was used in Seid et al. (2023); however, overestimating Q-values poses

a challenge for policy breaking due to exploiting errors in the Q-function. We employed

TD3, which uses two Q-value functions, Q�1 and Q�2 . These functions are trained by

minimizing the Mean Squared Bellman Error (MSBE), ensuring stable value estimation,

as presented in Equation(2.7). The clipped double-Q learning is de�ned where both of the

Q-functions use the single target to �nd a smaller target value using the twoQ functions in

Equation 2.7. In this case, the fog agent uses both Q-functions learn by regressing to the

target as Equation (2.8) and (2.9). The algorithm applies the parameter (��(s)) to update

the agent's knowledge, then perform the gradient descent of the performance measure

Q(�1). Parallelization within the algorithm is a practical approach to address resource

limitations in fog environments by dividing tasks into smaller, manageable components

Lim (2022). This MAFCPTORA algorithm is decomposed into two sequential stages,

as outlined in Algorithm 2 and Algorithm 3, which correspond to task o�oading and

resource allocation Rf;k(t), respectively. The most important point in these parallel

algorithms are enhancing task execution performance while optimizing resource allocation

decision.

In the algorithm the state information, action selection algorithm, the training algorithm,

and training and evaluation environments are de�ned. Here, the initial parameters and

maximum episodes iterations are con�gured. For the decision of each episode, it runs for

� time steps, as written in line 5 to 14 of the Algorithm 2. For each decision steps the

action selection method is invoked, then the reward are computed, as well the experience
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is stored as a replay bu�er D. Finally, after the training iteration of each step concluded,

evaluation continues using the same evaluation environments for each DRL models to

observe the performance improvement.

Algorithm 2: Multi-agent fully cooperative partial task o�oading

Input: Initial policy parameter �, Q-function parameters �1, �2, number of fog

nodes Fn, learning rate �, discount factor 
, number of training episodes

e, agent id i, time horizon � , replay bu�er size D, exploration rate �

Output: Optimal policy �

1 Initialize: �targ  �, �targ;1  �1, �targ;2  �2;

2 foreach Fm 2 fF1; : : : ; Fng do
3 Initialize Fm, ��m , Q�1;m ; Q�2;m , and targets �̂�m ; Q̂�1;m ; Q̂�2;m ;

4 Observe initial state Sm(0);

5 foreach decision step t = 0; : : : ; � � 1 do

6 foreach fog node Fm in parallel do

7 Generate exploration noise: am(t) = ��m(Sm(t)) +N (0; �);

8 Clip action: am(t) clip(am(t); alow; ahigh);

9 With probability Pm, select random am(t) (exploration);

10 Compute o�oading ratio: xm;j � �(xm;jjsm(t));
11 Allocate task portions Kxm;j

to neighbor fog nodes Fj;

12 Execute o�oaded tasks at Fj and remaining xm = 1�Pj xm;j locally;

13 Observe sm;j(t+ 1) and compute reward using Equation (4.28);

14 Store state transition (sm;j(t); am;j(t); rm;j(t); sm;j(t+ 1); d) in D;
15 foreach fog node Fj in parallel do

16 if enough samples in D then

17 Obtain sample mini-batch B = f(s; a; r; s0; d)g from D;
18 Compute target actions: a0 = ��targ(s

0) +N (0; �);

19 Compute target Q-value using Equation (2.8);

20 Update critics �1; �2 via gradient descent:

�i  �i � �r�iEB[(Q�i(s; a)� y)2]

;

21 Update actor � via deterministic policy gradient ascent using

Equation (4.31);

22 Update target networks using Equation (4.32);

A deterministic policy gradient to update the two critics �1; �2, Equation (4.31) and
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target networks �targ;i with Equation (4.32).

�  � + �r�Es2B[Q�1(s; ��(s))] (4.31)

�targ;i  ��targ;i + (1� �)�i�targ  ��targ + (1� �)� (4.32)

In the TD3 algorithm, a deterministic policy �(s; �) is trained to map the observed state

s(t) to an action ai(t). The policy is learned to maximize the Q-value estimated by the

critic network Q�1 guided by Equation (4.33):

max
�
Es�D [Q�1(s; ��(s))] (4.33)

In this work, maximizing the cumulative reward is the objective of each agent in this

decentralized multi-agent system. Furthermore, the cooperation of each TD3 agent (fog

node) with the others follows its respective trained policy, denoted as � = (�1; �2; : : : ; �n).

In addition, the expectation (E) is de�ned with the sum over time and the discounted

reward by 
 at each time step t. Then, the TD3 agent Fm;j's value function under policy

�i at state s is de�ned by Equation (4.34):

V �i(s) = E

"
1X
t=0


tRi(st; at; st+1)

#
; (4.34)

where Ri(st; at; st+1) is the reward function at time step t.

The value of agent Fm;j in this multi-agent system depends on the collective policy

� rather than just its own policy �i. The relationship is given by Equation (4.35) and

(4.36):

V
��i ;�

�

�i

i (s; w) � V
�i;�

�

�i

i (s); 8s 2 S and �i; (4.35)

where ���i represents the set of policies of all other agents except �i.

Additionally, the extended �-Nash equilibrium is de�ned by the following general

formula:

V
��i ;�

�

�i

i (s) � V
�i;�

�

�i

i (s)� �; 8s 2 S and �i: (4.36)

Here, ��i is the best response of agent Fm;j to the policies �
�
�i of other agents.

The reward function presented uses iterative computation of the optimal value function,

which represents the maximum expected cumulative reward that an agent can receive

from a given state s under an optimal policy ��(s). So, it is used to draw the value

iteration (Vi) in each state. It starts by initializing the value function V (0)(s) to 0 for all

states s. Then, for each iteration i, the algorithm updates the value function V(i+1)(s) for

each state s by taking the maximum expected cumulative reward over all possible actions

that can be taken from that state s. In the reward function, a hyperparameter � and


 are used to measure how far the agent reaches its goal and to govern the algorithm's
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pace for updating the value parameters, respectively.

Resource allocation is the critical context in dynamic and heterogeneous fog environment

for latency sensitive applications.

Algorithm 3: Multi-agent fully cooperative resource allocation

Input: Trained actor networks ��i for all agents Fm;j

1 Initialize task resource requirements: Vk, �t, H, and Fm;j resources (Cf , memory,

�);

2 Initialize ��i and Q�i for each agent Fm;j with random weights �i; �i;

3 Initialize target networks �0�i and Q0
�i
with weights �0i  �i; �

0
i  �i;

4 for episode e = 0; 1; : : : ; E � 1 do

5 foreach decision step t = 0; 1; : : : ; � � 1 do

// Parallelize the following for each agent Fm;j

6 foreach Fm;j in parallel do

7 Use trained actor network to decide resource allocation by

Equation (4.37);

8 Allocate Cf , memory, � for task processing based on ai(t);

9 Monitor latency, energy consumption, and resource utilization by

Equations (4.24d){(4.24f);

10 Compute feedback metrics using Equation (4.27);

11 Update task states for the next decision step using Equation (2.8);

Algorithm 3 outlines the proposed multi-agent fully cooperative resource allocation

process. Each fog node (agent Fm;j) uses its trained actor network ��i to determine

optimal resource allocation decisions for task execution. Initially, the algorithm sets up

task requirements and resource capacities, followed by the initialization of actor{critic

networks and their target network. During each episode, agents operate in parallel

to allocate CPU, memory, and bandwidth according to the actions generated by their

policies. After execution of latency, energy consumption, and resource utilization are

computed as a performance metrics, the task states are updated for subsequent decision

steps. In this F2F cooperative mechanism allows to enables decentralized yet coordinated

optimization of resource usage across fog nodes.

4.11.2 Gaussian Noise

In this TD3-based task o�oading, Gaussian noise is added to the stochastic policy to

encourage exploration. In F2F partial o�oading model where the task o�oaded to

multiple fog nodes the vector is represent the workload distribution of 2 [0; 1] with their

sum � 1. The action selection formula uses o� policy with Gaussian noise for exploration:

ai(t) = ��i(Si(t)) +N (0; �) (4.37)
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� ai(t): The action chosen by agent Fm;j at time t.

� ��i(Si(t)): The output of the actor network parameterized by �i, given the state

Si(t).

� N (0; �): illustrates the Gaussian noise in terms of mean (0) and standard deviation

� Equation (3.2).

The addition of Gaussian noise ensures that the agent explores actions around the

deterministic policy ��i and avoids premature convergence to suboptimal solutions. Moreover,

the update critic Q�i is done by minimizing the loss function.

L(�i) = E[(Q�i(S;A)� y)2] (4.38)

where y = ri + 
Q�̂i
(S 0; A0)

In this case, L(�i) presents the loss function for the critic network (Q�i) parameterized

by �. The loss measures the mean squared error (MSE) between the predicted Q value

and the target Q value y. The target Q-value y combines the immediate reward ri and

the discounted future value of the next state-action pair, estimated using the target critic

network Q�̂i
. We use this MSE update to train the critic to better predict the expected

cumulative reward for each pair of state actions. The smallest mean square error (MSE)

between the predicted reward of the critic model and the target reward is then calculated,

and this error is used to update the twin critic models using delayed backpropagation.

Minimizing this loss improves the accuracy of value estimates, which aids the actor in

policy optimization.

4.11.3 Model Sensitivity Analysis

To evaluate the robustness of the proposed MATD3-based o�oading model, a sensitivity

analysis was conducted by varying key environment parameters such as task arrival

rate, network delay, and energy coe�cients. The analysis revealed that the model's

performance is moderately sensitive to network delay, suggesting that accurate modeling

of communication dynamics is crucial for realistic performance estimation. In Algorithms

2 and 3, we update the actor policy �i at each time step (t), corresponding to delayed

policy update by estimating the Q-value of state and action using Equations (4.31) and

(4.32). The computational complexity of the TD3-based MAFCPTORA algorithm is

in
uenced by the number of agents (N), state and action dimensions (ds and da), batch

size (B), and hidden layer width (H). For each agent, the actor and critic networks

contribute a forward pass complexity of O(H(ds + da) +H2). During training, the critic

updates dominate the time complexity with O(2B �(H(ds+da)+H
2)) per agent. Including
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the delayed actor updates, the total training step per agent scales as O(B(ds+da+H)H).

Hence, for N agents:

O(N �B � (ds + da +H)H)

Dynamic task partitioning involves computing and normalizing task distribution vectors

across n neighbors, leading to a per-agent cost of O(n) and a total of O(N � n) per time
step. In decentralized environments, communication overhead arises due to state sharing

among neighbors, costing O(N �n �ds) per step. MATD3 demonstrates faster convergence

compared to benchmark solutions, including MAIDDPG, MASAC, and MAPPO. Therefore,

our MAFCPTORA algorithm maintains scalable performance with linear growth in agents

and manageable quadratic growth in network size.



Chapter 5

RESULTS AND DISCUSSIONS

In this section, we evaluate the performance of the proposed MAFCPTORA approach.

We also compare it with several existing approaches. Speci�cally, we used the MAIDDPG

Lillicrap et al. (2015), MATD3 Fujimoto et al. (2018), MASAC Haarnoja et al. (2018),

and MAPPO Schulman et al. (2017) DRL baseline algorithms. These algorithms are

suitable for decentralized training and execution in a continuous action space, where

each action represents the proportion of a task to be o�oaded to neighboring fog nodes,

modeled as a probability between 0 and 1. This implementation represents the state as

task state (task size), resource status, channel conditions of connected nodes (allocated

or free), and neighboring nodes. These algorithms follow the actor-critic network, where

the network trains using exploration and exploitation, updating the network based on

the rewards received. Meanwhile, the critic observes the global states and actions of all

individual autonomous agents Fm;j and evaluates the combined actions of the agents.

The assumption is that each user device may connect to multiple fog nodes and select

multiple nodes to o�oad its sub-task at a particular time slot (t). This selection process

is guided by the collective reward function presented in Equation (4.24a) comparing task

completion time to the delay threshold.

5.1 Simulation Settings

In this section, the simulation experimental setting adopted for simulation is described.

We consider a scenario of a multi-user (Un) and multi-fog nodes (Fn) environment. To

re
ect the validity and transferability to real-world logic the model parameters extracted

from literature with real-world trace and introduced Gaussian noise and uncertainty.

Each (Un) is equipped with a single-core CPU with a frequency between 1 GHz and 2

GHz, while (Fm;j) features multi-core CPUs with 2 to 8 cores and frequencies ranging

from 1.6 GHz to 3 GHz Fu et al. (2021). The computing and communication capabilities

of Fm;j are assumed to be heterogeneous. The bandwidth between Un and Fm is 250 Kbps

76
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to 54 Mbps, depending on the size of the task and the data transmission rate between

Fm;j can ranges up to 100 Mbps Al-Khafajiy et al. (2019a). The o�oading decision is

a�ected by the task arrival rate (�) packets per second, as indicated by Wakgra et al.

(2024a) to measure the workload intensity of Fm;j. The task execution rate (�) at Fm;j

is measured in terms of the total task executed per episode duration. A custom fog

environment is designed based on OpenAI Gym Brockman et al. (2016) standards. Table

5.1 presents the simulation parameters along with their values.

Table 5.1: Simulation parameters.

Parameters Quantity

Number of User devices 100

Number of fog nodes 6

Distance between fog nodes (Distm;j) 1 km to 5 km

Task arrival rate � at Fm;j 3 � 102 packets per second

Available CPU core �fm;j
[2{4] number of cores �

Bandwidth between fog nodes � 50 MHz

Channel condition H [0 � H � 1]

Computational capacity Umin
i [100{1000] MIPS

Computational capacity Fmax
m;j 50 MIPS

CPU frequency range Fm;j
max
min

[200� 106 � 15� 108] Hz

Path loss exponent PL(duf ) 2.7 dB

User device minimum channel transmission
power �ut;r(t)

10 dBm

User device maximum channel transmission
power �ut;r(t)

30 dBm

Number of episodes 10000

Observation steps per episode 100

Learning rate � 0.001 and 0.0001

Discount factor 
 0.99

Weight coe�cients !t and !e 0.7 and 0.3

Number of hidden layer 2

Number of neurons in hidden layer 256

Batch size 64
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5.1.1 Hyperpararameter Selection

The hyperparameters used in this study are learning rate (�), discount factor (
), replay

bu�er memory (D), batch size (B), target delay, weight coe�cient for latency (!t) and

energy (!e). In DRL algorithms selecting the value of these hyperparameters tunings

are challenging and no de�ned rules Gebrekidan et al. (2024). For learning rate (�)

the value obtained using the principle from Gulde et al. (2020) and the training process

experience. Here, (�) manages the training progress to determines the steps in episode

size in each gradient decent with iteration updates. The agents cumulative weighted

long-term reward of Q-values for latency-energy trade-o� are guided the discount factor

value, which is 
 value ranges between 0.98 and 0.995. In our fog-to-fog environment

the stable convergence (
) value at 0.99. The weight coe�cient of (!t) and (!e) is 0.5

initially, that is equal weight for both energy and latency. However, their performance

are not stable, so that the training episode guides the value of (!t) and (!e) as 0.7 and

0.3 indicated in Table 5.1, respectively. The remaining hyperparameters are selected

based on training experience from the simulation results: D size 10000, (B) size 64, and
observation step 100.

5.2 Simulation Results and Performance Analysis

The simulation results were structured to address key research objectives: improving

o�oading decisions and minimizing overall task execution system latency and energy

consumption in stochastic horizontal fog environments. In comparing these algorithms,

we conducted the training based on Table 5.1 for 10,000 episodes. Our MAFCPTORA

algorithms integrated with multi-agent PPO, IDDPG, SAC and TD3 in parallel task

execution approach. Each model is able to deal with this stochastic network and shows

good learning progress in training. We train all models with common F2F customized

environments designed using PyTorch python framework. All hyperparameters and fog

nodes resources remain the same for each model training to maintain consistence for

validation. In this dissertation MATD3 based model shows persistence and improved

result for each training episode as depicted Figure 5.1.

In this dissertation, we acknowledge the result of this simulation is highly dependent

on assumption and lacks real-world scenarios such as hardware heterogeneity, network


uctuations, and environmental noise. This logic may lead the model perform well but

fail to generalize in real world deployment where results can be biased or misleading.

Therefore, the network model is designed with real-world model parameters to minimize

factors pose by the simulation.

In the Figure 5.1 presents the MATD3 training result with respect to episode rewards,

episode latencies, episode energy and episode successful task completion. From these
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Figure 5.1: MATD3 training result for reward, latency, energy consumption, and task
completion rate per episodes

perspectives, MATD3 outperforms the other by return a stable, progressive, and long-term

cumulative reward formulated in Equation (4.24a). The training metrics result of MATD3

for episode rewards ranges from 0.34 to 0.75, episode energy consumption from 0.2 to 1.0,

episode latencies from 0.02 to 0.048 and successful task completion from 575 to 595 per

each 100000 episode. These training result were stochastic average standard values, the

smoothing conducted with mean values as shows in �gure 5.1. The overall system-wide

evaluation metrics are de�ned based on the average reward, latency, and energy per 100

episodes to get a more stable and reliable performance estimation. Therefore, the average

reward, the average latency, and the average energy consumption per episode are recorded

every 100 steps.

Figure 5.2 (a) illustrates episode-wise evaluation of reward, (b) average latency evaluation

per episode, (c) and average energy evaluation per episode performance of the MAFCPTORA

algorithms. Figure 5.2 (a) presents the evaluation reward comparison for the MAPPO,

MASAC, MAIDDPG, and MATD3 models. Figure 5.2 (b) presents the latency evaluation,

where MATD3 quickly converges and maintains a consistently low response time. In contrast,

MASAC struggles with higher latency, exhibiting a signi�cantly longer response time

compared to the other algorithms. Figure 5.2 (c) presents the evaluation of energy

consumption per episode, highlighting MATD3's e�ciency with notably low energy usage.

All evaluation results demonstrate progressive learning for each model. According to
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(a) (b)

(c)

Figure 5.2: Performance evaluation of MAPPO, MAIDDPG, MASAC, and MATD3 for
average reward, latency, and energy consumption per episode.

Figure 5.2, the MATD3 algorithm delivers a consistent performance across several metrics

and manages the trade-o� between o�oading decisions, response time, and energy consumption

quite well. The result of evaluation per episode reward within the ranges from 0.30 to 0.37

for each model, where MATD3 outperform other models. The performance of episode

latency also showing a promising result falls between 0.075 to 0.250 with MATD3 shows

excellent response time. Finally, energy consumption per episode varies from 0.7 to 1.4

where MATD3 still demonstrate very acceptable performance.

Figure 5.3 illustrates the performance of MATD3 based on individual metrics: average

reward, latency, and energy consumption evaluated per episode. The average reward,

latency, and energy performances of MATD3 are stable in convergence with progressive learning.

Here in Figure 5.3 (a) MATD3: average reward per episode, (b) MATD3: average latency

per episode, (c) MATD3: average energy per episode. Figure 5.3 (a) illustrates the

average reward evaluation results, which stays stable in a range between 0.32 and 0.36

across the episodes. Figure 5.3 (b) shows promising latency, mostly ranging between

0.08 and 0.18s, suggesting relatively best response times. Figure 5.3 (c) shows the energy

consumption laid between 0.6 and 1.4, indicating a tolerable balance between performance

and e�ciency.
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(a) (b)

(c)

Figure 5.3: Performance evaluation of MATD3 for average reward, latency, and energy
consumption per episode.

5.2.1 Ablation Study

The ablation study is conducted for MATD3, our main evaluation target, to examine

the performance sensitivity with a change in the weighting parameter (!). Comparative

methods are used as baselines without extensive parameter tuning, consistent with their

original con�gurations. Figure 5.4 shows the ablation study for the e�ects of the weight

coe�cient on average reward, latency, and energy consumption. In this study, the base

weight coe�cients !t and !e are set to 0.5, ensuring that latency and energy consumption

are treated with equal importance in the joint optimization objective. The ablation

performance with change in weighting parameter (!) conducted for on MATD3 model.

The result of the base weight coe�cients shows a balanced trade-o�. Hence, we reduced !e

to prioritize for minimizing task execution latency over energy consumption. The ablation

study indicates that prioritizing latency signi�cantly reduces average latency while energy

consumption increases, but it maintains an acceptable range. The best trade-o� was

observed at !t = 0:7, achieving both low latency and minimal energy consumption.

Moreover, the average reward exhibits an overall increasing trend; however, a slight

decline is observed at the �nal stage, likely due to the in
uence of minimized latency.



Results and Discussions 82

Figure 5.4: Ablation of MATD3 for average reward, latency, and energy consumption
per episode.

5.2.2 Performance Evaluation

The evaluation �ndings of MAPPO, MASAC, MAIDDPG, and MATD3 are presented in

Table 5.2 according to the average reward, latency, and energy consumption. Among the

models compared, MATD3 shows superior performance in all three metrics. It achieves

the highest average reward of (0.36 � 0.01), indicating more e�ective task o�oading

decisions. Furthermore, it signi�cantly reduces the average latency to (0.08 � 0.01),

which is considerably lower than the other three models, suggesting faster task execution.

Energy consumption is also minimized at (0.76 � 0.14), showcasing the model's e�ciency

in resource usage.

In contrast, MAPPO and MASAC show relatively competitive rewards despite having

higher latency and energy consumption. They achieve a nearly similar reward level 0.34

� 0.01) and (0.35 � 0.01), respectively. The highest average latency is observed in

MASAC, with a score of (0.2 � 0.03), indicating a slower response time relative to the

other models. Among the four models, MAIDDPG demonstrates the highest average

energy consumption, measured at 0.999 � 0.187. The convergence of these models is

observed to be stable during the training period, with low standard deviations across
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metrics, a�rming the reliability of the learned policies. Our experimental results further

validate the e�ectiveness of this approach, where parallel F2F task execution enabled the

best-performing model. It demonstrate suitability for real-time, and distributed applications.

Table 5.2: Summary evaluation results for the four models.

Model Ave Reward Ave Latency Ave Energy

Consumption

MAPPO 0.34 � 0.01 0.17 � 0.02 0.96 � 0.15
MASAC 0.35 � 0.01 0.20 � 0.03 0.92 � 0.14

MAIDDPG 0.32 � 0.01 0.143 � 0.014 0.999 � 0.187
MATD3 0.36 � 0.01 0.08 � 0.01 0.76 � 0.14

1

To check the stability of our MATD3 model performance, the training was conducted

with 0.5, 0.6, 0.7, and 0.8 latency weight factors. The results presented in table 5.3 shows

a more stable and consistency.

Table 5.3: The ablation summary evaluation results for the MATD3 model with di�erent
latency weight factors.

Latency weight

coe�cient (!)
Ave Reward Ave Latency Ave Energy

Consumption

0.5 0.33 � 0.011 0.13 � 0.00 0.78 � 0.010
0.6 0.34 � 0.01 0.09 � 0.011 0.81 � 0.11
0.7 0.36 � 0.01 0.08 � 0.01 0.76 � 0.14

0.8 0.36 � 0.01 0.10 � 0.001 0.79 � 0.12

1
Note: Bold values in table 5.2 and 5.3 indicate the best performance achieved by the MATD3

algorithm for each metric.



Chapter 6

CONCLUSION AND FUTURE

WORK

6.1 Conclusion

The fog computing paradigm is designed to address the computational challenges of

delay-sensitive applications generated by the user devices. For such user devices, tasks are

o�oaded to fog nodes to solve the resource constraints problem to meet their performance

requirements. Task o�oading happens when local task computation models can not

address the user device's QoS requirements. Therefore, o�oading to distributed fog

nodes, depending on the goals of the applications, becomes a solution. A complete

survey is presented on task o�oading strategies that maintain task QoS requirements

for real-time applications in the user device-to-fog computing environment. Plus, the

application of the o�oading model to di�erent application domains in a real-time manner

is investigated. As a result, various task o�oading strategies in fog using centralized,

decentralized (distributed), and federated architectural design approaches are presented.

Speci�cally, techniques are presented for optimizing QoS requirements in task o�oading

for dynamic and static topological fog architectures. Moreover, di�erent task o�oading

approaches emphasize the convergence problem, as the search space grows exponentially

and increases run-time processing. Furthermore, applying continuous updating is challenging

in these approaches because they focus on immediate results, which leads to overall

performance degradation in the long run. Recently, DRL techniques were utilized;

therefore, this work focuses on the application of DRL techniques to enhance task o�oading

and resource allocation decisions in the continuous search space of the fog.

In this dissertation, we addressed the challenges of task o�oading in dynamic fog

computing environments, particularly under scenarios with high computational demands.

We proposed a MAFCPTORA, a decentralized multi-agent deep reinforcement learning

approach for partial task o�oading in a horizontal fog-to-fog (F2F) architecture. This

84
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approach allows fog nodes to make autonomous and coordinated decisions, optimizing

sub-task o�oading based on real-time resource status, workload, and network conditions.

The proposed MAFCPTORA algorithm enhances task execution e�ciency by reducing

latency and energy consumption while maintaining the quality of service (QoS) for

end-user applications. We evaluated the performance of our method against various

state-of-the-art MADRL algorithms, including MATD3, MASAC, MAIDDPG, and MAPPO.

MATD3 demonstrated superior performance, achieving the highest average reward of 0.36

� 0.01, the lowest average latency of 0.08 � 0.01, and the lowest energy consumption

of 0.76�0.14. These results validate the e�ectiveness of our decentralized approach for

scalable and e�cient task o�oading in fog computing environments.

6.2 Future work and recommendation

In future work, we plan to consider the task success rate for dynamic resource requirements

while optimizing response time. We design the tasks to be split into sub-tasks so that

dependency-heavy tasks are planned to be addressed in the extension of this work.

Implementing the proposed algorithm in practical application scenarios for deployment

is also important, as it provides valuable insights. The absence of a multi-objective

optimization framework to jointly balance di�erent QoS requirements in uncertain network

conditions is a major gap, and plan to address in the future. Therefore, the next plan

is to jointly balance latency, energy usage, bandwidth constraints, and battery health

under dynamic and uncertain network conditions. Also, we plan to extend our work with

a fault tolerance approach when a fog node fails. A fallback mechanism is important in

mission-critical tasks.
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Chapter A

APPENDIX A: SAMPLE CODE

AND FIGURES

The training and performance evaluation sample graphs for each of the baseline algorithms

presented in this section. In the simulation, the design have fog-to-fog environments

"fogtofog.py", baseline model implementation such as MATD3.py, MAIDDPG.py, MAPPO.py,

and MASAC.py. The network model for actor and critic also designed inside network.py.

We presented sample "fogtofog.py" sample python code.

import numpy as np

import torch

class FogNode:

def __init__(self, task_size, task_deadline, cpu_req, dep_prob, cpu_avail, ram_avail, queue_len,

offload_succ_rate, bandwidth, net_delay, link_fail_prob, snr, plr, jitter, channel_status,

received_power=0.01, noise_power=0.001):

self.task_size = task_size

self.task_deadline = task_deadline

self.cpu_req = cpu_req

self.dep_prob = dep_prob

self.cpu_avail = cpu_avail

self.ram_avail = ram_avail

self.queue_len = queue_len

self.offload_succ_rate = offload_succ_rate

self.bandwidth = bandwidth

self.net_delay = net_delay

self.link_fail_prob = link_fail_prob

self.snr = self.calculate_snr(received_power, noise_power)

self.plr = plr

100
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self.jitter = jitter

self.channel_status = channel_status # 1: Free, 0: Busy

self.SPEED_OF_LIGHT_FIBER = 3e8

self.distance = torch.rand(1, device='cpu') * 90 + 10

def calculate_snr(self, received_power, noise_power):

return received_power / noise_power

def calculate_snr_db(self, received_power, noise_power):

return 10 * np.log10(received_power / noise_power)

def can_handle_task(self, task_cpu, task_bandwidth, task_ram):

return (self.cpu_avail >= task_cpu and

self.bandwidth >= task_bandwidth and

self.ram_avail >= task_ram)

def assign_task(self, task_cpu, task_bandwidth, task_ram):

if self.can_handle_task(task_cpu, task_bandwidth, task_ram):

self.cpu_avail -= task_cpu

self.bandwidth -= task_bandwidth

self.ram_avail -= task_ram

return True

return False

def reset(self):

self.cpu_avail = 3.0 # Reset to initial capacity

self.bandwidth = 100 # Reset to initial bandwidth

self.ram_avail = 2.0 # Reset to initial RAM

def calculate_pd(self, distance):

return distance / self.SPEED_OF_LIGHT_FIBER

def calculate_transmission_latency(self, task_size, bandwidth, distance):

pd = self.calculate_pd(distance)

return task_size / bandwidth + pd

class FogToFogEnv:

def __init__(self, num_fog_nodes=6):
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self.num_fog_nodes = num_fog_nodes

self.fog_nodes = [FogNode(0, 0, 0, 0, 3.0, 2.0, 4, 0.8, 100, 30, 0.02, 1.0, 0.01, 1.0, 1) for _ in range(num_fog_nodes)]

self.task_counter = 0

self.result_ratio = 0.1

self.state = self._generate_initial_state()

self.max_latency = 100 # Placeholder max latency

self.max_energy = 10 # Placeholder max energy

self.max_successful_tasks = 10 # Placeholder max successful tasks

self.smoothed_reward = 0.2

def _generate_initial_state(self):

self.S_channel = np.random.choice([0, 1], size=(self.num_fog_nodes,))

self.S_power = np.random.normal(3.0, 0.5, size=(self.num_fog_nodes,))

self.S_gain = np.random.normal(1.0, 0.2, size=(self.num_fog_nodes,))

self.S_size = np.random.normal(25, 10, size=(self.num_fog_nodes,))

self.S_cycle = np.random.normal(3.0, 0.5, size=(self.num_fog_nodes,))

self.S_ddl = np.random.normal(25, 10, size=(self.num_fog_nodes,))

self.S_res = np.random.normal(2.0, 0.5, size=(self.num_fog_nodes,))

self.S_com = np.random.normal(100, 20, size=(self.num_fog_nodes,))

self.S_epsilon = np.random.normal(0.01, 0.005, size=(self.num_fog_nodes,))

self.S_new_feature1 = np.random.normal(1.0, 0.2, size=(self.num_fog_nodes,))

self.S_new_feature2 = np.random.normal(1.0, 0.2, size=(self.num_fog_nodes,))

self.S_new_feature3 = np.random.normal(1.0, 0.2, size=(self.num_fog_nodes,))

...
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Figure A.1: MAIDDPG Training Result

Figure A.2: MAPPO Training Result
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Figure A.3: Baseline algorithm sample comparison
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Figure A.4: MAIDDPG Sample evaluation result
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Figure A.5: MASAC Sample evaluation result
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Figure A.6: Smoothed energy consumption graph
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