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ABSTRACT

With the advancement of high-tech devices and the growing demand for large data
processing, networking systems have become unresponsive to user demands. Due to the high
traffic on the network system, the capacity of network technologies such as wired, wireless,
and cellular networks have been dramatically increased. The traffic nature of today’s
network system is highly complex, making conventional networks incapable of handling it.
These traditional network characteristics could not be adapted to changing demands. As a
result, managing the various networking devices is extremely difficult because of the
inflexibility of increasing network size and the reliance on the specific vendor ’s software.
Software-defined networking was created by decoupling network control from data-
forwarding devices. SDN aimed to create a networking paradigm that responds quickly to
changing network requirements. The SDN controller uses the OpenFlow protocol, which
handles rules for traffic at the switch. The Floodlight controller uses Dijkstra’s as a shortest
path finding algorithm. Dijkstra’s algorithm searches for the shortest path without prior
information. This makes Dijkstra’s algorithm waste valuable resources on useless nodes. In
this thesis, the multi-heuristic shortest path algorithm, which removes unnecessary node
checking, was proposed to optimize the performance of the Floodlight SDN controller. This
study was implemented and tested on the network that the Mininet network emulator created.
The network consists of virtual switches and hosts that the Floodlight controller manages.
After network setup, the performance evaluation was performed using the CBench tool,
which tests for throughput and latency metrics. Also, iperf is used to test packet loss. The
proposed multi-heuristic shortest path algorithm can increase the throughput by an average
of 22.27%, reduce an average latency by 5.63%, reduce response time by an average of
3.34%, and also decrease packet loss of 17.09% when compared with Floodlight controller
with Dijkstra’s algorithm.

Keywords: Software Defined Networking (SDN), OpenFlow, Floodlight controller,
Dijkstra’s, Multi-heuristic shortest path algorithm (MHSPA)



CHAPTER 1 INTRODUCTION

1.1 Background of the study

Software-defined networking (SDN) is an evolving networking paradigm that hopes to
change the limitation of current network infrastructures. Also, it decouples the vertical
combination by separating the network’s control logic from the underlying forward devices.
Because of the separation of the control planes and data planes, network switches become
simple forwarding devices. We can implement the control logic in a logically centralized or
distributed controller. SDN makes network reconfiguration simple and introduces a more
flexible architecture. It is a method for developing computer networks that distinguish and
abstracts the underlying infrastructure of these systems from applications and network

services [1].

The SDN controller finds the control plane. Also, it controls the forwarding path through
which the packet transfer takes place in the network [2]. Several SDN controllers, such as
OpenDaylight, pox, and Floodlight [3], are available. Floodlight is a java based open source
OpenFlow controller contributed by Big Switch Networks. Floodlight has a topology

manager module to compute the shortest path using Dijkstra’s algorithm [4].

Routing is transferring information from source to destination through the optimal path. The
controller calculates the optimal path by the shortest path algorithm. So, improving the
shortest pathfinding technique will improve network performance. Performance metrics can
measure network performance. The parameters employed to measure network performance

are throughput, delay, and latency [5].

This study aims to improve optimal pathfinding by implementing multi-heuristic shortest
pathfinding algorithms (MHSPA) into the Floodlight SDN controller. Floodlight uses
Dijkstra’s shortest pathfinding algorithm by default. Dijkstra’s algorithm blindly searches a
path, which wastes lots of resources. A multi-heuristic shortest pathfinding algorithm is
implemented on the controller as an optimal pathfinding algorithm. The multi-heuristic
algorithm uses extra information to guide its search by estimating the distance from the next
node to be evaluated to the goal position. This value enables the algorithm to guess the next

best node. Getting the next best node provides an optimal path with better performance.



1.2 Motivation of the study

With the increasing demand for the fastest connectivity, operators need their networks to be
capable of programmability, centralized intelligence, and abstraction. The programmability
nature encourages innovation and accelerates service introduction, and their network’s
centralized intelligence behavior helps simplify control and optimize performance and
intelligent management. The abstraction of the network infrastructure decouples the control

with the data plane of the traditional network.

The need for high-performance SDN controllers is crucial to meet the demand. The
floodlight controller lack performance. Therefore, it is essential to enhance the Floodlight
controller’s performance, an open-source controller implemented by different enterprises.
Unlike closed-source controllers, represented as distributed controller instances, open-
source controllers are represented as single controller instances. So, this demand motivates
me to enhance the Floodlight controller’s performance using the Multi-Heuristic shortest

path algorithm, which has a high impact on SDN-based networks.
1.3 Statement of the Problem

Software-Defined Networks offer adaptable and intelligent network processes by splitting a
traditional network into a centralized control plane and a data plane. The control plane adds
flow paths to switches and improves network performance. The controller is a critical
component for all data plane activities in the control plane. Hence, the performance and

capabilities of the controller itself are critical [6].

The shortest path problem is the problem that finds the minimum distance or pathway
between nodes or vertices in a graph. Many algorithms solve the shortest path problem.
Dijkstra’s algorithm is one form of the greedy algorithm. Dijkstra uses blind search to
calculate the shortest route. Because of this, the algorithm wastes valuable resources on
unnecessary nodes to the destination. The Floodlight controller uses Dijkstra’s algorithm to
search and calculate the optimal path from source to target nodes. The limitation of Dijkstra’s
algorithm makes the Floodlight Controller waste unnecessary resources to find the optimal
path. This study implements multi-heuristic shortest-path algorithms to solve the above

problem



1.4 Research Question

Based on the problems stated in the statement of the problem section, this research tries to

answer the following questions.

1. How to design a multi-heuristic shortest path algorithm for the Floodlight controller?

2. How to implement a multi-heuristic shortest path algorithm to the Floodlight
controller to improve the performance of the controller?

3. How can a multi-heuristic shortest path algorithm improve the performance of the
Floodlight SDN controller?

4. How to the performance of a Floodlight SDN controller with a multi-heuristic
shortest path algorithm be evaluated using throughput, latency, packet loss, and
response time?

1.5 Objective of the Study

General Objective

The study’s primary objective is to improve the performance of the Floodlight SDN

controller using a multi-heuristic shortest path algorithm.

Specific Objective

To reach the general objective, the researcher defines the following specific objectives:

To review the literature and related work in an improvement of Floodlight controller
routing and shortest path finding algorithm,

To study the Floodlight controller’s shortest pathfinding and routing algorithm,

To propose and design a multi-heuristic shortest path algorithm,

To Implement a multi-heuristic shortest path algorithm in the Floodlight SDN
controller,

To simulate MHSPA using Mininet simulation tool,

To analyze throughput, latency, packet loss, and response time of Floodlight SDN

controller from simulation result



1.6 Significant of the study

This study’s primary significance is allowing OpenFlow-enabled SDN device developers to
develop a fast SDN controller. In addition, it is helpful for Network administrators, ICT
experts, and SDN controller developers. Furthermore, it contributes to the research

community as input for further research.
1.7 Expected outcome of the study

This study’s expected outcome is the performance improvement in Floodlight controllers.

Also, the modified version of the Floodlight controller routing algorithm will be produced.
1.8 Delimitation scope

Scope
The scope of the research within the given resource and time is:

@® There are a lot of SDN controllers in the market. This study assumes the proposed
MHSPA works over different SDN controllers. But this study focuses only
Floodlight SDN controller,

® To develop a multi-heuristic shortest path algorithm for Floodlight SDN controller,

® To implement a multi-heuristic shortest path algorithm to Floodlight SDN controller,

® To simulate MHSPA and Dijkstra’s algorithm using linear topology and Mininet
tool,

® To analyze the Floodlight controller’s throughput, latency, packet loss, and response

time from the simulation result.

Limitations
Due to some constraints, this study has the following limitations:
® Because of the unavailability of real OpenFlow devices, this study uses virtual
devices, i.e., switches and controllers.
® This work is only implemented and analyzes the performance of a Floodlight
controller.
® This work evaluates throughput, latency, packet loss, and response time performance

matrices.



CHAPTER 2 LITERATURE REVIEW

2.1 Overview of Traditional Network

The computer network is the basis for today’s telecommunications technologies, as networks
become part of the critical infrastructure of our businesses, homes, and schools. Network
technology reaches today’s high technologies, and network computing technology has
become a part of our day-to-day life due to the massive amount of information and data

stored in the cloud.
2.1.1 Traditional Network Architecture

It is essential to examine the conventional network architecture to understand the new SDN
approach better. It has transmission equipment, software, wireless or wired connectivity
between components, and communication protocols. Different mediums are used to connect
hardware and build a network. These connections lead to different transmission modes.
Ethernet, wireless, or optical are these modes of transmission. Hardware like servers,
switches, and routers make up the network’s core. They are connected via one or more
transmission methods. When we think of end-to-end communication, the data moves through
the network hardware one hop at a time until it reaches its destination. Sometimes, the data

can be broken up into multiple pieces and sent on different routes to reach its destination.
2.1.2 Limitations of Traditional Networking

Traditional network designs need to be more capable of meeting today’s market demands.
The limitations of traditional networks, which include the following, prevent existing
network architectures from meeting the needs of today’s customers, organizations, and

providers.[7]

® Inability to scale. The network must expand at the same rate as the demand for the

data centers’ rapid expansion. However, the addition of thousands of networking
devices like routers, firewalls, and switches required for configuration and
management made networks extremely complex. Network administrators have
always relied heavily on bandwidth oversubscription to scale enterprise networks.
However, with the virtualization of data centers, traffic patterns have become highly



dynamic, making it difficult to predict them. Scalability issues are even more
challenging for large companies like Google, Amazon, eBay, and Facebook. These
operators work with massive data processing systems and complex datasets that

cannot be manually configured.

Vendor_dependence. To meet changing industry standards or customer needs,

internet service providers and data centers are always looking ahead to implementing
new features and services. However, the equipment vendor’s life cycles for the
generated service and equipment, which might be roughly three years or even more
in certain situations, limit the capacity to respond. Additionally, network operators’
ability to adapt the system to their contexts has been restricted by the need for more
open, standardized interfaces. This mismatch between network capabilities and client
demand has severely impacted the industry. Therefore, the industry created an SDN
paradigm to address these difficulties.

Inconsistent policies. It may need to configure thousands of devices and procedures

to apply a network-wide policy. For instance, IT may need hours or even days to
update ACLs throughout the whole network each time a new virtual machine is
installed. IT personnel finds it very challenging to apply a consistent set of access,
security, quality of service, and other policies to users becoming more mobile due to
the complexity of today’s networks. Because of this, the organization is prone to
security breaches, non-compliance with laws, and other adverse effects because

Management Complexity. Most computer network technologies have always been
built on routing protocols designed to connect hosts reliably over long distances at
high speeds and in various network topologies. Over the past few decades, protocols
have been designed in various ways that lead to separation. Each protocol solves a
particular problem without implementing concept abstractions to meet current
industry requirements like high availability, security, and extended connectivity.
Network management complexity is the main issue that network administrators face
today because of this approach. One illustration of this is that network administrators
now find it difficult to add or remove devices from a network, such as switches,
routers, firewalls, and Web authentication portals. For example, access lists, VLAN
quality of service policies, routing protocols, and network topologies need to be

changed.



Until the introduction of the virtualization service, only a single server connected a
few clients. Thanks to virtualization services, applications can now be distributed
across multiple virtual machines. In addition, VMs frequently need to migrate to
achieve workload balance; Traditional networking, which was not intended for such
dynamic flow changes, was confronted with several difficulties due to this
functionality of virtualized platforms.

In addition to the above, equipment vendor dependence and software version
compatibility must be considered before making any changes to the network. As a
result, network administrators maintain a relatively static network to avoid or
minimize service disruptions brought by any change. The dynamic landscape of
server virtualization is limited by the static nature of static network design, increasing

the number of hosts that require connectivity.

A networking paradigm called Software-Defined Networking (SDN) is envisioned as the
next generation of computer networking to address the above problems in traditional
networking. SDN has two characteristics that distinguish it from traditional networks. These
characteristics are the separation of the management plane and the data plane and the
logically centralized control plane to control multiple data plane elements under a single

software control Program.[8]
2.2 Software-Defined Network

The Open Networking Foundation defines SDN as “an emerging network architecture in
which network control is decoupled from forwarding and is directly programmable.” The
control plane, formerly firmly tied to specific network devices, is now being migrated into
available computing devices, allowing the fundamental infrastructure to be hidden from
applications and network services, which can treat the network as a logical or virtual
entity.[9]

Technological advancement has increased the number of network applications, users, and
devices that existed before. The networking system could not handle the new technologies
and innovations in a way that would maximize its performance. Applying newly developed
technologies can enhance the quality of experience (QoE) and service (quality of service) to
address networking challenges. Software Defined Networking (SDN) is one of these



technologies. The network bottleneck, primarily data centers and cloud computing services,
could be resolved by selecting high-speed network parameters.[10]

Nowadays, the networking system comprises sophisticated equipment and new technologies
that are added regularly. The demand for Big Data systems that process substantial data
volumes, such as cloud computing and mobile traffic, and traffic from mobile devices is also
overgrowing. Therefore, the capacity of wired and wireless network technologies and
cellular networks (i.e., 4G and 5G) grows. Because of the user demand and network capacity,
the networking system requires a high-performance network management system.
Furthermore, the present network traffic pattern is highly complicated, and traditional

network design needs to meet the demands of today’s consumers.[11]

Software Defined network is a new and emerging technology that breaks the vertical
integration of traditional networks. The data and control planes integrate into a similar
network unit in a traditional network. SDN is a new approach to designing, implementing,

and managing networks that decouple the network control (control plane) and the forwarding
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Figure 1: SDN architecture [14]

process (data plane). The fundamental distinction between conventional networks and SDN

is that SDN removes the decision-making part from the routers and offers a centralized



Control-Plane that creates a network view for the control and management applications.

Through the launch of SDN, several new network capabilities and services have been

enabled, such as Traffic Engineering, Software Engineering, Network Virtualization, and

Automation. [12]. The application, control, and data layers are the three layers of the SDN

network architecture, as depicted in figure 1 above.

Application layer/plane. This layer, often known as the management layer,

comprises network programs that look after an SDN’s control logic. Routing, load
balancing, policy enforcement, or a custom application from a service provider are
just a few examples of the new applications and services that may be easily and
quickly implemented in networks with SDN capabilities. Additionally, it enables
network orchestration and automation through already-existing APIs.[9]

Northern Bound Interface. Northbound APIs are used by applications or higher-

layer control programs running on top of the controller. The application layer is an
integral part of the SDN technology since the value of SDN is pinned to the
innovative applications. Northbound APIs are also used to connect the controller to
cloud management, such as OpenStack and CloudStack, which are used to manage
clouds. Nowadays, REST API has been the utmost used API, and most controllers
(including RYU, Floodlight, ONOS, and OpenDaylight) support it [21]

Control layer/plane. - This layer is often known as the brain or the intelligent part

of the network. Because it controls and makes decisions for the entire network and
allows the SDN to abstract its physical network state as a comprehensive network
view to a controller instance running in the application layer. Once individual
network devices are configured individually, an overall network can be configured
or organized as one single entity. In other words, the SDN controller (control plane)
acts as a logically centralized brainpower with an overall view of the network and
the capability to reconfigure it dynamically. Network management has everything
to do with the control plane. Northbound application programming interfaces (APIs)
is the API that facilitates the communication between the application plane and
control planes (Controller). Furthermore, in the control plane, several controllers can
connect with each other using an East-West bound interface. Southbound API of the
OpenFlow (OF) protocol is used by the control plane to communicate with the data
plane. [14]



e Southbound interface. Southbound APIs create a connection between the SDN

controller and infrastructure layer (data plane devices). This interface creates
infrastructure layer abstraction in the network. OpenFlow is the most popular
southbound protocol. Nevertheless, the marker has several non-OpenFlow South
Bound Interface APIs (SBIAPI).

e Data layer/plane. The infrastructure layer consists of the forwarding equipment on

the network, such as load balancers, switches, and routers. It uses the southbound
APIs to connect with the control plane by receiving the forwarding rules and policies
to apply to the corresponding devices.[22]

2.2.1 Benefits of SDN

Software-defined networking will change how engineers and designers build and run their
networks to meet business needs. With the advent of SDN, networks have become a non-
proprietary open standard and are easy to program and manage. SDN will give businesses
and operators more control over their networks, allowing them to adapt and optimize their
networks to reduce overall network maintenance costs. Some of the main benefits of SDN

can be summarized below [15].

® The programmability of the network. By implementing a new layer of

orchestration, SDN can address the inflexibility and complexity of traditional
networks. SDN allows companies to programmatically control and scale their
networks without sacrificing performance, reliability, or user experience. The data
and control plane abstraction are what make SDN so valuable. By removing
complexity from the infrastructure layer and adding visibility to applications and
services, SDN simplifies network management and brings virtualization to the
network. It abstracts flow control from individual devices to the network layer.
Network-wide flow control allows administrators to define network flows that meet
connectivity needs and the specific needs of individual user communities. The SDN
approach relieves network administrators of the need to implement personalized
procedures and policies on each network device individually. In SDN architecture,
control plane functions are detached from the physical device and performed by an
external controller. SDN offers programmability in the control plane itself.
Programmability allows changes to be implemented and propagated through secure
channels across specific devices or network hardware. This approach makes it easier

10



to integrate new devices into existing architectures. SDN controllers enhance the
traffic engineering capabilities of network operators working with video traffic. It
allows network operators to control congestion hotspots and reduces the complexity
of traffic engineering.

® The Rise of Virtualization. SDN holds great promise for large-scale data center

(DC) management. Data centers have significant scalability issues, particularly with
the growth and migration of virtual machines (VMs). Migrating the virtual machine
and updating the Media Access Control (MAC) address table using a traditional
network architecture can disrupt the user experience and applications. Thus, network
virtualization, which can be thought of as an SDN application, presents a significant
opportunity for large-scale data centers. It provides tunnels that can extract MAC
addresses from the infrastructure layer, allows Layer 2 traffic to run on Layer 3
overlays, and simplifies the deployment and migration of virtual machines in the
network.

® Additionally, SDN enables multi-tenant hosting providers to link physical and virtual
servers, local and remote facilities, and public and private clouds into a logical
network. Therefore, each customer will have a separate opinion of the network
provider. SDN adds a layer of virtualization to cloud providers’ architecture and
allows their tenants to get different views of the Data Center Network (DCN) based
on their needs. SDN is a promising approach to delivering network as a Service
(NaaS).

® Device Configuration and Troubleshooting. With SDN, device configuration and

troubleshooting can be done from a single point on the network, bringing networking
closer to achieving the goal of a configurable dynamic network. Shape and make
adaptations according to needs. SDN also offers an opportunity to drive network
innovation by providing a programmable platform for experimentation with new
protocols and policies using production traffic.

@® Cost reduction. Installing SDN does not need a large budget and labor. Some SDN

products are even free and open source for everyone. However, there are licensing
fees for some SDN solutions. Overall, this reduces costs from a deployment,

operations, and management standpoint.

To achieve the above benefits, the SDN must make the desired changes in the network by

implementing the appropriate forwarding rules through the south interface connecting the
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control layer and the infrastructure layer, as shown in Figure 1. There are different
southbound interface protocols, such as OpenFlow [16], Opflex [17], NETCONF [18],
ForCES[19], and POF [20]. There are other options for southbound interface
implementation, but OpenFlow is the first choice of researchers and enterprises [16]. The
north interface is the one that responds to business policy implementation requests on the
controller’s application layer. The widely used northern interfaces are to implement service

policy to define traffic behavior.
2.3 OpenFlow(OF) Protocol

The OF protocol is the most widely used and applied southbound API for SDN-enabled
networks. OpenFlow was introduced and maintained by the Open Networking Foundation
(ONF) [23], contributed by the leaders of IT industries. Flow can be represented in an
OpenFlow-enabled network as a transmission control protocol (TCP) connection, packets
with a matching MAC address, an IP address, a VLAN tag, or a switch port. There are one
or more flow tables on the OpenFlow switch. A flow table consists of a collection of flow
entries to match, and process packets a flow entry is used. It consists of many matching fields
for matching packets, encounters for tracking packets, and application instructions [9]. The
OpenFlow switch employs an OpenFlow channel to interact with the OpenFlow controller.
The Open Networking Foundation (ONF) has released several versions of OpenFlow.

Different functionality and features are added in each release to comply with

Controller Controller I

o 0
7 OpenFlow Protocol

l J OpenFlow Switch
i Datapath
OpenFlow | | OpenFlow | ,
Channel Channel : Group | | Meter
Control Channel : Table Table
Port Port
Flow Flow Flow
I | Table [T | Table [© | Table :
Port —J Port
- Pipeline

Figure 2: OpenFlow architecture [24]
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commercial deployment.

The OpenFlow protocol’s overall design,

feature, and

summarization of the features of versions 1.0-1.5 specifications are listed in table 1. In

detail, it gives an overview of current OpenFlow protocols organized by related fields.

Table 1: OpenFlow feature comparison

done in the output port

Version Major Feature Reason Use Cases
1.0-1.1 Multiple tables Avoid  flow  entry
explosion
Group table Enable applying action | Load balancing, failover,
sets to a group of flows | link aggregation
Full VLAN and MPLS
support
1.1-1.2 [OXM Match Extending matching
flexibility
Multiple controllers HA/load Controller failover,
balancing/scalability controller load balancing
1.2-1.3 Meter table Add the quality of
service and DiffServ
capability.
Table miss entry offer flexibility
1.3-1.4 [ Synchronized tables improve table scalability | MAC learning
1.4-1.5 Egress table Enable processing to be

Scheduled bundled

Further, improve switch

synchronization.
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2.4 Routing

Routing is how the networking system decides where to send a packet. It also discovers the
path using a combination of Link discovery and management, topology management, and a
routing engine. Instead of using destination-based routing, which is popular in traditional
networks, SDN uses flow-based routing. For each incoming traffic flow, the relevant flow
rule is set up in the switch’s Flowable Memory. It is a logical data structure that governs data
flow in OpenFlow switches. This data structure utilized Ternary Content Memory
Addressable (TCAM) on switches, a particular high-speed memory, to guarantee matching
flexibility and good lookup performance in constant time[51].

2.5 Comparison of SDN controller

There are a lot of open sources and proprietary SDN controllers available. These controllers
have different features and functionalities. For comparison reasons most famous of these

controller features and functionalities are summarized in table 2.

Table 2: OpenFlow controllers’ comparison

Name Lang. | SBI Platform Ul | License | Modularity [ Documentation

Floodlight | Java OF | Linux, MacQOS, | CLI, | Apache Fair Good

[25] 1.0- Windows Wul| 20
1.5
ODL [27] | Java OF | Linux, MacOS, | CLI, | EPL High Good

1.0,1.3 Windows WUI 1.0

POX [28] | Python | OF 1.0 | Linux, MacOS, | CLI, | Apache Low Limited
Windows GUI 2.0

Ryu [29] |Python| OF Linux, MacOS | CLI | Apache Fair Good
1.0-1.5 2.0
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The Floodlight controller is achieving this approach in practical delivering open SDN
features than available alternatives listed in Table 2. Furthermore, the Floodlight controller
has the capability of combining both SDN and Traditional networks by using islands. This
feature is significant as it allows companies to transition smoothly from traditional networks
to SDN.

2.5.1 Floodlight controller and Its Architecture

The Floodlight [25] controller is an open-source SDN/OpenFlow controller written in Java.
It is Apache-licensed and is supported by a large community of SDN controller developers,
including several network researchers and engineers from BigSwitch Networks [31]. It also
supports OpenFlow protocol from version 1.0 through 1.5, the latest version for

communication between controller and forwarding devices.

The Floodlight controller design includes features useful for data centers and enterprise-class
networks. Because OpenFlow defines protocols via an OpenFlow-enabled switch, a
controller activated remotely can change the behavior of core networking devices via a well-
defined data forwarding instruction set. The Floodlight controller is intended for use with
various switches and routers that support OpenFlow standards. The Floodlight controller
could also support hybrid networks where OpenFlow-enabled switches are connected
through non-OpenFlow switches. Some of the Floodlight controller’s essential features are
listed below [32]:

® It is compatible with many real and virtual OpenFlow-enabled devices.

® |ts modularity makes it simple to improve and extend.

® |t is straightforward to set up and configure with minimal dependencies.

@® |t can also manage a network of hybrid environments, managing multiple sections of
OpenFlow and non-OpenFlow clusters with minimum restrictions.

® |t provides a high-performance network, a commercial product from BigSwitch

Networks.

Furthermore, the Floodlight controller has a built-in collection of modular applications.
These modular applications are used for different solutions. The internal architecture, the
available Java module applications, and some of the Floodlight controller’s core features are
described below:

15



A) Device Manager. This core module tracks devices moving around a network and

defines the destination device for a new flow. The device manager knows and learns about
devices through PacketIn requests. It uses data from the Packetln to classify the device
based on how the entity classifier is configured. The entity classifier recognizes a device
by default using its VLAN and MAC address. These two characteristics will define the
device’s uniqueness. Other characteristics, such as IP addresses, are also covered in this
module. The device connection points are an essential piece of information. An attachment

point for that device is created When a packet arrives on a switch.

B) Topology management. Oversees maintaining the controller’s topology information

and finding routing in the network. Also, in the computation of the shortest path by using

Dijsktra’s Algorithm,
REST Applications
F(:,irc#it a Openﬁgfk , Applications in any language leveraging services via REST
HEREr uantum Plugin APl exposed by controller modules and module applications
(python) (python)
Module Applications Floodlight Controller
Statii R R R
vnF £ Flow_} r-«-‘lcn:lule_J Thread Packet Jython "."urel:)_j Unit
Entry Manager Pool Streamer Server Ul Tests
Firewall\yid Pusher
PortDown E ) _P‘J Topology _RJ _RJ - R
Reconciliation Forwarding P Device Mnrse=cf Link Flow Storage _J
Manager Discovery Cache*
(o] Routing Memory
Hub Learningﬁl = Nosal* |
Switch E OpenFlow Services )
L . R R R R R
Applications with smtchesﬂ C&“”“”“‘J perfmgn‘j Trace—J Countersd
higher bandwidth i Store |
communication -
with controller Core services of common interest to SON applications

such as Packetin's

* Interfaces defined only & not implemented: FlowCache, NoSq|l

Figure 3: Floodlight SDN controller architecture[25]

C) Link Discovery. It is responsible for maintaining and discovering the status of

connection in the OpenFlow network. The link discovery services use LLDPs and
broadcast packets (BDDPs) to detect links.
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D) Forwarding module. The Floodlight controller is designed to operate in networks that

contain both OpenFlow and non-OpenFlow switches. The forwarding mechanism must take
this situation into account. The algorithm will find all OpenFlow clusters with device
attachment points for both the source and destination devices. Following that FlowMods will
be stored along the flow’s shortest path. If the cluster receives a Packetin and there is no
connection point on that island for the device, the packet will be flooded through the

network.

E)_Packet Streamer. A packet streamer or filter service can use the static flow principle to

forward the OpenFlow packet switch and the controller to any other connected monitoring
device. This service has two functionalities; filtering characteristics of OpenFlow messages

based on a REST interface and streaming the filtered packets using a thrift-based interface.

F) Static Flow Pusher. This Floodlight module allows the insertion of flows and groups

that include action and match columns into the OpenFlow network via REST API.

2.5.2 Floodlight Design Features

Floodlight SDN controllers have different features that are preferable by the scientific

community. Some of these features are listed and described as follows.

® OpenFlow and non-OpenFlow support: The Controller supports both OpenFlow
and OpenFlow networks. Supporting OpenFlow and non-OpenFlow devices enables
the controller to manage the combination of devices through OpenFlow and other
protocols using clustering. From the OpenFlow cluster to the none OpenFlow cluster,
there should be only one link between, and not loop back and assume that the non-
OpenFlow cluster is a single L2 broadcast domain. There are six versions of
OpenFlow protocols starting from V1.0 to VV1.6. This version has different features
and improvements, as described in table 1. The latest Floodlight controller supports
V1.5, which has an egress port table; it helps the process can be done in the output

port and enhanced switch synchronizations and multiple switch configuration.

® Network Virtualization: Network virtualization is one of the essential benefits of
SDN. The network resource can be allocated to different flows of traffic, and it has
been a means of isolating different types of traffic that share the same switched LAN

infrastructure Using this technology. The advantage of virtualization is enhanced to
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enhance network reliability, speed, flexibility, scalability, and security. It is said to
be especially useful in networks that experience sudden, large, and unforeseen surges

in usage.

® OpenStack support: OpenStack is an open-source cloud-based framework service

that can provide virtual servers and services for customers.
2.6 Related Work

Researchers did several works to improve SDN performance and best pathfinding. The SDN
assigns the user to the nodes with higher latency, affecting the system performance. In [33],
the researchers propose a Multicast routing model to minimize the number of flow entries in
SND. Because multicast trees are determined individually, further reductions in the size of
flow entries are possible when multicast trees of multiple multicast requests are determined
using the conventional scheme. The proposed model determines all multicast trees at the
same time and encourages the sharing of unicast entries among multiple multicast trees.
They expressed the model as an ILP problem and created a heuristic algorithm that can be
used if the ILP problem is intractable. They assessed the proposed model by solving the ILP
problem with the heuristic algorithm. The proposed model is designed for the static scenario,
in which the sender and set of receivers for each multicast request are known ahead of time.
The proposed model can be applied when multiple multicast request routes must be
optimized, such as at the start of network operation or during scheduled network

maintenance.

In [34], the researchers propose energy-aware routing considering load balancing for SDN.
They proposed a two-phase SDN-based routing mechanism that minimizes energy
consumption while maintaining a certain quality of service for user flows and considers link
load balancing. The first stage is a scheduled offline method using the ACO algorithm to
find a graph with the fewest switches accountable for routing existing flows. This graph is
modified and serves as the input for the following phase. The second phase is an online
event-driven algorithm that routes incoming flows to meet the quality-of-service

requirements while also balancing link loads.

Another study [35] proposes Reliability Aware Multiple Path Installations in Software-
Defined Networking. This method calculates the primary path based on higher reliability.
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Then, they propose an RAF variant, Distance-based RAF (DRAF), that calculates the
optimal path based on the combined value of shorter distance and higher reliability. The
RAF process is divided into the Bootstrapping Process, the Graph Composition Process, and
the Path Computation/Installation Phase. During the bootstrap phase, the controller starts
feature requests and several other asynchronous control requests for global awareness of the
infrastructure layer. Their mechanism employs switch state inspection, modification, flow
rule and interface statistics, aliveness monitoring, and capabilities. Applications that are
publisher-subscribers and act as event-driven sources for network control are how the
process is typically presented. In the second stage, the controller regularly informs graph
connectivity in response to end-users and device detection events. The controller’s reliability
inquiry represents the link’s stability between forwarding devices and end-user connectivity
with devices. In the final phase, the controller installs rules reactively. After the accurate
calculation method is completed, the controller will determine the most reliable paths and
backup to install.

Flow aggregation and routing are jointly designed in this study [36]. Their study goal is to
minimize the total cost by trading off those two factors by properly defining costs for each.
An Integer Linear Program (ILP) is created to find the optimal solution by leveraging flow
table costs and average transmission delay. The study also proposes a heuristic algorithm
ORWEFA (Overlapping Routing with Weighted Flow Aggregation) for fast design to make
their solution more scalable for large network scenarios. First, ORWFA constructs multiple
spanning trees with different flow targets as the roots. Then it aggregates based on the
corresponding spanning trees to share overlapping routes. The routing tree is built using the
spanning tree’s non-closed circle characteristics, which allows for more overlapping routes
and better flow aggregation conditions. It considers the trade-off relationship between the
transmission delay cost and the hardware cost of the storage chip, ensuring that the flow
table is aggregated while selecting the shortest route to achieve a low transmission delay. It
also considers the flow’s priority so that the flow with the higher priority takes the shortest
route possible. In comparison, the flow with the lower priority takes the longest route
possible. The aggregation can save flow table space while decreasing average transmission
delay.

An adaptive greedy flow routing algorithm was proposed by Shirmarz et al. [38]. The greedy

algorithm for flow routing to meet performance requirements. In addition to the greedy
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algorithm, they implement three other routing algorithms in Java to be embedded in the
Floodlight controller to evaluate the adaptive flow routing (AFR). In the proposed greedy
scheme, the controller selects the optimal path every second for each flow based on the
flow’s performance requests. Each flow has a source, destination, and four performance
metrics limitations to guarantee flow performance. The proposed approach tries to order
flows and routes and selects the optimized paths. Additionally, the proposed scheme

improves average delay, blocking probability (BP), utilization, and running time.

In this research [39], the routing method based on BFA is applied to the SDN to solve the
scalability problem. The SDN is represented in the graph with its nodes and edges. With less
computation time, the bellman ford finds the best path for the user based on the graph nodes.
A fast and efficient routing protocol is required to optimize the extensive SDN network for
traffic demands. The proposed method analyzes network routing in SDNs, uses BFA to
divide the network into many subnets, and finds the shortest path in each subnet and between
subnets. The BFA for implementing the proposed algorithm in the SDN controller. The test
environment design for the proposed routing algorithm underpins the proposal of a routing

algorithm for large-scale SDNs.

Another study proposes self-Routing Techniques in Software-defined Networking [40]. In
the proposed self-routing technique, a stack of labels is allocated to the first packet of each
traffic flow. Forwarding instructions are produced simply through the content of these labels.
The main advantage is to reduce the number of SDN entries distributed by the controller.
Therefore, this helps minimize the load on the controller and increases its scalability. Instead
of a controller distributing entries to each switch involved in a communication path, routing
instructions will be added as extension labels to the arriving traffic flows. For each new
traffic flow, an OpenFlow switch receives a stack of routing labels from the SDN controller.
Also, it affixes the routing labels to the first packet of the arriving new traffic flow and
forwards it to the next-hop switch involved in this route. Other switches on a similar routing
path will use these routing labels to store the route instruction in their flow tables; while
processing is always done on the first label, the remaining stack is passed to the next involved

switch.
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Table 3: Summary of related works

Ref. Method used Achievements Limitation

No

[33] | Routing model for determining | Reduces the | Sharing a single
multicast trees to minimize the total | required number of |entry for many
amount of flow entries for several | flow entries flows may induce
multicast requests. congestion
Determines  all  multicast  trees
simultaneously and promotes the
sharing of wunicast entries among
different multicast trees.

[34] | Two-phase SDN-based routing method | Improve the | It may require a
to minimize energy consumption and | performance of a|longer time to
improves the quality of service. network in small | converge in a

scale network dynamic  large-
Uses a minimum graph-based Ant scale network
Colony Optimization (ACO) approach
and an innovative weighted routing
approach.

[35] | Use the Reliability Aware Multiple Path | Improves flow | Reliability
Flow Rule (RAF) that computes links | installation traffic competition value
consistency and installs the smallest imposes extra
flow rules for multiple paths based on Overhead and end- processing load
the accurate value of the optimal path. to-end delay on the controller

[36] [ Rule-merging-based and Dijkstra-based | Save flow table [ The controller
solutions to Reduce the number of rule | space and reduce [ may not regularly
changes required to reroute some traffic | transmission delay. | have flow
from a congested link. visibility
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[37] | Flow aggregation and routing are jointly | Improve  average | link  congestion
designed. An Integer Linear Program |transmission delay | may occur when
(ILP) is created to find the ideal solution | and minimize flow |the flow table
by leveraging flow table costs and | table size compression is
average transmission delay. They also large
propose a heuristic algorithm ORWFA
(Overlapping Routing with Weighted
Flow Aggregation) for fast design.

[38] | In the proposed greedy scheme, the | Improves average | effect of
controller selects the optimal path every | delay,  utilization, | scalability on the
second for each flow based on the |and running time performance  of
flow’s performance requests to meet the routing
performance requirements. algorithm not

considered

[39] | Routing technique based on the | Improves latency | This study did not
Bellman-Ford Algorithm (BFA). The [and  computation | consider  other
BFA determines the optimal path for the | time performance
nodes to reach the user with low latency. parameters.

[40] | Self-routing technique to reduce | reduced the number | adding stack
controller interaction by reducing the | of interactions | labelling
number of entries distributed by the | between the | increased the

controller. The primary method is
applying a stack of routing labels to the
first packet of each new traffic flow. The
routing labels serve as a forwarding

index, indicating the next hop.

controller and the

network devices,

controller load
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CHAPTER 3 MATERIAL AND METHOD

3.1 Introduction

This section will discuss the method for organization, simulation, and analyzing and
comparing the available tools I reviewed. | analyzed the past overview and searched for the
best-fit technology to distinguish which method to choose for my preferred methodology.
This gives me the best option and flexibility for development and design strategy. | used the
scientific research review technique during the initial research phase to obtain relevant
information by reviewing the paper and defining the gap. | collect resources from various
sources to gain in-depth knowledge. In this research, I followed the inductive approach and
quantitative research mechanism. To work with this previously done research, | typically
emphasize the existing use case thoroughly. There are several use cases in our research too.
In this step, a critical scientific paper review is the primary source of our use cases.

Additionally, on top of the paper review, a different data source is used.
3.2 Research Method

This section shows how advanced system solutions are designed and implemented and how
to analyze the research based on previously conducted research and currently available
technology. At this stage of the study, all mechanics of every step and procedure will clearly
be defined based on the identified problem domain and characteristics. So, in this step, |
have demonstrated a method of approach, a flowchart of the design system, the proposed
system test and evaluation mechanism, comparison default and the proposed algorithm in
action, and defined the tools we used in every step. The tasks mentioned above in the
research show some quick steps that | get around to the strategy of this research.

® | collected the relevant resource accurately by analyzing published articles, research
papers, a dedicated forum about the problem I identified, and visiting official sites of
the technology to look around specifications, methodology, technology stack,
conventions, and archetype. After all of these, some available experts and community
members the community discussion to discuss the best possible ideas around.

® The crucial primary step was to define the identified problem to be solved clearly.

® After that, Then I identified the parameters for designing the proposed solution.
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and related works area problem and

Review literature dentify research Identify research
propose solution

Result and Implementation Design proposed
analysis and Simulation solution
consclusion

Figure 4: Research methodology

® Then | Implement the proposed solution.

® Finally, I prepared for the conduct of the experiment using different mechanisms that
suited the problem 1 identified and documented the result | obtained from the
analysis. Analyze the result to check what is wrong or whether the intended task
works or not and look in detail at my conclusion for my algorithm. My algorithm
may trigger another issue that needs a solution for the future. We clearly show this

without any hesitation to fellow researchers and reviewers in an ethical manner.
3.3 Proposed solution

The suitable solution for the identified problem is proposed and discussed in detail in this
section. The solution for the defined problem is to implement a multi-heuristic shortest path
finding algorithm to identify the best route from the start node to the goal. Dijkstra’s
algorithm is one of the many search algorithms that take input, evaluate some paths, and
return the solution. Dijkstra’s is widely used in pathfinding and graph transversal, plotting

an efficiently traversable path between nodes. Dijkstra’s is a greedy search algorithm.[41]

The proposed system works by modifying the shortest path algorithm of the controller. For
my implementation, | have modified one file in Floodlight Controller,
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Topologylnstance.java, which is found under the Topology and path management services
section, as depicted in figure 3. This module calculates the path from start to destination and

routing selection.

My main modification to this module is adding a multi-heuristic algorithm to calculate the
remaining cost to the destination. Based on this cost result, the algorithm selects the next
node to the destination. The proposed multi-heuristic routing algorithm solves Dijkstra’s

limitation by removing unnecessary node checking.

Initialize open list
and Closed list

!

put start node into
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l

Calculate switch
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node?
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Generate
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Figure 5: MHSPA flow chart
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3.3.1 Multi-Heuristic Shortest Path Algorithm

The Multiple-heuristic shortest path algorithm (MHSPA) is an improved version of
Dijkstra’s algorithm. This algorithm adds a multiple-heuristic method to optimize the
pathfinding mechanism. Multiple-heuristic methods give information to the algorithm about
where to go next. Hence, the algorithm only checks some paths. MHSPA uses the
f(n)=g(n)+h(n) function to calculate the total cost of the path. Where:

f(n)=total cost from source to destination
g(n) = summation of costs from the start node to the current node
h(n) = estimation of cost from the current node to the destination node

Additionally, the h(n) value guides the algorithm on which node to check next. a switch size
threshold to change between heuristic calculation methods. When the first packet arrives on
the OpenFlow switch, the switch requests the controller which path to send the packet. First,
MHSPA receives topology information from the topology manager module; it calculates
network size using the total number of connected switches. After getting the network size, it

calculates 25% of them as the threshold limit and stores them to size_threshold.
size_threshold = number of connected switches * 0.25

If the network size in the path exceeds the threshold level, the MHSPA changes the heuristic

method to calculate the estimation cost to the destination.
If switch_size > size threshold
h(n) = Use the Manhattan distance
Else

h(n) = Use Euclidean distance
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After calculating the h(n) value, add it to the g(n). finally, based on the total value, the
algorithm selects the next node. The algorithm automatically adjusts the estimated cost

function, as depicted in figure 6. This makes the algorithm run efficiently.

Algorithm 1: MHSP Algorithm

Imput: graph (Node, Start, Target)
QOutput: path

1: algorithm MHSPA (Graph, source):

2 for each vertex v in Graph-

3- cost[v] + infinity

4- previous[v] < undefined

5z dist[source] «— 0

6: size_threshold +— Total num _switch®*0.25

1: (J « the set of all nodes in Graph

g while Qis not empty:

9: u + node in Q@ with smallest cost []

10- remove u from Q

11: for each neighbor v of u:

12: if (link_size > size _threshold)

13: remain_cost +— manhattan(u,v)
14- else

15- remain_cost «— euclidean{u )
la: alt + cost [u] +remain_cost

17: if alt < cost[v]

18: cost[v] — alt

19- previous[v] < u

20- return path

Figure 6: MHSPA algorithm
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3.4 Development Tool and Technique

This section is focused on tools and techniques for the simulation and development of the

proposed solution. These tools and techniques are listed below. In this thesis, we will use

different software tools; some of them are Floodlight controllers from Big Switch, Mininet,

and CBench with these, we use Eclipse ant for developing and building the Floodlight.

3.4.1 Simulation and Designing Tools

The software used to simulate the proposed system is listed and summarized below.

Table 4: Simulation and Designing tools.

Ref. No. Tools and Name Description
Technologies
[25] SDN Controller Floodlight Java-based SDN controller
[42] OpenFlow switch OVS A multi-layer virtual switch
[43] 0S Ubuntu Open-source Linux-based operating
system
[44] IDE IntelliJ For building Floodlight
[45] Simulator Mininet An emulator for SDN and
OpenFlow
[46][50][53] | Traffic Generator CBench, Open-source. Provides multiple
iperf, SIEGE | parameters for achieving
throughput, latency, and packet
loss tests.
[47] Development Tool Java Java is a class-based, high-level,

object-oriented programming

language
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3.4.1.1 Installation and running of Floodlight Controller

As explained in section 2.2.1, the Floodlight controller is an open-source and enterprise

OpenFlow controller. Some of the main features it discussed below [25]:

Apache-licensed, multi-purpose, Open-source software,
The community developed, including BigSwitch,

Because of its ease to use, Floodlight is broadly used in the network community,

It is designed in a way to scale to the widely increasing number of OpenFlow and
non-OpenFlow-enabled devices,

® |t supports OpenFlow protocols 1.0 through 1.5

To install and run the Floodlight controller, Linux Ubuntu 16.04 LTS, python, and JVM
must be installed. The following steps and prerequisites must be fulfilled. Since Floodlight

is Java-based, it needs a JVM which can be installed using the following command.
sudo apt-get install oracle-java8-set-default

To build and run the Floodlight controller, ant, maven, and python dependencies must be

installed first. The following code must execute to install these dependencies.
sudo apt-get install build-essential ant maven python-dev

After installing all the required dependencies, it is time to download and run the Floodlight

controller using the following command
git clone https://github.com/floodlight/floodlight.qgit; cd floodlight
git submodule init
git submodule update
mvn install -DskipTests.
sudo mkdir /var/lib/Floodlight

sudo chmod 777 /var/lib/floodlight
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3.4.1.2 Installation and running of Mininet.

Mininet is an open-source network emulation tool that creates different types of networks.
It creates a realistic virtual network that can be run on an actual kernel, switch, and
application code, on a single VM, cloud, or native machine, with a single command in
seconds. Using Mininet, anyone can develop, share, and research with software-defined
networks using OpenFlow support and Mininet CLI and python API, and we can easily
connect with the network. Moreover, it can be customized, shared, and deployed on real

hardware.

Mininet supports OpenFlow protocol used in software-defined networks. This feature
provides the interface between the control plane and the data plane. Furthermore, it can

support a diversity of topologies and have the capability of creating custom topologies.[45]

Installing Mininet is straightforward. The installation steps and commands are on the

Mininet official page [26]. To install and test Mininet, use the following commands.

git clone https://github.com/mininet/mininet

cd mininet

git tag # list available versions

git checkout -b mininet-2.3.0 2.3.0 # or whatever version you wish to install

cd ..

mininet/util/install.sh [options]

Mininet available installation options are:

® -a: install everything included in the Mininet VM, including dependencies like Open
vSwitch and additions like the OpenFlow Wireshark dissector and POX.
-nfv: install Mininet, the OpenFlow reference switch, and Open vSwitch
-s mydir: to place source/build trees somewhere other than the home directory, use

this option before any other options.
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From the above installation option for this thesis purpose, the -nvf option is enough to create
the network. After the successful installation of Mininet, test if the installation works as

expected using the below command.

sudo mn --test pingall

3.4.1.3 Installation and running of CBench.

OpenFlow benchmarking tool is a tool for testing OpenFlow controllers by generating
packet-in events for new flows. The Floodlight documentation recommended CBench
(controller benchmark). CBench emulates a bunch of switches that connect to a controller,
send packet-in messages, and watch for flow mods to get pushed down [46]. CBench tool
has two primary benchmarking tests; throughput and latency. A detailed description of how
CBench works to test throughput and latency; and the CBench algorithm is described in
Section 4.4.1

To install CBench, first install all dependencies using the following commands.

sudo apt-get install autoconf automake libtool libsnmp-dev libpcap-dev

After all the dependencies are fulfilled, use the following command to install CBench [46].

git clone https://github.com/mininet/oflops

cd oflops

sh boot.sh || true # possible error in autoreconf, so run twice

sh boot.sh

Jconfigure --with-openflow-src-dir=<absolute path to OpenFlow branch>

make liboflops_test.la

make

sudo make install || true # make install fails; force past this.
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Table 5: CBench parameters

Option

Description

Default value

-c/--Controller

<str> hostname of the controller to

(“localhost”)

connect to
-d/--debug enable debugging (off)
-h/--help print this message
-I/--loops <int> loops per test (16)
-M/--mac-addresses <int> unique source MAC addresses per | (100000)
switch
-p/--port <int> controller port (6633)
-r/--ranged-test test range of 1...$n switches (off)
-s/--switches <int> fake $n switches (16)
-t/--throughput test throughput instead of latency
-C/--cooldown <int> loops to be disregarded at the test | (0)
end. (Cooldown)
-D/--delay received (in ms) <int> delay starting. ()]
testing after features_reply
-L/--learn-dst-macs macs before testing, send gratuitous ARP | (on)

replies to learn the destination
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CHAPTER 4 RESULTS AND DISCUSSIONS

4.1 Introduction

This chapter describes the implementation details and experimental results of the proposed
design for an efficient routing algorithm for the Floodlight controller. Different experiments
were performed to verify the efficiency of the proposed algorithm. Sections 4.2 and 4.3
present the proposed system’s implementation and experimental setup. Section 4.4 describes
the Floodlight controller evaluation benchmarking methodology. Section 4.5 presents the
test results of the systems. Finally, discussions are made in the last sections of this chapter.

4.2 Implementation

The following command is used to run the Floodlight controller. During start-up processes,
the controller loads the different modules and properties defined in Floodlight default

properties and core modules.
sudo java -jar target/Floodlight.jar

The Floodlight controller, as Figure 4.1 shows, consists of a GUI that can be opened in any
browser with the controller address after the controller runs with the command written
above. It shows the network topology that Mininet, switches, and hosts of the specified

network create.

<« C  ® 127.0.0.1:8080/ui/pages/indexhtml T Gy w2
Floodlight OpenFlow Controller - 127.0.0.1:8080

# Controller (Home)

= Switches Controller

3 Hosts
s J Active
Controller Status
< Topology o
A Firewall
N ——— ] 16
C——
Hosts
il Statistics
see All ) See All ©
& Change Controllers

& VM Memory Bloat

185.50 MB 366.48 MB

controller_forwardingcontig

Figure 7: Floodlight GUI
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4.3 Experimental Setup

The experimental setup to test the proposed system includes the following:

Processor: Intel® Core™ i3-3110M CPU @ 2.40GHz x
RAM: 8 Gb
Operating system: Linux Ubuntu 16.04LTS, x64 based

The OpenFlow emulation software-Mininet will be used to create the test network,

covered in Section 3.4.1.2. The switch that is used in this testbed is open vSwitch

version 2.15.0.

The Floodlight controller is software that controls the devices of the network. Therefore, the
controller does not have performance parameters like hardware because it is a type of

network operating system and depends upon the underlying hardware. The controller’s sole

purpose is to manage the network and devices using the OpenFlow protocol. The test bed

used to measure the system’s performance comprises a controller and n number of switches.

Each switch has n number of host devices connected to the switch with linear topology.

These switches and host devices are emulated with Mininet. A detailed explanation of the

Mininet tool is included in Section 3.4.1.2. The network was created by Mininet using the

following command, as shown in Fig 9

Controller

g Switch N

NN

Host 1 Host 2 Host N Host 1 Host 2 Host N Host 1 Host 2

Figure 8: Topology setup
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sudo mn --controller remote,ip=127.0.0.1,port=6653 --switch=ovsk --topo linear,16

The above commands are used to create the network at some remote controller. Let us
discuss each of the terms one by one. Sudo mn command gives the administrator privilege
for the users on Mininet and instructs Mininet to create the specified network on the
controller’s address that is specified, in this case, 127.0.0.1. Topo linear command specifies
the network’s topology, in this case linear, and creates a network of 16 switches. Moreover,
the Controller’s IP and port specify the type of controller to be connected to the network.
The IP address and the port at which the controller has located The controller, as specified
as ‘remote,” indicates that the default controller inside Mininet is not used. However, the
control located remotely outside the Mininet at the specified address will be used for network

management.

The traffic used for testing the network is created by the controller, which is default traffic

[48]. The following is the traffic generated by the controller to test the network.

1. ARP (Address Resolution Protocol). It is a protocol used by IPv4 to map IP network

address to hardware address. This address resolution mechanism communicates ARP

messages between the sender and receiver.

2. UDP_(User Datagram Protocol). It is a connectionless protocol used primarily for

establishing loss-tolerating and low-latency connections between applications on the

internet.

3. TCP (Transmission Control Protocol). is a connection-oriented protocol for exchanging

messages and error-free data transmission. It supports the retransmission of dropped packets

and the acknowledgment of all received packets.

Three different types of traffic are used for testing the network. ARP is used for mapping
the address, UDP is for sending any amount of traffic without waiting for the response from
the receiver, and TCP is used for adding reliability to the sent data. This variety of traffic

helps in testing the network under different workloads.

I have used a ping command to send a packet in a host-host connection in the network setup.
As illustrated in Figure 8, the first host sends a request for a MAC address, and the switch

transmits the Packetln messages to the controller. Then the controller responds with the
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packetOut message instructing the switch to forward packetOut messages to all ports. When
the controller obtains the reply, it sends a message for the switch to install new flows.

SO E me@me: ~

*#**% Starting controller
cO
*#*% Starting 16 switches
s1 s2 s3 s4 s5 s6 s7 s8 59 s10 sl11 s12 s13 s14 s15 s16 ...
**% Starting CLI:
mininet>
ping reachability
h10 h1ll hl2
h1e hll h12
h10 h1l hl2
h10 h1l hl2
h1e hll h12
h10 h1l hl2
h10 h1l hl2
h1l h12
h1ll hl2
h1l h12
h1e h12
h1e hll
h1e hll
h1e hl1l
h1e hll
= h1e hll
Ry : 0% dropped (240/240 received)

->
->
->
->
->
->
->
->

Figure 9: Connectivity test

The test runs on the same device with the learning-switch application and the CBench
evaluation tool, as described in section 4.4, to evaluate the throughput and latency. The
CBench tool emulates 16 switches connected directly to the controller. Each switch has
connected devices, which are connected directly to the controller. A test has been performed
on increasing the number of switches available (16 Switches) to send the maximum number

of Messages PacketlIn to evaluate the controller’s performance.

4.4 Floodlight Controller Evaluation Benchmarking Methodology

Throughput, packet loss, and latency benchmarking evaluate the controller’s performance.

4.4.1 CBench Algorithm

To perform throughput and latency tests on the Controller CBench uses the following
algorithm [46].
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{CBench Algorithm

Pretend to be n switches (n=16 iz the default)
Create n OpenFlow sessions to the controller.

If latency mode {default):
For each session:
1) send up apacket i
21 wait for amatching flow mod to come back
2) repeat
4 count how many tunes #1-3 happen per sec
else in throughput mode (e, with "-t"):
For each session:
While the buffer 15 not full:
fquene packet in's

count flow mods as they come back

Figure 10: CBench algorithm
4.4.2 Throughput

In the throughput mode, the controller will be made to manage a large amount of traffic in
which the switch continuously sends the PacketIn messages to the controller within a period

and watches for the total number of flows installed per second on that switch.[49]
4.4.3 Latency

Latency measures the ability of OpenFlow controllers to measure the speed of incoming
packet In’s intention to reply to switches quickly. In latency mode, the switches generate a
packet In message and wait for the response from the controller before sending the following
message. This procedure will be done as quickly as possible. Then the total number of
responses per millisecond was counted and calculated to measure the average per-packet

latency the controller took to process.[49]
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4.4.4 Response Time

Response time is the time that algorithms require to address a specific client request. It covers
the whole amount of waiting, transmission, and service time the system needs.
Consequently, the objective of performance algorithm optimization will be to reduce

response time.
4.4.5 Packet Loss

Packets are small units of data that are sent across a network from one source to destination.
Packet loss occurs when a network packet does not arrive at its intended destination,
resulting in data loss. Packet loss can be expressed as a percentage based on received packets

compared to send packets.

To calculate packet loss iperf [50] tool with different command line arguments was used to
generate the traffic. After generating the traffic and capturing it in the files, the network’s
throughput, delay, and packet loss were calculated. For doing so, the most distant two hosts
were used as iperf client and server. Host 1, which is connected to switch 1, is the server,
and Host 16, which is connected to switch 16, is the client. To generate traffic with iperf, the

following commands and parameters are
used.
To make h1l a server machine
Iperf3 -s -p 6653
To make h16 a client machine
Iperf3 —c <server Ip address> -p 6653 -u -t 60 -i 5 -b 10M
The arguments used above are described below:
-S: is used to run a host as a server machine

-C: is used to run a host as a client machine

-p: port
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-u: is used for generating UDP
-t: is the duration for which the client will run
-i: is the interval on which the server will measure the traffic
-b: bandwidth send in bits/sec
4.4.5 Floodlight Controller Benchmarking Parameters

For evaluating the performance of the controller, the following parameters were used for
testing both latency and throughput:

® The number of OpenFlow-enabled switches:- the number of OpenFlow switches will
establish a connection with the controller.
Number of nodes:- number of hosts connecting to the switch.
OpenFlow Version: OpenFlow protocol version that the controller will use for
connection setup, OpenFlow protocols such as 1.1, 1.2, 1.3,1.4, and 1.5
Test loops: the number of frequencies the test needs to be repeated.

® Test Duration: the duration of test iteration, articulated in seconds.

In this test, 14 loops of tests were performed, of which the first 4 were warm-up tests that
were omitted when calculating the overall test result. Then the average of these ten tests
appears in the overall test results. Also, a delay was added before starting the test to wait for
some handshake process between the switch and controller. Therefore, in this evaluation, a
delay of 60 milliseconds is used, as shown in Figures 9 and 10. For benchmarking purposes,
| substitute LearningSwitch in place of Hub and run Floodlight with -cf
src/main/resources/floodlightbenchmarking.properties

O06 me@me:~

me@me:~$ cbench -c localhost -p 6653 -1 20 -w 4 -s 16 -M 1600 -D 60
chench: controller benchmarking tool

running in mode 'latency’

connecting to controller at localhost:6653

faking 16 switches offset 1 :: 20 tests each; 1000 ms per test

with 1000 unique source MACs per switch

learning destination mac addresses before the test

starting test with 60 ms delay after features reply

ignoring first 4 "warmup" and last @ "cooldown" loops

connection delay of Oms per 1 switch(es)
debugging info is off

Figure 11: CBench running in latency mode.
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P

me@me: ~
me@me:~$ cbench -c localhost -p 6653 -1 20 -w 4 -s 16 -t -M 1000 -D 60
chench: controller benchmarking tool

running in mode 'throughput'’

connecting to controller at localhost:6653

faking 16 switches offset 1 :: 20 tests each; 1000 ms per test

with 1000 unique source MACs per switch

learning destination mac addresses before the test
starting test with 60 ms delay after features reply
ignoring first 4 "warmup" and last 0 "cooldown" loops
connection delay of @ms per 1 switch(es)

debugging info is off

Figure 12: CBench running in throughput mode.
4.5 Test Results

Throughput and latency are two main parameters that have been used to measure the
performance of a system. We created the network using Mininet based on the learning switch
app. Evaluation is performed separately for the enhanced version and the regular Floodlight
controller. At each evaluation, the parameters are tested on increasing switches by keeping

the number of hosts constant.

4.5.1 Throughput

The first parameter to evaluate performance is throughput. Throughput measures the average

number of flows that are installed in each switch.

Throughput is the number of transactions per second that an application can manage. There
is another way to measure this parameter, one that will use bits per second (bit/s or bps), and
another way to measure throughput performance is through flows per second. So, in this
evaluation, flows per second are used to evaluate the throughput of the controller. The
maximum flow measurement results for the Floodlight controller, shown in Figure 13,
clearly demonstrate that the controller can process a maximum of 191,900 flows/s (flow

rates) with the improved and 162,528 flows/s with the regular Floodlight controller.
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Throughput Test
250000

200000
150000

100000

Flows per seconds

50000

0 IIIIIII

1 2 4 8 16
Number of Switchs

M Dijkstra’s m MHSPA

Figure 13: Throughput test
4.5.2 Latency

The latency results represent the average number of milliseconds a flow consumes to be

installed on each switch.

The latency results represent the average number of milliseconds a thread takes to install per
switch. Latency in a packet-switched network is the time it takes for a packet to reach its
destination through the network. The physical environment or devices that make up the
network (switches, routers) can cause delays. There are two approaches to measuring
latency: the first is measuring the time it takes for a packet to travel from source to
destination (one-way), and the second is measuring the time a packet takes to go to and from
(round-trip). This last form of latency measurement, Round-Trip, is the most used because

it allows a single device to measure network latency used in this paper.

The maximum latency measurement of the Floodlight controller, as shown in figure 14,
clearly shows the maximum latency of 50 flows per millisecond for improved and 51 flows

per millisecond for regular Floodlight controllers.
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Latency Test
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Figure 14: Latency test
4.5.3 Response Time

The time it takes algorithms to respond to a specific client request is referred to as response
time. It accounts for the entire amount of waiting, transmission, and service time required
by the system. As a result, the goal of performance algorithm optimization will be to reduce
response time. The response time of the Floodlight SDN controller with MHSPA and

Dijkstra’s algorithms is presented in table 6 below.

Table 6: Response time (sec)

Algorithms
Concurrent users
Dijkstra’s MHSPA
100 0.12 0.12
200 0.17 0.16
300 0.33 0.30
400 0.62 0.57
500 0.64 0.65
600 0.72 0.70
700 0.75 0.80
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800 0.90 0.87
900 1.12 1.00
1000
1.14 1.12
Response Time

1.20
1.00

0.80

0.60
0.40
0.20 |IIIII
.|
100 200 300 400 500 600 700 800 900

Number of concurrent user

Response Tme (sec)

1,000

M Dijkstra's m MHSPA

Figure 15: Response time

As we see in the response time graph in figure 15, the response time of MHSPA and
Dijkstra’s algorithms increases as the number of concurrent users increases. However, the
response time of the MHSPA algorithm is less than when compared to Dijkstra’s algorithm.
The MHSPA algorithm has low latency and fast round trip time. However, the response time
of Dijkstra’s algorithm has a lesser response time of 0.64 and 0.75 (sec) at 500 and 700
concurrent users, respectively.

Moreover, when we see the overall response time of the controller, the MHSPA has a lesser
response time than Dijkstra’s algorithm. MHSPA has an average response time improvement
of 3.34% over the Dijkstra’s. This improvement was achieved because MHSPA reduced the

number of nodes to check and faster optimal path calculation than Dijkstra’s.
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4.5.4 Packet Loss

Packets are small data sent across a network from one source to the destination [52]. Packet
loss occurs when a network packet does not arrive at its intended destination, resulting in
data loss. Packet loss can be expressed as a percentage based on received packets compared
to send packets.

After sending UDP traffic using iperf3 commands for 60 seconds from H1 to the longest
node, H16, the results are captured below in table 7.

Table 7: Packet loss

Algorithm Sent Received Lost
Dijkstra’s 9141 8983 158
MHSPA 9141 9010 131

After sending 1941 datagrams for 60 seconds, the regular controller lost 158, and MHSPA
lost 131.

Packet Loss

180
160
140
120
100
80
60
40
20

Number of lost packets

Dijkstra MHSPA
Algorithm

B Packet Lost

Figure 16: Packet loss
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4.6 Discussions

The test result of implementing a multi-heuristic shortest path algorithm to the Floodlight
SDN controller and the regular controller is described in the previous section with
throughput, packet loss, response time, and latency. This section described test results by
comparing the modified version with a default Floodlight controller.

As shown in Figures 13 and 14, the improved version of the Floodlight controller has an
average throughput increment of 22.27% over a regular Floodlight controller and an average
latency decrement of 5.63%. This improvement is obtained because implementing the multi-
heuristic routing algorithm produces an optimal path and reduces unnecessary path checking
and calculation. This improvement helps the controller install many flows to the switch
within a second and respond quickly.

Also, implementing MHSPA into the Floodlight SDN controller has a 17.09% improvement
in packet delivery, as depicted in figure 16. The regular Floodlight SDN controller has more
packet loss than the improved version. This means MHSA has more stability in real-time

applications than the regular Floodlight controller.

Implementing the multi-heuristic algorithm to the controller has a significant advantage for
SDN-based network companies and cloud providers. It helps allow them to optimize their
productivity by improving system performance. Increasing throughput and reducing latency
helps them reduce various costs. In addition, it makes it easy for them to work with tedious
network management tasks involving configuring various devices to the network with the
OpenFlow protocol. Therefore, implementing the multi-heuristic algorithm with
Floodlight’s SDN controller makes network management more straightforward. Moreover,
deploying new services with this new Floodlight controller is effortless. In addition, servers
can respond quickly to user needs by deploying a multi-heuristic algorithm implemented in
the SDN controller.

As the network size increases, more data plane requests are generated and must be satisfied.
In a vast network, the number of requests processed at once increases, leading to a decrement
in throughput and an increment in latency. Implementing the multi-heuristic algorithm helps

to boost performance and improve throughput and latency.
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How can implementing the multi-heuristic shortest path algorithm improve the performance
of the Floodlight SDN controller? This is the research question presented in the first chapter.
Implementing the multi-heuristic algorithm enhances the performance of the Floodlight
SDN controller. Figures 13 and 16 illustrate that both throughput and packet delivery ratio

significantly improve for the same test environment.

The latency of the multi-heuristic algorithm-based Floodlight SDN controller was decreased
because it expanded only to the destination direction, not in every direction evenly. This
minimizes unnecessary node checking. The delay was reduced due to a few nodes checking

until the destination node was found.

The throughput of the multi-heuristic algorithm-based Floodlight SDN controller improved
due to the algorithm generating an optimal path and minimizing unnecessary path checking
and calculation. The throughput maximizes as the controller can install many flows to the

switch within a short amount of time.
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CONCLUSIONS AND FUTURE WORKS

In this thesis, | have proposed and implemented the multi-heuristic shortest path algorithm
for the Floodlight SDN controller, studying different SDN technologies, specifically,
Floodlight controllers design features and OpenFlow protocol. The performance of the
controller was evaluated using the CBench tool. Literature reveals that the current Floodlight
controller was built with Dijkstra’s shortest path algorithm, which could waste resources by
checking unnecessary nodes to the destination. The Multi-heuristic shortest path algorithm
was used to optimize the shortest path finding mechanism as well as the performance of the
Floodlight controller.

The proposed multi-heuristic technique was implemented on the Floodlight SDN controller,
the central part on which different network control applications are deployed. The controller
lies between the infrastructure layer, which consists of the different network devices, and the
application layer. Therefore, the controller is responsible for managing the resource of the

whole network using the OpenFlow protocol.

The controller administers the underlying networking device, such as OpenVswitch, by
updating the flow entry table containing different information about the packets. When a
new packet arrives, the switch transmits the packet information to the controller and requests
the best path to the destination. The controller calculates the path using heuristic information.

The designed multi-heuristic shortest path algorithm for the Floodlight controller was
implemented by building a modified version as described above. After that, the performance
of both regular and MHSPA-based Floodlight controllers was evaluated on the same device
and with the same metrics. The SDN network was created on the learning-switch application
to evaluate their performance. Then, separately running the different versions of the
Floodlight controller and testing was done using the CBench and iperf tool. In CBench,
throughput and latency metrics are tested. And in the iperf tool, the packet loss metric is
tested. Throughput measures the total number of flows the switch installs within a second
interval. Simultaneously, latency measures the time it takes the flow to be installed on the

switch.

As shown in Figure 13, I conclude from the Floodlight OpenFlow controller’s evaluation
that the multi-heuristic shortest path algorithm Floodlight shows the highest throughput,
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achieving 191,900 flows per second. Moreover, the throughput result for the regular
Floodlight controller yields a throughput of 162,528 flows/sec. The multi-heuristic shortest

path algorithm Floodlight controller has an average of 22.27% throughput enhancement.

Latency tests for the controller were run with various numbers of connected switches to see
how the response time of these controllers would change as more switches were added, see
Figure 14. The tests showed that MHSPA Floodlight has the highest latency of 50 flows per
millisecond and 51 flows per millisecond for Normal Floodlight controllers. Generally, the
MHSPA Floodlight has an average of 5.63% latency improvement than the regular
Floodlight controller.

As shown in Figure 15, the response time of MHSPA and Dijkstra’s algorithms increases as
the number of concurrent users increases. However, the response time of the MHSPA
algorithm is less than when compared to Dijkstra’s algorithm. Dijkstra’s and MHSPA have
a maximum response time of 1.12 and 1.14 seconds, which is a little more than the acceptable

range. MHSPA has an average improvement of 3.34% in response time.

Additionally, as illustrated in figure 16, adding MHSPA to the Floodlight SDN controller
improves packet delivery by 17.09%. The standard Floodlight SDN controller has higher
packet loss than the regular controller. This indicates that MHSPA is more stable than a
standard Floodlight controller in real-time applications.

Implementing a multi-heuristic shortest path algorithm to the Floodlight controller has
resulted in an average enhancement of 22.27% throughput, 17.09% packet loss, and 5.63%
latency. The throughput was improved, and the latency and packet loss were reduced with
this proposed mechanism. In my test, communications between the switches and the
controller are done via the loopback interface, which has no latency when packets traverse
virtual ports versus hardware ports. Therefore, the latency results are measured higher in

actual hardware implementation due to virtual ports compared to it.

I have designed and implemented the MHSPA to enhance the performance of the Floodlight
SDN controller. Moreover, with this methodology, |1 have optimized the controller’s
performance. However, incorporating the following ideas as future work would have a better

result.

48



I compared the performance of the Floodlight controller to that of the optimized one
using linear topology. Furthermore, testing with other topologies will determine the
performance of the Floodlight controller under different topologies.

The MHSPA was implemented in the Floodlight Controller. Additionally,
implementing and evaluating the algorithm under different SDN controllers will

determine the algorithm’s performance.
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