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ABSTRACT 

One of the core themes in wireless sensor networks is the creation of methods to enhance network 

lifetime. Their operation indeed relies on energy-efficient routing protocols that use minimal 

energy. Energy-efficient routing is a problem of utmost importance in WSNs to ensure sustainable 

data communication between nodes, cluster heads, and base stations without data loss. Because 

they are battery-powered and resource-constrained resource availability and additional battery 

supply is called for. Thus, Wireless Sensor Networks (WSNs) are confronted with limited energy 

availability due to the finite power capacity of sensor nodes, and the necessity of employing 

adaptive routing protocols for effective energy consumption while maintaining network 

operability. The present research work suggests an Adaptive Energy-Efficient Routing Protocol 

based on Reinforcement Learning (AEERPRL) to mitigate such challenges through ongoing 

optimization of routing choices for simulated and controlled network conditions. Evolution of 

(RL), AEERPRL streamlines nodes to learn ideal data forwarding routes, modulating energy 

consumption and network reliability. The protocol is compared against the RL-based RLBEEP 

protocol on major parameters: Alive Nodes (network lifetime), Packet Delivery Ratio (PDR), and 

Throughput. The experiment results demonstrate that AEERPRL outperforms RLBEEP with 10% 

additional surviving nodes over time, achieving a 0.8 PDR (compared to 0.6 RLBEEP) and 25% 

better throughput, indicating increased management and network robustness. The enhancements 

indicate AEERPRL's capacity for network lifetime prolongation with assured, reliable data 

delivery even in changing environments. The findings demonstrate the efficacy of reinforcement 

learning to develop and deploy adaptive routing protocols in wireless sensor networks with 

practical applications in precision agriculture, environmental monitoring, and Internet of Things 

networks where energy efficiency and scalability are essential. The research recommends the use 

of machine learning in wireless sensor network routing protocols and proposes a scalable model 

for future research in energy-limited networks. 

Keywords: Adaptive Routing Protocols, Energy Efficiency, Network Lifetime, Optimization, 

Reinforcement Learning, and Wireless Networks.
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CHAPTER ONE 

INTRODUCTION 

1.1 Background 

Wireless Sensor Networks have a great impact in numerous fields such as environment 

management, healthcare, agriculture, military operations, and smart technologies, where 

distributed sensing and communication are natural features. Since WSNs are resource and 

battery-limited, researchers are searching for the current issues of the system. Yet, the resource-

limited nature of sensor nodes is a great problem for their long lifespan. The solution to the issue 

involves the use of energy-efficient routing protocols because they enable the enhancement of 

various crucial objectives (Nakas et al., 2020).  

Power-aware routing for Wireless Sensor Networks (WSNs) is necessary due to their issue with 

battery-driven nodes. They measure and report environmental information across large or 

adversarial environments for enabling applications like industrial automation, traffic monitoring, 

health care, and environmental regulation. However, constrained energy supplies are the biggest 

barrier to their long-term operation and deployment (Priyadarshi, 2024a). Sensor nodes transmit 

data but are low power, and thus energy consumption and network lifetime become issues in the 

overall operations of such nodes. Future research will be critical in deciding the most effective 

paths from source to destination nodes to conserve energy and prolong network lifetime. Yet, the 

building of routing algorithms and the choosing of the most appropriate ones remains a 

challenging task to save energy effectively and extend network lifetime, challenging to adopt 

energy-efficient Routing(Al Aghbari et al., 2020).  

Effective energy routing is crucial in Wireless Sensor Networks (WSNs) as they are deployed 

with characteristics of a dynamic topology, in addition to constrained resources and battery life. 

Effective implementation of energy plays a significant role in the network's lifetime and 

performance(Pantazis et al., 2013). The energy-efficient routing must be implemented in Wireless 

Sensor Networks (WSNs) since sensor nodes possess scarce energy supplies. 
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 The adoption of energy-efficient routing is essential in Wireless Sensor Networks (WSNs) 

because sensor nodes have limited energy resources. WSNs consist of a large number of resource-

constrained, low-power devices deployed over a large geographical area, and energy efficiency 

is a self-evident issue in their deployment (Mann & Singh, 2017).  

To extend the life of the network, efficient routing protocols must be employed to reduce the 

usage of energy in communication and information transfer processes. Wireless Sensor Networks 

(WSNs) are a field of continuing research, whose nature continues to change every second, 

particularly concerning node interconnection. Nevertheless, data communication remains a 

fundamental element that must work maximally for energy efficiency. Simulation has enabled us 

to conclude that the careful choice of a routing algorithm plays a crucial role in contributing 

significantly to rendering energy efficiency and network lifetime dependent (Prabhu et al., 2023). 

Wireless Sensor Networks (WSNs) are instrumental in a wide range of applications and fields, 

such as ecological management, intelligent agriculture techniques, urbanization, and 

management of healthcare systems (Qiu et al., 2024).  

Wireless Sensor Networks (WSNs) play a vital role in current technology, enabling distributed 

sensors to be networked throughout the space in process monitoring and control. WSNs can be 

used as they are a cost-efficient, energy-efficient infrastructure, provide ubiquitous connectivity, 

adaptability to respond to shifting circumstances, and autonomy (Alsalmi et al., 2024a). Wireless 

Sensor Networks (WSNs), as the ultimate component of the Internet of Things (IoT) systems,  

rely greatly on the efficiency of quick data routing in enhancing the overall network performance. 

Yet, current routing protocols tend to face issues related to aspects such as continuous node 

mobility, enhancing energy conservation, guaranteeing scalability, and supporting adaptability to 

changing network conditions (Suresh et al., 2024a). Effective management of energy 

consumption is a significant concern in wireless sensor network engineering. This has a profound 

impact on the durability and sustainable operational capability of sensor network systems (Abadi 

et al., 2022). 

IoT wireless sensors operate in the realm of high computation demand and a low energy resources 

environment. Techniques that can be used to extend the life of these nodes are therefore highly 

sought after without frequently replacing batteries or relocating them. Among these, sensing-
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related operations, data transmission, are most energy-hungry, followed by route computation, 

idle listening for incoming traffic, and data processing. In this case, the correct development of 

routing protocols that can decide the optimal path for securely delivering data while at the same 

time consuming the least energy possible is required for driving higher performance in wireless 

sensor networks driven by the Internet of Things (IoT) (Godfrey et al., 2023). A reinforcement 

learning-based control and routing protocol for a power-saving network control mechanism was 

proposed by (Yadawad & Joshi, 2024).  

The paper introduces a data acquisition method for energy-harvested wireless sensor networks 

based on cooperative multi-agent reinforcement learning approaches. (Dvir et al., 2024) have 

suggested a fresh data gathering approach for energy-harvesting wireless sensor networks based 

on multi-agent reinforcement learning (MARL) within a decentralized autonomous 

communication network in which sensors are single agents. Here, we suggest the application of 

multi-agent reinforcement learning to realize a wireless sensor network routing protocol that will 

dynamically learn and be energy efficient. 

1.2 Motivation of the Study 

1.2.1 Energy Limitations in WSNs 

A significant disadvantage of wireless sensor networks (WSNs) is that they are battery-dependent 

(H.Wang et al., 2024). A routing protocol's energy consumption plays a significant role in the 

lifespan of a wireless sensor network (WSN), as the tiny sensor nodes are non-rechargeable easily 

upon deployment (Yun & Yoo, 2021). Energy-efficient load and resource utilization balancing 

for energy-limited WSNs is extremely difficult because of the constraint of energy (Ding et al., 

2021). While energy is an important component, WSNs need continuous charging of their 

batteries to operate continuously and achieve the objectives of the system. 

1.2.2 Changing Network Conditions 

Wireless sensor networks are widely renowned for progress and active engagement with data 

collection and forwarding of information in an IoT network environment; however, they face 

several problems in maximizing the performance and scalability of the network under 

multidimensional environments (Wakili et al., 2024).  
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Wireless Sensor Networks (WSNs) are familiar with their basic characteristics for the 

management and acquisition of environmental conditions using spatially distributed equipment 

of sensor nodes. These networks are susceptible to dynamic issues because of changing network 

factors that can affect their efficacy and dependability. This dynamic system conditions tackles 

the biggest issues regarding dynamically changing network conditions in WSNs, e.g., the impact 

on network control, protocol design, and power efficiency (López-Ardao et al., 2021). These 

network-changing conditions influence the functionality of WSNs. 

1.2.3 Adaptive Routing with Reinforcement Learning 

Adaptive routing in Wireless Sensor Networks (WSNs) is defined by node mobility, energy 

inefficiency, and scalability. Machine learning-based and conventional energy-efficient WSN 

routing protocol mechanisms struggle to resolve these issues. To mitigate these constraints, a 

Reinforcement Learning (RL)-based model is selected to enable distributed decision-making, 

adaptive routing, and optimal use of resources in current WAN application domains. Running 

Simulations over and over demonstrates that RL outperforms traditional routing methods (Suresh 

et al., 2024b). Since Reinforcement learning ML is able to adapt to the dynamic nature WSNs, 

we preferred DQN RL to solve these problems. 

1.2.4 Challenges of Scalability 

As IoT-based networks are more technologically advanced, routing techniques must evolve, but 

scaling them presents difficulties, such as data size, power usage, and the need for flexibility. 

Systems utilizing reinforcement learning, despite their potential, must address these constraints 

to guarantee efficient operation in large networks. Improved data integrity, increased energy 

efficiency, and security complicate this integration further (Priyadarshi, 2024b).  To overcome 

these problems, we selected DQN RL that upgrades QN from the previous research conducted. 

1.3 Statement of the Problem  

Wireless Sensor Networks (WSNs) are faced with an abundance of challenges, including 

ineffectiveness of communication, complexities in cluster management, and limited battery node 

capacity. Saving energy in these networks is of very high importance. Energy consumption is 

quite steady during data receipt and sensing, but data transmission significantly contributes to the 
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depletion of energy resources. One of the finest approaches to solving this problem is the use of 

Reinforcement Learning (RL) in WSNs to support intelligent decision-making and smarter 

energy utilization (Choudhary & Barwar, 2024). (Wakili et al., 2024b) Suggested building an 

adaptive Reinforcement learning-based, efficient routing protocol for WSN. Although 

Reinforcement Learning (RL) has the potential to improve routing reliability and minimize 

latency in Wireless Multimedia Sensor Networks (WMSNs) for the Internet-of-Vehicles, finding 

a balance between Quality of Service (QoS) and the constrained energy budgets of heterogeneous 

sensor nodes is an open and challenging task (Wang et al., 2020).  

Although WSNs are very effective for sensing physical environments, it is a big challenge to 

design an energy-efficient routing protocol due to energy-constrained nodes and hotspot issues, 

and thus, intelligent dynamic routing protocols are required to maximize network lifetime and 

reduce energy consumption (Keerthika & Berlin Hency, 2022). 

1.4 Research Questions 

In this study, an attempt will be made to answer the following questions. 

1. How can DQN reinforcement learning adopt dynamic routing paths?  

2. What are the main constraints of existing energy-efficient routing protocols in WSNs? 

3. How can we model WSNs using Deep Q-Network (DQN) reinforcement learning?  

1.5 Objectives of the Study 

1.5.1 General Objective 

✓ To develop an adaptive energy-efficient routing protocol using reinforcement learning for 

wireless sensor networks. To design an adaptive energy-efficient routing protocol using 

reinforcement learning for wireless sensor networks. 

1.5.2 Specific Objectives 

The particular objectives identified to reach the general objectives of our research are: 

✓ To design a reinforcement learning-based routing algorithm that adapts dynamically. 

✓ To generate a valuable dataset that captures the energy consumption. 

✓ To test the performance of the proposed protocol through simulations.  
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✓ To compare the performance of the new energy-aware routing protocol with the baseline 

standard routing protocol. 

✓ To evaluate the proposed routing protocol’s performance.  

1.6 Significance of the Study 

This research has the potential to deliver significant benefits across various fields. Environmental 

monitoring can optimize data transmission in remote or hard-to-reach areas, such as forests, 

oceans, or farmlands. In healthcare, it enables energy-efficient data transmission from wearable 

devices that monitor patients’ vital signs. For smart cities, the research supports energy-efficient 

data exchange in applications like smart grids, traffic monitoring, and infrastructure management. 

Additionally, in military and defense, it enhances the reliability of sensor networks for 

surveillance and communication in remote or hazardous environments, ensuring long-term 

operation. 

1.7 Scope and Limitations of the Study 

1.7.1 Scope of the Study 

The present study aims to develop an adaptive routing protocol tailored for Wireless Sensor 

Networks (WSNs) based on Deep Q-Network (DQN), one of the reinforcement learning 

algorithms that are famous for their ability to make informed decisions with the help of feedback 

provided by the environment. The novel protocol is particularly designed to enhance energy 

efficiency, a factor of pivotal significance for WSNs due to the latter's reliance on limited power 

supplies. The research intends to come up with smart routing protocols that are capable of 

addressing the inherent issues of WSNs, such as time-varying network topologies, changing 

energy levels among sensor nodes, and time-varying communication conditions.  

For evaluating the proposed protocol's efficiency, the research involves detailed simulations with 

realistic WSN scenarios. These simulations aim to contrast and quantify the performance of the 

DQN-based protocol with traditional and new developing routing protocols. Total energy 

consumption, remaining energy, and network lifetime are taken as the key performance indicators 

as measures. The study also explores how the proposed solution can be integrated in existing 

WSN frameworks and infrastructure to enable its real-world applicability.  



7 | P a g e  

 

Also, the findings of this research are contrasted against those of existing methodologies to 

highlight the improvements and innovations introduced by the DQN-based approach. Through 

such comparative assessment, the research demonstrates the potential of reinforcement learning 

in increasing routing efficiency significantly, prolonging network lifetime, and optimizing energy 

consumption, thereby making valuable contributions towards further innovation of energy-

efficient WSN technologies. 

1.7.2 Limitations of the Study 

This research is highly simulation-based and therefore may not fully reflect the complexity of 

real-world applications within physical landscapes and node mobility. While the scalability of the 

system has yet to be confirmed within larger-scale or longer-distance networks, such a limitation 

would most likely restrict its applicability to high-density network environments where real-time 

responsiveness is less critical. Much of the analysis has centered on specific energy consumption 

metrics, not on other important factors such as sleep/wake cycles and duty cycling methods that 

directly affect overall network performance and energy efficiency.  

Furthermore, reinforcement learning (RL) algorithms, although promising, unavoidably demand 

significant amounts of training data and, thus, are not reasonable for real-time utilization in highly 

dynamic sensor networks. The assumptions that are made regarding static network conditions 

further fail to reflect the dynamic nature of real environments, leading to a difference between 

simulated results and real performance. Such assumptions also lead to increased algorithmic 

complexity and unrealistically optimistic predictions that cannot be replicated once network 

conditions have shifted. As background information, the chapter introduces Wireless Sensor 

Networks (WSNs), classifies a number of WSN types, and reviews a number of approaches to 

energy conservation, of which those with a foundation in reinforcement learning are especially 

noted for their dynamics and decision assistance. 

1.8 Organization of the Thesis 

The remaining of our study or thesis is organized as follows to describe the content of the paper 

as follows:  
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The first chapter describes the topic for the overall study, the driving power, motivation of the 

study, issues, goals, and significance, and steps taken to achieve our objectives. The second 

chapter incorporates a literature review in detail related to WSNs and their topologies, the 

concepts, and how they work, and related works are discussed through necessary evaluation and 

examining related works of previous studies. Chapter three discusses the methodology we use 

and a detailed description of dataset situations, preprocessing of datasets, feature selection 

mechanisms, the RL model we are going to use, software and hardware tools used in our study, 

and its evaluation techniques. Under chapter four, we discuss simulation results and validate the 

proposed method are described. The implementation of the architecture, including the process of 

model training, is given in Section 5.  Discussion of results, giving a detailed description of the 

results and a summary of the overall research findings, is given in Chapter 6. Lastly, chapter 7 

makes suggestions for future research and points out the study's contributions, referencing its 

significance in field development. 
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CHAPTER TWO 

LITERATURE REVIEWS AND RELATED WORKS 

2.1 Overview of WSN 

WSNs show a massive step in the information and communication technology field, and it is 

transforming at a rapid pace in a networked society. WSN is a massive revolution in the field of 

information technology, and it is growing at a high pace as a network environment. In the next 

section, we will describe the various types of WSNs with various means of energy optimization, 

i.e., means based on Deep Queue Network reinforcement learning and ML. This chapter offers 

an overview of Wireless Sensor. Wireless Sensor Networks (WSNs), WSN types, and energy 

optimization methods, including reinforcement learning and ML methods. Routing protocols in 

Wireless Sensor Networks use different mechanisms that revolve around energy optimization. It 

also involves approaches to improving the energy efficiency of WSNs, categories of energy 

optimization techniques, and research on adaptive routing protocols based on reinforcement 

learning (Safiyan et al., 2022).  

2.2 Conventional WSN Routing Protocols Vs Adaptive EERP-RL WSNs 

WSNs development has led to the creation of low-cost and small-sized sensor nodes that can 

perceive sets of physical and environmental states, understand information, and operate in various 

settings. Advances in technology in WSN have enabled the creation of miniature, low-cost sensor 

nodes with the ability to sense multiple physical and environmental parameters, perform data 

processing, and wirelessly communicate. However, WSNs are faced with limited transmission 

range, energy supplies, as well as the processing and storage capabilities of sensor nodes, and 

therefore require improved data processing and transmission capabilities. Routing Protocols are 

needed for reliable multi-hop communication in spite of these problems and limitations. (Wei et 

al., 2011) Reviews WSNs' routing protocols, balancing their advantages and limitations. (Khan 

et al., 2021) characterize Wireless Sensor Networks (WSNs) as sensors scattered. We study space 

to measure several physical or environmental phenomena, including temperature, and collect 

pressure data and send it to a specific point in the network. 
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Despite advancements, challenges persist, necessitating a comprehensive review of state-of-the-

art technologies, functional and performance analyses, and issues in hierarchical routing 

protocols. Additionally, it identifies challenges and future research on energy-efficient routing 

protocol design in WSNs. (Shabbir & Hassan, 2017) Wireless Sensor Networks (WSNs) are 

becoming increasingly significant due to their diverse applications, some of which prioritize rapid 

data transfer with minimal interruptions, while others focus on maximizing throughput regardless 

of delays. The selection of key performance metrics relies on the specific application 

requirements. The choice of key performance parameters depends on the specific application 

requirements. A thorough understanding of the network structure and the suitability of the routing 

protocol is crucial for optimal performance. 

Conventional routing protocols are categorized into different types of which are used by most 

researchers. (López-Ardao et al., 2021) proposed conventional routing protocols categories in 

WSNs into three: flat-based, hierarchical-based, and location-based routing protocols, but 

Adaptive EERP-RL protocols collaborate with machine learning techniques to optimize routing 

decisions based on real-time network conditions. These protocols are designed to dynamically 

adjust their operations based on factors such as channel conditions, energy consumption, and 

environmental changes. Reinforcement Learning ML is a proposed method to solve these issues.  

Some key features can be considered to optimize energy-efficient routing protocols. Key features 

include: Energy Harvesting Integration, Reinforcement Learning, and Quality of Service (Qos). 

The issue of energy balancing in Wireless Sensor Networks (WSNs) is critical for their 

deployment and is addressed through three main approaches: (i) energy conservation by 

minimizing communication costs, as the radio consumes the most energy; (ii) energy harvesting 

by converting and storing energy between nodes. Table 2.1 summarizes the key differences 

between conventional WSN routing protocols and adaptive energy-efficient routing protocols 

using reinforcement learning.
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Table 2.1:Conventional WSN Routing Protocols Vs Adaptive EERP-RL WSNs 

Feature Conventional WSN Routing Protocols. Adaptive Energy Efficient Routing Protocol Using 

Reinforcement Learning. 

Definition Traditional protocols designed for routing in 

Wireless Sensor Networks (WSNs) often face 

energy constraints. 

A modern approach that utilizes reinforcement learning to 

adaptively manage energy efficiency in routing for WSNs. 

Energy Efficiency Typically struggles with energy efficiency due 

to static routing methods and a lack of 

adaptability to network conditions. 

Employs adaptive strategies that optimize energy 

consumption based on real-time network conditions and node 

behavior. 

Routing 

Methodology 

Often relies on fixed algorithms such as 

flooding or gossiping, which can lead to 

inefficiencies like implosion. 

Utilizes machine learning techniques to dynamically adjust 

routing paths and decisions based on learned experiences. 

Scalability May face challenges in scalability as the 

network size increases, leading to performance 

degradation. 

Designed to scale effectively with network size, adapting 

routing strategies as new nodes are added or removed. 

Data Handling Data aggregation is often limited; redundancy 

can occur without efficient management of 

data flows. 

Capable of intelligently aggregating data based on learned 

patterns, reducing redundancy, and improving overall 

efficiency. 

Network Dynamics Less effective in handling dynamic changes in 

the network topology due to node failures or 

energy depletion. 

Proactively adjusts to changes in network topology, 

optimizing routes based on current node status and energy 

levels. 
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Examples of 

Protocols 

LEACH, PEGASIS, SPIN, Directed Diffusion, 

etc.. 

Reinforcement learning-based protocols that continuously 

learn and optimize routing strategies based on feedback from 

the network. 

Implementation 

Complexity 

Generally simpler to implement, but may 

require manual adjustments for optimization. 

More complexity due to the integration of machine learning 

algorithms, requiring more computational resources at the 

nodes. 

 

To address such energy efficiency issues in WSNs, scientists have considered numerous types of routing protocols. The advancement 

from traditional WSN routing protocols to adaptive EERP-RL approaches represents a significant move toward more wise and efficient 

network management. As applications of WSNs are ubiquitous, from environmental monitoring to smart cities and health care, power-

efficient and adaptive solutions become increasingly essential. We also proposed RL DQN model, which has the ability to adapt 

dynamically to such dynamic environments. Future work will be increasingly focused on optimizing such adaptation processes further, 

as well as tackling scalability and security concerns in the networks. 
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2.3 Overview of WSN 

Wireless Sensor Networks (WSNs) form the backbone of the majority of applications, and precise 

localization of sensor nodes is imperative to their efficacy (Ahmad et al., 2024). Wireless Sensor 

Networks (WSNs) have a vital role in improving the security, reliability, and efficiency of critical 

infrastructures (CIs). It is very important for many applications, and the proper placement of 

sensor nodes is a must for them to perform effectively. In the last few years, optimization methods 

have received much attention as a means to initiate finding WSN nodes. It talks about the 

worldwide relevance of these kinds of infrastructures, WSN advancement towards industrial use, 

and categorizes WSNs while speaking on standards and protocols for adversarial CI 

environments. (Daousis et al., 2024) identifies a significant gap in the literature regarding the 

quality standards for equipment used in Cis, implying a necessity for more research in this 

direction. Wireless  Sensor Networks (WSNs) are networks of distributed, autonomous sensor 

nodes that communicate to gather specific information in a range of application domains. 

(Vassilaras, 2012) identifies facts of issues regarding convergence, scalability, quality of service, 

size, computational power, energy efficiency, and security of WSNs. 

Wireless Sensor Networks (WSNs) are facilities that include sensing, computing, data collecting, 

and communication elements, which offer the monitoring and interaction with physical 

environments. WSNs find application in various application areas. Acting as a bridge between 

the physical and virtual worlds, WSNs have rapidly advanced due to their diverse applications  

(Buratti et al., 2009). Wireless Sensor Networks (WSNs) are a new generation of real-time 

embedded systems with unique communication limitations compared to traditional networks  

(Rajaravivarma et al., 2003). 

2.4 WSN Architectures 

Wireless Sensor Networks are a diverse component in that they consist of different nodes. The 

Wireless Sensor Networks framework applies to the organization and configuration of sensor 

nodes alongside their communication frameworks, facilitating the acquisition, processing, and 

distribution of environmental information. WSNs are known for their dynamicity nature. 

Typically, WSNs are characterized by two primary architectural models: Layered Network 

Clustered Architecture. A more primary architectural model: Layered Networks Architecture and 
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Clustered Architecture. A more complete description of these architectures is provided in the later 

sections. Generally, the WSN structure is divided into various layers as illustrated in Fig. 2.2, 

with each layer serving specific functions (Alkhatib & Baicher, 2012). The following is a 

general description of the main components and layers of the majority of WSN 

architectures.  The application layer manages traffic flow and offers software utilities that 

translate data into a meaningful conclusion format. Wireless Sensor Networks find applications 

in different fields. They are utilized in different areas, including agriculture, military operations, 

environmental monitoring, and medical care. The Wireless Sensor Network Application is the 

highest layer in the WSN protocol stack and is crucial for facilitating proper communication 

between user applications and the network. Utilizing these advancements in WSN, the use of 

energy-efficient routing is crucial. 

 

Figure 2.1 : Cluster-based WSN Architecture (Nadeem & Agrawala, 2005) 
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Figure 2.2: Wireless Sensor Network Layers (Sardar & Majumder, 2013) 

2.4.1 Application Layer 

The application layers of Wireless Sensor Networks allow the realization of applications. The 

application layer directs traffic and provides software utilities to convert the data into a useful 

format for acquiring knowledge. Wireless Sensor Networks are utilized across a variety of 

domains, including agriculture, military, environmental monitoring, and health fields. Wireless 

Sensor Network application Layer is the topmost layer in the WSN protocol stack and plays a 

vital role in enabling the user and network to communicate effectively with applications. It is an 

architecture that supports the deployment of a range of applications with application-specific 

protocols and services (Mubarak et al., 2024). Wireless Sensor Network application layers 

facilitate the usage of such applications. 

2.4.2 Transport Layer 

The transport layer of WSN is responsible for the reliability of data delivery, transmission, and 

sustaining energy efficiency in resource-scarce settings. The Wireless Sensor Network transport 

layer of a network has a few limitations. The transport layers in WSNs must fulfill certain 

challenges such as constrained energy, low processing capability, and bandwidth constraints. In 

WSN, this layer is accountable for end-to-end communication services that promote efficient data 

transfer and minimize packet loss and congestion (Yu et al., 2024). 
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2.4.3 Network Layer 

The Network layer of WSNs is concerned with routing the data packets among sensor nodes 

efficiently to the base station, while simultaneously minimizing energy usage and ensuring the 

trustworthy delivery of information. This layer plays a fundamental role in defining how data is 

propagated, particularly in resource-scarce environments like WSNs. (Veena et al., 2024) sets the 

preconditions of Industrial Internet of Things (IIoT), the performance of the Network. The layer, 

in this case, determines the scalability, reliability, and power efficiency of industrial applications. 

2.4.4 Data Link Layer 

Wireless Sensor Networks (WSNs) Data Link Layer is a key component architecture of Wireless 

Sensor Networks that operates at one level above the physical layer of the OSI model, and plays 

a key role in facilitating efficient and dependable communication among sensor nodes. Its 

primary functions such as medium access control (MAC), error detection, retransmission, and 

allowing control over data communication (Jain, 2024). 

2.4.5 Physical Layer 

The physical layer of Wireless Sensor Networks (WSNs) constitutes the lowermost level in the 

network hierarchy. Architecture is significant in the direct transport and interpretation of raw bit 

streams through the wireless medium. It is a key factor that influences the overall performance, 

reliability, and energy efficiency (Daousis et al., 2024).  

2.5 WSN Benefits  

(Daousis et al., 2024) elaborates in great detail on integration with Building Information 

Modeling (BIM) and Radio Frequency Identification (RFID) systems.  WSNs offer several 

unique benefits that power efficiency, data-driven decision-making, and resource optimization. 

Wireless Sensor Networks (WSNs) provide numerous benefits, particularly in the healthcare 

sector, whose applications are transformative. It brings revolutionary advantages in water quality 

monitoring, overcoming significant limitations with conventional lab-based approaches. 

However, these advantages come with challenges, such as the need for strong and energy-efficient 

authentication protocols designed for resource-limited sensor nodes (Alate et al., 2024). 
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These benefits are prohibited by their limitations. These traditional practices have a tendency to 

struggle with the necessity for instantaneous feedback and prompt reactions to issues. Conversely, 

WSN-based methods enable ongoing, widespread monitoring over big regions, giving current 

details to stakeholders (Y. Singh & Walingo, 2024). 

2.6 Overview of Cluster-Based Wireless Sensor Networks 

In conventional wireless sensor networks (WSNs), the users, sink nodes, and sensor nodes 

are static, and the network is deployed in a planar single-layer manner, which is not sufficient to 

provide support for mobile sensor nodes. An optimized hierarchical WSN topology for mobile 

sensor nodes reduces routing complexity for mobile sensor nodes, improving network 

performance in terms of reduced energy consumption and data transmission latency. Simulation 

results confirm the effectiveness of this hierarchical approach for achieving maximum energy 

efficiency at minimum latency (Chen & Yu, 2010).   

But WSNs are greatly challenged in routing because of the constraints of finite battery life, 

processing capability, and memory in sensor nodes. The Cluster-based method is the one that can 

be used to boost energy efficiency. This strategy lowers energy usage by minimizing the 

transmission distance and balancing energy consumption among various nodes. Recent 

Development in cluster-based protocols has demonstrated potential to enhance energy efficiency 

and overall network performance in WSNs (Journal, 2024). 
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Figure 2.3: WSN Clustering Structure (Thein & Thein, 2009) 

2.6.1 Sensor Nodes 

Within the described context, sensor nodes are complete systems that are purposely designed to 

detect and manage environmental conditions, particularly the presence of toxic gases and 

chemicals. These devices are usually employed where instant reaction to any possible leaks is 

vital, such as in automated labs in which chemical vapors can present dangers to both human 

safety and devices (Al-Okby et al., 2024). 

2.6.2 Cluster Head 

A cluster head (CH) in the  Internet of Things (IoT) is a node that is responsible for managing 

and coordinating the communication among a group of sensor nodes. The CH is the key to energy 

efficiency and network performance by collecting, gathering, and transmitting data from the 

nodes in its cluster to the other components of the network. In most cases, the sink conserves 

energy and expands the network (Somula et al., 2024).  

2.6.3 Base Station 

In Internet of Things (IoT) capable Wireless Sensor Networks (WSNs), the Sink node plays a 

central role as the primary nucleus of the collection, accumulation, and exchange of information 

in the network. The location of the Bs mostly influences the whole performance and energy 
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efficiency of the WSN. Its positioning impacts the efficiency of data transfer, energy 

consumption, and the network’s scalability. Base stations have different roles in WSNs. In some 

IoT-assisted WSN implementations, the role of the BS may vary depending on the integration of 

opportunistic routing protocols (Chaurasia & Kumar, 2024). 

2.7 WSN Routing Protocols 

Wireless Sensor Networks (WSNs) have brought significant advancements, driven by the 

development of micro-sensor devices. It consists of heterogeneous devices. These networks 

consist of hundreds to thousands of sensor nodes capable of collecting data from remote locations 

and transmitting it to users based on specific applications. However, sensor nodes face limitations 

in energy, storage, and computational power, making energy-efficient routing a critical aspect; 

they also benefit from collecting and processing data. 

Routing protocols in WSNs enable data transmission between nodes and are designed to explore 

the unique constraints of these networks. These routing protocols are categorized by some factors. 

Protocols can be categorized based on key factors such as energy efficiency, scalability, and 

communication overhead (Bhattacharyya et al., 2010).  

2.8 Overview of Energy-Efficient Routing Protocols 

Reinforcement Learning-based routing protocols can address the issues of energy-efficient 

routing protocols. Energy-efficient routing in Wireless Sensor Networks (WSNs) is critical to the 

limited resources of sensor nodes and their hostile conditions of operation. (Lakshmi et al., 

2024). While WSNs are the foundation of IoT applications, they are beset by resource-limited 

dimensions, e.g., power consumption issues, network lifetime, routing efficiency, throughput, 

latency, and (Saadallah & Alabady, 2024). These have to proper routing paths to be implemented 

in WSNs' application areas. 

2.8.1 Categories of Energy-Efficient Routing Protocols for WSNs 

WSNs use multi-hop communication, i.e., nodes relay data to the base station through other 

nodes. Routing protocols in WSNs try to save energy, extend the life of the network, and operate 

effectively with limited resources, but they have some disadvantages. Existing protocols often 

emphasize either extending network lifetime or implementing security mechanisms, sometimes 



20 | P a g e  

 

at the expense of energy efficiency (D et al., 2024). Depending on the energy awareness 

techniques employed, routing protocols can be classified into the following categories: 

2.8.1.1 Data-centric Routing Protocols 

The purpose of these routing protocols is to enhance energy efficiency and prolong the working 

lifetime of Wireless Sensor Networks (WSNs), specializing in data transmission, aggregation, 

and optimization redundancy elimination. In contrast to conventional address-based routing, 

these protocols favor the data content rather than the actual sensor nodes transmitting it. These 

problems necessitate an adaptive approach to address the challenges of WSNs. (Batool et al., 

2024) Introduced the main goal to reduce the energy usage of sensor nodes and provide efficient 

data transmission of relevant information to the sink node. 

2.8.1.2 Hierarchical Routing Protocols 

Routing protocols used in wireless sensor networks (WSNs) play an important role in maximizing 

energy usage, scalability, and network lifetime, necessary for resource-constrained settings. 

Reinforcement learning-based WSN routing protocols are a complex operation aimed at saving 

energy. These operations structure the network into clusters or layers, enabling good data 

interaction and organization. Both internally and externally, the hierarchical structure has 

received much attention in tackling these issues. Hierarchical routing has received considerable 

academic attention in the last few years in recent times. Attention is increasingly focused on non-

traditional hierarchical strategies (Liu, 2015).   

2.8.1.3 Location-Based Routing Protocols 

Dynamic environments, especially in military cyber-physical systems characterized by variability 

environments require effective and adaptive communication strategies. These routing protocols 

are an essential component of Wireless Sensor Networks (WSNs), especially in urban cyber-

physical systems where dynamic contexts demand extremely adaptive and productive 

communication strategies. The UALRP (Location-Based Routing Protocol) integrates real-time 

data analysis and adaptive machine learning models in its algorithmic framework, which enables 

dynamic optimization of making routing choices in reaction to the constantly developing urban 

environment (Akinola, 2024). 
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2.8.1.4 Multipath Routing Protocols 

They are routing protocols that offer an effective solution for WSNs to the issues that are 

occurring as a consequence of environmental management activities under climate change and 

anthropogenic processes. The networks play a crucial role in sensing and monitoring incidents 

such as wildfires, floods, and landslides, where ongoing and dependable operation is required to 

reduce hazardous events. The inherent characteristics of WSNs low-power sensors, self-

maintaining power sources, wireless communication, and myriad sensors, make them ideal for 

these missions, especially in remote or hostile regions (Üveges & Oláh, 2024). 

2.8.1.5 QoS-Aware Routing Protocols 

For IoT, which feeds into central applications such as intelligent infrastructure, traffic 

management, and security systems, enabling extended lifetimes of networks and extensive sensor 

coverage is an important aspect. These are routing protocols that take a prominent place in 

Wireless Sensor networks. Wireless Sensor Networks (WSNs) within the IoT paradigm, and more 

specifically in applications like smart cities. (Karunkuzhali et al., 2024) suggested protocols 

aimed at enhancing communication and transfer in IoT networks according to their requirements, 

which include factors such as energy efficiency, latency, reliability, and network lifetime.  

Adaptive energy-efficient reinforcement learning-based routing protocols play an important role 

in WSNs. 

2.8.1.6 Sleep-Awake (Duty-Cycle) Based Routing Protocols 

It focuses on minimizing energy consumption without compromising network connectivity and 

performance. (Jeyakarthic & Selvakumar, 2024) presented protocols that operate based on cycles 

of "sleep" and "awake" to reduce energy consumption, which is essential in WSNs where sensors 

traditionally operate on battery power. 

2.9 Machine Learning for Energy-Efficient Routing Protocols in WSN 

(Ullah Khan et al., 2024) Provide details about a revolutionary technology that has come to 

combat the energy-efficient routing protocol (E-ER-P) challenges. WSNs components are of The 

properties are heterogeneous. Among the critical components in WSNs, routing protocols are 

essential for optimizing energy consumption during data transmission. While traditional routing 
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protocols offer fundamental solutions, they cannot often adapt to the changing and unpredictable 

nature of WSN environments.  

Wireless Sensor Network needs an advanced ML-based routing protocol to address dynamic 

changing environments. WSNs need an adaptive method to overcome these issues. (V. Singh & 

Rastogi, 2019) proposed ML-based approaches that can address the limitations of traditional 

routing methods by leveraging the ability to learn from adapt to changes in real time. 

Reinforcement Learning based routing protocols can address these issues by adapting 

dynamically. 

2.10 Reinforcement Learning for Energy-Efficient Routing in WSNs 

Reinforcement Learning (RL) can be described as a subdivision of Machine Learning (ML) that 

is concerned with training through interaction within the working space. This process is 

undertaken through the assimilation of new information to execute tasks and or make changes as 

required by the system or the given environment. The latter may provide varying feedback, 

including positive rewards, negative rewards, or none at all. Such gradual interactions with the 

environment enable an agent to learn the best possible behavior to accumulate rewards over time. 

Reiterating on the approach, it uses rewards and focuses on the last result, thus focusing on the 

problem at hand instead of theoretical models, hence making it appropriate for the problem at 

hand (Kumar et al., 2024). 

The incorporation of reinforcement learning (RL) for energy-efficient routing in wireless sensor 

networks (WSNs) addresses some of the most pressing challenges faced by IoT-enabled 

applications, including battery longevity and energy efficiency. The dynamic properties of WSNs 

can not adapt to the energy-constrained environments. In IoT applications, which drive critical 

applications such as smart infrastructure, traffic management, and security systems, ensuring 

prolonged network lifetimes and extensive sensor coverage is crucial. However, traditional 

routing solutions often struggle with real-world applicability, due to their complexity and lack of 

scalability, and they can not achieve energy-efficient routing. 

RL-based routing, which is a dynamic and adaptive routing protocol, can be developed to 

optimize energy usage across sensor nodes and ensure energy-efficient WSNs routing. WSNs, by 

their nature, are resource-constrained and dynamic. This technique identifies the most energy-
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efficient transmission path from the source node to the sink node by evaluating the energy status 

of every intermediary node. These RL algorithm in WSNs learns and improve over time using a 

reward function designed to adjust energy consumption and data transmission effectiveness, 

achieving an intelligent decision-making process that prioritizes network longevity and reliability 

(Bhimshetty & Ikechukwu, 2024). 

Because RL only optimizes the system’s actions and feedback, it allows all possible outcomes to 

be achieved by balancing interactable parameters. This reward function can evaluate the 

performance of each node in the network. The design of RL even allows it to be deployed in edge 

cases, such as environments that are noisy and constrained. Unsupervised Reinforcement 

Learning (RL) overcomes sequential decision-making issues by feedback from the environment 

in an interactive way. In theory, RL performs exceedingly well in complicated video games where 

many mistakes can be made, but in reality, such mistakes are not practical (Glanois et al., 2024). 

So, it can be observed that WSNs can benefit greatly from Reinforcement Learning to improve 

their performance, increase reliability, and enhance their adaptability. However, effective 

implementation of RL requires addressing issues of resource constraints and timeliness. 

 

Figure 2.4: Reinforcement Learning Agent Interactions (Georgeon et al., 2015) 

2.11 Datasets Scenarios 

This study will employ Q-Network (DQN reinforcement) learning mechanisms to address 

energy-efficient routing protocol challenges in WSNs. Deep Q-Network (DQN) reinforcement 
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algorithms provide a transformative role in solving complex decision-making problems, 

especially in dynamic and resource-constrained areas such as WSNs. DQNs combine the rules of 

reinforcement learning with deep learning, enabling intelligent agents can learn optimal actions 

directly from high-dimensional input states without the need for pre-defined rules or complete 

knowledge of the environment.  

Our suggested protocol is simulated under the consideration of some hyperparameters. These 

hyper-parameters involve parameters such as the number of network nodes in total, the number 

of clusters, the permitted time to transmit data packets from a point to another, the initial 

energy of nodes, earning rate co-efficient (alpha), the energy consumption in various scenarios, 

the maximum distance in length and width between nodes, simulation length, and the number 

of times that the simulation executes (epoch). Reinforcement Learning for Wireless Sensor 

Networks will use the wsn-indfeat-dataset Public datasets for simulation purposes. These datasets 

are synthesized by using simulation tools like NS3 or MATLAB.  

2.12 Related Works   

Traditional wireless sensor network routing protocols have provided fixed techniques. However, 

in many applications involving a large number of sensor nodes, assigning unique global 

identifiers to each node is often impractical. Wireless Sensor Networks are embedded in their 

environments. Furthermore, sensor nodes usually determine their locations randomly within such 

environments, and it is hard to identify particular nodes for particular communication or 

commands. To overcome these challenges, routing protocols utilize data aggregation and guide 

traffic based on the aggregated results to enhance network effectiveness and conserve energy. 

(Bhimshetty & Ikechukwu, 2024)  suggested a technique that enhances the lifespan and 

strengthens the scalability of IoT networks by balancing energy consumption evenly and 

distributing energy in devices. (Alsalmi et al., 2024b) proposed algorithm that utilizes a 

Reinforcement Learning (RL) framework for finding the best transmission paths by promoting 

nodes to relay data of local energy data of local energy is still a key consideration factor. The 

proposed algorithms are executed with the goal of facilitating energy-aware routing as well as 

throughput maximization, thus addressing the above-stated problems founded on RL-based 

solutions. It determines the best transmission paths by motivating nodes to share information of 
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local relevance, while accessible energy is a key consideration. Suggested reference algorithms 

rely on the packet delivery ratio (PDR), packet delivery time, and energy efficiency. (Arafat et 

al., 2024) proposed a way of measuring the time for which a path will remain operational, termed 

link lifetime estimation (LLE), to improve packet routing in VANETs. Benchmark algorithms 

based on packet delivery ratio (PDR), packet delivery time, and energy efficiency were proposed 

by (Okine et al., 2024). (Yun & Yoo, 2021) Proposed RL-based energy-efficient routing protocols 

that are specific to finding the global optimum route, reducing overall energy consumption, and 

extending the WSN's lifetime. The approach involves the degree of possible data collection from 

adjacent nodes to determine the routing path. (Ghamry & Shukry, 2024) suggests a multi-

objective deep reinforcement learning-based clustering and routing strategy, the proposed 

approach dynamically divides the network into unequal clusters based on sensor node data loads, 

reducing premature network failures. 

(Suresh et al., 2024c) proposed Federated Deep Reinforcement Learning, which allows rapid and 

decentralized decision-making and is the concept of adaptive routing for dynamic network 

conditions. (Abadi et al., 2022) proposed the utilization of reinforcement learning for optimizing 

energy management via the network. (Keerthika & Berlin Hency, 2022) proposed Reinforcement-

Learning-Based Energy Efficient Optimized Routing (RLER). A framework consisting of three 

basic algorithms—coverage gap identification by using Delaunay triangulation, dynamic node 

placement with optimized cluster positioning, and an adaptive tree-based routing protocols that 

use a Minimum Spanning Tree to enhance network coverage and energy efficiency. Efficiency 

and performance in multi-access edge environments were proposed by(Sivadasan & Nagarajan, 

2025).
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Table 2.2: Related Works summary of this study 

Author Methods Sleeping 

Scheduling 

Q-Learning Periodic Battery 

Monitoring  

Limitation 

(Suresh et al., 

2024) 

FDRL No Yes No Improves energy efficiency with only a 15% 

improvement compared to existing methods. 

(Arafat et al., 

2024) 

ARMR No Yes No The lack of explicit energy-saving mechanisms, such 

as clustering or duty-cycling. 

(Abadi et al., 2022) RLBEEP Yes Yes No Does not explicitly address the trade-off between 

energy efficiency and other parameters like average 

reward. 

(Bhimshetty & 

Ikechukwu, 

2024) 

DQN No Yes No Limited discussion about the trade-offs between energy 

consumption and other network metrics, such as 

latency or packet loss. 

(Alsalmi et al., 

2024) 

DRL No Yes No Does not thoroughly explore trade-offs between energy 

efficiency and other network performance metrics like 

latency or packet delivery ratio. 

(Okine et al., 

2024) 

MADRL No No No Limited adaptability in their effectiveness. 

(Yun & Yoo, 

2021) 

Q-

DAEER 

No Yes No Lack of coordination between routing decisions and 

aggregation potential reduces its effectiveness. 
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CHAPTER THREE 

RESEARCH METHODOLOGY 

3.1 Overview 

This section outlines a step-by-step procedure and methodologies employed in the development, 

training, and evaluation of an optimum routing policy directed towards achieving maximum 

energy efficiency and overall network functionality. It represents a systematic method for 

designing, training, and assessing a guide routing aimed at advancing energy efficiency and the 

whole network performance and limitations of WSN routing protocols. It starts by initializing a 

simulation-based WSN configuration using the NS-3 simulator, simulating different network 

conditions to best reflect real-world operations. These simulations produce a large dataset that 

includes important parameters along with energy consumption, throughput, packet delivery ratio 

(PDR), latency, and inter-node distances. 

When preprocessed, this data serves as the foundation for calculating the reinforcement learning 

environment in which the routing problem is considered as a Markov Decision Process (MDP). 

A Deep Q-Network (DQN) agent is trained to learn energy-aware routing decisions by assessing 

network status and incentive signals for reducing energy consumption and enhancing packet 

transmission rates. Finally, our proposed protocol is analyzed for performance and compared 

against the baseline protocols, such as RL-based routing protocol methods, e.g., RLBEEP, to 

verify its stability under various circumstances. 

Implications of the present study are vast in numerous areas that utilize WSNs. These application 

areas are smart automation systems, healthcare monitoring, industrial wireless sensor networks, 

remote telemetry, wearable technologies, energy management, and smart agriculture. This section 

presents the research methodology adopted to attain the described objectives. It outlines the 

selected research design and framework, data collection activities, model selection process, and 

the evaluation metrics employed. To address the exploratory nature of the research questions, the 

chapter also assesses the specific methods and models in developing the proposed routing 

protocols for WSNs. 
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3.2 System Model Architecture 

Our model aims to simulate a practical, cluster-based wireless sensor network where sensor nodes 

are randomly distributed over a specific area. Each node operates with a limited energy supply, 

limited processing power, and wireless communication capability. These nodes are organized into 

clusters, each overseen by a cluster head that gathers data from its members and forwards it to 

the base station or sink. It employs a multi-hop communication strategy, allowing data to be 

conveyed through several intermediate nodes, thereby conserving transmission energy and 

expanding network coverage. 

The model incorporates dynamic factors such as node movement, fluctuating channel quality, and 

evolving network topology. Essential parameters like residual energy, node distance, link quality, 

queue status, and throughput are constantly followed to support intelligent routing. RL agent 

integrated within each node or cluster head uses these parameters as part of its state input to 

determine energy-efficient routing paths that enhance both network lifespan and data delivery 

efficiency.  

3.3 Dataset Generation and Description  

The nodes are systematically arranged into groups, and each group is led by a cluster head that 

collects information from its members and forwards it to the base station or sink. It follows a 

multi-hop communication strategy, where the data transmission is enabled and delivered through 

several intermediate nodes, thereby conserving transmission energy and expanding network 

coverage. To perform a simulation, each node transmitted data packets at regular intervals while 

key network metrics were continuously recorded. These different attributes provide the 

reinforcement learning model with a robust view of the network, enhancing it to make intelligent 

and dynamic decisions. This dataset forms the foundation for training the Deep Q-Network 

(DQN) and benchmarking its effectiveness against traditional routing approaches.  

The dataset used in this study was generated using the NS-3 simulator and exported in CSV 

format. To comprises approximately 49.99 MB in size and contains over 1.5 million records, 

making it computationally intensive and challenging to process on standard computing systems 

with minimized processing capabilities. To achieve the objectives of this study on energy-

efficient routing protocols, a selected subset of the dataset comprising 500,000 samples was 
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selected for preprocessing. As described in Figure 3.1, this subset implies simulations involving 

1,000 node instances with a traffic rate of 100 packets per second. Below is a sample of a Python 

script executed in the NS-3 simulation environment.  

 

 

Figure 3.1: Dataset preprocessing sample 

The following table outlines each feature, its data type, and a brief description of the dataset we 

have generated using the NS-3 simulator.  

Table 3.1: Summary of feature description 

Sno. Features name Description Data types 

1 Timestamp      Records the exact time at which a data 

entry or sensor activity was logged 

during simulation monitoring.  

float64 

2 Node_ID                        Unique identification is assigned to 

each node in the WSN to distinguish 

and monitor individual sensor activities.  

float64 

3 Node_energy_levels             The current energy level of a node, 

often expressed in Joules or Percent, 

float64 
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represents the power available before 

depletion.  

4 Residual_energy               The remaining energy after performing 

routing, communication, or sensing 

tasks. 

float64 

5 Energy_consumption             Total energy used by a node in 

transmitting, receiving, and processing 

packets within a given time frame or 

routing session.  

float64 

6 Link_quality                   A metric representing the quality of the 

communication link between two 

nodes.  

float64 

7 Channel_condition               Indicates the state of the 

communication channel.  

object 

8 Node_distance                  Physical or logical distance between 

nodes or from a node to the sink.  

float64 

9 Queue_length                   Number of packets waiting the node’s 

buffer for transmission.  

float64 

10 Hop_count_to_sink              The number of intermediate nodes a 

data packet traverses before reaching 

the sink node.  

float64 

11 Neighboring_node_states        The operational status of adjacent 

nodes, crucial for making informed 

next-hop decisions.  

float64 

12 Next_hop_selection              Indicates the chosen neighboring node 

for forwarding the packet.  

object 
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13 Action                          The decision taken by the reinforcement 

learning agent, based on the current 

state observation.  

object 

14 Reward                         Feedback signal given to the RL agent 

based on the outcome of an action.  

float64 

15 Successful_packet_delivery     Binary or count value representing 

whether the transmitted packet reached 

its destination successfully. 

float64 

16 PDR                            Ratio of successfully delivered packets 

to the total sent. 

float64 

17 Throughput                     The amount of data successfully 

transmitted over the network in a given 

period.  

float64 

18 Latency                       Time taken for a packet to travel from 

source to destination. 

float64 

19 Network_lifetime               Duration until the first or last node dies 

due to energy depletion. 

float64 

3.3.1 Simulation Environment 

To realistically model the operational dynamics of Wireless Sensor Nodes under varying network 

conditions, the simulation environment should be designed properly. For our study, the simulation 

setup environment is based on NS-3 (Network Simulator 3), a discrete-event simulator modified 

for studying networking protocols and communication systems. A comprehensive platform to 

model and simulate wireless sensor networks (WSNs) with various protocols and configurations 

we selected for our study is the NS-3 network simulator. The model includes dynamic variables 

like node mobility, time-varying channel quality, and developing network topology. Crucial 

factors such as residual energy, node distance, link quality, queue status, and throughput are 

constantly monitored to facilitate intelligent routing. RL agent incorporated into every node or 
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cluster head, utilizes these parameters as components of its state input to determine energy-

efficient paths that achieve maximum network lifetime and data delivery efficiency. 

For enhancing the training and evaluation of the suggested adaptive energy-efficient routing 

protocol, an extensive dataset was created using the NS-3.36.1 simulator. The simulation 

environment depicted a wireless sensor network composed of various nodes systematically 

organized in a clustered implementation with AODV as the base routing protocol. A variety of 

network conditions, such as different traffic rates, number of nodes, and changing energy levels 

were modeled to represent dynamic operating conditions. Various tools, package libraries, and 

ML structures, used for various purposes in the simulation setup, are mentioned below. This 

includes various tools, package libraries, and ML structures used for various purposes as 

mentioned below. 

Ubuntu 22.04: Ubuntu 22.04 serves as the primary working environment for implementing the 

model architecture in the development of an adaptive energy-efficient routing protocol using 

reinforcement learning for wireless sensor networks. The Linux-based operating system is chosen 

for its stability, extensive support for networking tools, and compatibility with essential machine 

learning and simulation frameworks. 

NS-3: As a discrete-event network simulator, NS-3 (version 3.36.1) provides a highly flexible 

environment for simulating WSNs, allowing researchers to design, test, and optimize the 

proposed RL-based routing protocol before real-world deployment. It facilitates the modeling of 

sensor nodes, energy consumption dynamics, communication protocols, and network topologies, 

enabling precise evaluation of energy efficiency and adaptive behavior. NS-3’s component-based 

design supports the integration of RL algorithms, where nodes can learn optimal routing strategies 

based on energy consumption, network traffic jams, and link reliability. Additionally, NS-3 

enables performance analysis based on various performance measures. 

Kaggle: Kaggle environments supply GPU and TPU access and are thus suitable for managing 

the computational demands of Deep Q-Network (DQN) and Hierarchical DQN models in this 

study. It provides an instant working space for model training, execution, and dataset 

preprocessing evaluation. It also supports Python and significant libraries such as Tensor-Flow, 

PyTorch, Numpy, and Pandas, to create an efficient workflow for adopting and experimenting 

with the adaptive routing protocol. 
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Python: Python is also a highly effective and stable programming language, backed by an 

extensive ecosystem of machine learning tools. The framework utilizes libraries like TensorFlow 

and PyTorch to implement the reinforcement learning (RL) agent, which employs Deep Q-

Networks (DQNs) or policy gradient approaches to find energy-efficient routing approaches that 

minimize energy consumption while maintaining network stability. The flexibility of the 

language simplifies the implementation of neural networks for estimating Q-values or policy-

based actions, enabling real-time modification of dynamic network parameters such as sensor 

battery levels, connection reliability, and structure configurations. Such ability maintains the 

system in an adaptable state to evolving operational demands in wireless sensor settings. 

NumPy: NumPy is a fundamental package for numerical data and streaming data processing 

structures. It’s an ideally designed array-processing that offers efficient processing of the 

reinforcement learning (RL) paradigm. By incorporating NumPy into the RL framework, the 

protocol wisely adjusts routing pathways, remarkable a balance between exploring new routes 

and via established energy-saving paths. This combination guarantees prolonged energy 

conservation with high network reliability. 

Jupyter Notebook: Jupyter Notebook was an agile environment conducive to iterative testing 

and visual inspection. Being dynamic and interactive, it was easy to incorporate the application 

of reinforcement learning (RL) methodologies, including Deep Q-Network (DQN), in simulated 

network environments to sustain collaborative simulations that integrate algorithmic design and 

system implementation modeling. 

Scikit-Learn: Scikit-Learn is crucial in streamlining the processes of reinforcement learning. 

(RL) framework through the solution of data preprocessing and additional machine learning 

Functions. Although the primary RL algorithms, such as Q-learning, might be developed 

independently or incorporated through dedicated libraries, Scikit-Learn facilitates streamlined 

feature engineering and data normalization processes. This ensures high-quality training data 

inputs by refining raw network parameters (e.g., residual energy, transmission distances) into 

standardized, meaningful state representations, which are vital for robust RL model performance.  

Matplotlib: Matplotlib plays a pivotal role in the visualization and validation of the model’s 

behavior and performance metrics. Throughout the training phase, the library is utilized to create 

visual representations of learning curves, reward progression trends, and convergence behaviors 
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of the reinforcement learning agent (such as Q-learning or Conservative Q-Learnings), 

facilitating simulation observation of the training dynamics.  

In our study, we employed the creation of a simulated or lab-based Wireless Sensor Network 

(WSN) environment where sensor data was generated under specific, pre-defined conditions. 

These conditions included: Varying routing protocols, Consistent traffic patterns, a fixed number 

of nodes, and uniform data size. This approach allowed us to conduct replacement experiments, 

making it easier to test and validate the performance of different routing protocols under identical 

conditions.  It allows us to avoid the risks and costs associated with deploying and experimenting 

in real-world WSNs, which can often be located in harsh or inaccessible areas. 

Furthermore, this simulation enabled us to generate large, labeled datasets suitable for training 

Reinforcement Learning (RL) models. However, we acknowledge that simulated data might not 

perfectly capture the complexities and uncertainties of real-world WSNs, such as noise, 

interference, dynamic environmental changes, and unpredictable node behavior. A sample CSV 

file for NS-3 data generation and collection is shown in Figure 3.2 below. 

 

Figure 3.2: A sample CSV file dataset generated by NS-3 
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After mounting Google Drive and loading the dataset, we initiated the preprocessing steps 

essential for implementing a reinforcement learning and machine learning-based adaptive energy-

efficient routing protocol for wireless sensor networks (WSNs). We first examined the dataset by 

displaying its column names and the first few records to understand its structure. Next, we 

handled missing values in the numeric columns by filling them with their respective means. 

Lastly, we ensured the dataset’s integrity by detecting and eliminating duplicate rows, preparing 

it for reliable training of the RL model, as illustrated in Figure 3.3 below: 

 

Figure 3.3: RL Model Implementation 

3.3.2 Network Parameters and Topology   

In the course of the present study, the network topology structure is usually achieved through a 

cluster-based model, with the nodes positioned in a two-dimensional area and communicating 

wirelessly. In this scenario, specific nodes are utilized as cluster heads with the responsibility of 

collecting and relaying data to the base station, thereby minimizing energy consumption and 

enhancing the network scalability. The key parameters characterizing the network involve the 

number of nodes per unit area, along with node mobility (i.e., whether nodes are stationary or 

mobile), node energy states, and routing configurations. Additionally, factors such as channel 
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conditions (signal quality), latency, packet delivery ratio (PDR), link quality, and node distance 

from sink nodes are optimized. These parameters are carefully configured in the simulation 

environment NS-3 to model realistic network behavior and test the robustness of the proposed 

protocol under varying conditions. 

3.3.3 Features and Data Attributes   

The characteristics and data attributes selected in our research have been identified with caution 

to capture the dynamic performance and behavior characteristics of energy-operating wireless 

sensor networks limitations. All these features together form the global state of the network and 

play a crucial role in facilitating the reinforcement learning agent's ability to make well-informed 

and effective routing decisions. This full range of capabilities allows the learning model to 

respond properly to the changing network conditions and stimulates energy throughout the 

system. 

3.4. Data Cleaning and Relevant Feature Selection 

Data cleaning and the selection of suitable features are necessary to enhance the efficiency and 

correctness of the reinforcement learning-based routing protocol. In our study, raw dataset values 

derived from NS-3 simulations are initially enhanced by completing missing data, repairing 

contradictions, and duplicates. Numerical variables are normalized by scaling strategies to 

maintain consistent value ranges, thus fostering greater convergence of the model.  

All the categorical variables are converted to numerical representations using appropriate 

encoding methods. To identify the most important factors that impact routing decisions, such as 

residual energy, link quality, node distance, queue length, and throughput feature selection 

methods like mutual information and correlation analysis are used. This filtering aids in data 

reduction complexity, speeding up the training process, and improving the learning model's 

ability to Best routing choices depend on focusing on crucial predictive attributes. 

3.4.1 Handling Missing Values 

In this study, lost data, usually caused by sensor node failures, lost packets, or unstable 

connectivity, is resolved by proper allocation methods like mean, median, or forward/backward 

fill based on time-series trends. Noisy entries, which can be caused by the device Anomalies or 
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external interferences, are detected through statistical approaches, for example, the z-score or 

interquartile range analysis, and corrected by employing a smoothing technique or removing 

outliers. This first phase ensures that the reinforcement learning model is trained on data that is 

free from inaccurate information, thereby making it more effective at making the best routing 

decisions in dynamic network environments. 

3.4.2 Feature Selection 

The major feature selection procedure guarantees that just the most effective and significant data 

features are employed, reducing computational complexity while enhancing the efficacy of the 

reinforcement learning model. The most significant features typically are energy consumption, 

channel condition, next hop selection, and remaining energy, since these directly influence 

routing decisions and energy efficiency. Picking these traits carefully, our model can commit to 

learning the correct Routing mechanisms aimed at reducing energy consumption without 

compromising reliable communication. Handling missing values or irrelevant attributes avoids 

overfitting and maximizes the protocol's scalability to large-scale WSN environments. Effective 

attribute selection mechanisms are essential to enhance the reinforcement learning process and 

minimize computational complexity. Some popular attribute selection methods: 

Filter Method: This approach focuses on filtering simulated data to choose and utilize only the 

most important features that significantly impact routing performance and energy consumption. 

SDFM utilizes statistical and heuristic approaches to eliminate redundant or irrelevant data 

attributes and thereby optimize the decision-making for the reinforcement learning model. By 

prioritizing features like node energy levels, network topology dynamics, link quality, and traffic 

load, the method enhances the protocol's adaptability to dynamic network conditions efficiently. 

Additionally, SDFM minimizes computational complexity to allow the reinforcement learning 

agent to converge faster while maintaining high accuracy in selecting energy-efficient routing 

paths. This approach can also optimize the protocol's overall energy efficiency, but also prolongs 

the network lifetime, which is optimally applicable to energy-limited wireless sensor networks. 

Some of the well-known filtering techniques include: 

Correlation-based filtering: Seeks to select and utilize only the best characteristics by 

examining the relationships between simulation data variables. An extremely high correlation 
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between features often indicates redundancy, thus making it easy to eliminate less important 

variables to minimize the dataset size. This data flow reduces computational overhead while 

keeping vital parameters, i.e., residual energy, node connectivity, and next hop determination, 

intact for effective decision-making. 

Mutual Information: A method used to measure the dependency between variables, selecting 

attributes with the best predictive power for target variables while minimizing duplication. By 

analyzing the important information between routing features, such as residual energy, channel 

condition, and next hop selection, and the desired routing objectives, such as energy efficiency 

and reliability, MI filtering attains the selection of attributes that significantly influence decision-

making. These techniques not only simplify the model complexity but also enhance the 

computational efficiency of reinforcement learning algorithms, making them suitable for 

resource-limited WSNs. Leveraging MI selects aligns to create adaptive protocols that 

dynamically adjust routing decisions based on the most vital and energy-efficient features, 

ultimately prolonging network lifetime and maximizing performance.  

Variance Thresholds: It validates that only valuable and important attributes are utilized for 

training our model, RL. Threshold-based attribute selection techniques, e.g., treatment of 

attributes with low Variance, aid in eliminating redundant or undesirable data, thereby reducing 

computational demands and improving model performance. 

Wrapper Method: It provides a disciplined mechanism for generating encapsulation and 

simulation data analysis to replicate real WSN situations as closely as possible. It promotes the 

integration of diverse data sources, reveals differing environmental factors and network 

topologies, and node behaviors, into the reinforcement learning framework. By encapsulating 

simulation data with metadata and contextual data, the approach enables more significant 

assessments of residual, network lifetime, and decision-making steps. Classic examples of 

wrapper approaches include: 

Forward Selection: This method is utilized for the purpose of enhancing the capabilities of 

machine learning models by filtering the most relevant attributes for training models. It can be 

applied during the steps of data simulation to choose the significant parameters that affect energy 

consumption and performance of networks. This method starts with an empty set of attributes and 

incrementally adds the most significant feature, determined based on a pre-determined criterion 
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such as precision or minimization of error. This goes on until a subset of features is achieved that 

can then be used to train the reinforcement learning model. 

Backward Elimination: This method involves an iterative procedure where traits are initially 

included within the framework and subsequently eliminated depending on whether they 

contribute to the prediction accuracy. In energy-efficient routing, it is used to find the most useful 

factors-such as node energy level, channel condition, and next hop selection, which influence 

routing decisions. 

Recursive Feature Elimination: It is an efficient attribute filtering technique widely utilized in 

machine learning to reduce model overfitting and improve performance by iteratively addressing 

the less important features. The process entails fitting a model, then ranking the features in terms 

of importance, and recursively removing the least important ones until the enhanced subset is 

achieved. By decreasing the dimensionality of the data, RFE assists in attaining more efficient 

and Reinforcement learning-based computationally viable routing protocols, guaranteeing the 

protocol and accommodating varying network conditions using little energy. 

Embedded Method. This method collaborates with feature filtering right in the learning process 

steps, enhancing both the model’s performance and its computational efficiency. They work by 

including attribute filtering methods in the training of a machine learning algorithm, like 

reinforcement learning. It enables the simultaneous optimization of feature subsets and model 

parameters. Typical examples of embedded methods for the feature selection process are: 

3.4.3 Encoding the Labeled Data  

This method includes the creation of a simulation platform that precisely represents the network's 

modifying behavior, working with annotated datasets to cover a range of network situations, such 

as residual energy, node energy metrics, and energy usage. These categorized datasets enable the 

reinforcement learning agent is tasked with identify the optimal and non-optimal routing paths, 

encouraging its conduct to facilitate energy-conserving choices. By incorporating the categorized 

data during the simulation, the protocol can learn step by step from its environment, adapting in 

real-time to changes intended to reduce energy consumption. 



Page | 40  

 

3.4.4 Feature Scaling and Normalization 

These scaling and normalization procedures are essential to data structuring for Reinforcement 

learning, especially in problems with attributes that have different units or sizes. In wireless 

sensor networks (WSNs), parameters may encompass large variability in magnitude. If this 

difference is not considered, features with high numeric values can dominate others, resulting in 

unbalanced learning results. To amend this, techniques such as Min-Max Scaling normalize all 

feature values to a uniform range, often 0 to 1, so that they can contribute equally in model 

training. 

3.4.5 Dimensionality Reduction 

This method is used to improve the efficiency and performance of the reinforcement learning 

model. Since the dataset is feature-rich, there is a need to decrease the input variables, decrease 

the computational expenses, and reduce the overfitting risk. To achieve Principal Component 

Analysis (PCA) is employed to choose the most significant features while addressing aspects that 

are redundant or of lesser strength. By focusing attention on the most relevant state parameters, 

a reinforcement learning model can converge more quickly and make more precise 

determinations in the variable and resource-constrained environment of Wireless Sensor 

Networks. 

3.5. Reinforcement Learning Framework  

The decision-making process in routing is formulated as a Markov Decision Process (MDP), in 

which the sensor node is a learning agent that communicates with the surrounding network setting 

in which to develop effective routing mechanisms over time. Such an environment demonstrates 

the changing nature of wireless sensor networks, triggered by dynamic energy levels, channel 

conditions, and network traffic. Each agent depends on its present state-characterized by relevant 

network attributes, and takes an action based on a policy derived from a Deep Q-Network (DQN). 

The agent is rewarded depending on the success of the chosen action and consequently receives 

positive feedback for reducing energy usage, promoting packet delivery, and prolonging network 

lifespan. This reward policy enables the protocol to learn dynamic network circumstances. 
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3.6 Research Design  

Our research design will try to follow an orderly approach so as to enable the formulation and 

Assessment of an effective protocol. To begin with, the research will encompass the examination 

and analysis of fundamental routing and energy efficiency issues in WSNs, such as limited battery 

life and dynamic network topology. The reinforcement learning system will then be built, where 

nodes act as active learners who acquire best practices in routing by engaging with their 

environments. The proposed design will prioritize the integration of energy-efficient parameters, 

including residual energy and channel condition, and hop selection into the reward function to 

promote energy-efficient operation. The protocol will be validated using analytical modeling and 

simulation runs with small-scale test bed data to ascertain both durability and flexibility. Key 

performance indicators, such as energy consumption, network lifetime, and packet delivery ratio, 

are to be measured to compare the proposed protocol compared to conventional methods, 

ensuring its utility in various scenarios. 

 

Figure 3.4: Proposed methodology of the Study 

3.7 Parameter Tuning 

It serves as a way of tuning diverse parameters of reinforcement learning algorithms to enhance 

their performance in managing energy consumption and enhancing network lifespan. Effective 

parameter tuning can significantly affect routing choices at sensor nodes, enabling them to cope 
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with evolving environmental circumstances and operational requirements. For instance, intensive 

function-related variables in RL are crucial; they guide the agent in assessing the efficacy of its 

interventions on energy consumption, balance of load, and interconnectivity quality. By adjusting 

these parameters, the protocol can learn the best routing paths more efficiently, which minimizes 

the energy usage while maximizing the data delivery reliability. 

Furthermore, incorporating habits such as sleep planning and changing path selection even more 

increases energy efficiency, so that nodes conserve energy during idle periods and dedicate traffic 

uniformly throughout the network. Last but not least, fine-tuning of parameters enhances the 

immediate operation of WSNs but also engages in long-term sustainability and efficiency in 

various contexts (Malik, 2023). 

3.8 Model Selection 

This phase deals with the selection of the most appropriate algorithm in the model, like 

approaches involving reinforcement learning or cluster-based approaches, to maximize energy 

efficiency, network longevity, and performance while addressing the problems of sensor nodes 

(Sharma et al., 2022). The model selection entails the identification of superior reinforcement 

learning algorithms, including Q-learning and Deep Q-Network (DQN), or Policy Gradient 

approaches, based on the complexity of the WSN environment. Classical models like Q-learning 

are simpler and needed for smaller networks with small state-action spaces, whereas DQN and 

other deep reinforcement learning models show greater efficacy in large and dynamic networks 

because they can cope with high-dimensional state spaces. The choice is also determined by 

energy constraints, the computational capacity of sensor nodes, and network scalability 

requirements. 

In addition, hybrid frameworks that blend reinforcement learning with heuristic or optimization 

mechanisms can be investigated to improve reliability and energy efficiency. Apart from this, the 

model should also account for both the distributed and dynamic WSN nature, enabling nodes to 

learn independently and adaptively optimal routing decisions by themselves and minimize 

communication overhead. Following in pursuit of our objective, we identified and evaluated the 

following candidate models. 
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Q-Learning: Deep Q-Learning, a model-free reinforcement learning approach, allows wireless 

sensor networks (WSNs) to make optimum routing decisions through learning from 

environmental feedback, as demonstrated in the (Nandyala et al., 2022) proposed Q-learning 

based on the policy-aware routing (QTAR) protocol, improving energy efficiency and minimizing 

latency, and prolonging network lifetime by intelligently selecting next-forwarder (NF) nodes. 

This is an off-policy reinforcement learning algorithm that enables nodes in a sensor network to 

identify optimal routing paths by iterative optimization of Q-values from reward feedback of the 

actions taken within the setting requires a model specifically designed to meet the unique 

challenges of wireless sensor networks, such as limited energy resources, dynamic topology, and 

variable data traffic. The most critical of model choice considerations are the action and state 

design, spaces, which are designed to gather interesting network variables like residual energy, 

link quality, and hop count. 

Deep Q-Network (DQN): DQN model promotes choosing in WSNs by leveraging deep 

Reinforcement learning to improve routing procedures, making ARCMRP-DDQN change 

adaptive multicast routes based on network dynamics, and therefore improving energy efficiency, 

packet delivery, and latency (Selvakumar & Jeyakarthic, 2024).  

It collaborates Q-learning with deep neural networks to approximate the Q-value function, 

allowing for efficient decision-making in high-dimensional state-action spaces. For WSNs, 

selecting the best DQN model is a trade-off between energy efficiency and computational 

complexity. Lightweight network structures are chosen to reduce energy consumption while 

offering enough capacity to receive the information on changes in the network, for example, node 

energy levels, link quality, and traffic patterns. With a properly calibrated DQN, the routing 

protocol can intelligently choose energy-saving routes, prolonging network lifetime and 

optimizing overall reliability. 

Policy Gradient Methods: This strategy can enhance energy management in WSNs.  

Additionally, by optimizing the energy adaptation policy through gradient-based updates and thus 

improving RLMan seeks to learn about more effective ways of power consumption while 

adjusting to changing energy supplies, thus enhancing the overall long-term quality of service 

and network performance longevity (Aoudia et al., 2017).   
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These approaches target direct policy optimization by estimating the rise in the expected intensity 

in terms of the policy variables, enabling a proper investigation of high-dimensional and complex 

environments typical of WSNs. It may be employed to dynamically tune routing decisions 

depending on real-time conditions of the network, including energy levels, node density, and 

transmission quality. 

3.9 Model Training  

DQN combines Q-learning with deep neural networks to estimate the Q-value function, allowing 

efficient handling of huge state spaces that are typical in wireless sensor networks. DQN approach 

combines techniques like knowledge replay and target network improvement to stimulate 

training. Training a simulation model involves creating a virtual network area where sensor nodes 

can communicate, collect information, and adjust routing decisions based on incentives that 

encourage energy efficiency. In this context, the DQN model is trained iteratively, with its policy 

optimized to minimize energy consumption while with network performance and reliability. 

Experience replay: It can be utilized in combination with the Deep Q-Network approach for 

WSNs to further enhance it improves its performance through the storage and reuse of past events 

during training. This method allows the deep reinforcement learning (DRL) agent to decouple the 

correlation between consecutive data samples and enhance learning stability. By re-listening to 

the history of state-action reward transitions, the model can optimize data transmission paths 

more effectively, improve the defense mechanism against attacks, and change adjustment 

strategies in changing network environments, providing improved energy efficiency along with 

security in wireless sensor networks (Hu et al., 2024). 

Target Network Updates: In the context of wireless sensor networks (WSNs), the goal network 

updates during model training assist as a fundamental method to streamline decision-making 

processes in multi-objective optimization models. These updates enable the educational model 

can accommodate the changing and typically competing WSN goals very well, design, develop, 

and operate through balancing the learning process, enhancing meeting points, and stabilizing a 

balance among conflicting objectives such as energy efficiency, coverage, and reliability. This 

kind of strategy enhances the flexibility of WSN solutions to different constraints and contexts of 

use, allowing the promotion of bespoke and effective optimization strategies (Iqbal et al., 2015). 
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3.10 Performance Evaluation Metrics 

Performance evaluation metrics for Wireless Sensor Networks (WSNs), such as average reward, 

PDR, and energy consumption, are vital for assessing network quality systematically, as 

highlighted in a presented model that combines the entropy weight method and AHP to address 

the problems of single subjective or objective evaluations, thereby providing a complete approach 

for maximizing WSN performance(Iqbal et al., 2015). 

Energy Consumption: It represents a vital component in the architecture of Wireless Sensor 

Networks (WSNs), particularly concerning routing protocols that prioritize energy efficiency.  

Here, we will discuss some important formulas and variables associated with energy consumption 

in WSNs to maximize energy efficiency. 

Total Energy Consumption: Used to gauge the total energy consumed in data processing and 

transmission. Lower energy usage indicates more effective protocols. Minimum energy 

consumption indicates better protocol efficiency.  The total energy consumption of  each node 

includes energy  

✓ Data transmission, 

✓ Data reception, 

✓ Sensing (if applicable), 

✓ Idle listening and processing.  

 𝐸𝑡𝑜𝑡𝑎𝑙 = 𝐸𝑡𝑥 + 𝐸𝑟𝑥 + 𝐸𝑠𝑒𝑛𝑠𝑒 + 𝐸𝑖𝑑𝑙𝑒                          3.1                      

                 Where:  

Esense : Energy used by the sensor module during sensing. 

Eidle : Energy utilized in idle mode. 

Network Lifetime: It is typically described as the time until the first node depletes its energy or 

until the network becomes non-functional. A common formula is: 

  𝐿𝑛𝑒𝑡𝑤𝑜𝑟𝑘 =
𝑇𝑜𝑡𝑎𝑙𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝐸𝑛𝑒𝑟𝑔𝑦𝑜𝑓𝑁𝑒𝑡𝑤𝑜𝑟𝑘

𝑇𝑜𝑡𝑎𝑙𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛𝑝𝑒𝑟𝑈𝑛𝑖𝑡𝑇𝑖𝑚𝑒
                   3.2                      

Packet Delivery Ratio (PDR):  This metric is crucial in wireless sensor networks (WSNs) as it 

is utilized to quantify the effectiveness of energy-aware routing protocols. It is an important 
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parameter in wireless sensor networks (WSNs) used to analyze the performance of energy-

efficient routing protocols. PDR calculates the proportion of packets that are delivered to the 

arrival point node of the total packets sent from the source node. This kind of node is utilized in 

assessing the strength and efficacy of interactions within the network, especially in energy-

constrained WSNs. 

𝑃𝐷𝑅 =
𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑃𝑎𝑐𝑘𝑒𝑡𝑠𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦

𝑇𝑜𝑡𝑎𝑙𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑃𝑎𝑐𝑘𝑒𝑡𝑠𝑆𝑒𝑛𝑡
𝑥100              3. 3 

 

Throughput:  The throughput in Wireless Sensor Networks (WSNs) is one of the measures of 

the effectiveness of energy-efficient routing protocols. It calculates the amount of data properly 

transmitted through the network within an interval. In energy-efficient routing, the goal is to 

achieve minimum energy consumption with maximum throughput. The overall throughput in a 

WSN can be defined as: 

 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑁𝐷𝑎𝑡𝑎

𝑇𝑇𝑜𝑡𝑎𝑙
                                              3.4   

Where: 

NData is the amount of data that is transferred (in bits or bytes). 

TTotal is the total time during which the data was transmitted (in seconds). 

3.10.1 Classification Metrics 

Based on the preprocessing methods and model training, testing the model measures its 

effectiveness on unseen or new data. This is accessed through model evaluation methods or 

classification metrics to ensure model compatibility and measures how well the model can 

correctly classify data points into their respective categories. We can access our model using a 

variety of evaluation metrics. Energy Efficiency Metrics, network lifetime metrics, Packet 

Delivery Metrics, Routing Efficiency Metrics, and Reinforcement Learning-Specific Metrics are 

common evaluation metrics. Below are relevant metrics and their importance in this context. 

Packet Delivery Ratio (PDR):  It represents the percentage of successfully delivered packets 

over the total transmitted packets, serving as an important metric for evaluating the reliability and 

efficiency of the network (Venkateswara Rao & Malladi, 2021).  
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Latency: Latency is a critical problem, as simultaneous transmissions to optimize network 

capacity often result in interference, leading to high delays, which promotes effective 

mechanisms like interference alignment (IA) to avoid such effects and optimize overall network 

performance (Zibakalam & HosseinKahaei, 2012). 

Hop Count: In WSNs the hop count refers to the number of intermediate nodes a data packet 

traverse to reach its destination, and in (Institute of Electrical and Electronics Engineers, 2013), 

it is leveraged to create a novel localization algorithm that minimize mapping errors and energy 

consumption by locally deriving the mean hop size at position-unaware nodes without depending 

on anchor broadcasts. 

Convergence Time: The duration required for all nodes to achieve a consensus or 

synchronization, which can be prolonged in large-scale networks due to iterative algorithms; 

however, the proposed (Shi et al., 2020) MACTS model significantly accelerates this process by 

leveraging multi-hop communication to motivates algebraic connectivity and adjust efficiency, 

accuracy, and complexity. 

Reward Value: The reward value in Reinforcement (RL) shows the network’s property to 

achieve objectives such as reducing energy consumption, maximizing data throughput, enhancing 

reliability, and achieving real-time communication, making it a critical factor in optimizing IIoT-

based communication protocols (Alem et al., 2023). 

Packet Delivery Accuracy: This is related to Packet Delivery Ratio (PDR), a common metric in 

WSNs. 

𝑃𝑎𝑐𝑘𝑒𝑡𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑦𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑃𝑎𝑐𝑘𝑒𝑡𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑

𝑇𝑜𝑡𝑎𝑙𝑁𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑃𝑎𝑐𝑘𝑒𝑡𝑇𝑟𝑎𝑠𝑚𝑖𝑡𝑡𝑒𝑑
           3. 5 

Reward-Based Accuracy (Reinforcement Learning Context): In RL-based routing protocols, 

accuracy can also evaluate how well the learned policy maximizes rewards over time. This is 

often expressed as the ratio of actual reward obtained to the maximum possible reward:  

𝑅𝑒𝑤𝑎𝑟𝑑 − 𝐵𝑎𝑠𝑒𝑑𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
∑𝑅𝑂𝑏𝑡𝑎𝑖𝑛𝑒𝑑
∑𝑅𝑂𝑝𝑡𝑖𝑚𝑎𝑙

                                      3. 7 

Where: 
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Robtained: Rewards attained for selecting specific routing paths (e.g., paths with minimum energy 

consumption or shortest delay). 

ROptimal: Maximum achievable rewards under optimal conditions. 

3.10.2. Design and Development Tools 

In the design and development of energy-efficient RL-based a strategic selection of tools and 

platforms to ensure efficient implementation, testing, and evaluation is a basic requirement. These 

requirements are listed as follows: 

3.10.2.1 Design Tools 

Design tools are essential for efficient implementation, simulation, and analysis. The choice of 

the right design tools is essential to the successful implementation, simulation, and evaluation. 

One of the tools for designing that we have used is EdrawMax for developing and building the 

proposed solution model. 

EdrawMax: It is a flexible and accommodating design tool that has the potential to significantly 

improve the process of the ideas are visualizing and communicating ideas using a broad array of 

templates, shapes, and symbols central to the development of complicated network diagrams, 

flowcharts, and conceptual maps that are crucial in demonstrating the design and operation flow 

of the suggested protocol. Through its drag with drag-and-drop functionality and the scope for 

customization, we methodically plan routes, energy flow mechanisms, and reinforcement 

learning models, with clarity in their representation. 

3.10.2.2 Development Tools 

When designing and developing adaptive energy-efficient routing protocols using reinforcement 

for Wireless Sensor Networks, development tools are a very important aspect. These play a 

crucial role in adaptive energy-efficient routing protocol design and implementation by utilizing 

reinforcement learning for Wireless Sensor Networks (WSNs). Integrated Development 

Environments (IDEs) such as Visual Studio Code or Eclipse can facilitate seamless code 

development and debugging. For the application and testing of reinforcement learning 

algorithms, due to their extensive libraries, programming tools such as TensorFlow or PyTorch, 

which are backed by machine learning tasks, are ideal. 
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Simulation network simulators such as NS-3 and OMNET++ offer support for modeling and 

analysis of WSNs by providing insightful information regarding network behavior under varying 

conditions. Furthermore, hardware-in-the-loop devices, i.e., Arduino or Raspberry Pi, can be 

utilized to verify protocol performance in real-use scenarios. Performance-measuring tools are 

utilized to monitor Data transmission in combination with energy profiling tools, is important to 

determine the energy efficiency of the protocol. In general, the development, simulation, and 

testing of our designed routing protocol is made possible through these tools. 

Software Tools: These are core Machine learning architectures for the use of RL algorithms to 

facilitate efficient training and testing of our model. The software listed is as follows: 

Network Simulator (NS-3): It is an open-source general-purpose discrete-event network 

simulator utilized for research and educational activities. It presents an adaptive and scalable 

model for network protocols and simulates complex situations. Its ability to simulate low-power 

wireless communication protocols such as IEEE 802.15.4 and support for pluggable energy 

models make it the best tool for evaluating the energy efficiency of routing protocols. With its 

comprehensive logging and tracing mechanisms, we can analyze protocol performance, validate 

energy-saving mechanisms, and analyze their proposed solutions with respect to contemporary 

methodology, thereby ensuring the practicality of their design before implementation in real-

world WSNs. 

Python and C++:  It is used because of its simplicity, large libraries, and frameworks that include 

TensorFlow and PyTorch, which are necessary to train and deploy RL models efficiently. It aids 

quick modeling and testing of algorithms for quicker interactions during the development phase. 

In another example, C++ is ideally used in delivering high performance and advanced 

implementation, thereby rendering it suitable for the construction of RL models in resource-

scarce WSN environments. We can develop using Python and implement using C++. We can 

integrate ease of development with enhanced performance to achieve a strong and scalable 

energy-efficient routing protocol.  

Jupyter Notebooks: It produces a more suitable environment that supports Python and other 

programming languages, enables continuous integration of code, visualization, and text 

description. By using Jupyter Notebooks, we can simulate WSN scenarios, implement RL 

methods, and analyze their performance in real time. The ability to visualize energy consumption, 
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routing efficiency, and network reliability through dynamic plots and graphs promotes 

understanding and facilitates debugging. 

Microsoft Office: It provides us with the necessary tools for documentation, data analysis, 

presentation, and project management to support the research process effectively. 

Hardware Tools: The hardware tools used in this study are listed in the table below. 

Table3.2: Hardware Tools 

Hardware Component Description Role in Research 

RAM Memory for storing simulation data, 

algorithms, and results. 

Supports large-scale simulations and 

real-time processing of data. 

Processor Central unit for executing 

reinforcement learning and network 

protocols. 

Executes complex RL computations and 

sensor interactions efficiently. 

Hard Disk Storage for simulation data models and 

logs. 

Stores extensive data from simulations 

for post-execution analysis. 

 

Hardware tools for developing an adaptive energy-efficient routing protocol using reinforcement 

learning in wireless sensor networks may include low-power sensor nodes, microcontrollers, 

wireless transceivers, and energy-harvesting models to simulate real-world deployment 

scenarios. 
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CHAPTER FOUR 

PROPOSED ARCHITECTURE FOR EFFICIENT ROUTING 

PROTOCOLS 

4.1 Chapter Overview 

In the previous sections, we assessed a detailed literature review, described the research 

methodology, and identified the limitations in the existing knowledge, as detailed in the statement 

of the problem. Additionally, we formulated key functional research questions to conduct our 

study. In our study, the introduction underscores the challenges related to energy-efficient routing 

in Wireless Sensor Networks and the importance of energy-efficient routing protocols. The paper 

starts with an introduction that underscores the challenges associated with energy consumption 

in wireless sensor networks (WSNs) and the need for efficient routing protocols. This section 

describes the details of the limitations of traditional routing mechanism, basically in cluster-based 

routing, where energy efficiency is a key due to the limited battery capacity of sensor nodes. It 

explains that the problems of current methods, especially in cluster-based routing, are necessary 

because sensors possess limited battery power and must conserve energy.  

From the earlier research of (Abadi et al., 2022), (Rodoshi et al., 2021) & (Pantazis et al., 2013), 

the scientists used various routing protocols to reduce energy consumption and find the best 

routing in WSN contexts. The design of the proposed solution that is supposed to optimize energy 

efficiency for WSNs bridges the mentioned gap and resolves the research problems while 

optimizing network lifetime. Finally, we discussed the rationale of the algorithm in detail, 

comprising its model selection process. The primary purpose of this chapter is to demonstrate a 

complete this is description of a model that minimizes energy consumption and determines the 

optimal route to allow nodes to send data to the base station quickly. 

4.2 Proposed Model Architecture 

Deep Q-Network (DQN) is a reinforcement learning algorithm that uses deep neural networks to 

predict optimum Q-values for decision-making in complicated, high-dimensional environments, 

thereby being suitable for dynamic WSNs. 
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 (Guo et al., 2023) suggested Deep Q-Network (DQN) reinforcement learning techniques that 

utilize deep neural networks to help estimate Q-values, which improves decision-making in 

complex and high-dimensional environments, making it appropriate for changeable WSNs. 

Traditional WSN Routing protocols typically focus on static energy-conserving methods that 

apply to some applications. While WSNs rely on dynamic features that need sufficient energy 

sources, our research, An adaptive EERP-RL WSN, utilized reinforcement learning for adaptive 

adjustment of routing decisions, optimizing the way we use energy, and reducing real-time 

communication latencies environment (Al-Karaki & Kamal, 2004). Adaptive-RL with a feature 

selection mechanism is proposed as a scheme to create a dynamic energy-conserving routing 

method, Reinforcement learning in wireless sensor networks (WSNs). 

From our baseline work (Abadi et al., 2022), (Suresh et al., 2024a), and (Okine et al., 2024), the 

researcher used all types of features in the datasets. Using all types of dataset features that 

potentially impact the system's overall energy efficiency and reliability. WSNs are characterized 

by their dynamic nature. To overcome such problems, dataset preprocessing techniques are a vital 

step to be followed in the proposed routing protocol implementations. 

The second gap from related work is additional energy usage due to frequent battery checks, 

potential communication delays in transmitting alerts, and the challenge of balancing energy 

efficiency with the accuracy of controlling, all of which could hinder the protocol’s performance 

in achieving network longevity. Consequently, another problem lies in the inability to adapt to 

dynamic energy consumption patterns, which can lead to inefficient battery utilization and failure 

to prioritize nodes with critically low energy levels for optimized routing decisions. In the 

proposed model, we use an appropriate sensor-type-specific data aggregation reward for our RL 

model to reduce complexity. This dataset should capture metrics such as energy consumption, 

residual energy types to facilitate the optimization of routing decisions. This improves the 

accuracy of the adaptive energy-efficient routing protocol in energy consumption and training 

time. The attributes of the energy-efficient routing protocol are employed after the feature 

selection stage for model training. This study uses class misbalancing handling techniques, such 

as Synthetic Minority Oversampling Technique (SMOTE), to prohibit biased models from 

favoring majority classes. To address this, techniques such as data resampling, cost-sensitive 
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learning, and synthetic data generation can be employed. Resampling involves either 

oversampling the minority class or undersampling the majority class to balance the dataset. 

(A. Khan & Sampalli, 2012), proposed a static clustering-based routing protocol for Wireless 

Sensor Networks (WSNs) that achieves cluster head selection by dividing large sensor fields into 

rectangular clusters and grouping them into zones, improving energy efficiency, network stability, 

throughput, and lifetime, as demonstrated through MATLAB simulations, outperforming 

LEACH, MH-LEACH, and SEP protocols in large areas. Modification of the threshold value and 

incorporating bio-inspired algorithms across diverse applications are one of the optimal routing 

protocols in WSNs. 

(Shah & Yashwanth, 2022) proposed modification of the threshold value and incorporating bio-

inspired algorithms, considering real-time factors like remaining energy, cluster count, node 

functionality, and distance to improve network lifetime, scalability, and packet delivery ratio 

across diverse applications. Reinforcement learning ML is one of the adaptive, energy-efficient 

routing protocols in WSNs. In this paper, we proposed an adaptive energy-aware routing protocol 

based on reinforcement learning (AEERP-RL) for Wireless Sensor Networks (WSNs), which 

relies on optimizing energy consumption and network lifetime. 

Our suggested Adaptive Energy-Efficient Routing Protocol Using Reinforcement Learning 

(AEERP-RL) for Wireless Sensor Networks (WSNs) is designed to optimize energy use and 

network lifetime using reinforcement learning for dynamically changing routing policies, and the 

dynamic nature of WSNs. Since WSNs are resIn this paper, we proposed an adaptive energy-

aware routing protocol based on reinforcement learning (AEERP-RL) for Wireless Sensor 

Networks (WSNs) which relies on optimizing energy consumption and network lifetime. Our 

suggested Adaptive Energy-Efficient Routing Protocol Using Reinforcement Learning (AEERP-

RL) for Wireless Sensor Networks (WSNs) is designed to optimize energy use and network 

lifetime using reinforcement learning for dynamically changing routing policies and the dynamic 

nature of WSNs. Since WSNs are resource-constrained, they depend on RL algorithms. (Guo et 

al., 2023) suggested sleep scheduling, and control data transmission depending on variations in 

the received. 

The Adaptive Energy-Efficient Routing Protocol Based on Reinforcement-Learning-Based 

Energy Power-Efficient Protocol (AEERP-RL) is designed to utilize less power and reduce 
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network lifetime by reinforcement learning in order to modify routing policies as necessary, and 

depends on making WSN routing more energy-efficient. Reinforcement learning is a WSN 

routing method that can solve these problems. Deep Q-Network (DQN) is a method of 

reinforcement learning that uses deep neural networks to approximate Q-values for the best 

decision in complicated, high-dimensional environments, and therefore is an appropriate choice 

for WSN modification. (Guo et al., 2023) Suggested Deep Q Network (DQN) reinforcement 

learning algorithms that utilize deep neural networks to approximate Q-values to make the best 

decisions in complex, high-dimensional environments, making it highly suitable for dynamic 

WSNs. Traditional WSN routing protocols generally tend to focus on static power-saving 

practices appropriate to particular applications. WSNs rely on varying characteristics that need to 

be supported by suitable power supplies. Our research, an adaptive EERP-RL WSN with 

reinforcement learning for dynamic routing decision making and reducing energy consumption 

and communication overhead in a real-time (Al-Karaki & Kamal, 2004) they depends on RL 

algorithms. 

Adaptive-RL with a feature selection mechanism is the proposed design solution for effectively 

developing an adaptive energy-efficient routing protocol using reinforcement learning for 

wireless sensor networks (WSNs). From our baseline work (Abadi et al., 2022), (Suresh et al., 

2024a), and (Okine et al., 2024), the researcher used all types of features in the datasets. Using 

all types of dataset features that potentially impact the system's overall energy efficiency and 

reliability. WSNs are characterized by their dynamic nature. To overcome such problems, dataset 

preprocessing techniques are a vital step to be followed in the proposed routing protocol 

implementations.  

The second gap from related work is additional energy usage due to frequent battery checks, 

potential communication delays in transmitting alerts, and the challenge of balancing energy 

efficiency with the accuracy of controlling, all of which could hinder the protocol’s performance 

in achieving network longevity. Consequently, another problem lies in the inability to adapt to 

dynamic energy consumption patterns, which can lead to inefficient battery utilization and failure 

to prioritize nodes with critically low energy levels for optimized routing decisions. In the 

proposed model, we use an appropriate sensor-type-specific data aggregation reward for our RL 
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model to reduce complexity. This dataset should capture metrics such as energy consumption, 

residual energy types to facilitate the optimization of routing decisions.  

This improves the accuracy of the adaptive energy-efficient routing protocol in energy 

consumption and training time. The attributes of the energy-efficient routing protocol are 

employed after the feature selection stage for model training. This study uses class misbalancing 

handling techniques, such as Synthetic Minority Oversampling Technique (SMOTE), to prohibit 

biased models from favoring majority classes. To address this, techniques such as data 

resampling, cost-sensitive learning, and synthetic data generation can be employed. Resampling 

involves either oversampling the minority class or undersampling the majority class to balance 

the dataset. 

(A. Khan & Sampalli, 2012) proposed a static clustering-based routing protocol for Wireless 

Sensor Networks (WSNs) that achieves cluster head selection by dividing large sensor fields into 

rectangular clusters and grouping them into zones, improving energy efficiency, network stability, 

throughput, and lifetime, as demonstrated through MATLAB simulations, outperforming 

LEACH, MH-LEACH, and SEP protocols in large areas. Modification of the threshold value and 

incorporating bio-inspired algorithms across diverse applications are one of the optimal routing 

protocols in WSNs 

(Shah & Yashwanth, 2022), proposed modification of the threshold value and incorporating bio-

inspired algorithms, considering real-time factors like remaining energy, cluster count, node 

functionality, and distance to improve network lifetime, scalability, and packet delivery ratio 

across diverse applications. Reinforcement learning ML is one of the adaptive, energy-efficient 

routing protocols in WSNs. In our study, we proposed an adaptive energy-efficient routing 

protocol using reinforcement learning (AEERP-RL) for Wireless Sensor Networks (WSNs) that 

relies on optimizing energy consumption and network lifetime. Our proposed Adaptive Energy-

Efficient Routing Protocol Using Reinforcement Learning (AEERP-RL) for Wireless Sensor 

Networks (WSNs) aims to optimize energy consumption and network lifetime by utilizing 

reinforcement learning to dynamically adjust routing policies and the dynamic nature of WSNs. 

Since WSNs are resource-constrained, they basically depend on RL algorithms.  

(Guo et al., 2023) proposed sleep scheduling, and control data transmission based on changes in 

the received. The Adaptive Energy-Efficient Routing Protocol Using Reinforcement-Learning-
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Based Energy Efficient Protocol (AEERP-RL) aims to optimize energy consumption and network 

lifetime by utilizing reinforcement learning to dynamically adjust routing policies and relies on 

optimizing energy-efficient WSN routing. A reinforcement learning WSN routing algorithm can 

solve these issues. 

 

Figure 4.1: Proposed architecture 

Figure 4.1 illustrates the end-to-end architecture details workflow for our proposed system, 

aligning closely with the stated objectives. The process begins with the simulation of a wireless 

Sensor Network using NS-3, where essential configurations like node behavior, communication 

protocols, mobility, and energy models are defined to generate a realistic and valuable dataset-

specially capturing energy patterns. The core of the system is the RL-based Deep Q-Network 

(RL_DQN), which dynamically learns optimal routing decisions by interpreting state inputs and 

selecting the most energy-efficient actions from multiple outputs.  
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The trained model evaluates routing decisions by forwarding data packets via rewarded nodes or 

cancelling them in case of inefficiencies (penalized nodes). This adaptive mechanism ensures the 

protocol can respond intelligently to changing network conditions. Finally, performance is 

assessed using crucial evaluation metrics, energy consumption, packet delivery ratio (PDR), 

latency, and residual energy, fulfilling the objectives of protocol validation, simulation-based 

evaluation, and comparison with baseline routing schemes. 

4.3 Proposed Model Algorithm Flows 

To address algorithmic flow, a proposed DL model integrates its input and output metrics through 

operations, including sequential steps in the model’s structure. Given that our objective is to 

create an adaptive energy-efficient routing protocol with Reinforcement Learning for WSNs, the 

model is trained on collated data rather than interacting with the system in real time. We employ 

Offline Reinforcement Learning with a prepared preprocessed dataset, from which features, 

including node energy usage, residual energy, throughput, and latency, among others, are 

extracted and normalized. Network performance metrics and node-related variables define the 

state space, whereas possible routing decisions define actions.  

The reward functions aim at maximizing efficiency while incorporating energy expenditure and 

packet delivery ratio (PDR). For the algorithmic flow, we use a Deep Q Network (DQN) to update 

Q values without the need to have the model actively interact with the environment, enabling the 

model to determine effective routing strategies. The network is subsequently updated with the 

learned policy, which allows energy-efficient routing decisions to be made depending on the 

predicted state of the network while minimizing energy use and maximizing throughput. Below 

is a general common template for the selected algorithmic flow of the RL model.   

Algorithm 4. 1 Algorithm 1 Proposed Method AEERP-RL 

Initialize Parameters:  

1. Q-network (policy network): θ (weights) 

2.      Target Q-network: θ_target ← θ 

3.         Replay buffer B (preloaded with preprocessed dataset D) 

4.                Discount factor γ, batch size N, target update interval C 
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5.              Preprocess Dataset D 

6.        States (s): [node_energy_consumption, residual_energy, throughput,   latency, ...] 

(normalized) 

7.   Actions (a): Set of possible routing decisions (e.g., next-hop node IDs) 

8.        Rewards (r): R(s,a) = α * PDR + β * (-energy_cost)  // Combine PDR and  

9.            energy efficiency 

10.                Transitions: (s, a, r, s', done) extracted from D 

11.                  Training Loop (for M epochs) 

12.                  for epoch = 1 to M do 

13.                Sample batch of N transitions (s, a, r, s', done) from B 

14.                Compute Q-values for current state-action pairs 

15.                      Q_current = Q(s, a; θ)  // Forward pass through Q-network 

16.                          Compute target Q-values 

17.                                for each transition in batch 

18.                                     if done 

19.                   target = r 

20.        Else 

21.         Q_next = max(Q_target(s'; θ_target))  // Max Q-value of next state 

22.          target = r + γ * Q_next 

23.              Compute loss: L = MSE(Q_current, target) 

24.                  Update θ via gradient descent on L 

25.                    Every C steps: θ_target ← θ  // Soft update: θ_target = τ*θ + (1-τ)*θ_target 

26.                    Deploy Learned Policy 

27.               Use trained Q-network to select actions (routing decisions) 
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28.            For current network state s 

29.        a* = argmax(Q(s, a; θ)) 

30. Update WSN routing tables with a* to minimize energy use and maximize throughput. 

Reinforcement learning (RL) based routing protocols play a vital role in the dynamic properties 

of WSNs. In our research, the reinforcement learning RL model begins with the definition of 

important elements to train a Deep Q-Network (DQN). These involve initializing the Q network 

(θ) for approximating action-value functions and a target Q-network (θ_target), which is renewed 

at regular intervals to maintain training stability. These frames: A replay buffer (B) is preloaded 

with a cleaned dataset (D) with normalized state features like node energy level, residual energy, 

and throughput. The action space represents discrete routing choices, i.e., selecting the next-hop 

node. The reward function incorporates packet delivery ratio (PDR) and energy efficiency, as 

R(s,a) = α.PDR + β.(-energy_cost), to achieve high reliability and energy conservation. Training 

is performed on transitions in the form of (state, action, reward, next state, done) logs. 

During each epoch, mini-batches of transitions are sampled from the buffer for estimating the 

current Q-values and target Q-values from the Bellman equation. WSNs are defined by their 

performance metrics. The network is trained by minimizing the mean squared error (MSE) 

between predicted and target Q-values via gradient descent, and the target network is updated 

periodically using soft updates for better learning consistency. For trained, the Q network enables 

real-time decision-making through choosing actions with maximum expected rewards, enabling 

on-the-fly modification of routing tables that reduce energy consumption and boost throughput. 

This RL-based routing strategy ultimately extends network lifespan and ensures more efficient 

data transmission in resource-limited wireless sensor networks. 

4.4 Optimization of Hyperparameters 

This process entails the identification of particular values of parameters that control the learning 

process of the model tries to perform the best on a specific task. Such configurations, which are 

external to the model and not deduced from the data, must be set before training. In reinforcement 

learning (RL), hyperparameter optimization is essential to optimize both performance and energy 

efficiency. In our RL approach, agents learn from pre-collected data (experience relay) rather than 

interacting with the environment in real-time. This is due to all features are not important in our 
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study. Selecting the best hyperparameters is a critical step in training, as it significantly affects 

the model’s ability to generalize to new, unseen data. The necessary parameters for the proposed 

models were defined before training as follows: 

4.4.1 Regularization Techniques 

Dataset cleaning is an important step in solving our model's complexities. Nevertheless, this 

problem is dealt with through regularization, which has a key role in managing the model's 

complexity and from being too specialized to the training data. The following delineates key 

regularization methods: 

L2 Regularization (Weight Decay): It is utilized for fighting the issue of overfitting by 

penalizing large weights in the neural network. This is particularly needed in Deep Q in 

hierarchical RL and DQN models;  the policy that is learned must be generalizable to various 

WSN environments in order to optimize the system performance. 

Target Network Regularization: It enhances learning by acting from a separate target network 

that updates across time. This prevents overestimation of Q-values and enhances convergence in 

offline reinforcement learning, and enhances the reliability of routing decisions under changing 

network conditions. 

4.4.2 Learning Rate 

Optimizing the learning rate is crucial to achieving a trade-off between stability and convergence 

speed. A high learning rate will cause the model to diverge from Q-value updates, and a minimal 

learning rate leads to slow convergence, where the best routing policies change. 

4.4.3 Discount Factor 

Maximizing the discount factor (γ) is a fundamental approach to trading off short-term energy 

efficiency and prolonged network performance in RL-based routing, using Deep Q Network. 

Maximum γ (close to 1) favors long-term energy conservation, promoting network lifetime, but 

can lead to suboptimal short-term routing decisions. A minimum γ (close to 0) option immediately 

rewards, which can optimize short-term packet delivery ratio (PDR) and throughput, yet it can 

cause rapid energy depletion. 
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4.4.4 Exploration Rate 

In wireless sensor networks (WSNs), increasing the exploration rate (ε in ε-greedy policy) plays 

a crucial role in trading off exploration and exploitation. Since offline RL depends on existing 

datasets without online interactions, poor exploration will lead to inferior policy learning or 

overfitting to historical actions. A decaying exploration rate strategy, such as exponential decay 

or adaptive ε-tuning, can reduce this by essentially enabling varied action selection and 

progressively focusing on exploitation as training proceeds. 

4.4.5 Batch size 

It plays a key role in stability and efficiency training. The batch consists of heterogeneous 

historical experience samples gathered from WSN simulations, spanning various network 

Parameters, including node density, energy levels, traffic patterns, and environmental conditions. 

4.4.6 Reward Clipping 

This technique is important in helping us guarantee the stability of our training procedure and 

avoiding and surmounting prolonged reward results stemming from managing learning 

advancement. It ought to articulate how the values are clipped or normalized into a particular 

range (i.e., [-1, 1] or [0, 1] to produce stable learning, especially in Hierarchical DQN models 

where abrupt changes in energy efficiency measures can create instability. 
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CHAPTER FIVE 

IMPLEMENTATION OF MODEL ARCHITECTURE 

5.1 Introduction 

In this chapter, we reviewed the suggested solution aimed at fixing the structural issues of our 

model, which aids in energy-efficient routing. This section discusses the design and incorporation 

of a reinforcement learning framework in the WSN context, utilizing the NS-3 simulator to 

enhance routing decisions upon simulated parameters, thereby encouraging energy efficiency. 

Deep learning-based functionality integration is emphasized, and approximations, i.e., Deep Q-

Network (DQN) or Hierarchical DQN, are used to achieve successful learning of energy-efficient 

routing methods from experience. 

5.2 Environment Setup 

The experimental framework utilized in our investigation was established through the NS-3.36.1 

simulation tool on Ubuntu 22.04 utilized a cluster-based topology to simulate the wireless sensor 

network (WSN), with various nodes grouped into clusters based on natural deployment situations. 

In every cluster, member nodes communicated through a specially designated cluster head, which 

handles data forwarding and aggregation. The AODV routing protocol was initially used to 

replicate traditional routing techniques and act as a benchmark. 

The simulation tracked important performance metrics, including energy use and residual energy, 

packet delivery ratio (PDR), queue length, latency, throughput, and link quality information, 

which were essential for reinforcement learning algorithm creation. Also, the environment 

includes node mobility and heterogeneous channel conditions to create a heterogeneous and 

adaptive platform with the capacity to support adaptive learning and optimize routing approaches 

efficiently. 

5.3 State Space 

It is a complete representation of the evolving state of the wireless sensor network, which is the 

input to the reinforcement learning algorithm. Each state has node and network parameters that 
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influence routing decisions. These parameters are the current energy level of the node, residual 

energy, channel quality, and the delay experienced in recent communications. In addition, the 

state vector involves key performance measures such as throughput and packet delivery ratio 

(PDR), and latency, which reflect the reliability and efficiency of the communication link. Spatial 

data, such as the distance of the node from the base station and the condition of the 

communication channel, is also embedded, enabling the model to evaluate both proximity and 

feasibility of transmission. To optimize decision-making in hierarchical topologies, neighboring 

node states, node mobility, and cluster topology features are addressed. 

5.4 Action Space 

It defines the set of operations an intelligent node can execute during every time slot in order to 

maximize overall network efficiency. It is meant to optimize effective and energy-efficient 

routing approaches that are apt to the dynamic nature of Wireless Sensor Networks (WSNs). The 

RL agents i.e. WSN nodes has four core options: (1) forward a packet to a designed next-hop 

node, (2) discard the packet when conditions are unfavorable, (3) enter an idle or sleep mode to 

preserve energy, and (4) engage in cluster-head re-election procedures within clustered network 

configurations. These options empower the reinforcement learning agent to arrange routing 

situations in real time based on current network parameters such as saved energy, queue status, 

link stability, and traffic load. 

By incorporating these actions with feedback from the environment via a well-defined reward 

mechanism, the model evolves to identify policies that promotes energy usage, ensure packet 

delivery, the model evolves to identify policies that maximize energy usage, ensure packet 

delivery, and extend network longevity. This adaptable and context-sensitive action space 

supports intelligent decision-making in response to ongoing network changes. 

5.5 Proposed Model Implementation 

5.5.1 Dataset Preprocessing 

It is quite essential to perform preprocessing on the dataset to prepare the simulation outputs for 

the model training by arranging them in a way suitable for an energy-efficient guarantee that the 

data presented to the DQN is appropriate, consistent, and pertinent for insightful learning. With 

the aid of Python libraries, the preprocessing steps of normalization, transforming data types, as 
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well as label encoding are done. The MinMaxScaler from Scikit-learn was applied to the 

regression curves or independent variable values to deal with massive variance in feature scales. 

This helps to avoid a scenario where a certain feature takes significant prominence over the 

learning process while leaving the target variable unscaled to keep its distribution intact. 

A problem faced when working with the raw dataset is the presence of different data formats, 

which require all values to be in float or int. The need to convert to avoid compatibility issues 

during model training is the reason for this.  Since machine learning works on numerical data, 

some columns had to be converted to enable the astype () function to convert other columns to 

the required form. Additionally, reward indicators are Categorical features that had been encoded 

to become numerical using the LabelEncoder of Scikit-learn; positive rewards were also labeled 

as (0, 1) while penalties became (-1, 0). These changes improve model training by enabling it to 

better interpret input data, thus improving accuracy and robustness. 

Figure 5.1 describes a situation where the choices for the next hop in our wireless sensor network 

aren't exactly balanced. Each bar represents a different option for where a data packet can go 

next, and they all seem to be hovering around the same height, somewhere between 450 and 550 

counts. This initial snapshot, "before SMOTE" as the title says, suggests that when we're training 

our reinforcement learning agent to figure out the best way to route data for energy efficiency, it's 

seeing roughly the same number of instances for each potential next step. This relatively even 

distribution across our "Next_hop_selection" options is a good starting point, meaning our agent 

isn't being overwhelmed by one particular routing choice in the initial data. 
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Figure 5.1:Class Imbalance (Bar Chart – Before SMOTE) 

Figure 5.2, representing our different "Next hop selection" choices, is almost the same height, 

sitting right around the 580 mark. It looks like they've evened things out. This balancing act is 

likely to help our reinforcement learning model train more effectively. By ensuring each potential 

next hop selection is represented with a similar number, the model should be less biased towards 

any single routing option and hopefully learn a more nuanced and ultimately more energy-

efficient way to send data across our wireless sensor network. The next hop selection needs an 

optimal path for energy-efficient routing. 

 

Figure 5.2: Class Imbalance (Bar Chart – Before SMOTE) 

In Figure 5.3, Class Distribution of the original breakdown of our reward classes, and it's a best 

tight split – almost a perfect half-and-half between positive and negative rewards, with just a 

minor more on the positive side (50.2% green versus 49.8% red). It's nearly 50% for both positive 

and negative rewards. This kind of balancing is likely a deliberate step to make sure our 

reinforcement learning model gets a fair share of both reward and penalty feedback during 

training. It prevents the model from getting too used to one type of outcome and hopefully leads 

to a more robust and well-rounded routing strategy for our energy-efficient RL routing protocol 

wireless sensor network. 
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Figure 5.3: Class Distribution: Before Vs After Balancing 

5.5.2 Proposed Model Implementation 

In this section, we detailed an implementation that is a vital scenario in any research topic. It 

covers and implementation of the selected model for selecting the optimal route path in WSNs 

routing protocols, as well as importing essential libraries, and optimization parameters we used 

for model training. Before implementing the DQN RL, we imported the necessary libraries.  
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Figure 5.4 Importing necessary libraries 

In our study, we have used the Model hyperparameters of Table 5.1 and the training 

hyperparameters of Table 5.2 below. 

Table 5.1 Model Hyperparameters 

Model Hyperparameters 

Hyper parameter Value Description 

Input_size 13 Number of input features 

Hidden_layer_1 64 Number of neurons in the first hidden layer. 

Hidden_layer_2 128 Number of neurons in the first hidden layer. 

Activation_function ReLU Activation used between layers. 

Output_Size 1 Predicting a single target 
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Table 5.2: Training Hyperparameters 

Training Hyperparameters 

Hyper parameter Value Description 

BATCH_SIZE 64 Mini-batch size for training 

EPOCHS 100 Total number of training iterations over the full dataset. 

LR (Learning Rate) 1e-5 Learning rate for the Adam optimizer 

Loss_function 

MSELoss 

MSELoss Use to train the network 

optimizer Adam Optimization algorithm used for updating weights 

Shuffel True (train) Randomizes training data at each epoch. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Page | 69  

 

CHAPTER SIX 

RESULTS AND DISCUSSIONS 

In this section, we examine a comprehensive evaluation of the provided Adaptive Energy 

Efficient Routing Protocol for WSNs, which leverages Deep Q-Network (DQN) reinforcement 

learning to optimize routing decisions, optimize energy utilization, and prolong overall network 

lifetime. The experimental output assesses the effectiveness of the proposed DQN-based model 

in comparison to existing routing approaches, focusing on key performance metrics. From our 

analysis, a detailed description of feature importance, highlighting the relative contribution of 

various network parameters to the target performance outcomes, is detailed to evaluate the 

performance of our model. 

6.1 Feature Importance Analysis  

To improve the clarity of the proposed adaptive energy-efficient routing protocol and assess the 

influence of individual input parameters, a feature importance analysis was performed using the 

Random Forest Regressor. Our analysis details the key relevant features that critically impact the 

model’s prediction of energy utilization, and an essential performance indicator in Wireless 

Sensor Networks (WSNs). Feature selection is a basic aspect of machine learning for efficiency 

optimization, as not all features contribute equally to model performance. Identifying and 

selecting these features that are most relevant for our study is crucial for enhancing the model’s 

accuracy and efficiency, particularly in energy-efficient routing protocols. In this context, the 

most impactful features from a total of 19, as outlined in section 3.3 and detailed in the 

RandomForestRegressor were used in this study to compute the importance scores of each 

feature. 

Table 6.1: Selected feature list based on RandomForestRegressor scores 

Rank Feature Score Importance  

1 Network_lifetime 0.101576 

2 Throughput 0.101505 
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3 Node_distance 0.100924 

4 Latency 0.100552 

5 Energy_consumption 0.085007 

6 Residual_energy 0.084544 

7 Node_energy_levels 0.081756 

8 Link_quality 0.076854 

9 Queue_length 0.071088 

10 PDR 0.069642 

11 Hop_count_to_sink 0.057841 

12 Neighboring_node_states 0.044718 

13 Action 0.010590 

14 Channel_condition 0.009321 

15 Successful_packet_delivery 0.004081 

 

Table 6.1 describes the feature importance rankings, which were determined using the 

RandomForestRegressor experiments. As a result, these attributes are deemed more optimal than 

others for training our models and achieving strong performance. 

6..1 Correlation Analysis Using Barplot Visualization 

Barplot-based correlation analysis offers a straightforward and visual way to understand how 

input attributes relate to the variable. By using feature importance scores from a trained Random 

Forest Regressor, the barplot arranges each feature based on its importance on the model’s 

performance. This visual tool makes it easier for researchers to interpret the data and identify the 

most crucial parameters for optimizing routing protocols. In essence, barplot visualization plays 

a vital role in confirming feature relevance and supporting the development of smart, energy-

efficient routing strategies in Wireless Sensor Networks. 
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Figure 6.1: Feature Importance for Reward Classification 

Figure 6.1 displays a feature relevance analysis for reward classification in the context of our 

study.  The horizontal chart ranks various attributes based on their importance score. Invaluably, 

“throughput”, “Node_distance”, “Network_Lifetime”, and “Latency” imply the optimal 

important scores, suggesting these factors are most important in determining the reward signal 

for the Reinforcement Learning agent. Conversely, “Successful_delivery” and “Action” show the 

least importance. This relevance provides vital insights into which network parameters and node 

characteristics most significantly affect the defined reward function, directing the design of the 

RL agent’s state space and action policy to maximize these important features for enhancing 

energy efficiency, a key objective highlighted in the RLBEEP paper. 

6.3 Outcomes of the Proposed Reinforcement Learning Models 

Our study utilizes Deep Q-Learning, a machine learning-based technique, which in this work to 

optimize routing choices in WSNs. The main goals are to enhance packet delivery performance 
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in changing network conditions, increase energy efficiency, and extend network lifetime. Here, 

we have to analyze the output of applying the DQN-based reinforcement learning model and 

emphasize its advantages over traditional routing mechanisms. It is expected that the model will 

provide the most significant benefits by utilizing DQN, an adaptive and energy-efficient routing 

algorithm for WSNs. 

6.3.1 Experiment Setup   

Table 6.2: Performance Comparison Table 

SNo. Protocol Avg_Reward Avg_Throughput Avg_PDR 

1 RLBEEP 0.000023 0.000006 0.000016 

2 AEERPRL 0.499455 0.501446 0.509905 

 

The AEERPRL protocol performs invaluable better than RLBEEP in all assessed parameters, 

including Average Reward, throughput, Packet Delivery Ratio (PDR), and Alive Nodes, 

according to the experiment, performance metrics, and visual comparison. According to the bar 

graph, AEERPRL demonstrated a significantly greater number of live nodes, which suggests 

optimizing energy efficiency and a longer network lifetime. This was described by the numerical 

data: With an Average Reward of 0.499455 as opposed to RLBEEP's nearly insignificant 

0.000023, AEERPRL outperforms RLBEEP in reinforcement learning when it comes to striking 

a balance between energy consumption and data delivery. compared to RLBEEP, which only 

outperforms these instances to hit 0.000016, AEERPRL records a significantly greater Average 

Throughput (0.501446) and Average PDR (0.509905). These measurements demonstrate that 

AEERPRL not only more effectively conserves network resources but also guarantees. 
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Figure 6.2: Protocol evaluation 

Figure 6.2 performs a comparison between RLBEEP and AEERPRL protocols across the three 

most important key metrics relevant to Wireless Sensor Networks: Alive Nodes, Packet Delivery 

Ratio (PDR), and Throughput. The “Alive Nodes” plot implies that after a certain simulation 

time, AEERPRL maintains a significantly larger number of operational nodes compared to 

RLBEEP, implying higher energy efficiency in prolonging network lifetime. The "Packet 

Delivery Ratio" graph shows that both protocols provide a very high PDR, which suggests 

dependable data transfer. Lastly, the "Throughput" graph illustrates that AEERPRL also 

outperforms RLBEEP in the amount of data successfully transmitted per unit of time. 

These results indicate that although both protocols successfully achieve reliable data 

transmission, AEERPRL shows better performance in terms of network lifetime and data 

transmission in the analyzed scenario, describing the future gains associated with adaptive energy 

management methods used by AEERPRL, which have been detailed in the first section of the the 

RLBEEP research illustrates the promising advantages associated with adaptive energy 

management approaches which are employed by AEERPRL, as outlined in the first section of the 

RLBEEP. 
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Figure 6.3: DQN Model: Actual vs Predicted Energy Consumption 

6.3.2 DQN Training Performance Analysis 

Figure 6.4 illustrates the training performance of a Deep Q-Network (DQN) model, which is a 

key component within our study with Reinforcement Learning. The plot shows the training loss 

decreasing steadily over a large number of epochs (around 100). The rapid initial reduction in 

loss shows that the DQN is quickly learning to cooperate with optimal Q-values, which implies 

the expected future reward for performing specific actions in those states. The sequence of 

gradual flattening of the loss curve shows that the model is converging and stabilizing its learning. 

A low and stable training loss is a positive indicator, implying that the DQN has effectively 

learned a policy that can lead the routing decisions for optimizing the defined reward, which in 

our context would likely collaborate with factors like optimizing energy consumption, optimizing 

packet delivery. This successful convergence of our model is a vital step in enabling the 

development of our routing protocols. 
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Figure 6.4: DQN-Train vs Validation Loss 

From the graph, the scatter plot visualizes the relationship between the actual energy consumption 

and the predicted energy consumption by our developed model. Each data instance on the graph 

details a specific instance, with the x-coordinate indicating the actual energy consumption level 

and its y-coordinate representing the corresponding predicted energy consumption level of the 

routing protocol. The tight clustering of the data points along a diagonal line, which would ideally 

have a slope of 1 and pass through the origin, strongly suggests a high degree of correlation 

between the actual energy consumption and predicted values.  
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Figure 6.5: DQN Train vs Validation Reward 

The figure plots the learning process of a Deep Q-Network (DQN) agent in terms of how well it 

can develop an adaptive energy-efficient routing protocol for Wireless Sensor Networks (WSNs). 

The x-axis is the epochs of training, i.e., the number of times that the agent has passed over the 

training data, and the y-axis is the reward, which is a numerical quantity that indicates the 

proficiency of the agent at making energy-efficient routing choices. There are two curves plotted 

separately: the "Train Reward," plotted in green with circular markers, is the agent's performance 

on the training set, and the "Val Reward," plotted in orange with square markers, is the agent's 

performance on a separate validation set held out to evaluate the agent's ability to generalize to 

new situations. Both rewards start off increasing rapidly, indicating the agent is learning 

improvements to its routing policy quickly. The payoff from training typically achieves a higher 

degree, a standard phenomenon within the machine learning field, since the agent is optimized 

for this particular dataset. 

But the validation reward does experience a strong peak, indicating the agent is learning a 

generalizable policy. That the validation reward levels off just under the training reward indicates 

that, although the agent is learning well, there may be some degree of overfitting to the training 

set. Ideally, both reward curves would meet at the same high value, indicating strong and 
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generalizable learning. The curve shows that the DQN is successfully learning to optimize energy 

efficiency over time. 

6.4 Discussion of Research Questions 

This study has 3 research questions in the first chapter of section 1.4. Hence, our study has 

answered these questions according to their order as follows. 

RQ1: How can reinforcement learning adopt dynamic routing paths? 

We applied appropriate data preprocessing, feature selection, and suitable parameter settings to 

develop the model architecture for routing networks. Once datasets are generated using NS-3 

based on the given number of nodes, traffic rates, and dataset size in a controlled environment, 

data preprocessing is conducted for the model to fit with the selected feature flows. After this is 

achieved, the DQN RL-based is trained on the training set through the combination of appropriate 

parameter settings to identify parameters that deviate vitally from normal behavior. Accordingly, 

dropout = 0.002 and 0.001, learning rate = 0.001 and 0.0001, activation function ReLU in the 

input layer and Sigmoid in the output layer, and callbacks of 64 batch size over 300 episodes are 

used to achieve a high performance of greater than 0.000023 average reward. 

After that we evaluated the model performance on the test set using metrics like average reward, 

number of alive nodes after routing, packet delivery ratio (PDR), and throughput to gauge its 

efficacy in developing an adaptive energy-efficient routing protocol using reinforcement learning 

for wireless sensor networks, followed by comprehensive testing to confirm its ability to 

generalize and mange an adaptive energy-efficient routing protocol. 

RQ2: What are the key limitations of existing energy-efficient routing protocols in WSNs? 

The current energy-efficient routing protocols in WSNs have many major limitations that point 

to their usability in volatile, resource-constrained environments, namely: poor adaptivity to 

dynamic network conditions, a high communication overhead, difficulty in achieving scalability, 

and node heterogeneity. Since the energy conservation objective is important, the largely critical 

parameters such as throughput, average reward, and packet delivery ratio (PDR), which are 

necessary for real-time controlling or emergency applications, have been ignored. 
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However, deterministic routing strategies lack learning capability. Unlike reinforcement learning 

(RL) approaches, which systematically learn the optimal routes based on environmental 

information from the network, conventional protocols have no such way to learn automatically 

concerning network changes or find additional energy-efficient path connections under 

potentially unpredictable circumstances. Both of these shortcomings together provide a rationale 

for adapting to improve energy efficiency without losing sight of energy constraints in WSNs. 

RQ3: How can WSNs be modeled using reinforcement learning? 

To achieve the objectives of our study, we used a Markov Decision Process (MDP) to model an 

energy-efficient routing protocol. The state space encompasses the changing conditions of the 

network, including individual node energy levels, queue lengths, channel conditions, and 

potentially the situations of neighboring nodes. The actions available to an RL agent, depending 

on each node (or a central controller), are the choices of the next hop for data packets. 

The reward function is carefully designed to incentivize energy-efficient routing, basically by 

allocating positive rewards for successful packet delivery with low energy usage and penalties 

for energy depletion or packet loss. Through interconnection with the WSN environment, the RL 

agent learns an optimal policy that maps states to actions (next hops) to maximize the cumulative 

reward over time, thereby achieving adaptive and energy-efficient routing. Through interactions 

with the WSN environment, the RL agent learns an optimal policy that maps states to actions 

(next hops) to maximize the cumulative reward over time, thereby achieving adaptive and energy-

efficient routing. 
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CHAPTER SEVEN 

CONCLUSION and FUTURE WORKS 

7.1 Conclusion 

The problem associated with WSN energy efficient routing protocol is caused by an optimal route 

selection of sensor nodes to transmit data and communicate with the neighbor nodes, as well as 

the sink nodes, to achieve energy efficient routing. This study discusses the dynamic nature of 

wireless sensor networks to address the limitations of energy constraints in an adaptive energy-

efficient routing. Heuristics based on traditional WSNs routing protocols often face challenges in 

maintaining energy efficiency in such dynamic environments because of their resource 

limitations. Our study proposes an adaptive routing protocol that employs Deep Q Network 

reinforcement learning to make intelligent and contextually aware decisions in various network 

settings and dynamic network environments. 

7.2 Contribution of the Study 

Our study's fundamental contribution is developing an adaptive, energy-efficient routing protocol 

for Wireless Sensor Networks (WSNs) that utilizes Deep Q-Network (DQN), a reinforcement 

learning technique. The proposed protocol minimizes energy consumption across the network by 

dynamically modifying routing options based on simulated network metrics such as residual 

energy, channel condition, next hop selection, and throughput.  

Extensive simulation can demonstrate that our adaptive energy-efficient routing protocol using 

reinforcement learning for WSNs outperforms conventional systems like RLBEEP and AODV, 

achieving valuable contributions in packet delivery ratio (PDR), energy efficiency, and overall 

network performance. To facilitate ongoing research and development in RL-based WSN routing 

protocols, the paper also presents a replicable framework for creating NS-3 network-simulated 

datasets and an implementation methodology. 

7.3 Future Work and Recommendations 

While Energy-Efficient routing is a basic challenge in WSNs, we come up with DQN-RL feature 

selection mechanism for better energy-efficient routing. Future work on adaptive energy-efficient 
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RL framework-based routing protocols in WSNs under controlled settings may emphasize hybrid 

RL models that couple centralized monitoring with decentralized learning to improve scalability. 

Energy-conscious reward frameworks, which facilitate convergence and adaptation, should 

emphasize the incorporation of dynamic considerations like mobility, energy harvesting 

opportunities. Apply reinforcement learning-based adaptive routing protocols like AEERPRL to 

best adapt energy usage and prolong network lifetime in energy-constrained wireless sensor 

networks. Assign top priority to the use of the performance measures of Packet Delivery Ratio, 

Throughput, and Alive Nodes in the evaluation of routing protocols to ensure efficient and 

accurate data delivery. Promote ongoing research in scalable machine learning models for WSNs 

to address shifting environmental conditions and application needs in applications like precision 

agriculture, environmental monitoring, and IoT systems. 
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