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ABSTRACT

Network resources are limited and finite, particularly for several users sharing the same
medium. In other words, when the same users gain throughput and bandwidth advantage,
others can lose their transmission opportunity. Particularly infrastructure-less ad hoc
networks, like VANET(Vehicular Ad hoc Network), rely on the cooperation of nodes.
Nodes(Vehicles) in VANET may behave selfishly and deviate from the regular and
cooperative functionality, wishing to conserve their resource. The implementation of
IEEE802.11p is to provide safe communication among vehicles, and it employs
CSMA/CA(Carrier Sense Multiple Acess with Collision Avoidance) as a default medium
access control. Concurring to CSMA/CA, all the vehicles with the packet to send should
follow the channel first. The vehicle takes after the Backoff Mechanism(BoM) when the
channel is busy. However, certain vehicles intentionally manipulate the BoM to increase
their access probability and gain more bandwidth share than well-behaved vehicles. This
problem leads to throughput degradation and channel crowdedness. This study developed a
cooperative watchdog and credit-based CSMA/CA(WC-CSMA/CA) mechanism to overcome
these issues by motivating the Selfish vehicles(SVs) to cooperate again in the network. It has
two main phases. Identification phase: Assigned verifier vehicles(VVs) as a watchdog to
monitor the vehicles' abnormal behavior and identify the SVs that manipulate the BoM.
Motivation phase: Motivates the identified SVs to be well-behaved again by giving credits,
considering their waiting time and number of connection trials, while accessing the channel.
The simulation is conducted on OMNET++, using 25,50,100 vehicles for different vehicle
densities in a 1km road. From the simulation result for 50 vehicles. The average throughput
is increased from 12800.5mbit/sec to 15752.3mbit/sec, a 23.06% enhancement. Average
waiting time and average queuing delay are reduced from 3.04ms to 2.5ms and 0.53ms to
0.45ms, which is a 17.94% and 15.5% improvement. Attaining the result, we have concluded
that the proposed WC-CSMA/CA in the presence of SVs acquired a better performance in
all metrics and different vehicle densities compared with the original CSMA/CA because of

its cooperative mechanism.

Keywords: BoM, Cooperative, CSMA/CA, IEEE802.11p, Motivation, WC-CSMA/CA, SVs

x|Page



CHAPTER ONE

1. INTRODUCTION

1.1 Background of The Study

Vehicular Ad Hoc Network(VANET) is a subpart of Mobile Ad Hoc Network (MANET),
which is categorized under wireless network and organizes its communication system by
itself without the need of any infrastructure(Ghori et al., 2018). Since discovering an
Intelligent Transportation System (ITS), VANET has been getting more acceptance and has
caught many researchers' eyes. ITS is one of the communication and information technology,
which mainly target the transportation system. It aims to enhance transportation safety,
reliability, productivity, and security. Collaborating with advances such as VANET, which
creates wireless data communication between vehicles, the implementation of ITS
applications is elevated (Malik et al., 2010). In VANET, modes of vehicular communication
are labeled into two: vehicle within a vehicle (V-to-V) and vehicle within the infrastructure
(V-to-1). Hereof, vehicles achieved all networking functions, they are assumed to be mobile
nodes in the roadway, and the performances provided with short-range wireless
communication. Figure 1.1 explains the VANET framework(Khan & Lee, 2019). The
primary aims of this technology are to forecast warning messages to neighboring vehicles in
case of car accidents, support emergency vehicles to pass other vehicles quickly, provide the

latest actual-time traffic notification to the drivers(Jafari et al., 2012a).

N < A |
— —
V-to-\V

Figure 1-1: VANET framework!!

Due to a few particular nature, VANET networks are divine from other kinds of ad hoc

networks. Its basic features are a short-range communication period, high mobility, dynamic
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topology, restricted bandwidth, node behavior, movement pattern, and node density, which
can be mentioned as challenges(Hamdi et al., 2020).

The primary common communication standard for V-to-V and V-to-1 is Dedicated-Short-
Range -Communication (DSRC), which operates at a 59 GHz band (U.S
Standard)(Lamssaggad et al., 2021). The media access control (MAC) and physical(PHY)
layers are represented by the IEEE802.11p. In contrast, the IEEE1609 family of standards
characterizes the Wireless-Access-in-Vehicular-Environment (WAVE), a suite of
communication and security benchmarks with VANETs(Khan & Lee, 2019). IEEE802.11p
is a standard supporting vehicular safety communication through the wireless network. It
uses Enhanced Distributed Channel Access (EDCA) MAC sub-layer protocol, which is one
of the mechanisms that bolster Quality of Service(QoS) in WAVE(Chang et al., 2016). In
addition, it is a contention-aware medium access protocol that depends on
CSMA/CA(Carrier-Sense Multiple-Access with Collision Avoidance)(Song, 2017).

Following the physical division of spectrum belongings, the MAC protocols are classified
into MAC protocols with single-channel and MAC protocols with multi-channel. MAC
protocols with multi-channel can simultaneously bolster packet transmissions on multiple
channels and efficiently use spectrum resources through multiple transceivers and channel
switching mechanisms. All multi-channel protocols adopt CSMA/CA as a core channel
access mechanism(Ma et al., 2020). The working rule of this mechanism is that any
node(vehicle) prepared to transmit will sense the channel first. On the off chance that it is
unoccupied, the node might defer the transmission by selecting an arbitrary back-off time.
Otherwise, the node follows a Back-off- mechanism (BoM) when a channel is in service. In
the BoM strategy, when a node finds a busy channel, it selects a random back-off value in
the interval of [0, Contention-WindowUpper (CWub)]. At any time collision happens, the
size of the contention window is extended by multiplying its value until it reaches CWub.
The CW is reset to its most negligible value upon an effective transmission. When a back-
off value comes to zero, the node transmits immediately(Miao et al., 2011)(Hussein et al.,
2016)(Gopinath et al., 2020).

IEEE802.11p requires the node to compute for accessing the channel by following the
restriction rule of CSMAJ/CA, which means to hold up for a back-off interval sometime
recently before any transmission. As mentioned earlier, limited bandwidth is one of the

specific nature of VANET, which constrains vehicles; therefore, some vehicles may behave
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selfishly and refuse to cooperate with the network to conserve their resources(Pandey, 2015).
Vehicle misbehavior is considered abnormal behavior that’s the deviation from the expected
behavior of other vehicular nodes(vehicles) within the VANET. For example, certain
vehicles willfully abuse the MAC protocol to gather more network resources than well-
behaved vehicles. These vehicles may select to hold up for a smaller back-off interval,
subsequently increasing their chance of getting to the channel and thus diminishing the
network throughput share received by the well-behaved station(Kyasanur & Vaidya,
2005)(Cardenas et al., 2004). This kind of selfish behavior is called BoM manipulation

misbhehavior.

Consequently, these selfish vehicles (SVs) significantly impact the general network
operation. Many kinds of research and studies that had been done based on IEEE802.11p of
VANET have considered vehicles as well-behaved. Still, when we come to, in reality, not
all vehicles that participate in channel accessing are willing to cooperate. This thesis aims to
enrich the performance of the CSMA/CA protocol by resolving the BoM manipulation
problems that occur due to the misbehavior of SVs during channel access by utilizing a
cooperative mechanism. Since distinct features of VANET, many solutions proposed for
MANET might not be suitable for VANET(Uzma Khan & Abstract, 2015). Also, except for
a few articles, non-cooperative node-based studies only included SVs identification in their
research. Still, their solutions do not involve motivating and reactivating methods for SVs to
make them cooperate again. In this case, we proposed a solution to improve the CSMA/CA
protocol to overcome the aforementioned issue. The proposed WC-CSMA/CA solution
utilizes a cooperative mechanism, which first selects verifier vehicles for monitoring
purposes. Then, it employs a watchdog mechanism to identify the SVs and motivates them
by giving them credits if they are willing to revive again. The main improvement of this
thesis was to propose a solution for BoM manipulation caused by the SV in IEEE802.11p.
Using the proposed WC-CSMA/CA solution, we aim to rectify the SV to cooperate and be
well-behaved in the network.

1.2 Motivation of The Study

Network resources are limited and finite, particularly for several users sharing the same
medium. In other words, when the same users gain throughput and bandwidth advantage,
others can lose their transmission opportunity, coming in zero user throughput.
Subsequently, one user(node) possesses the channel for the whole period, in case of

transmitting valuable data or not, which turns to total selfish misbehavior. When this occurs,

3|Page



the complete network appears to be dysfunctional and not inexactly available to the usual
node(Lu et al., 2010). Particularly infrastructure-less ad hoc networks, like VANET, rely on
the cooperation of vehicles. To achieve and take care of essential functions like data packet
forwarding, routing, and network administrations, however, due to its different features, such
as short-range communication period, high mobility, restricted bandwidth. As a result,
vehicles may behave selfishly and deviate from the regular functionality, wishing to
conserve their resource(Mantas et al., 2018). The implementation of IEEE802.11p is to
provide safe communication among vehicles, and it employs CSMA/CA as a default medium
access control. However, certain vehicles intentionally abuse this MAC protocol by misusing
the channel accessing rule and manipulating the BoM to gain a higher probability of
accessing the channel than well-behaved vehicles. This problem leads to throughput
degradation, network partitioning, channel crowdedness, total or partial loss of
information(Pandey, 2015). The above issues are the primary motivation of this study to
propose a cooperative mechanism based on VANET's selfish behavior of vehicles when
accessing the channel, which identifies vehicles that behave selfishly and motivates them to

revive again in the network.

1.3 Statement of the Problem

Vehicular communication aims to provide better safety and infotainment benefit to the
drivers through successful communication. The IEEE802.11p standard is created with
EDCA contention-based priority-oriented medium access strategy. For attaining this, it uses
CSMAI/CA, the medium access control component used as a default in VANET. Concurring
to CSMAJ/CA, all the nodes with the packet to send will follow in the process called external
contention for gaining channel access. The node takes after the BoM when the channel is
busy. The BoM uses an algorithm that employs input to generatively decrement the weight
of some processes in organizing to discover an acceptable rate gradually. Despite VANET's
high mobility nature, limited bandwidth, and short-range communication, regularly
manipulating the BoM has been considered the fundamental issue based on the misbehavior
of vehicles. Vehicles; are called greedy or selfish if they utilize some techniques to decrease
the back-off value, which increases their access probability and allows them to gain more
bandwidth share. Some common strategies adopted by SV are CW cheating Strategy, fixing
CW Strategy, back-off cheating Strategy(Al-Terri et al., 2017).

By applying those strategies, SV is concerned about reducing their waiting time for faster

channel access and penalizing the other host vehicles. At that point, it does not respect the
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ground rule of the channel access strategy. It tries continuously to connect to the medium
and mention its use, which dishonor the network process and diminish the QoS that occurs
when a networked vehicle denies respecting the restriction of the channel access rule and
continuously tries to connect to the channel and keep up their use(M. Li et al., 2015),(Ismail
et al., 2021),(van der Heijden et al., 2013).

The typical effects that are caused by the SV which manipuplate the BoM in MAC protocol
of IEEE802.11p are throughput degradation, service interruptions, total or partial loss of
information, network partitioning and channel crowdedness. We proposed a cooperative
solution to resolve this selfish misbehavior problem and improve the CSMA/CA protocol.
The proposed solution is setting the verifier vehicles to monitor and identify the SVs by
employing a watchdog mechanism and motivating the identified SVs using a credit-based
approach to revive these vehicles to participate cooperatively in the network. We aim to
make the SV corporate and well-behaved in the network by developing the proposed WC-
CSMA/CA mechanism. The network simulation was finalized using VANET standard
simulation tools; SUMO to generate a traffic motion and OMNET++ to simulate the network

using the vines framework for bidirectional linear road traffic.

1.4 Research Questions
By considering the above critical issues, the following questions are going to be answered

by this thesis work:

RQ1: How to resolve the SVs effect in CSMA/CA IEEE802.11p by collaborating a
watchdog approach with a credit-based approach?

RQ2: How to design a new mechanism for Selfish Vehicles to identify and motivate them?
RQ3: How can we assess the performance of the newly designed WC-CSMA/CA
mechanism with the existing CSMA/CA IEEE802.11p of VANET?

1.5 Objectives of the Study

1.5.1 General Objective
The general objective of this study is to rectify the Selfish Vehicles in CSMA/CA
IEEE802.11p of VANET using a Reputation-based collaborative approach.
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1.5.2 Specific Objectives
The following listed objectives are needed to meet the general goal and be performed during
the study.
e To resolve the SVs effect in CSMA/CA IEEE802.11p by collaborating a watchdog
approach with a credit-based approach.
e To design a new mechanism for Selfish Vehicles to identify and motivate them.
e To assess the performance of the newly designed WC-CSMA/CA mechanism with
existing CSMA/CA.

1.6 Methodology of the Study
The following methods are used to accomplish the above objectives and answer the research

questions.
Stage 1: Identifying the research area

The first and fundamental step is identifying the research area for better understanding to
minimize and specify the scope of finding the problem. Generally, this phase focuses on
surveying CSMA/CA defined by IEEE802.11p. The tasks that have been fulfilled are
identifying different channel access mechanisms used under the MAC layer figuring out and
analyzing challenges in this area. Also, suggested solutions, training, and required tools for
integration and simulation were assessed. This survey helps to come up with identifying the
central gap which exists in CSMA/CA in VANET and finding out the proposed and possible
solution for the identified problem. Different articles and papers will be used, investigated,

and listed out from standard libraries such as IEEE explore, science direct, springer.
Stage 2: Formulating research problem and analyzing related work

After identifying the broad research area and marking up the area of interest by reviewing
and assessing different materials, the problem that needs to be addressed and resolved will
be formulated explicitly. Fundamental research questions that aim to be answered or any
assumptions or assertions that the thesis challenges or investigates are drafted out in this
stage. Also, this stage involves analyzing related works familiar with the research topic by
identifying their limitation and some future results. Finally, it allows identifying the research

problem between the existing solutions and the proposed solution.
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Stage 3: Designing identification and motivation phase of the proposed solution

This stage is where the framework and workflow of the Proposed WC-CSMA/CA are taken
place. Pseudocode, flow chart for the system for identification and motivation phase, the
step that shows how the solution works, its overall process, and basic scenarios will be
mentioned under these topics. The lucid-chart and draw.io software is used to draw different

flowcharts and diagrams to explain the proposed solution in detail.
Stage 4: Creating actual traffic motion using SUMO and Net-edit

Before simulating the proposed solution, the actual traffic model will be created for the linear
bidirectional lane. We used open-street-map to generate a map from Google Maps, SUMO
for traffic simulation, and Net-edit for editing the vehicular network. The sample map was
taken from the Addis-to-Adama expressway, and SUMO generates the traffic movement.
Designing this traffic motion aims to show how vehicles are moved on the road by following
linear lines and assigning and listing how many vehicles are needed for the proposed

solution.
Stage 5: Simulating the proposed system using OMNET++

In this stage, the simulation was conducted using OMNET++ by integrating the traffic
motion SUMO file with the veins framework, a vehicular communication simulation tool.
We have simulated the proposed WC-CSMAJ/CA solution to show how it works and how
the results make a change, basically to elaborate how the solution improves the performance
of CSMA/CA. Then, C++, Python, and XML programming languages modify the existing
file for the proposed solution.

Stage 6: Reporting, evaluating, and discussing the result

To evaluate the performance of the proposed solution, in this stage, we are going to compare

the WC-CSMA/CA with the existing CSMA/CA channel access mechanism. The
performance is assessed based on average throughput, waiting time, and queuing delay. This
phase discusses the research outcome based on the simulation result. Charts and diagrams
show their result output and tables using MS Excel 2019 to visualize simulation results
using the graph and MS office word as a writing tool for this thesis.
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Figure 1-2:Methodology diagram

1.7 Scope And Limitation of the Study

1.7.1  Scope of the Study

This thesis focuses on the CSMA/CA channel accessing protocol in IEEE802.11p of
VANET in CSMA/CA. It only focuses on BoM manipulation misbehavior driven by the SV.
The proposed solution aims to rectify the misconduct of vehicles, and it has two main phases:
the identification and motivation phases. In the identification phase, the watchdog
mechanism has been used to identify the SV using verifier vehicles. The motivation phase
is rest on the credit-based approach to revive the SV in the network and make them
cooperative. The newly WC-CSMA/CA mechanism improves the performance of the
existing CSMA/CA mechanism by motivating the selfish vehicles to be cooperative and
decrease their selfish behavior. The performance evaluation metrics are average throughput,
waiting time, and queuing delay. The simulation is executed by 25,50 and 100 vehicles,
including the SVs in the existing CSMA/CA.

Since VANET is a broad research topic, this study focuses on the CSMA/CA of
IEEE802.11p. This thesis did not include other types of protocols and standards. And also,
different challenges of VANET did not cover in this work, such as collision, node mobility,
and contention. As mentioned earlier, only the nodes/vehicles' selfish misbehavior is
targeted in this thesis. It aims to improve the CSMA/CA performance by applying a
cooperative solution in CSMA/CA. In addition, the thesis will not consider the

uncooperative behavior driven by malicious nodes or a desire to reduce energy consumption.
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1.7.2 Limitation of the Study
Since time is a crucial measure for thesis compilation, this thesis does not deal with other
nodes/vehicles misbehavior, such as packet drop selfish behavior and link breakage selfish
behavior except backoff manipulation during channel access. In addition, due to the
requirement of additional study and scope constraints, VANET security issues and node
density was not included in this thesis. Also, the simulation was conducted only in linear

bidirectional road scenarios.

1.8 Application of the Study

This thesis contributes to CSMA/CA of IEEE802.11p performance in the multi-channel
protocols of MAC in VANET. VANET technologies are primarily utilized in ITS to enhance
transportation quality. Therefore, we aimed to simulate vehicles' selfish misbehavior, which
explicitly affects the CSMA/CA of working principle. The simulation was performed under
the standard of CSMA/CA by implementing a watchdog and credit-based approach in the
newly proposed WC-CSMA/CA using SUMO and OMNET++ simulation tools. From this
study, the reduction of SV impact on IEEE802.11p of VANET will be expected. The primary
significance of this work is to rectify the selfish behavior of the MAC protocol, specifically
in CSMA/CA driven by SV, by identifying the selfish misbehavior of vehicles and
motivating them to cooperate again in the network using two basic approaches: mentioned
earlier. Finally, the simulation result will be assessed in terms of those performance metrics:

Average throughput, Average waiting time, and Average queuing delay.

1.9 Organization of the Study

This thesis is organized as follows into Four chapters. Each chapter is formulated according
to different topics. Chapter one includes the introduction, problem of the statement,
motivation, objectives, methodology, scope, limitation, and application of the thesis work.
In chapter two, literature reviews and related work are explained briefly. The section gives
a general clue for the reader to know more about the research area. It addressed the problem,
which is targeted to be resolved by the thesis. The third chapter describes the proposed WC-
CSMAJ/CA mechanism, including its’ general working principle and architecture. In chapter
four, simulation analysis and resalt evaluation are involved. Finally, the last part describes

the conclusion, recommendations, and future work in this research area.
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CHAPTER TWO

2. LITERATURE REVIEW AND RELATED WORK

2.1 Overview

This chapter is set apart into two portions. The first portion is an introductory part, which
gives a brief description of the domain area of this thesis work. The primary concept, which
will be addressed, is an introduction to MANET and VANET. Since VANET is a
subcategory of MANET, it is better to distinguish some of its driven and different
characteristics from MANET. For this reason, detailed characteristics and various features
are mentioned. Wireless vehicular communication of VANET is also described here. The
overall IEEE802.11p wireless standard used in VANET is discussed, including its
architectural components, specifically the MAC layer. The CSMA/CA, the default channel
access mechanism that supports the multi-channel MAC protocols, is given briefly in this
session by covering its working principle. Mobility model, node(vehicles) behavior,
particularly vehicles misbehavior in CSMA/CA, which is driven by selfish vehicles, and
different techniques and algorithms used for identifying the SVs are also discussed in this
part. In the second portion, a survey of recent related work is given, concerning different
schemes and algorithms used in IEEE802.11p, for identifying and motivating selfish
vehicles.

2.2 Comparison of MANET and VANET

MANET is a stand-alone wireless network established without utilizing infrastructure to
function. In the include of MANET, during communication, the nodes (phone, laptop, PDA)
can set up and take off the network by auto-configuration. Also, the node moves in random
form; these feature of nodes makes the topology uncertain(Goyal et al., 2011).
Communication between nodes is accomplished once a sender and receiver nodes link or
connect. For example, suppose a receiver node lies on the sender node communication range.
In that case, it will communicate directly unless the communication is completed with the

assistance of the intermediate node, as it takes part and acts as a router(Raja & Baboo, 2014).

As noted earlier, VANET is a unique class of MANET. Meaning that the wireless network
idea of MANET was implemented in vehicular communication in an advanced form(Hamdi

et al., 2020),(Ritesh Gupta & Patel, 2016). Employs vehicles as mobile/moving nodes in
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MANET to make a short-term network without utilizing any infrastructure(Jain & Chahal,
2016),(Sood & Kanwar, 2014). The opportunity of street forward data exchange among
vehicles under an ad-hoc network environment can be defined as VANET(Eze et al., 2016).
It has acquired more considerations from the government, car manufacturers, and researchers
because of the emerging concept of the ITS. This technology is implemented to monitor and
smartly control vehicular traffic by employing different technologies and communication
modes and systems, i.e., VANET(Raut & Devane, 2018).

Both MANET and VANET have some common characteristics and techniques, like, self-
organization, low bandwidth, no centralized nodes. VANET has some distinct characteristics
and features, making such a bit one of a kind out of MANET. Using various terms,
significant aspects of VANET, which make it different from MANET, are stated as follow:

In terms of mobility: In MANET, mobile nodes are independent of migrating in any
direction, while within VANET, vehicles have to follow a specific pathway. It possibly
moves within the same or opposite direction on a pre-defined road (rural, urban), so mobility
patterns (Pattnaik & Pattanayak, 2017).

In terms of power constraints: The MANET’s nodes' size is smaller; they have limited
memory, storage, and power capacity. Moreover, unlike MANET, VANET vehicles have
gained an adequate power supply from automobile batteries (Chouhan et al., 2016).

In terms of network topology: Dissimilar to a MANET with the irregular movement of
nodes, vehicles in VANET tie and leave out the network many times. These characteristics

make revamp in the topology (Jain & Chahal, 2016).

In terms of node density: MANET has a scattered node density, however in VANET, there
is probably a high density, and traffic in some roads and other roads may not have yielded
withinside the variable density of nodes in the area. This feature makes it a more significant
frequent variable, leading to a frequent disconnection (Ritesh Gupta & Patel, 2016).

In terms of intermittent connectivity: The change of network topology permanency in
MANET is not that fast compared to VANET. Even so, there is a rapid and very dynamic
change in network topology. This results in frequent network disconnection, the link
between vehicles' stability can be disconnected quickly. In addition, the density of vehicles

varies in different rode scenarios, which makes this problem worse (Chouhan et al., 2016).
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In terms of network size: The dense area, such as highways, and downtown, required a
massive network. Therefore, the VANET routing strategy must be qualified on a large-scale
network. This result showed that the network size is geographically boundless(Ritesh Gupta
& Patel, 2016). There are also other differences which are described in table 2.1.

Table 2-1: VANET and MANET comparison

No. Characteristics VANET MANET
1. Production cost Expensive Inexpensive
2. | Topology change Frequent Scattered
3. Node density Varies frequently Sparse
4. | Transmission range | Up to 500 Up to 100
5. Bandwidth 1000 Kps 100 Kps
6. Mobility pattern regular Random

2.3 Architecture of VANET
VANET network is composed of vehicles prepared with sensors, settled infrastructure
(access point set within the RSU), and wireless communication (supported by IEEE802.11p)

for creating communication and permitting them to exchange data with every other.

The VANET architecture can be divided into ad hoc and infrastructure domains (Ayyappan
& Mohan Kumar, 2016).

A. Ad-hoc Domain: This domain consists of mobile nodes, such as furnished vehicles
provided with intelligent systems. It essentially consists of two components for wireless
access, the onboard unit (OBU) and the application unit (AU).

On-Board Unit: An OBU is a vehicle-mounted wireless device that consists of memory, a
resource command processor(RCP), user interface, and short-range communication device
using IEEE802.11p radio technology for non-safety application(Ritesh Gupta & Patel,
2016)(Jafari et al., 2012Db).

Application Unit (AU): An AU is a dedicated or standard device used for safety
applications. The difference between OBU and AU is rational. The AU can only
communicate through the OBU, which is obligated to all network tasks and mobility (Ritesh
Gupta & Patel, 2016)(Jafari et al., 2012b).
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B. Infrastructure Domain: Comprises the roadside unit (RSU) and other access networks

implemented to maintain vehicular communication.

Roadside Unit: RSU is a static state located next to streets and other designated locations
and is suitable for short-range communication with devices that use IEEE802.11p radio
protocol technology. It is used to extend the reach of VANET communication and other
routing strategies(Ritesh Gupta & Patel, 2016).

2.4 Communication in VANET
There are two kinds of communication in VANET, which IEEE802.11p supports.

V-to-V: No physical infrastructure is required. The vehicles communicate independently
and exchange data. This kind of communication is taken care of by the OBU (installed in

cars), and a multi-hop broadcast is used to send and receive data between them.

V-to-1: This kind of communication establishes a transmission linkage between the vehicles
and the infrastructure over a high bandwidth. Mainly RSU is used, which can be installed on
the side of the road with a certain distance between them. Communication takes place via a
WAVE as a wireless medium(Malik et al., 2010).

24.1 DSRC/WAVE

VANET’s wireless access standards are categorized into three. Short-range, long-range, and
medium-range, including cellular systems, WLAN/Wi-fi standards, DSRC/WAVE
standards. In VANET, short and medium-range communication services are supported by
DSRC/IEEE802.11p for V-to-V and V-to-1 communication. The DSRC is fully designed to
meet VANET's requirements, including self-organization, self-configuration, high mobility,
and dynamic topology. In the US, DSRC operates on a 75 MHz spectrum in a 5.9 GHz
frequency band, while in Europe and Japan, it works on a 30 MHz spectrum in the 5.8 GHz
band(Y. Li, 2015). It is used for various applications, including safety messaging,
information dissemination for real-time traffic, collecting toll at multiple points, (Malik et
al., 2010). It offers a communication range of 1 km and supports a data rate. With DSRC,
the RSU and the OBU communicate via the IEEE802.11p standard WAVE. It is the essence
of DSRC. It uses it to exchange information between vehicles. In general, the terms DSRC
and WAVE are used interchangeably. IEEE802.11p is a backbone for the physical and MAC
layers of the DSRC/WAVE protocol(Kamble & Kounte, 2019).
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The IEEE 802.11 standard was originally developed for MANET. It provides information
about node mobility. However, due to vehicles' high mobility, it is inherently not suitable
for VANET. Therefore, the extended IEEE802.11b standard was modified and developed.
The standard also poses some challenges to VANET, such as high mobility, vehicle speed,
and traffic patterns. Finally, the researchers developed a brand-new version of IEEE802.11b,
namely IEEE802.11p. This standard applies to the MAC and Physical layer and can be used
in high-speed vehicles to achieve smooth data exchange.(Karagiannis et al.,
2011),(Hartenstein & Laberteaux, 2010),(M.Shahid Anwer, 2017). Fig 2.1 illustrates the
WAVE architecture, and table 2.1 describes each standard.

2.4.1 1EEE802.11p MAC Protocol
The MAC protocol can ensure fair channel access between vehicles, reduce access delay and
maximize channel usage. However, the VANET MAC protocol must adjust to rapid
topology changes, rapid vehicle mobility, high bandwidth requirements, and different QoS
requirements(Menouar et al., 2006). Therefore, according to the physical distribution of the
spectrum resources, the VANET MAC protocol is classified into MAC protocol with a
single-channel and MAC protocol with a multi-channel.

Safe Non-safe Application
Application application Layer

Transport

MAC Layer

Figure 2-1: VANET WAVE architecturel?
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Table 2-2:WAVE protocol description(Hamdi et al., 2020)F!

WAVE Layer STANDARDS Description

Transport layer IEEE1609.03 Control WAVE System and

Network layer addressing Routing service
IEEE802.2 With the help of the IEEE802.2

LLC(Logical Link Sublayer, the data link layer can send

Control) some data over the network.
IEEE1609.04 Specifies the IEEE802.11p MAC

Data-link layer extensions to support multi-channel

operation.

MAC layer Determines the MAC and PHY
IEEE802.11p actions required by an IEEE

PHY layer 802.11device to work on VANET.

The MAC protocol with a single channel mainly uses carrier identification and multiple
access mechanisms to solve the numerous node resource allocation problems. Each
communication session ends on a medium to solve transmission conflicts. Transmission of
multichannel data packets and effectively using the spectrum's resources, with multiple
transceivers or channel frequency hopping mechanisms. According to the hierarchical
structure of VANET, multi-channel MAC classification protocols use the sub-layer standard
EDCA, which is one of the mechanisms supporting QoS in WAVE. It is CSMA-based
channel access and collision avoidance protocol(Reddy & Ramanathan, 2018).

The above architecture and description table show that the MAC WAVE layer is
standardized for IEEE802.11p. Therefore, use the MAC EDCA sub-layer protocol with
different traffic classes. EDCA is an extended version of the essential Distributed
Coordination Function (DCF), initially developed for IEEE802.11e. DCF sticks with the
channel access procedure with CSMA/CA and provides collision avoidance for distributed
and scattered wireless communications. Therefore, mobile nodes based on IEEE802.11p
should pursue the contention-based EDCA pattern as a method for MAC with different Data
Access classes (AC), with distinct transmission priorities. Namely AC4, AC3, AC2, and
AC1 with four available data traffic categories under these data access levels, which are
Background Traffic (BK), Best-Effort Traffic (BE), Voice Traffic (VO), and Video Traffic
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(VI). Each category has parameters to access, such as Arbitration-Inter-Frame-Interval
(AIFS), contention window (CW), and Transmission Opportunity (TXOP)(Chang et al.,
2016).

Table 2-3: Category access for MAC

AC CW min CW max AIFSN
BK 15 1023 9
BE 15 1023 6
VI 7 15 3
VO 3 7 2

2411 CSMA/CA

The IEEE 802.11p spectrum consists of six service channels (SCH) and one control channel
(CCH). The CCH can be used for broadcast communications compromised with high-
priority data and management frames, particularly secure communications. It must be the
privileged channel used to send safety application messages. The SCH can be used for
unicast communication, transmission, and service and safety applications. The MAC layer
in IEEE802.11p is just like the IEEE802.1e QoS extension. They are grouped into one of
four unique queues based on their ranking. Each queue uses the classic CSMA/CA
mechanism to induce access rights to the medium. Still, the CSMA/CA parameters (back-
off, waiting time, size of the contention window) vary from queue to queue to frames with a
high priority level that can be selected. With CSMA/CA, a candidate broadcaster recognizes
the channel earlier before it transmits. By Counting on the channel status, free or busy, the
transmission begins or differs. It means that a node that wants to send sense the medium first,
and when it is free for an AIFS, the node postpones the transmission by choosing a random
fallback time(Busson, 2014). Figure 2-2 explains its working principle. The backoff
procedure in 802.11 works as follows(Miao et al., 2011) :

I.  The node chooses a uniformly random back-of time from the interval [0, CW +1],
where the initial value of CW is CWiower;
Il.  The slot size is increased (doubled) if the next transmission attempt fails until the
value of CW equals to CWypper;
1. The back-off value is reduced only, If the channel is free;

IV. Ifitreaches a back-off value of 0, It sends immediately.
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For highly relevant safety messages to be exchanged quickly and reliably, even in a dense
environment, the IEEE802.11p MAC protocol considers the priority of messages with
different access classes, as shown above. If a node intends to accumulate the channel with a
better probability independent from others, the best resolution is to lower its waiting time,
called back-off misbehavior. The goal of a back-off misbehaving node is to gain unfair
access to the channel by manipulating its back-off time to the detriment of degrading the
performance of well-behaved nodes, whether malicious or selfish(Lu et al., 2010). Section

2.6 describes the selfish behavior of vehicles that occurs in the MAC layer.

l Assemble a frame I

v

Wait for a random
is the channel amount of BoM time

idle?

A
YES -
Transmit RTS((request
to send)
* NO
CTS(clear to
send) received?
Using RTsS/CTS
method
>
A 4 YES
Transmit data

End

Figure 2-2: Working principle of CSMA/CAF!

2.5 Mobility Models for VANET
Several mobility models were introduced for simulating VANETSs. The typically used

mobility models are:

1. Freeway Mobility Model (FMM)

Freeway is a model based on generated maps. The simulation area, represented by a
generated map, includes many highways, each side consisting of several lanes. The nodes
are placed randomly on the tracks when the simulation begins. Then It moved at speeds

based on the story. Lane change is not allowed on this model(Filali & Bonnet, 2006).
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2. Manhattan Mobility Model (MMM)

It is also a map-generated model that simulates an urban road environment. A map is
generated before a simulation begins, including vertical and horizontal roads. Each has two
lanes, allowing movement in both directions (north/south for steep roads and east/west for
flat roads). At the start of a simulation, vehicles are placed all over the streets. Then, they
move infinitely at the rate of speeds based on history (following a formula similar to that of
the passing model). Unlike the previous model, a vehicle will switch lanes at an
intersection(Madi & Al-Qamzi, 2013).

3. Random-Way point Mobility Model (RWPM)

The node placed withinside the Random Waypoint version is evenly dispersed between nine
and sixteen m/s, protecting the speed limits of the different avenue classes in the simulation
scenarios. Furthermore, the pause time between subsequent trips is evenly distributed
between zero and 10 seconds to simulate fast-forwarding to the destination(Potnis &
Mahajan, 2006).

2.6 Behavior of Vehicles

The most typical routing protocols and communication standards suppose that all vehicles
communicate cooperatively on the VANET. However, in practice, limited bandwidth and
lack of computing resources make it tough to confirm that all vehicles in the network
selflessly share their precious resources with others. In consequence, the assumption is not
fully applied in the VANET environment. Non-cooperativeness in an ad hoc network is
called nodes' unwilling behavior to participate in the network. Nodes may intentionally or
not disrupt the regular operation of the network, wishing to save their resources or having
limited bandwidth. Non-cooperative vehicles in VANET are classified into selfish and
malicious vehicles(Uzma Khan & Abstract, 2015). SVs take the network to send/receive
data packets. Due to limited computing power/bandwidth and communication resources,
they deny forwarding data packets to others; in addition, they are not directly harming other
vehicles or the entire network. However, vehicles have a considerable impact on the

complete function of the network(Lu et al., 2010).

In contrast, malicious vehicles aim to damage and disrupt the regular operation of the
network. These vehicles intentionally hurt other honest hosts, even the entire network, while
conserving resources is not their primary goal(Shan et al., 2021). Therefore, malicious

vehicles are not included in this thesis. Two types of selfishness can be defined, static and
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dynamic selfishness. An SV that continues the desire, unvaried during the whole network
process, is categorized as a static SV(Komali et al., 2008).

Oppose to a dynamic SV fluctuates its selfishness according to circumstances. Therefore,
this thesis assumes the SVs have dynamic selfish behavior and will behave back to normal
after the motivation mechanism applies. However, in general, selfish misbehavior of
vehicles leads to several impacts; as such, throughput degradation, causing network
disconnection. In either case, poor vehicle behavior will significantly affect network

performance, which still requires intensive communication among vehicles(Mantas et al.,

e

2018).
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Figure 2-3:Vehicle behavior in VANET

2.6.1 MAC layer Selfish Behavior of Vehicles
VANET applications are often limited by bandwidth and computing resources. An SV may
be unwilled to use its computing power and bandwidth to exchange information or increase

its channel probability, which is not directly beneficial to it(Pandey, 2015).

An SV can pointedly abuse the MAC protocol to obtain more network resources than honest
vehicles. For example, IEEE802.11p requires vehicles competing for the channel to wait for
an idle time slot before each transmission. Vehicles can choose to wait for a smaller back-
off interval, which increases their access to the channel, reducing the percentage of
bandwidth received by well-functioning stations. Some typical strategies adopted by SVs
are highlighted below(Al-Terri et al., 2017):

a) CW cheating strategy: SV misuses the back-off value by selecting a lower value in a
range of [0, aCW] instead of [0, CW] and obtain a smaller back-off value, and gained

a small interval than of normal vehicles.
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b) Fixing CW strategy: The SV chooses a fixed size smaller than CWIlower and refuses
to double its CW when the transmission is unsuccessful. So, it will get a high
probability for the subsequent trial.

c) Back-off cheating strategy: An SV follow the rule of CSMAJ/CA, but it manipulates
the attained back-off value to a lower value.

2.7 Schemes for Solving Nodes’ Selfishness Misbehavior

For resolving the destructive impact of the existence of selfish nodes, it is essential to
encourage nodes to work together to ensure the regular operation of the network. Information
is spread in VANET through the cooperative interaction of vehicles. The messages
transmitted in the vehicular network include essential information such as traffic jams,

urgent braking, road conditions, accident reports, severe weather, and weather conditions.

The misbehavior manipulation of the messages may be very dangerous(Uzma Khan &
Abstract, 2015). Hence, uncooperative node misbehavior is a critical challenge for the
VANET network. Several works have been used to identify and prevent the selfish behavior
of vehicles in VANET. According to ad-hoc-network, commonly used schemes for
identifying selfish nodes are generally categorized into two: node-oriented and data-oriented
identification schemes. In such a scheme, the node-oriented pays special attention to the
node sending the message, not the sent data. It depends on how the node behaves and its
reliability in relaying messages. The node-oriented misbehavior identification scheme is
divided into two methods, behavioral-based and trust-based. As opposed to a node-oriented,
a data-oriented scheme is related to the link between messages than the behavior of
individual nodes. The information disseminated by nodes in the network is analyzed and
measured with information received from other nodes to check the destination node's
messages(Uzma Khan & Abstract, 2015).

Different incentive mechanisms are proposed to encourage nodes to cooperate and reduce
the unwilling behavior in the network. The following table describes mechanisms that are
categorized under node-oriented schemes. These are credit-based, reputation-based, and
barter-based(van der Heijden et al., 2013). Encouraging SVs to cooperate is a key motive to
ensure the network's performance. For this case, in this thesis, we attempt to design a
reputation-based incentive solution. The solution identifies the selfish behavior using

watchdog approaches. It motivates the identified SVs to get a high reputation score when
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their credit is incremented based on their well-behaving behavior. The proposed solution
only focuses on the behavior of vehicles while channel accessing.

Table 2-4: Node-Oriented schemes

Schemes Working Principle Advantage Challenge
_ | Reward mechanisms | Giving credit | Message-over flow and

3 % § implement to the nodes to | motivates the SN | the overhead ratio are
host 4 .
D = £ |indicate cooperativeness. If | 10 cooperate | high.
=2 @
8 D °2 the node acts cooperatively, | etter.
oz 8 |. : . .

~ ¢ | itreceives a specific credit.

The more the node behaves | The behavior of | The scheme is a bit

2 8=
S < g | cooperative, the higher | nodes is more | traditional
! (=) c . . -
IS § & | reputation points it | assessed and
< 'S .
S § £ | receives. managed.
g < 38
> The  Tit-for-tat  (TFT) | Social ties make | Lack of faithfulness
o —
g g strategy applies to | more makes the scheme not
% £ discipline the non- | collaboration. work well
o< .
S I 1§ |cooperative node's node
RS
2 %‘ takes cooperative or selfish
m CU - -
s 2 actions based on the actions
+— o
S o .
o © of the previous node.

2.8 Related Work

In this section, the research areas related to the selfishness behavior of CSMA/CA of
IEEE802.11p was discussed and assessed. Also, the relevant gap and improvements were
distinguished based on this thesis work. Presumably, many researchers who studied the
impact of the selfish misbehavior in MAC protocol, specifically in CSMA/CA of VANET,
mainly focus on investigating the impact of selfish behavior and detecting the SVs, which
misuses the channel accessing mechanism. Most of the papers did not include any motivation

or punishment mechanism for making the SV cooperate in the network again.
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(Cheng et al., 2018) presented a time series analysis approach for detecting MAC layer
malfunctions in IEEE802.11p, emphasizing selfish behavior on the sender and receiver sides
generated while the nodes are accessing the channel. Three types of attacks have been
presented in this document: back-off value manipulation, carrier sense manipulation, and
RTS drop attacks. Two methods were used: the detection method and the diagnostic method.
The detection process is active for screening the selfish behavior, while the diagnostic
process is ready after the suspected selfish behavior. Even though the proposed method
detected selfish behavior in the network flow and differentiated its effects on the overall
network performance based on parameters such as throughput, delay, and packet interval,
no countermeasures were taken to motivate or punish those detected selfish nodes.

In the research work, (Al-Terri et al., 2017) have endeavored to correct selfish behavior in
the IEEE 802.11p CSMA/CA protocol in VANET. By collaborating tit-for-tat strategies with
a group reputation-based and collaborative detection strategies, motivational mechanisms
had been proposed to encourage selfish nodes to behave normally under threat of retaliation.
Furthermore, the mechanisms were proposed to encourage nodes, which behave selfishly, to
perform regularly under threat of retaliation. Five tit-for-tat-based methods aimed at dealing
with greedy node problems were presented, particularly (1) classic tit-for-tat, (2) generous
tit-for-tat, (3) reputation-based tit-for-tat, (4) group reputation-based tit-for-tat, and (5)
cooperative detection based tit-for-tat. All strategy has improved the selfish behavior and
implemented cooperation on the MAC layer in VANET. Although this paper improved the
network throughput, some other standard parameters were not considered, such as end-to-
end delay and latency. In addition, the process taken by the nodes to maximize their payoff
and get some reputation will cause a high-end to end delay and high latency; because of
these reasons, the low delivery ratio was expected.

(Thambi & Sakthivel, 2015) have developed a Markov-RET-FT technique to fix a node's
misbehavior in CSMAJ/CA on a wireless network. The proposed model monitored selfish
behavior and penalized these selfish nodes using the flow trust value calculation. This
calculation was used to ensure the legitimate flow. Without prior knowledge of statistics on
selfish behavior, the proposed solution was discovered in the misconduct node. However,
the proposed solution detects and penalizes selfish nodes. It didn’t include a reliable
motivation scheme for the selfish nodes. In this case, there are still more nodes encouraged

to misbehave.
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In GDVAN (Mejri & Ben-Othman, 2017) (Greedy Detection for VANETS), Mejri et al.
proposed a greedy algorithm to discover malicious behavior of VANETS, IEEE802.11p. In
GDVAN, three lately evolved metrics used to pick out nodes’ misbehavior in high mobility
environments in VANET, malicious nodes deliberately adaptively regulate the back-off
parameters because of the short-range communication and confined bandwidth. The
proposed solution is based totally on linear regression and fuzzy logic, which includes two
phases, suspicion and decision. The rules can look for greedy nodes by retaining track of
network traffic. GDVAN is passive, did not require loads of resources, and did not require
any changes to the MAC layer. Despite GDVAN, using the suspicion and decision phase, it
detected all existing greedy vehicles in a very high probability. No other motivational or
punitive mechanisms were used to encourage or mitigate the greedy vehicles to re-

collaborate in the network.

Ben-Othman et al. (Mejri & Ben-Othman, 2014) proposed a detection algorithm to detect
greedy behavior in IEEE802.11p from VANETSs. The detection technique requires no
modification of the initial IEEE 802.11p and can be performed from any node within the
network, detected CSMA /CA backoff manipulation at EDCA. The authors proposed an
algorithm composed of a watchdog monitoring tool and a linear regression method based on
the network traffic. The proposed algorithm evaluates the network to determine whether
there is greedy behavior or not. No alternative incentive mechanism was used to motivate or
punish the greedy vehicles discovered, and these greedy nodes were not mentioned in the

network traffic.

The authors (Sadek et al., 2021) proposed a mechanism for detecting greedy nodes on the
loT of the IEEE802.15.4 standard. Especially greedy behavior in CSMA/CA The proposed
method involves the assessment of eight parameters that are considered essential for this
type of attack. A node is considered greedy only if its eight parameters are outside the
specified threshold. Three main steps: the first is gathering network traffic and information
and evaluating the gathered information; Finally, the third stage is the detection stage, which
detects the accused nodes. If they are greedy or not, which is based on the threshold value
mechanism. However, the method proposed by the author has shown that the efficiency of
greedy nods was demonstrated. All other motivating or punitive mechanisms were not
considered in this work. Moreover, the techniques for identifying these greedy nodes had

taken a long time and caused a high probability of end-to-end delay.
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Table 2-5 Related work summary

NO | Authors and Problem Addressed Objective Method used Gap
Year
1 Ben-Othman | Greedy Behavior Attacks in To suspect and identify Linear Reaggregation No other motivational or
etal. VANET greedy behavior on and Watchdog punitive mechanisms
(2017) IEEE802.11p. supervision tool used
2 D.Al-Terri et | Node misbehavior in To identify greedy behavior | Tit-for-Tat strategies High-end to end delay
al. CSMA/CA, MAC protocol of | in CSMA/CA and motivate | with a group reputation- | and
(2017) VANET the greedy nodes to re- based high latency
cooperate.
3 M.X Chang et | MAC layer malfunctions in To detect MAC lay Time series analysis No countermeasures
al. IEEE802.11 of WLAN misbehavior approach were taken to motivate or
(2018) punish those detected
selfish nodes.
4 Sadek etal. | Greedy nodes misbehavior To detect greedy nodes on Analysis of network There is no motivating
(2021) IEEE 802.15.4 of IoT network | IEEE 802.15.4 traffic information and or punishment

threshold mechanism

mechanism

High end-to-end delay
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2.8.1 Related Work Summary
The CSMA/CA of IEEE802.11p has been proposed and overviewed in many papers.
However, a few papers have studied the nodes' misbehavior under this standard. That is
focused on studying the impact of selfish behavior and proposing a detecting mechanism for
abnormal behavior. Degrading the overall network performance was the central issue of
selfish behavior. The main task which was taken by those papers to resolve the above issue
was to detect the SN which misused the channel accessing method. However, except for one
paper, all the related works mentioned above did not propose any countermeasure
mechanism which forces or allows the SN to be cooperative again in the network. In other
words, no punishment or motivation mechanism was used to revive the detected SN.
Therefore, we propose a solution based on the above-discussed gaps of the related works. It
identifies the SV by monitoring the node's (vehicles’) behavior and motivating the identified
SV to revive in the network again by giving a high score to the nodes willing to balance their
waiting time and connection trial and getting credit when necessary increased. Since this

vehicle gets good credit, it will access the channel and transmit data.
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CHAPTER THREE

3. PROPOSED SOLUTION
3.1 Overview of WC-CSMA/CA

The proposed solution, WC-CSMA/CA, has two main phases: identification and motivation.
First, a group of vehicles forms a neighborhood within the RSU in the region(R). Since the
transmission range is restricted, the scale of the neighborhood is also limited. There are
roughly 50-100 vehicles in one R. The vehicles move at high speed along with street lanes
in the same and opposite direction. The R neighborhood members speedily tie and leave the
region at a known short interval. Therefore, the proposed solution works in region R with
25,50,100 vehicles, respectively, with one RSU by considering vehicle density. Since the
distance between each RSU is one up to Three km. We assume the coverage area of the R is
no longer than 1km. The vehicles under this region with the same WIBSS (Wave
Independent Basic service set) can share and access the communication medium, using the
CSMA/CA access method controlled by MAC protocol to guarantee all connected vehicles.
So, we set each vehicle with the same WIBSS since the proposed solution is concerned with

channel accessing.

Before identifying the selfish behavior, first, it is better to select vehicles that have a task to
monitor the SV. The primer thing to do is to select a verifier vehicle. In this case, RSU or
other vehicles are assumed as verifier vehicles (VV) as the Watchdog, which monitors the
vehicle's abnormal behavior. The VV vehicles are chosen among the total vehicles based on
their noteworthy value, distance, and load. The identification phase will be activated after
the VV selection task is done. a VV With a specified threshold will identify each SV
individually by monitoring the neighbor vehicles. For identifying the SV, three primary
metrics will be used: the vehicle backoff value, average load, and average network
throughput that the vehicle handled. The SV will be identified by calculating the above
metrics that wrongly access the channel. Afterward, the last phase, the motivation phase,
revives those SVs to behave in the usual way by incrementing their credit if they get a good
score. For determining the vehicle's score, two countermeasure metrics are taken and

calculated, which are average waiting time and total connection trial.
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The proposed solution has the following three steps

a) Verifier Vehicle selection
b) Identification Phase

c) Motivation Phase

Set a vehicular network with the number of
vehicles in Region R with one RSU

Do each vehicle YES
has the same —]
WIBSS

WC-CSMA/CA

VV selection

END | Transmit Data |« Identification Phase

Motivation Phase

Figure 3-1: Overall flow of the proposed solution

Overall pseudocode for the proposed solution

Step 1: /* Set a vehicular network */

Step 2: Define region R with one RSU

Step 3: for all vehicle v e V, do

Step 4: if vehicle v is a set of Vws, Then

I* where Vw is a set of vehicles that have the same WIBSS */
Step 5: WC-CSMAVJ/CA applied to the range of transmission
Step 6: vehicle v accesses the channel in order and Transmit data
Step 7: END

Algorithm 1: Overall pseudocode for the proposed solution
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3.2 General Research Assumption

These are the general assumption for the proposed WC-CSMA/CA

The proposed solution works in Region R with 25,50,100 vehicles, with one RSU
including the SVs.

For demonstrating the problem, 3, 5, and 10 number of SVs are added in the network
respectively for 25, 50, and 100 vehicles

Since the distance between each RSU is located in 1 up to 3km, we assume the
coverage area of the R is no longer than 1 km.

The vehicles under this region with the same WIBSS can share and access the
communication medium and transfer the packets.

The vehicles are moving in bidirectional linear Highways in the same and opposite
direction; therefore, the traffic motion is created in a street lane using the Addis-to-

Adama expressway road map from OpenStreetMap.
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Figure 3-2: General network assumption for WC-CSMA/CA

3.3 Description of the proposed WC-CSMA/CA

3.3.1 Verifier Vehicle Selection

For the sake of suspecting whether there is a selfish behavior or not in the defined region R,

Trustier vehicles that serve as a verifier are needed. The RSU selects these verifier vehicles

as central entities since untrusted vehicles are assigned to the network. Those selected

verifier vehicles are used to distinguish selfish behavior. Therefore, based on three basic

metrics among the region R, specified verifier vehicles (VV) must be picked by the RSU

first.
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For choosing these verifier vehicles, three fundamental parameters are used. These are:

e Noteworthy value (NT)
e Load (Lo)
e Distance (Ds)

The vehicles are selected as a verifier (VV) when the value of the decision metrics (DM) is

smaller than the Picking Threshold (Pt). Amongst neighboring vehicles located in region R,

This mechanism cultivates the choosing means of VV and hence benefits to avoid wasting

the network bandwidth and consequently booster network performance. Therefore, vehicles

are well chosen for being verifiers in the vehicles area region(R).

The three parameters for choosing the V'V are:

Load (Lo): The number of nodes a vehicle V is already monitoring, so a vehicle,
with the less loaded than other vehicles, gets a higher chance of being chosen as a
verifier.

Noteworthy value (NT): Refers to a vehicle's degree of trustworthiness. If a vehicle
V scores a lower distrust value, it's considered the reliable node. If it shows abnormal
behavior, this value gets higher, and appropriate decisions are made compared with
the threshold.

Distance (Ds): If the distance from a node to the vehicle V to be monitored is smaller,
the node stays longer in the transmission range of the vehicle, which offers a margin
for better observations and decisions.

Decision Metrics (DM): It is calculated for all nodes considered for the selection of
VV into account the value of the Load, the Distance, and the Noteworthy of the node

by the following Equation (1).

DM =q*Lo+pB*NT+0*Ds (2.1)

Where a, B, and 0 are the weighting factor of the Load, Noteworthy, and Distance

respectively, assuch o+ +6 = 1.

The decision metric DM calculated for the nodes under consideration is compared with the

picking threshold Pt for selecting a VV. If the value of the DM of a node is less than the

picking threshold (DM < Pt), then the vehicle is assigned as the verifier.
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Pseudocode for selecting a verifier vehicle (VV)

Step 1: vehicle V joins the Network
Step 2: Get the keys
Step 3: Retrieve Lo, Ds of the vehicle V
Step 4: Compute Nt of vehicle V in the region R for selecting verifier by RSU as a central
Entity
Step 4: Compute the DM for selecting verifier
DM=a*Lo+B*NT+0 *Ds
Where a.+  + 6 = 1 where the a, B, and 0 are the weight factor of Lo, NT, and Ds.
The Value of the three-waiting factor is 0.33
Step 5: If (DM <Pt) then,
Step 6: Allocate vehicle V as a verifier to the recently joined vehicle
Step 7: /* Verifier vehicle VV start monitoring */
Step 8: Else
Step 9: Vehicle V has abnormal behavior and stays in the network to be monitored
Step 10: END

Algorithm 2: Pseudocode for verifier vehicle selection

~

Retrieve Lo, Ds of
the vehicle V

Compute NT of
vehicle V

Compute the DM
for selecting
verifier

Allocate vehicle V

as a verifier

l Stop
stays in the
network

Figure 3-3:Flow chart for verifier selection
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Figure 3-4: Network scenario with verifier vehicles

3.3.2 ldentification Phase
After selecting the verifier vehicles, the next step will be identifying the SV that abuses the
channel and degrade the network performance. The identification phase continues to identify
which vehicle or vehicles of the network are SV. Finally, each VV must monitor its
neighbor's behavior and report to share the medium and the load being handled. In this case,
three main attributes are observed and calculated, the total back-off time, average network

throughput, and the average load of the vehicle.
Major factors:

1. Back-off value (backoff v): To get a high probability of accessing the channel, the
SV slightly lowers their backoff value and time, leading to lower end-to-end delay
for packet transmission.

2. A load of vehicle (Lv), measured in byte/s: To have a high probability of channel
reservation, the SV as a source or forwarder in multi-hop networks can handle more
load than the regular vehicle within the network.

3. Network throughput(T), measured in Kbit/sec: The SV can increase its payout
(throughput) by changing the CW contention window to a smaller value. The SV

throughput increases monotonically as the CW value decreases.

As the vehicle becomes more selfish, its back-off time decreases, its load increases, and its

payoff or throughput increases since the vehicle changes its CW value to lower. These two
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properties, load, and throughput, negatively react with selfishness most of the time and are
inversely proportional to the backoff value. For combining the effects of these inversely
proportional properties, it is necessary to calculate the interchangeability of one of them with
the other. Therefore IM (Identification Metrics) is computed according to the following
equation. The values of each weighting factor have to be selected based on the essentials of
each attribute. In other words, the attributes that vary from the expected behavior should be
given a more considerable value to exaggerate its contribution in IM and help distinguish

the selfish vehicle.

_ backoff v 1 1
IM =6 max ¥ieV,backoff i Ty __Lv t T __Tv (2.2)
maxvieV,Li max vieV,T i
Where backoff v: the backoff value of vehicle v

Lv: the average load of vehicle v in byte/s

V: the total number of vehicles in the network which has verifier vehicles that
watch and monitor their neighbors and other vehicles which are near to them

Tv: the average network throughput of a vehicle in byte/s
d, v, and t: are the waiting factors, where 6 +y+t=1

The range of backoff slots is the primary aspect that captures the primary difference among
the node's behavior because, majorly, SV is regarding their backoff value. Thus, deciding on
& could have a better rank than y and t, after computing the IM of each vehicle for the
suspected network. The selfish behavior is considered by comparing its value with a specific
threshold by the verifier vehicles that watch their neighbor’s behavior. The VV will
announce to the other neighbor vehicles and notify them to be ready and adjust their

behavior.
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Pseudocode for selfish vehicle Identification

Step 1: Define Verfier_Count=0
Step 2: / * The VV monitors the vehicles for each Tm period */
Step 3: For vv e Vdo /*for all vehicles including the VVV, do the following task*/
Step 4: Retrieve backoff v, Lv, and Tv
Step 5: Start to compute Total backoff v, Total Lv, and Total Tv
Step 6: end for
Step 7: For wv € V do /* for all vehicles including the VV, do the following task*/
Step 8: Retrieve backoff v, Lv, and Tv
Step 9: Compute IM
Step 11: If IM <X then /* where A a threshold, which A <1 */
[* Start counting how many consecutive Tm periods the network is considered selfish */
Step 12: Verfier_count =1
Step 13: Vebhicle v is the selfish vehicle
Step 14: End If
Step 15: else
Step 16: Vehicle v is the normal vehicle
Step 17: /* The VV announce to its neighborhood about the behavior status of the
vehicles *
Step 18: end For

Algorithm 3: Pseudocode for the identification phase

WV Monitoring Neighbor Vehicle
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Figure 3-5: SV identification phase
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Figure 3-6:Identification phase flowchart diagram
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3.3.3 Motivation Phase
The VV announces to all neighborhood vehicles, including the RSU, about the status of its
neighboring vehicles. It attached the status of the vehicle with the ID of the vehicles.
Therefore, each vehicle stores those items, and if the vehicle state is selfish, no data will be
sent to these vehicles. In other words, the vehicles cannot request for accessing the channel.
Those vehicles should behave well and act like regular vehicles for accessing the channel.
Therefore, by comparing their score, those SV get credit. The SV with the higher credit will
get a chance to access the medium. The credit of a vehicle is incremented once a vehicle
respects the back-off mechanism without manipulating the process. Thus, the SV will seek
to induce pay to extend its credit at the cost of the average vehicle by balancing the following

terms.

e By averaging its waiting time: To get a higher priority to access the channel, the
SV decreases its waiting time (Wt) to almost close to zero. For this reason, to get
better credit and to get a chance to access, the SV should have to average its’ Waiting
time. If its’ average waiting time is more significant than a given threshold, its credit
will be incremented.

e By averaging its number of connection attempts: The SV tries much more than
other vehicles to connect the network, which means it establishes a higher number of
connections to occupy the channel. Upon that, to get credit and back to normal, the

SV should balance its connections like the regular vehicles.

If SV balances the above terms, it will get a high score. Also, its credit will be incremented,
and this behavior will be considered as SV is motivated and obeyed to cooperate in the

transmission again. In consideration of that, SV will get permission to access the channel.

As mentioned earlier, the status of the neighborhood vehicles announced by the VVs has

four items, and it is organized in a tabular form. Showed in the following figure

Vehicle ID Vehicle State | Vehicle Score | Vehicle Credit

Figure 3-7: Neighbor vehicle status

Vehicle-1D: The identification number of the neighbor vehicle will store in this entity

Examples: 001, 002.
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Vehicle-State: It shows the current behavior state of the neighbor vehicle. Two identifiers
are used, “S” and “N.” “S” stands for SV, and “N” is a regular vehicle.

Vehicle-Score: The targeted vehicle that the SV tried to connect will calculate a score based
on the behavior state of the neighborhood vehicle. If the vehicle state is “N,” it will give a
score of “1”. But for the state that indicates “S,” the score will be calculated based on the

above terms, and the value will be stored.

Vehicle-Credit: Vehicles’ credit was initially given as a “1” for the regular vehicle and a
“0” to the SV by considering the vehicle's score. But each time, the SV balances Its’ Wt and
numbers of an attempt to access the channel and get a good score. Then, its’ credit value will

be increased, and it will be assumed that the SV is motivated and obey to cooperate.

The VV calculate the score using the following equation

Score = (Sy * Wt) + (S2 * Ct) (3)
Wi= _WHEWE2+ ...+ Win @)
Cost
CT=Cty+Cta+......... + Ctn (5)
Where:

Wt: The Average Waiting Time of the SV, which waits to access the channel, measured in
sec.

CT: The Total Connection Trial that the SV node tries to connect.
S1 and S2: The waiting factor where the sum equals 1. S; +S; =1

Each VV calculates the score of neighboring vehicles, sends the table value shown in Figure
3.7 to all neighborhood vehicles, updates the table as it receives the score value, and gives a
credit based on the score value. Thus, according to their updated table, the regular
neighboring vehicles will connect to a vehicle with the highest score and good credit.
Therefore, for the SV to connect and access the channel, it should have the highest score and

good credit.
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Pseudocode for motivating the Selfish vehicle

Step 1: /* Define the table, with ID, State, score, and credit */
Step 2: / * the VV announces the SV to all neighborhood vehicles and the RSU * /
Step 3: Define Score =0, Credit =0
Step 4: If the state of the vehicle v is “N” then
Step 5: Score = Score + 1
Step 6: Credit = credit + 1
Step 7: Else the state of the vehicle v is “S” then
Step 8: Compute Wt, Ct
Step 9: Compute Score

Score = (S * Wt) + (S2 * Ct)

Where S1 and S2 are the waiting factors, where s1 +s2=1
Step 10: If Score >= 3 then

/* Where B is a given threshold */

Step 11: Score=1
Step 12: Credit ++
Step 13: /* the vehicle v get a score value and its credit incremented */
Step 14: /* the vehicle v status table is updated */
Step 15: /* vehicle v is motivated, and can make a connection */
Step 16: Else

[* vehicle v remains as an SV */

* vehicle v will not allow to make a connection */

Step 17: End If

Algorithm 4: Pseudocode for motivation phase
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Figure 3-8: Flow chart for the motivation phase
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Figure 3-9: SV motivation phase
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3.4 Summary

The proposed WC-CSMAJ/CA motivates the vehicles after Identifying them as SV. The
proposed solutions manage backoff manipulation of selfish behavior in CSMA/CA of
VANET. Identification and motivation phases are used for detecting and reviving the SVs.
In the identification Phase, some vehicles selected as verifiers monitor the vehicles and
identify SV using watchdog intensive approaches. After that, they will announce to their
neighboring vehicles the status of their monitoring vehicles. Later, the motivation phase
proceeds. This phase is designed based on the credit-based approach. The SV that wants to
make a connection should get a high credit. The credit is managed based on the SV Score. It
is determined by the average waiting time and average connection trial. The SV is considered
as a well-behaving vehicle since it increments its credit like other well behave vehicle and

become cooperative again
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CHAPTER FOUR

4. SIMULATION AND PERFORMANCE EVALUATION

4.1 Overview

As the chapter title indicated, different VANET simulation tools, including mobility
generators and network simulators, were described, discussed, and evaluated in this chapter.
Concerning implementing the proposed WC-CSMA/CA, suitable tools to simulate the
proposed solution were selected. Also, the overall simulation process was addressed. Last
but not least, the proposed solution's performance based on CSMA/CA of IEEE802.11p was
described and discussed. This section compares the proposed WC-CSMA/CA with the
existing CSMA/CA based on the simulation result and basic evaluation metrics. For
performance evaluation, average throughput, average waiting time, and average queuing

delay were used.

4.2 VANET Simulation Tools

Deploying and testing VANET takes a massive cost and high labor. As an alternative
solution, simulation is essential and less expensive, and also it can serve as a prior trial before
the actual implementation. Two basic simulators are needed to simulate VANET effectively;
mobility simulator and network simulator. An essential aspect of a VANET simulation study
is the requirement of a mobility model, which carefully reflects the actual behavior of traffic
vehicles. Mobility simulators are used in particular to generate the movement pattern of
vehicles in a specific lane. In addition, a network simulator is operated to simulate messages
exchanging between the linked nodes. Supposing of a VANET, it typically consists of
vehicles and RSUs and primarily involves wireless communication. Ideally, all components
of the communication system should be modeled. The network model describes each of the
network components and events. Nodes, routers, switches, and links are examples of
components. In turn, events can include data transfers and packet errors. Network simulators
are liable for designing communication protocols and exchanging messages, whereas
mobility simulators monitor the activity of each vehicle(Kumar & Shukla, 2019). This
section describes the main mobility generators, network simulators, and VANET simulators

and frameworks, which are mainly used.
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4.2.1 Mobility Generators
Various traffic simulator mobility generators are available to generate the mobility of
vehicles in real-time. For generating mobility, many factors are required, such as vehicle
density, road topology, traffic signs, number of lanes, vehicle speed, and road obstacles.
However, the performance varies from generator to generator. So, it is not compatible with
all network simulators. Specific mobility simulators are listed below, which fits VANET
mobility(Martinez et al., 2011).

1. Simulation for Urban Mobility (SUMO)

SUMO is a highly portable, open-source, microscopic software for continuous road traffic
simulation developed for large road networks. SUMO is used to model intermodal transport
structures consisting of road vehicles, public transport, and pedestrians. Pedestrians and
public transport are modeled explicitly. Traffic lightmaps can be imported from SUMO or
generated regularly. Supported import formats: OpenStreetMap, and VISUM. There are no
artificial barriers in the size of the network, and the number of simulated vehicles and
SUMOs are implemented in C ++, only with transportable libraries. Each vehicle is explicitly

modeled microscopically, has its path, and moves individually through the network.
2. Mobility model generator for Vehicular Environment (MOVE)

MOVE is a tool for quickly generating practical mobility models for user VANET
simulations. It is based on a SUMO traffic microstimulator, and it generates a mobility
tracking file as output. It contains actual data. Hence the movements of the vehicles can be
integrated and used by most of the simulation tools called NS2. In addition, MOVE afford a
set of graphical user interfaces without writing simulation scripts and learning the internal

details of the simulator. Allow the user to create realistic simulation scenarios rapidly.
3. VanetMobiSim

VanetMobiSim is an extended form of the CANU mobility simulation environment
(CanuMobiSim) software, a flexible framework for modeling user mobility in VANET. The
VanetMobiSim extension mainly focuses on vehicle mobility and offers new realistic models
of vehicle movement at both macroscopic and microscopic levels. It also implements new
mobility models and offers realistic V-to-V and V-to-1 interaction. Nearby vehicles overtake

and, if there are intersections, they behave according to the traffic lights.
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Table 4-1: Comparison of VANET mobility generators

Mobility Map Support Open Ease of | Compatible

Generators Source Use Network Simulator

SUMO Real and User-defined | YES Hard NS2, NS3, and
OMNET++

MOVE Real and User-defined | YES Moderate NS2

VanetMobiSim | Real and User-defined | YES Moderate

4.2.2 Network Simulators
Network simulators are used to inspect the performance of different VANET routing
protocols in different scenarios. In addition, network simulators can be simulated in a short
time. Therefore, researchers can test different scenarios inexpensively. These simulators,
which are described in the following format, are compatible with the new IEEE 802.11p
standard for data exchange(Martinez et al., 2011)(Khairnar & Pradhan, 2010).

1. NS2

Network Simulator 2 (NS2) is a stand-alone, object-oriented open-source simulation tool on
Linux platforms. NS2 is written in C ++ and Object-Oriented Tools Command Language
(OCTL). It provides extensive support for simulation routing, multicast protocols, and IP
protocols, including TCP, UDP, SRM, and RTP for wired and wireless networks such as
MANET and VANET. In addition, it offers support for multiple protocols and can

graphically represent network traffic as a helpful tool.

2. NS3

Network Simulator 3 (NS3) is a discrete event network simulator that's open-source software
written in C ++ that doesn't assist NS2, is a brand-new simulator, and does now no longer
assist NS2 API. NS3 affords models of ways packet data networks work and feature in
distinctive scenarios. It provides users with a simulation engine to carry out simulation
experiments. Create distinctive varieties of community connections which include point-to-

point, wireless, and so forth among nodes.
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3. OMNET++

Objective Modular Network Testbed in C++ (OMNET++) is a C++ component-based
simulation framework and library. It is used for network simulation, especially for VANET.
OMNET++ Provides domain-specific capabilities for sensor networks, ad hoc wireless
networks, general performance modeling, internet protocols, and more. Also, It offers an
Eclipse-based IDE and a graphical runtime environment. OMNET++ is under the academic

public license.
Table 4-2: Comparison of VANET network simulator
Network Simulation Open Ease of Use | 802.11p
Simulator Languages Source Support
NS2 C++and OTCL YES YES NS-2.33
NS3 C++ and Python YES YES YES
OMNET++ C++ YES YES YES

4.2.3 VANET Simulators and Frameworks
The tools described below are frameworks that integrate the VANET mobility pattern with
the network simulator. With the support of these tools and frameworks, it is not that hard to
build an integrated platform to test the simulation of VANET in a particular place (Weber et
al., 2021),(Kabir et al., 2014).

1. VEINS

VEINS (Vehicles in Network Simulation) is open-source software. It helps to make vehicle
network simulations as realistic as possible without affecting the speed, offers a complete
set of models, and is compatible with two recognized simulation software; OMNET++
network simulator for simulation and SUMO for the generation of traffic mobility. Allows
online reconfiguration and redirection of vehicles in response to network packets; various

metrics are used in the Veins Simulator to increase performance.
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Figure 4-1: Architecture of the Veins platform

2. VENTOS

VENTOS (Vehicular Network Open Simulator) is an integrated C ++ simulator designed to
study VANET traffic flow Especially, for V-to-1 communication through DSRC wireless
communication capabilities to reduce average delay. As well as, there is the fluctuation of
the average speed in the entire network. VENTOS uses automatic traffic accident detection

and MATLAB scripts to represent different aspects of simulation scenarios.
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Figure 4-2: Architecture of the VENTOS platform

3. EstiNet

EStiNet is a commercial network simulator and emulator required for high accuracy, So it
uses a popup method called kernel reentering to combine emulation and simulation
approaches on the network. Vehicle network simulation is an optional additional module for
the network simulator and emulator EstiNet. It offers vehicle traffic simulation for V-to-V

and V-to-1 network simulation.
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Table 4-3: Comparison of VANET simulator
VANET Mobility Network Active Features
Simulator | Generators | Simulator Development
VIENS SUMO OMNET++ | YES Multiple flow models, online

configuration

VENTOS | SUMO OMNET++ | YES Vehicle movement models,
Dynamic traffic routing

EStiNET | Inbuilt EStiNET YES Multiple Traffic flow modules

Following the above comparison tables; Table 4-1, Table 4-2, and Table 4-3, we simulated

the proposed solution using:

SUMO: As a mobility generator, because it supports a complex network and has a feature
of Interoperability. The capability to interact with various network simulators was one of its
natures. Also, realistic vehicular movement can be easily implemented using this mobility

generator. In addition, importing a road map to SUMO can be done simply.

OMNET++: As a network simulator, it supports parallel distributed simulation. It could be
easy to simulate a network while generating traffic mobility. Also, different wireless ad hoc
modules (i.e., for MANET and VANET) are available.

Veins Framework: As a VANET simulator integrating SUMO and OMNET++, it contains
the IEEE802.11p model, including QoS channel access conforming to CSMA/CA.
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4.3 Performance Evaluation Metrics and Simulation Setup

4.3.1 Performance Evaluation Metrics
Various network and traffic simulators were available for simulating a network scenario. To
apply and integrate a new mechanism in CSMA/CA of VANET. OMNET++, including
SUMO integrated with Veins framework, is a suitable simulator for vehicular
communication like VANET. After implementing the proposed solution into a simulation,
the result will be evaluated using different performance metrics(Alkahtani & Alturki,
2021),(Kaur & Kaur, 2015). The following evaluated metrics are used to measure the newly
proposed mechanism, WC-CSMA/CA, compared with the existing CSMA/CA of VANET.

Average Throughput: Average number of bits that can be transferred over the
channel in units of time(bit/sec).
Average Throughput = (£ BTC) /(st — St) 4.2)

Average Waiting-time: The amount of time a host waits to connect the channel or
the total number of connection requests a host tries until the channel accepts it.
Average Waiting-time = £(NC) (4.2)

Average Queuing Delay: Average amount of time between when the channel
accepts a connection request and when a request process begins to sense/ accesses
the channel(milli-second). It is a delay that a connection spends in a connection
queue.

Average Queuing delay = (st — St)/ (NC) 4.3)

NB: BTC; Bits transferred over a channel, (St, st): Start Time and Stop Time, and NC:

Number of connections.

4.3.2 Simulation Setup
By integrating two basic simulators, OMNET++ as a network simulator and SUMO as a
road traffic generator, the proposed WC-CSMA/CA simulation was conducted using the
Veins framework to run the V-to-I and V-to-V vehicular network simulation. The first task
Is to create a traffic motion for a bidirectional linear road. We used the Addis-to-Adama
expressway from the actual map of the Ethiopia road and customized it using
OpenStreetMap. Since the Addis-to-Adama expressway was far too long to test the

simulation, we specifically used around 1km road near Addis-to-Bishoftu getaway and
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generated the map.sumo.cfg file for integrating the traffic file to the Veins framework.
Different modules in veins were used to simulate the proposed solution. In the ieee80211p
module, the Mac1609 4.ned file is used. This module is a backbone to create a network
since the CSMA/CA of IEEE802.11p is located in the MAC layer of VANET.
PhyLayer80211p.ned was used for representing the ieee802.11p of the PHY layer. Also,
RSU.ned, CAR.ned, and Scenario.ned files are used for generating and adding the RSU and
the vehicles in the vehicular network scenario. To determine the impact of the SV for low,
medium, and high traffic dense scenarios, we use 25,50, and,100 vehicles respectively by
adding the SV to them. MMM mobility model is taken for vehicles movement because it is
presented to simulate urban road environment and guide the vehicles in the original path.
Other simulation setups and parameters used to simulate the proposed solution are listed in

the following table 4.4.

Table 4-4 Simulation setup parameters

Parameter Value

Network Simulator OMNET++5.6.2
Mobility Generator SUMO 1.10.0
VANET Framework Veins 4.4

Mode of Communication

V-to-V and V-to-1

Number of Vehicles

20,50,100 vehicles

No of SV 3,5,10
Mobility Model MMM
Road length 1km
Simulation Time 300 sec

Traffic Direction

Linear/ Bidirectional

Transmission Range 300m
Simulation Area 2500m X 2500m
MAC, PHY layer 802.11p
Routing protocol AODV
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4.4 Simulation Experiment

As mentioned earlier, to simulate the proposed solution, first, we had created the traffic
motion using SUMO and network editor (Net Edit). Then, we took an actual road map
located in Ethiopia using OpenStreetMap. It is the Addis-to-Adama expressway, the only
highway supporting high-speed vehicles. To conduct the simulation of the proposed solution,
we had chosen around 1Km road length, which is near to Addis-to-Bishoftu gateway. Since
the main expressway is far too long to simulate and locate an RSU, we used a short lane
sample. The main expressway includes a sub highway that leads to Bishoftu. Figure 4-4
shows a map taken and downloaded from OpenStreetMap.To make the map entirely ready
for traffic simulation, the map.osm file was enhanced and edited using JOSM; java base
editor used to customize and edit the actual map. Figure 4-5 shows the specific lane map

selected, and Figure 4-6 shows the edited josm map file.
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Figure 4-4 Addis-to-Bishoftu sub-expressway (tested area)

48P age



= .~ - © OpensStreetMap contributors v Make

Figure 4-5 Expressway tested area

Figure 4-6 Edited map.josm file of the tested area

For generating a vehicle traffic motion for the proposed solution, the vehicle network must
be created first, for that reason, the map.josm file was imported to the net-edit software
located in the SUMO directories. By creating different XML files, map.net.xml and
map.rou.xml files are the network and routing files. Finally, the SUMO configuration file
(sumoconfig.sumo.cfg) was generated to run the realistic traffic motion for the road scenario.
Figures 4-7 and 4-8 illustrate the images of the generated traffic scenario. The first image
showed the Addis-to-Bishoftu expressway with vehicles from all directions. The second
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image illustrated the exact simulation tasted road for the proposed solution. The SUMO
map.rou.xml , and the code for generating (*.cfg) configuration files are illuminated in

Appendix A and Appendix B.
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Figure 4-7: Zoom out image of the generated traffic motion
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Figure 4-8: Linear bidirectional road scenario

After the SUMO traffic motion was created, the next task was to transfer the custom SUMO
file into Veins framework to implement the simulation using OMNET++. Inet
framework(another framework) was needed to simulate vehicular communication under this
simulator. An open-source library model provides a routing protocol for ad-hoc, OSI layer
implementation, and wireless interface. For applying an AODV routing protocol and
designing a MAC and PHY layer to the proposed solution, we used both the Veins and Inet
frameworks. We were using a working directory called VanetTutorial. We created our
Veinslnet project. And then, we had set map.net.xml, map.rouxml, and
sumoconfig.sumo.cfg file into the project and a network scenario was created using the
custom SUMO file.
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A total of 100 vehicles as a node were included in the simulation. Therefore, we studied the
impact of the SV by generating 25, 50, and 100 vehicles. Figure 4-9 shows the GUI of our
simulation in the OMNET++ simulator with 50 vehicles with an average speed of 50km/hr.
To run the network scenario omnetpp.ini was used. OMNET++ command for opening the

working directory for IEEE802.11p is exhibited in Appendix C.
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Figure 4-9: Simple GUI simulation for 50 nodes including the SV

The purpose of taking 25, 50, and 100 vehicles was to analyze the selfish behavior at
minimum, medium, and maximum traffic density. For minimum road dense 25 vehicles are
utilized, and for maximum and medium 50 and 100 vehicles respectively. The performance,
as mentioned earlier metrics evaluated the SV impact in the existing CSMA/CA; Average
throughput, average waiting time, and average queuing delay. The SV is assigned by their
contention window lower value in the simulation process. In this case, the SV means a node
that manipulates its CW jower Value into 5 for getting a higher probability for accessing the
channel. Therefore, the vehicle which has CWiower = 5 is considered as SV. Other vehicles
are referred to as regular vehicles, which behave cooperatively. The code for assigning
vehicle parameters is shown in Appendix D.

Figure 4-10 shows the GUI of the simulation, which included the selfish vehicles, which are

marked by a red rectangle.
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4.5 Simulation Result

To comprehensively analyze and understand the impact of the selfish vehicle's behavior in
different traffic dense scenarios, we constructed a vehicular network that handled 25,50,100
vehicles, respectively. Because a lane with a single RSU can serve and communicate 25-100
vehicles in its region. The simulation was first conducted to study the effect of selfishness
misbehavior by different vehicle densities. We tested the simulation using three different

scenarios, which are described as follows;

e Scenario one: It is considered as “Min-dense” for minimum vehicle density. In this
scenario, we use 25 vehicles and assume three vehicles are SV.

e Scenario Two: It is considered as “Med-dense” for medium vehicle density. 50
vehicles are implemented for this scenario by assuming five vehicles are SV.

e Scenario Three: It is considered as “Max-dense” for maximum vehicle density. 100

vehicles are conducted for this scenario by including ten SV in the network.

To get a high chance of accessing the channel before any other vehicles, the SV slightly
lowers their backoff time by lowering the CWiower value. If the channel is occupied, the SV
vehicle may increase its CWypper Value, to be considered as it waits much time other than any
other vehicle. In this thesis, the SV has assumed it chose a lower backoff time by taking the
minimum value of CWiower = 5 slots from a random value of [ 0 to CW+1]. Before attempting
the subsequent transmission and serving first, the SV manipulates the back-off time by
taking a smaller CW size. The following algorithm showed the parameters that could be set

and adjusted to determine the selfish behavior in channel access.
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std: queue<BaseFramel609 4*> queue;

int aifsn; // queue; number of aifs slots

int cwMin; // minimum contention window size
int cwMax; // maximum contention window size
int cwCur; // current contention window size

int64_t currentBackoff; // queue; current Backoff value

Algorithm 5: Code for channel access priorities

By applying the above three scenarios in the existing CSMA/CA of IEEE802.11p, This
Section addresses the impact of SVs; the result is evaluated in the case of Min-dense, Med-
dense, and Max-dense in terms of average throughput, average waiting time, and average

queuing delay. The following graph shows the simulation result.

45.1 The Effect of SV in terms of Average Throughput
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Figure 4-11: Throughput Vs. SV effect

Figure 4-11 showed the acquired result of the three scenarios described earlier in average
throughput. In the case of Min-dense with three selfish vehicles, the average throughput has
decreased compared to Med-dense and Max-dense vehicle density scenarios. The total
percentage of the SV in Min-dense is 15% and 10% for both Max-dense and Med-dense. As
the percentage of selfish behavior increase in the network, the average network throughput
decrease. The SV increased their channel accesses and transmission probability and forced
other well-behaving vehicles to double their backoff value for the next transmission trail,
significantly decreasing the regular vehicles' accesses probability and later degrading their
throughput. Even if both Med-dense and Max-dense had the same SV percentage, the

average throughput of Max-dense was slightly decreased as compared with Med-dense. It is
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because, as the number of vehicles increases, the average throughput of the network
decreases. The percentage of the average throughput for the three scenarios is 11.7%, 12.8%,
and 12.6%.

4.5.2 The Effect of SV In terms of Average Waiting Time
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Figure 4-12: Average waiting time Vs. SV effect

Figure 4-12 demonstrated the impact of the SV in terms of average waiting time based on
the three-vehicle density scenarios. As shown in the figure in the case of Min-dense, the
average waiting time is higher than compared to the other two scenarios. The result indicated
that when the SV chooses a lower backoff time from the interval of [0, CW +1], it can access
the channel before the other well-behaving vehicles or get a higher chance of being served
to access the channel in the queue. However, once the selfish vehicle occupies a channel, it
takes a long time and causes other vehicles to back off many times before successfully
transmitting their packet. Therefore, it causes a busy channel time to increase and forces the
regular vehicles to wait long until they can access the channel. Thus when the number of
selfish vehicles increases, the waiting time of the overall vehicles increases. For example,
since the number of SV is 20% in Min-dense, its waiting time is 42.6% higher than in other

scenarios. On the other hand, the waiting time for the other two scenarios is 24% and 30%.
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4.5.3 The Effect of SV In terms of Average Queuing Delay
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Figure 4-13: Average queuing delay Vs. SV effect

As for the average queuing delay, Figure 4-13 illustrates that the impact of SV in the case of
Max-dense has a higher value than two other scenarios in terms of average queuing delay.
Also, the Med-dense value is slightly increased compared with the Max-dense. Since SV has
a lower contention window value, it gets a chance to access the channel first. For that matter,
the SV almost entirely receives the channel and heads of the other vehicles to access the
medium and increases their staying time in the queue until their connection request is
accepted. And also, as a vehicle density increases, it leads to a delay in the same case.
Therefore, the average queuing delay of the network will decrease as the vehicles' selfish
behavior and vehicle density increase. The total percentage of the average queuing delay for
Min-dense, Med-dense, and Max dense was 34.3%, 53.7%, and 81.6%.

4.6 Simulation Result Analysis

The following Simulation graphs show the comparison of the existing CSMA/CA with the
proposed solution WC-CSMA/CA in the presence of selfish vehicles. The presence of SV
in the CSMAJ/CA results in decreased average throughput and increased average queuing
delay and average waiting time. Comparing the performance of the existing CSMA/CA with
WC-CSMA/CA was measured by adding a different number of SV in different vehicle
density scenarios. The vehicle that selects a lower backoff value [CWIlower = 5 slots] is
considered selfish. The result was measured by conducting 25,50,100 vehicles by adding
3,5,10 selfish vehicles. The following Section described the proposed CSMA/CA
comparison with the original CSMA/CA.
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4.6.1 Result Comparison In terms of Average Throughput
Figure 4-14 demonstrated the proposed WC-CSMA/CA comparison with the existing
CSMAI/CA in average throughput. As the graph showed, the overall network throughput of
the proposed WC-CSMA/CA is higher than the existing CSMA/CA with the existence of
the SVs.It is due to WC-CSMA/CA having a cooperative mechanism by motivating the SVs
to be well-behaved and cooperative again. For instance, after the proposed WC-CSMA/CA
was implemented, the average throughput for 20 vehicles, including the SV, was upgraded
from 11,712.32 bit/sec to 13,107.87 bit/sec. As the consequence of the motivation phase of
the proposed system encourages the identified SV to behave normally by giving credit if it

adjusts its waiting time and averaging its connection trial.

For this reason, once the SV returns to its well-behaved behavior and chooses a random
backoff interval from [0, CW+1] as the regular vehicle does, the overall average throughput
of the network will increase. Because it does not manipulate the backoff time and the channel
accesses probability by well-behaving like other vehicles. The following figure shows that
the percentage of average throughput of the proposed WC-CSMA/CA is 13.1%, 14.7.%, and
17.3% for 20, 50,100 vehicles, which is higher than the percentage of the existing
CSMAI/CA.
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Figure 4-14: Average throughput comparison
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Even if the proposed WC-CSMA/CA had reached the better throughput performance, major
costs were happening during the attending of enhancing the overall throughput. These costs
were overhead ratio and simulation complexity. This is due to the mechanism of motivating
those identified SVs leads a massage storm and earning credit by averaging their waiting

time and connection trial creates a bit complexity in the channel accessing prosses.

4.6.2 Result Comparison In terms of Waiting time

Figure 4-15 showed the simulation result for the average waiting time of the original
CSMA/CA compared with the WC-CSMA/CA for the different number of vehicles|
25,50,100]. As shown in the graph, the average waiting time of the proposed WC-CSMA/CA
is lower than the original CSMA/CA in the presence of SVs. As a consequence of the
motivation mechanism of WC-CSMAJ/CA orders the SVs to revive in the network again and
decrease the total waiting time of the other host vehicles, which forces them to stay in the
line till they get a chance to access the channel. In the proposed WC-CSMA/CA, the SV was
assumed to be a cooperative vehicle since it gains a good credit like other vehicles,
determining if it chooses a random backoff value and averages its waiting time without
scuttling the channel access process. After the SV becomes cooperative and well behaved,
the impact of the channel busy time is decreased. Also, the waiting line of other serving
vehicles becomes average, which means the whole vehicle's average waiting time decreases.
For example, in the case of Med-dense, the average waiting time of the original CSMA/CA
was 0.00462 sec, and it has reduced and improved to 0.00368 when the proposed WC-
CSMAI/CA applied. The following graph illustrated that the waiting time of the original
CSMAJ/CA is 43.6%, 30.4%, and 25.2% and for the WC-CSMA/CA is 36.6%, 24.9%, and
16.5% in the presence of SVs.

While the proposed WC-CSMA/CA has gained a better performance in terms of waiting
time, other QoS awareness costs were attained. Which are overhead ratio and massage -
overflow. In the motivation mechanism, the competition of gaining a high score and

incrementing a credit makes an SVS broadcast many messages.
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Average Waiting time comparison
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Figure 4-15: Average waiting time Comparison

4.6.3 Result Comparison In terms of Average Queuing Delay

As Figure 4-16 illustrated, the simulation result of the average queuing delay of the proposed
WC-CSMAJ/CA is lower than the existing CSMAJ/CA in the existence of the SV. Since the
proposed system motivating mechanism changes the selfish behavior of the vehicles into
well-behaved, the delay caused by the SV occupying the channel is decreased. It means
regular vehicles spend staying in the queue until the channel accepts the connection request
is improved. Since the proposed WC-CSMA/CA mandates the SV to be motivated and
behave well, it increases the probability of the other regular vehicle accessing the channel
without suffering. As a result, the average queuing delay of the existing CSMA/CA is higher
than the proposed WC-CSMA/CA. As an illustration, the average queuing delay of the
existing CSMAJ/CA in the case of Max-dense was 0.8166 msec, and It reduced to 0.722
msec after WC-CSMAJ/CA was applied. The average queuing delay present of the WC-
CSMA/ CA is 22.2%, 45.3% 72.2% for Min, Med, and Max vehicle density scenarios. And
81.6%, 53.7% and 81.6% for the original CSMA/CA.
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Average Queuing delay comparison
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Figure 4-16: Average queuing delay comparison

4.7 Evaluation Result

The following table includes the performance evaluation result for the existing CSMA/CA
and the proposed WC-CSMA/CA. We have simulated the result frequently, but the results
were not changed. We are building the simulation whenever we have tried to simulate the
network. Testing or outright simulation helps ensure the parameters are running without any
errors. The output data is acquired from the simulation report directory
E:\Dev\VANET Tutorials\simulations\veins\results and OMNET++/Qtenv GUI event log.
Based on the result, we distinguished how the proposed WC-CSMA/CA improves the
impact of SVs compared with the existing CSMA/CA in the presence of SVs. As a result,
the performance metrics; Average throughput altered, average waiting time, and average
queuing delay reduced in the case of WC-CSMA/CA. The table shows how the WC-
CSMA/Ca has a better performance than CSMA/CA. For instance, we took a result for Max-
dense[100 vehicles], including 10 SVs. The enhancement occurs due to the motivation
mechanism used by the proposed solution. The below parameters value assures that WC-
CSMAJ/CA has a better improvement.
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Table 4-5: Simulation report

Parameter CSMA/CA WC-CSMA/CA
Simulation time 200 sec 200 sec
Average throughput 12,647 Mbit/Sec 17,332 Mbit/Sec
Average waiting time 0.00252 Sec 0.00165 Sec
Average queuing delay 0.8163 msec 0.722 msec

From the above table, we have surmised that. Since the original CSMA/CA has no
countermeasure that identifies and motivates the SVs, these SVs degrade the overall
throughput of the network. However, the proposed WC-CSMA/CA identified and motivated
those SVs and made them cooperate again. As a result, the average throughput of the network
was enhanced from 12.6% to 17.3%. Furthermore, in terms of average waiting time, the
proposed WC-CSMAJ/CA has been improved in the case of the proposed solution compared
with the existing CSMA/CA. As shown in the table, the average waiting time of the WC-
CSMA/CA is 0.00165 sec, whereas 0.00252 for the original CSMA/CA. The result was
improved since it was reduced in the case of the proposed solution as the average waiting
time has a hostile retaliation. Therefore, the improvement is considered when the waiting
time is decreased. The motivation phase used by the proposed solution revives the SVs to be
well behaved again. And it helps other regular vehicles be adequately served and reduces the
time they spend while waiting in the line during requesting. Likewise, the average queuing
delay is lower regarding the proposed WC-CSMA/CA than the original CSMA/CA. The
existence of the SV increased a delay in the process of channel accessing Since it took much
time in the channel and forced the other vehicles to hold in the queue. The original
CSMAJ/CA has a higher average queuing delay value than the proposed solution because the
SVs were not motivated and ordered to behave well again. The result was improved from
0.8163 msec to 0.712 msec.
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Table 4-6:Total results of CSMA/CA and WC-CSMA/CA

Performance
Evaluation Metrics

Number of Vehicles

Min-Dense [25 Vehicles, 3 Svs]

Med-Dense [50 Vehicles, 5 Svs]

Max-Dense [ 100 vehicles, 10 Svs]

CSMA/CA WC-CSMA/CA | CSMA/CA | WC-CSMA/CA CSMA/CA WC-CSMA/CA
Average throughput
(Mbit/Sec) 11712.32 13107.87 12800.18 15752.37 12647.32 17332.23
Average waiting time
(Sec) 0.004362702 0.003685413 | 0.003044662 | 0.002498234 | 0.002520709 0.00165672
Average queuing delay
(mSec)
0.343768 0.222967 0.537736 0.453937 0.816366 0.722009
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4.8 Result Summary

As the previous Section described and reported, the existing CSMA/CA and the proposed
CSMAJ/CA were Simulated based on the same number of vehicles, number of SVs,
simulation time, and run in a similar IDE environment. According to the three metrics
mentioned earlier, the proposed WC-CSMA/CA was more effective than the existing
CSMAI/CA. The significant difference between the proposed WC-CSMA/CA and the
original one was the motivation mechanism to encourage the SVs to revive the network
again. The existence of the SVs in the existing CSMA/CA was done by lowering their
backoff value. And this selfish behavior degree the network throughput and increases the
waiting time and the queueing delay of the typical vehicle while the SVs take the channel
for too long. Therefore, applying the identification and motivation mechanism for detecting
and ordering those SVs to be cooperative again, the proposed solution has a better
performance than the original CSMA/CA.. The following table shows how the proposed WC-
CSMA/CA has a better performance than the original CSMA/CA using the percentage result

of the three-evaluation metrics.

Table 4-7: CSMA/CA VS. WC-CSMA/CA

Average Throughput | Average Waiting | Average Queueing
Time Delay
Min-dense 11.7% 42.6% 34.3%
< [25]
% Med-dense 12.8% 30.4% 83.7%
= [50]
O Max-dense 12.6% 35.2% 81.6%
[100]
Min-dense 13.1% 36.6% 22.2%
S [25]
§ Med-dense 14.7% 24.9% 45.3%
3 [50]
g Max-dense 17.3% 16.5% 72.2%
[100]

62Page



All in all, the graph shows the percentage of each evaluation matrices in the case of Min-
dense, Med-dense, and Max-dense for the proposed WC-CSMAJ/CA and the original
CSMAI/CA. Since vehicle density and the number of SV increased, The value of each
metrics' percentage varies. The graph demonstrated a relative variance between the existing
CSMA/CA and the proposed WC-CSMA/CA in all evaluation matrices. The overall network
performance gets lower when the number of SVs increases. By motivating the SVs to be
cooperative in the network again, the common issues were improved by our proposed WC-
CSMAJ/CA. Average Throughput; From our study, the proposed WC-CSMA/CA
improves the average throughput by 11.9% in the case of Min-dense,23.06% in the case of
Med-dense, and 37.04% in the case of Max-dense compared with the existing CSMA/CA.
Average Waiting Time; From this study, the proposed WC-CSMA/CA average waiting
time is decreased by 15.52%, 17.94%, and 37.27% in Min-dense, Med-dense, and Max-

dense vehicle density from the existing CSMA/CA. Average Queuing Delay; From our

study, the average queuing delay of the proposed WC-CSMA/CA compared with the
existing CSMA/CA is reduced by 35.14% in the case of Min-dense and 15.5% in both Men-
dense and Max-dense.

Percentage comparasion CSMA/CA VS. WC-CSMA/CA

90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%

oo . l I I l I I . I I
0.00%
25 50 100

Number of Vehicles

Percentage (%)

H AT-CSMA/CA H AT-WC-CSMA/CA AWT-CSMA/CA

Figure 4-17: CSMA/CA VS. WC-CSMA/CA

NB: AT: Average Throughput, AWT: Average Waiting Time, AQD: Average Queuing
Delay
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4.9 Discussion

To compare the result based on the three primary metrics, the proposed WC-CSMA/CA and
the original CSMA/CA were simulated in the same simulation tool, OMNET++, using the
same number of SVs and similar methods vehicle density. By considering different vehicle
densities, we studied the impact of the SVs in maximum, medium, and minimum vehicle
density. As a result, the proposed solution is better than the existing CSMA/CA because a
cooperation mechanism motivates the SVs to behave and act regularly in the network. The
result of the performance evaluation matrices illustrated in Tables 4.6 and 4.7 assures that
the proposed WC-CSMA/CA has a relative improvement compared to the existing
CSMA/CA.

The research questions; stated in section 1.4 and aimed to be answered and addressed by our
study based upon the result and the performance evaluation metrics described are going to

be discussed as follow ;

RQ1: How to resolve the SVs effect in CSMA/CA IEEE802.11p by collaborating a watchdog

approach with a credit-based approach?

To resolve the SVs effect in CSMAJ/CA, we have to propose an adequate solution. For that
matter, different incentive mechanisms for detecting and elevating selfish behavior in ad hoc
networks were assessed and evaluated. The two reputation-based approaches were selected
to propose WC-CSMA/CA: the watchdog approach and the credit-based approach.

Since the proposed solution has two main phases, for the identification phase watchdog
approach was used to monitor and identify the selfish behavior of vehicles. A credit-based
approach was adapted in the motivation phase to encourage the SVs by giving credit if they
are willing to cooperate again. By collaborating these two approaches to work consecutively,
WC-CSMA/CA rectifies the SVs to be well-behaved like other honest vehicles.

RQ2: How to design a new mechanism for Selfish Vehicles to identify and motivate them?

After finding out selfish behavior issues in CSMA/CA IEEE802.11p of VANET. The next
task for this study was to design and propose a new solution that resolves those issues by
assessing different incentives Schemes for solving vehicle’ selfishness misbehavior. We
have proposed a solution, described briefly in section 3.3, by applying the node-oriented
intensive mechanism. The proposed WC-CSMA/CA identifies the SVs using the watchdog

approach and motivates them using the Credit-based approach. By calculating the backoff,
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load, and throughput of the vehicles, the SVs are identified by the VVVs; after that, to revive
those SVs using the motivation phase, the SV gets higher credit if it gained a good score
cooperating again in the network. Suppose it averages its waiting time and relatively reduces

its connection trial in the case of channel access. Then, it will be allowed to transmit data.

RQ3: How can we assess the performance of the newly designed WC-CSMA/CA solution
with the existing CSMA/CA IEEE802.11p of VANET?

The performance evaluation was conducted by taking the simulation result of both
CSMAJ/CA and WC-CSMAVJ/CA in the presence of SVs. Then we assessed the performance
of the newly designed WC-CSMA/CA solution compared with the existing CSMCA using
three evaluation metrics described in sec 4.3.1. As described in sections 4.6.1, 4.6.2, and
4.6.3, since the proposed WC-CSMAJ/CA has a cooperative mechanism, the effect of SVs
is improved relatively. Also, average throughput is increased in the performance evaluation
metrics, and the average waiting time and queuing delay is reduced compared with the
existing CSMA/CA. The following figure shows how much the proposed WC-CSMA/CA

improves those performance metrics.

Table 4-8 Performance assessment of WC-CSMA/CA

Evaluation metrics Min-dense Med-dense Max-dense
improvement improvement improvement
Average throughput 111.9% 123.06% 137.04%
Average waiting time 115.2% 117.94% 134.27%
Average queuing delay | |35.14% 115.5% 111.55%
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CONCLUSIONS AND FUTURE WORK

Conclusion

This study resolved and improved the effect of selfish behavior in CSMA/CA that leads to
throughput degradation, network partitioning, and channel crowdedness. Furthermore,
various VANET and CSMA area-related literature and papers were reviewed and assessed
to formulate the problem caused in CSMA/CA with the existence of SVs.Afterward, we
proposed WC-CSMAJ/CA solution that solves the problem and improves the existing
CSMA/CA. The proposed WC-CSMA/CA motivates the SVs and revives them to perform
regularly like other typical vehicles by creating a cooperative mechanism. The proposed
solution has three basic steps, Verifier vehicle selection, Identification phase, and motivation
phase. After the SVs are identified by the verifier vehicles in the proposed WC-CSMAJ/CA,
the next task is to make them cooperative again in the network using the motivation phase.
By crediting those SVs to fulfill the standard criteria using two countermeasure
metrics(Average waiting time and Connection Trial) and behave as a regular vehicle. The
conceptual framework is briefly described in section three by including the flowcharts,
pseudocodes, and basic assumptions. The simulation is conducted using veins framework
by integrating OMNET++ as a network simulator and SUMO as a traffic generator to test

and elaborate the proposed solution reliability.

The outcome of the simulation, The following observations are acquired. First, the average

throughput of WC-CSMAV/CA is slightly increased and varies a bit from min-dense to max-
dense. However, the average waiting time was reduced moderately, and the average queuing
delay is decreased highly from Min-dense, Med-dense, and max-dense.

Study Output

As a Study output, the performance of the proposed wC-CSMA/CA is increased with the
existence of SVs. By adding the SVs in both CSMA/CA and WC-CSMA/CA, we evaluated
the performance of both mechanisms. Those SVs are assigned by lowering their CWIlower
value. Since the proposed WC-CSMA/CA has an identification and motivation mechanism,
the Svs can cooperate again in the network. Due to this reason, the following performance

metrics are enhanced better when compared to the existing CSMA/CA.
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Average Throughput: Average Throughput was increased in the proposed solution.
Average Waiting Time: Average Waiting Time was reduced in the proposed solution.
Average Queuing Delay: Average Queuing Delay was decreased in the proposed solution.

Contribution

The main contribution of this study is to rectify the selfish vehicles that misuse the BoM
during channel accessing in CSMA/CA ieee802.11p of VANET. By identifying the SVs
using VVs and motivating them by giving credit once they are willing to cooperate again,

the selfish misbehavior that occurs in CSMA/CA was resolved.

Future Work

The proposed WC-CSMA/CA motivates the SVs to be cooperative. However, the proposed
solution is conducted in a linear bidirectional linear highway. Moreover, it includes only one
RSU in the interval of 1km. for the future type of road scenarios as such, multidirectional
lanes should have also been considered for future work. Also, the Km interval and the
number of RSU need to be mediated.
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APPENDIXES

Appendix A: Sample SUMO map.rou.xml fileFew lines of codes are presented here as a
sample Since Sumo XML file is bulky

¢<?xml version="1.0" encoding="UTE-8"?>
|¢!-- generated on 2021-09-25 03:45:07 by Eclipse SIMO duarouter Version 1.10.0
<configurationy
<input»
<net-file value="map.net.uml"/>
¢croute-files value="map.trips.xml"/>
</input>
<output>
<output-file value="map.rou.zml"/>
<alternatives-output value="map.rou.alt.mml"/>
<foutputy
<report>
<ignore-errors value="true"/>
¢/report>
<{configurationy
=2
kroutesy

| <vehicle id="1" dzpart="1.00"»

<route adges="30400491481 304004914§2-AddedonRampEdge 30400491442"/>
- <[vehicle>
| <vehicle id="2" depart="2.00">

<route edges="506570059 304400428"/>

¢fvehicley

| <vehicle id="6" depart="6.00">

<route edges="30400491480 30400491440-AddedoffRampEdge 30400491441 />
- <fvehicle>
| <vehicle id="13" depart="13.00">

<route edges="304004914§0 30400491440-Added0ffRampEdge" />
- <[vehicley
| <vehicle id="19" depart="19.00">

<route adges="60424616340 60424616340-AddedoffRampEdge 304008640"/>
- <vehicley
| <vehicle id="21" depart="21.00">

<route edges="30400491481 304004914§2-AddedonRampEdge 30400491442"/>
- <fvehicle>
| <vehicle id="22" depart="22.00">

<route edges="30400491480 304004914§0-AddedoffRampEdge 304004914§1 30400491482-2AddedOnRampEdge 30400491442 />
- <fvehicle>
| <vehicle id="23" depart="23.00">

<route dges="30400491450 30400491440-Added0ffRampEdge 30400491451 304004914§2-AddedOnRampEdge 30400491442"/>

¢[vehicley

<[routesy
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Appendix B: Sample sumoconfig.sumo.cfg File

<configuration>
<1nput>

<begin value="0"/>
<end value="10000"/>
<step-length value="0.4"/>
</time>
</configuration>

Appendix C: Command Prompt for OMNET++ Setups

A

ieTcome to OMNeT++ 5.6.2!

/e /OMNET++/omnetpp-5.6.28 omnetpp
Starting the OMNeT++ IDE...

/e /OMNET++/omnetpp-5.6.2§ cd ../..

ef cd E:/Dev/veins/src/veins/modules/mac/ieee80211p

/e/Dev/veins/src/veins/modules/mac/ieee80211p§
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Appendix D: OMNET++ Directory

wishname

INSTALL

README

images

samples

clang++ config config.status

Makefile.inc Makefile.inc.in

WHATSNEW

include

tools

configure

MIGRATION

.bash_history dummy

r

configure.in

mingwenv -
Shortcut

configure

mini gwenv
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Appendix E: Sample code for parameters assignment for vehicles in Car.ned file

package wvanettutorials.simulations.iesee88211p;
package org.car2x.veins.nodes;
import org.car2x.veins.base.modules.®;
import org.car2x.veins.modules.nic.NicBe211p;
module Car
{
parameters: // vehicles parameters used by the WC-CSMA/CA
string applType; //type of the application layer
string nicType = default("Nicd8211p™);
string veinsmobilityType =
default("org.car2x.veins.modules.mobility.traci.TraCIMobility™);//type of the
mobility module
string key;
bool isAVerifier;
bool isselfish;
bool isHormal;
bool Vehicle Status;
double load;
double backoffvValue:
double speed;
double distance;
double totallaitingTime;
double throughput;
int totalConnectionTrail;
double cost;
int cwMin; S/ minimum contention window
int cwMax; // maximum contention window

gates:
input veinsradioIn; // gate for sendDirect
submodules:
appl: <applType> like org.car2x.veins.base.modules.IBaseAppllayer |
parameters:
@display("p=60,50");
¥

nic: <nicTyper like org.car2x.veins.modules.nic.IMNicB@211p {
parameters:
@display( " p=68,166");
¥
veinsmobility: <veinsmobilityType> like
org.car2x.veins.base.modules. IMobility

1
parameters:
@display( "p=138,172;i=block/cogwheel™);
¥
connections:

nic.upperLayerfut --» appl.lowerlLayerln;
nic.upperLayerIn <-- appl.lowerlLayerOut;
nic.upperControlOut --» appl.lowerControlln;
nic.upperControlIn <-- appl.lowerControlOut;
velnsradicIn --» nic.radioln; }
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Appendix F: Samples code for VV selection in net.ned file

package vanettutorials.simulations.ieeeB88211p;

import vanettutorials.simulations.ieee868211p.Nic88211p;
import org.car2x.veins.base.phylayer.BasePhylayer;
import vanettutorials.simulations.ieee88211p.Macloes 4;
import org.carZx.veins.nodes.R5U;

import org.carx.veins.nodes.Car;

network net extends Nic8e2lilp
{
Parametrs:
host host = gethostFromTheNetwork();
Key = host.key;
host wverifierhosts[22];
host hosts[25];
int verifierHostsCounter = 8;
int hostCounter = @;
double threshold = 18;
double load = host.load;
double distance = host.distance;
double netWorthyValue = computeNetWorthyValue(host);
double decisionMatrix = computeDecisionMatrix(load, distance,netWorthyValue);

¥

host[hostCounter++] = node;

if(decisionMatrix < threshold){

host.isAVerifier = true;
verifierhost[verifierHostCounter++] = host;
h
¥
host getHostFromTheNetwork()}{

return null; //get the first node that joins the network

}

parameters:
int numHosts;
int numRSUs:

display{“bgb=1108,588");
idisplay{"bgi=background/matrix™);
submodules :
host[numHosts]: Host8e2llp {
@display({“p=126,251");

rsu[numRSUs]: RSU {
idisplay{“p=283,284");

connections allowunconnected:
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Appendix G: Samples code for motivation Phase in mac1609_4.cc file

void announceToNeighbourNodesAboutSelfishNode(Node nodeStatus){
/7 send the vehicle status to neighbour vehicles in the network;
H
void updateSelfishNode(Node selfishiode){
double totalWaitingTime = selfishModes.totallWaitingTime;
double cost = selfishNode.cost;
int totalConnectionTrail = selfishMode.totalConnectionTrail;
double s1, 52 = 8.5;
double threshold = 8.8;
double averageWaitingTime = totalWaitingTime/cost;
double score = (51 # averageWaitingTime) + (s2 * totalConmnectionTrail);

if(score »= threshold){
NodeStatus nodeStatus = selfishhode.nodeStatus;
int credit = selfishNode.credit;

score = 1;
credit++;

nodestatus.score = score;
nodestatus.credit = credit;

selfishNode.nodeStatus = nodeStatus;
}//still it is selfish vehicle
H
MNodeStatus createModeStatusForSelfishNode(Hode selfishMode){
ModeStatus nodeStatus;

nodeStatus.id = selfishNode.key;
nodeStatus.score = 8;
nodeStatus.credit = 8;
selfishNode.nodeStatus = nodeStatus;

return nodeStatus;
1
class Node {
public:

string key;
bool isAVerifier;
bool isSelfish;
bool isNormal;
double load;
double backoffValue;
double speed;
double distance;
double totalWaitingTime;
int totalConnectionTrail;
double cost;
NodeStatus nodeStatus

i

class NodeStatus{

public:

String id;
char status; //'H", '5'
double score = 1; //by default score is 1 for normal vehicle
int credit = 1; //by default credit is 1 for normal vehicle
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Appendix H: Total busy time report for CSMA/CA and WC-CSMA/CA

Module
RSUExampleScenario.node[0].nic.mac1609_4
RSUExampleScenario.node[1].nic.mac1609_4
RSUExampleScenario.node[2].nic.mac1609_4
RSUExampleScenario.node[3].nic.mac1609_4
RSUExampleScenario.node[4].nic.mac1609_4
RSUExampleScenario.node[5].nic.mac1609_4
RSUExampleScenario.node[6].nic.mac1609_4
RSUExampleScenario.node[7].nic.mac1609_4
RSUExampleScenario.node[8].nic.mac1609_4
RSUExampleScenario.node[9].nic.mac1609_4
RSUExampleScenario.node[10].nic.mac1609_4
RSUExampleScenario.node[11].nic.mac1609_4
RSUExampleScenario.node[12].nic.mac1609_4
RSUExampleScenario.node[13].nic.mac1609_4
RSUExampleScenario.node[14].nic.mac1609_4
RSUExampleScenario.node[15].nic.mac1609_4
RSUExampleScenario.node[16].nic.mac1609_4
RSUExampleScenario.node[17].nic.mac1609_4
RSUExampleScenario.node[18].nic.mac1609_4
RSUExampleScenario.node[19].nic.mac1609_4
RSUExampleScenario.node[20].nic.mac1609_4
RSUExampleScenario.node[21].nic.mac1609_4
RSUExampleScenario.node[22].nic.mac1609_4
RSUExampleScenario.node[23].nic.mac1609_4
RSUExampleScenario.node[24].nic.mac1609_4
RSUExampleScenario.node[25].nic.mac1609_4

Name

totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime
totalBusyTime

CSMA/CA
0.011601
0.011601
0.011601
0.081601
0.011601
0.011833
0.012065
0.012993
0.013457
0.013457
0.089617
0.014849
0.006265
0.005569
0.005105
0.004873
0.008973
0.005337
0.005569
0.005801
0.010673
0.005337
0.005105
0.009997
0.003017
0.003249

WC-
CSMAI/CA

0.011601
0.011601
0.011601
0.021601
0.011601
0.011833
0.012065
0.012993
0.013457
0.013457
0.039617
0.014849
0.006265
0.005569
0.005105
0.004873
0.003973
0.005337
0.005569
0.005801
0.010673
0.005337
0.005105
0.003997
0.003017
0.003249
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