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Abstract

A computer network is a critical issue in our day to day activity; however, this day it works under
several problems. To solve these problems OpenFlow-based programmable Software-Defined
Network (SDN) is released. OpenFlow is a protocol for SDN which vertically separates the control
plane from the data plane of the network devices. SDN differs from the traditional networking
architecture, where control planes and the data planes exist in the same networking devices. In SDN
the controllers are the brains of the network that manages and controls the network devices. Data
center network is one of the application areas that required successful integration of distributed
OpenFlow controllers by making the network more consistent. However, the need for high-
performance SDN controllers’ increases with the increasing of network devices in the data center
network. SDN distributed controller is a controller which can increase or decrease the number of
controllers according to the change of traffics. Therefore, in this thesis, we have presented a
performance analysis in both throughput and latency parameters for the recent SDN distributed
ONOS controllers.

The aim of this thesis has been to perform a study and performance analysis of SDN distributed
controllers in a data center networks by considering two designed topologies. Initially, has been
performed a detailed study on SDN distributed controllers and selected the best ONOS controller.
Then, we have created three ONOS controllers in a cluster using LXC and designed tree and
customized topologies using python in Mininet. Then we have tested, analyzed and evaluated these
three ONOS controllers’ throughput, latency, and TCP bandwidth. We have presented the throughput,
latency, and TCP bandwidth results of single, two and three ONOS controllers. The single ONOS
controller has 60665.22 to 82566.85 flow/s throughput, 62.89 to 94.45 responses/ms latency and 13.5
GB/s TCP bandwidth. Two ONOS controller has 105564.30 to 118911.20 flow/s throughput, 117.53
to 147.91 responses/ms latency and 18.25 GB/s TCP bandwidth. Three ONOS controller has
216816.80 to 229388.90 flows/s throughput, 297.61 to 245.32 responses/ms latency and 19.4 GB/s
TCP bandwidth. Single, two and three ONOS controllers per tree topology has high throughput and
high response per ms than customized topology. Finally, based on these results have been adapted

distributed ONOS controller in a data center networks.

Keywords: Software-defined networking, distributed SDN controller, OpenFlow, Open networking

operating system, Data center networks

xii



CHAPTER ONE

1. Introduction

1.1. Background of the Study

Computer network changes the way we do business and the way we live. During this time our day to
day activity performs or processes through the network and it makes computers and their users
capable of being connected together. This facilitates sharing of resources and information between
the users. Networks are a critical element for companies and institutions because it radically increases
business activities. Therefore, network administrators are struggling to ensure high network
availability. According to [1] communications between remote parties can be achieved through a
process called networking, with the connection of computers, media, and networking devices. When
a number of devices connected to the Internet grow every day and more and more data are transferred
from device to device, scaling up the traditional network gets increasingly difficult. In order to meet
the performance, network expansion takes place and much of the efforts go towards configuring each
switch and routers individually even for changes in a smaller segment of a LAN that may contain
hundreds of nodes [2].

In the traditional networking, most network functionality is implemented in the device; i.e., switch,
router, security device, application delivery controller. In addition, within the device, most of the
practicality implemented in hardware, for example, an application specific integrated circuit (ASIC).
The growth of ASIC functionality is under the control of the provider of the devices, each device is
patented and configured individually. Also to delivery and to change task management consumes a
lot of time and error prone [3]. It is hard to configure the network according to predefined rules and
to reconfigure it to respond to faults, loads, and changes. Since there is an excessive number of
switches and routers and a set of protocols that determine the optimal path from source to destination
by looking into Ethernet and IP headers. Because the traditional networks are vertically combined i.e.
the control plane and data planes are bundled or integrated together. Typically in networking devices,

the control plane is developed and maintained by vendors only [4].

Switchs and Routers

Control Plane

h S

Data Plane |

Figure 1-1: Vertically integrated control plane and data plane [5].



This makes the network devices to be vendor dependence or depend on a specific vendor. In order to
increase the performance, scalability and user satisfaction; the network is upgraded and at this time
each individual device is affected in traditional networks. To solve these network limitations a new
networking architecture was invented which are called Software Defined Networking (SDN).

SDN is a new network architecture that controls the entire network devices centrally. The concept
was introduced by [6], a professor at Stanford University and is based on defining a model where all
switches move the capacity of the decision to a central element, to a controller. SDN decouples control
and forwarding plane and makes the network directly programmable and the infrastructure to be
abstracted for applications and network services [7]. In SDN controller, for a single change in the
network, the network configurations are changed only at central or some specific controller rather
than configuring individual network devices. Because the control plane separated from the data plane
enables the control plane to control several devices and data plane to forward the data according to
the predefined forwarding table.

ONF [8] is responsible for standardizing and promoting SDN and defines it as in networking devices,
there exist three planes. Data plane is the hardware where packet forwarding takes place. Control
plane is a software where all network logics and intelligence performed. Management plane typically
it is a portion of control plane that used for network monitoring and controlling purposes. We have
taken a real world analogy to describe and to understand the concept of SDN such as cars and trucks,
roads, traffic light and the drivers. Due to this cars and trucks are packets on the network. And the
road acts as data plane of SDN and the traffic light controllers are the control plane of the network.

And also the driver in the car is the application of SDN network architecture.

Plane

\ SDN Controller

‘ Control

Figure 1-2: Separated control plane and data plane [4].
As [7] SDN is an emerging architecture that is dynamic, manageable, cost-effective adaptable and
scalable network. SDN makes the network devices simpler while giving network administrators better
control over the network and increasing network performance. SDN uses OpenFlow protocol (OFP)



method to enable the control plane to communicate with the data plane [9]. In SDN the controller
estimates a routing path for that flow on the basis of the global view and then sends the forwarding
rule of that routing path to all switches through a secure channel. When those SDN switches receive
the forwarding rules, they update their flow tables. Then forward the received flow according to the
corresponding flow rules resulting from the controller [10].

Distributed means something shared among multiple systems in the same or in different
locations. Distributed network is a computer network that is spread over diverse networks and offers
a single data communication network, which can be managed together or separately by each network.
SDN distributed controller is a controller that enables concurrent and robust network policy
implementation. Distributed controller consisting of a collection of controllers that controllers the
entire network and provide high network availability. It controls the connected forwarding devices in
a master or slave way. In distributed controller, the master controller can read and write the OpenFlow
switches. And the slave controller can only read the switches and wait as standby [11].

Data center network is a network that contains network devices, servers, security devices, power
supplier and environment controllers. In a traditional network, it is very difficult to configure millions
of devices individually, manage the network and to scale the network. Also, it is difficult to secure
control, troubleshot and maintain the network. So, SDN plays a great role to solve these problems in
a data center networks [12,13]. However, centralized SDN controller in a data center network faces
performance, scalability and availability problems. In SDN, when the number of devices is increasing
difficult to use a single controller to control the entire forwarding devices. Due to the capacity
limitation of a single controller and a lot of flows, one controller is insufficient to control the entire
network. Depend on these open issues we have started to find the research problems related to SDN

controllers.

1.2. Statement of the Problem

SDN can be the future of networking, there is no question about it. SDN has emerged as a popular
architecture for managing large scale networks including service providers, enterprises, data centers
and cloud networks. The key principle of SDN is the centralized control plane architecture, which
allows the network to be programmed by applications running centrally, enabling easier management
and faster innovation. However, many of these large-scale data center networks consist of several
hundreds of servers interconnected with thousands of switches and routers in network topology,
which cannot easily be controlled by a single centralized controller [14].

SDN is moving network configurability from individual switches and routers to logically centralized
network controller. However, this SDN-based centralized network control has performance,

scalability, availability, and single point failure problems of the controllers. In large data center



networks, this can build to an unacceptable level of delay, degrading network performance and
introducing single points of failure. If we use a single controller, the controller gives poor
performance, with the combined effect causing scalability and load balance problems.

The solution for several performance problems in large and growing data center networks is to push
more intelligence to the data plane or change to distributed control plane architecture. The distributed
controller can be the main solution to the performance, scalability, and availability of the control
plane. In order to solve the problems of centralized SDN controller, much different architecture has
been proposed recently, such as the multi-core controller, the logically centralized controller and the
completely distributed controller [4, 10, 15].

An SDN distributed controller architecture needs performance analysis using multiple controllers in
a cluster. In addition, this SDN distributed controller requires evaluation by running a different
number of the controller using key performance parameters. Performance analysis and evaluation of
distributed ONOS controller in a data center network are not investigated. Also, from small to large
data center network needs high performance, scalable, and high available SDN distributed controllers.
The performance of SDN distributed controller needs study and evaluation in a data center networks.
We have motivated to do this thesis, because SDN network is new, interesting, and it is a current hot

research area. We have formulated the following research questions for these problems.

1.3. Research Questions
This proposed research answered the following research questions.
% How to create and run SDN distributed controllers?
%+ How to measure and analysis the performance of SDN distributed controllers?
% How the SDN distributed controllers control and manage the data plane?
In order to answer these research questions needs a stated general objective and specific objectives

that are achieved by this thesis. So, we have defined the objective of this thesis as follow.

1.4. Objectives

1.4.1. General Objective
The main objective of this research is to analysis the performance of SDN distributed controller in
data center networks by considering a different number of controllers and two designed topologies.

1.4.2. Specific Objective
The specific objectives that are explicitly achieved by the proposed system are listed below:
¢ Study SDN-related literature.
¢ Compare and select the SDN distributed controllers and emulator tools.

«» Create SDN distributed controller in a cluster.
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» Create tree and customized network topologies.

X/
°e

Measure the throughput, latency and TCP bandwidth of SDN distributed controllers.

X/
X4

% Analysis and evaluate a different number of distributed controllers in a cluster.

e

*

Adapt distributed ONOS controller in a data center networks.

/7
A X4

Disseminate of finding and results.
The goals of this thesis defined; to achieve these specific and general objectives needs to be specified
the research area and outlined the limitations of the research. According to this, we have mentioned

the delimitation and limitation of this thesis to meet the defined goals.

1.5. Scope and Limitation of the Study

The area or the scope that is considered in the proposed research briefly introduces the performance
analysis of SDN distributed controllers in data center networks. The study does not include software
defined cloud, WI-Max, WI-Fi and Mobile networks. In addition due to in unavailability of physical
laboratory and the high cost of real network devices; this research does not include physical
configuration of the network. This needs within this scope and limitation what benefit will provide

and for whom. Depend on this we have listed the importance of this work next to here.

1.6. Significance of the Study

An SDN distributed controller in data center network is a decentralized repository, which allows
adding thousands hosts, servers and networking devices. The SDN distributed controller performance
analysis and using of SDN distributed controller in a data center networks can offer the following
benefits:
%+ Save data center network operational time

¢+ Provide better data center network management
% Make SDN controllers highly scalable
¢ Improve SDN distributed controllers performance

= Increase throughput

= Decrease latency
% Improve the bandwidth size of distributed controllers
% High availability of data center network
% ldentify best network topology for data center networks.
%+ The study will create awareness for researcher’s persons who want to do in SDN networks.
Beneficiaries of the research:
A person or organizations that obtain direct or indirect benefit from this thesis are:

R/

«» Network administrators

R/

+ SDN Network operators



s ICT experts

+¢ Distributed controller developers

% Distributed controller testers
This thesis provides these direct or indirect significances to the target beneficiary. In order to solve
the research problems, to answer research questions, to achieve the objective within the specified area
and to get the target significance of this thesis needs a research way. So we have designed the
following methods to conduct this study.

1.7. Research Methodology
In this section, we have described the research methodology that was followed to conduct this study.
Identifying a suitable research design and methodology related to our study is the key concept that
considered before performing any research work. We have specified suitable research methodologies
and associated design for this research. In this research, used three parameters, 45 scenarios,
experiment each scenario, analysis and evaluate the results. Therefore, this research is experimental

research.

1.7.1. Literature Review
In order to have an understanding of the problem, it is very important to review several kinds of
literature that have been conducted in the field of SDN controller so far. Due to this, related literature
such as proceeding papers, recent books, articles, journals articles and additional useful materials
from the internet should be reviewed. This helps to understand and investigate the underlying
concepts, principles, methodologies, techniques and tools of the various methods. This can be adapted,
manipulated and used for synthesizing and gaining a new perspective on what has been done in

previous researches in the area and what can be done in this research.

1.7.2. Research Emulation and Experimental Tools

In order to analysis SDN distributed controller performance efficiently building a large experimental
test bed using emulator software’s is the best option. Therefore, we used emulation, experimentation,
controller, benchmarking, programming language and command tools. Because using these tools is
more reliable, efficient, accurate and effective than a manual process. The tools that we have used in
this thesis progress are:

Operating System: In this research, we used windows operating system host machine and Ubuntu
operating system for guest machines. Because, ONOS SDN controller, cbench, and Mininet are
compatible with desktop or server-based Linux operating system. In addition, the research
environment setup by using commands in the Ubuntu terminal.

Commands: In this research, most of the task done using Ubuntu, ONOS controller commands,



Mininet emulator commands, chench commands and network commands. We used a lot of commands
throughout the thesis process such as to install tools, configure the network, set the research
environment, set the path, pull the features, integrate tools, measure the controller performance and
to distributed the controller.

ONOS Controller: We used ONOS SDN controller because it is newly released, scalable and
available than the other SDN distributed OpenFlow controllers. In the environmental setup, ONOS
requires 4 or more CPU, 4 GB or more memory, and 20 GB or more hard disk size. Especially, ONOS
requires a study on its performance and it is a hot research area. So, we have selected and used ONOS
OpenFlow controller as the best controller to do our research [16].

Mininet Emulator: We have selected Mininet SDN network emulator to emulate the designed
network topology. Because Mininet is python based SDN network emulator and allows to design
single, tree, linear and customized network topologies using python language. In addition, Mininet
provides real Linux operating systems, real applications, real network devices, and real configurations
commands and support OpenFlow protocols [17].

Chbench: It is the most commonly used tool for benchmarking SDN OpenFlow controllers, which
operated in either latency or in throughput mode. Cbhench used to test the controller for throughput
and latency performance by running it in throughput and latency mode respectively. So, we have
selected and used cbench OpenFlow controller throughput and latency benchmarking tool [18].
Oracle VM VirtualBox: We used oracle VM VirtualBox to install Linux operating system.
Virtualbox is suitable for low-performance computers in terms of memory, CPU, and computer
processing speed; so we used VirtualBox [19].

Linux Container: Linux container (LXC) is operating system-level virtualization method for
running multiple isolated Linux containers on a control host using a single Linux kernel. In order to
distribute SDN ONOS controller using multiple VM is very complex and requires a high processor,
large size memory and hard disk of a computer. We have used LXC to solve these problems since it
helps us to create three LXC containers in a single VM [20].

Python: Python is an open source, interpreted and multi-platform programming language [21]. We
used python to design the SDN network topology because Mininet network emulator is python based.
This helps us to create hosts, links, OpenFlow switches, networks and to connect the designed
topology with distributed ONOS controllers at the remote.

Microsoft Office Word, Excel, Edraw Max, Google chrome etc.: We have used Microsoft office
word to write and prepare the document of the thesis. We have used Excel to analysis and to show
graphically the throughput, latency, and TCP bandwidth results of ONOS controllers. We used Edraw
max, to design architectures, models and to draw high-quality image; because Edraw max contains

network and other templates. We used chrome to show graphically the designed network topology



and distributed ONOS controller since ONOS controller has GUI.

OpenFlow Protocols: The OpenFlow protocol is a rule that separates control plane from the data
plane. In our case, we have used OpenFlow protocol, because of most of SDN controllers, Mininet
and cbench are support it and different network device companies produce OpenFlow devices. So,
we used OpenFlow protocols to separate control and forwarding layer [6].

OpenvSwitch: We used OpenFlow switches for packet forwarding purpose at the data plane of the
data center. In addition, different versions of OpenvSwitch are supported by Mininet and ONOS
controller, so OpenvSwitch is suitable to switch to do this research [7].

SDN network topology: In this research, we have designed tree and customized topologies using
python language since the Mininet emulator tool is python based [22].

Iperf: It is a Mininet command tool that measures TCP bandwidth between hosts that is connected
to the controller. We have used this tool to measure the amount of TCP bandwidth between hosts that
is controlled and managed by distributed ONOS controller in a cluster. This enables to use ONOS
controller in a data center networks based the result of distributed ONOS controller bandwidth and
performance. So, we have selected it as the best tool to use in this thesis.

Parameters: Parameters are the main factors to do this thesis. To do performance analysis and to use
ONOS controller in a data center networks, we have used and measured two key performance
parameters such as throughput and latency and TCP bandwidth between hosts.

Finally, the main method of this research literature review and related work study. This enabled us to
understand SDN concepts, SDN and traditional network architecture differences, SDN controller
concepts, the current state of SDN distributed controllers in data center networks and to find the gaps.

So in the next chapter, we have performed literature review.

1.7.3. Performance analysis and evaluation
In this thesis, after measured the throughput latency and TCP bandwidth of ONOS controller we
have performed performance analysis and evaluation of the results.

1.7.4. Adapt distributed ONOS controller in a data center networks
An SDN distributed ONOS controller was designed for internet service provider networks. Datacenter
networks need highly scalable, available controller so we have used ONOS controller in a data center

networks.



Research method
¢ Expermintal research
1

Literature review

¢ Recent-> Journal articles, Books, Proceeding papers

1

Research tool comparison and selection

* ONOS SDN distributed controller

¢ Mininet emulator

¢ Cbench SDN OpenFlowcontrollers benchmarking tool
_* Iperf

Working environment setup
* Software
® Hardware

1

¢ [dentified SDN controllers performance parameters

¢ Created three distributed ONOS controllers in a cluster
¢ Adapt ONOS controller in a data center networks

* Designed tree and customized topologies

® Measuring ONOS controller performance

1

Performance analysis and evaluation

.,

Figure 1-3: Research procedures.

1.8. Thesis Organization

The remaining of the document is organized as follows chapter two discusses the literature review,
chapter three discusses research tool comparison, selection and research environment setup, chapter
four discusses proposed solution of the work, chapter five briefly discusses controller performance

analysis and evaluation and finally gives the conclusion of the work and future work.



CHAPTER TWO

2. Literature Review

In this chapter, we present the literature review on the performance analysis of distributed software-
defined network controller in data center network. In order to address some of the most relevant
techniques, algorithms and methods. In addition, it is very important to review several related kinds
of literature that have been conducted in the field of SDN so far to have an understanding of the
problem. Therefore, related literature such as proceeding papers, recent books, articles, journals and
other sources are retrieved and consulted. This helps to understand the concepts, principles, and
methods that are important for designing, implementing and deploying SDN. Finally, the novelty of

the research work proposed in this thesis is presented.

2.1.  Overview of Traditional Network

The computer network is the basis for today’s telecommunications technologies, as networks become
part of the critical infrastructure of our businesses, homes, and schools. The first project in computer
networking was introduced in 1967 and it was called ARPANET (Advanced Research Projects
Agency Network). ARPANET was the foundation of the global communication. The network
technology reaches today’s high technologies and the network computing technology has become a
part of our day to day life due to the massive amount of information and data that are stored in the
cloud [23].

The authors in [24] presented, even though the traditional network is widely spread and adopted, it is
very complex and hard to manage such as to express the desired high-level network policies, the
network operators need to configure each individual network device separately using low level and
vendor specific commands. The control plane and the data plane are bundled inside the networking
devices. This reduces the flexibility and delays the innovation and evolution of the networking
infrastructure. In addition, network environments have to endure the dynamics of faults and adapt to
load changes. According to [25], traditional networks are complex constructs built from special
purpose devices like switches, routers, firewalls, load balancers, and middleboxes. Such devices often
support standard protocols for transporting data but they come with proprietary interfaces for

configuration and control.

2.1.1. Traditional Network Architecture
It is necessary to review the traditional network architecture to better understand the new SDN
approach. It has transmission equipment, connectivity between components can be wired or wireless,

software and communication protocols. To connect hardware and to create a network different
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mediums are used and as a result of those various connections, different transmission modes exist.
These transmission modes are Ethernet, Wireless or Optical. The core of the network is made of
hardware such as switches, routers, and servers that are connected together with one or more
transmission methods. When we consider an end to end communication, the information travels
through the network equipment hop by hop until it arrives at its final destination. Sometimes, the
information can be segmented into multiple pieces and sent through different paths to get to its
destination [26].

To decide where the information should go is not straight forward because the devices require having
knowledge about who else is on the network. This information is managed by protocols that are
installed in network devices. These protocols communicate with their neighbors and advertise
information to keep a concise view of the whole network such protocols install the rules on the
network devices on TCAM tables. Since they already know where the information goes, the next step
is to know how and where to send such information. In each of the network devices, the TCAM table
is looked up for the next hop information for that particular instance. Once the next hop port is found,
it is just a matter of sending such information on that port for transmission. This is called the
forwarding plane because of the physical operation it takes to look for information and move it to the
next network device [27, 28].

In the conventional networks, the logic that decides how packets should be forwarded through the
network and the mechanism that is responsible for actually forwarding the packets are strongly
coupled. These two constructs are typically referred to as the control plane and the data plane.
Furthermore, the entire network structure is highly decentralized; the configuration of one device can
be entirely independent of the others. In practice, however, these qualities make large networks
exceedingly difficult to manage, debug and reconfigure [26].

11
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Figure 2-1: The traditional network architecture [26].
Figure 2-1, shows the vertically integrated control plane and data plane of traditional network
architecture. The network management center is responsible for managing the network. The network
devices such as the routers and switches are made path decision to forward the data to its final
destination. In another word each of the network elements such as router and switch perform both
the forwarding plane and the control plane operations. This network has several disadvantages some
of which are limited innovation, not scalable, prone to error, difficult to manage, expensive equipment,

consumes a lot of time to configure each individual device and very complex [26].

2.1.2. Limitation of Traditional Network

The authors in [27] present the evolution of network configuration with a story of two campuses. The
researcher presents large campus network has around 1,000 to 1,700 or more network devices and
experiences 1,000 to 18,000 changes per month. Regardless of the growth of size and complexity; the
method and tools used for configuring the network have not changed much. Network operators still
perform complex network tasks by typing low-level commands to configure individual network
devices. And they make frequent mistakes when try to change the network configuration.

There are several reasons why network configuration is so hard and error prone. First, network
configuration process remains low level and mostly manual. Operators still use CLI to interact and to
configure network devices. Second, the configuration files reside in the network devices are
distributed all over the network that makes the management so hard. Distributed configuration across
routers is the cause of the majority of the configuration faults in access lists. Third, network conditions

are dynamic, thus frequent and continuous network configuration updates are inevitable. Traffic
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patterns and volume change, host devices arrive and depart new departments appear and move and
so forth. Operators generally rely on manual updates to configuration files on each network devices,
but also often use ad hoc scripts or tools to automate frequent changes to the configuration. However,
such scripts or tools do not prevent misconfiguration, but in fact, can even introduce more
misconfiguration [29, 30].

Open networking foundation studies the major drawbacks of the existing traditional network
architectures. They found out that the traditional network architecture was not built in a way to meet
today’s requirements of end users, service provider, data center and enterprise networks. The
following are some of the limitations of the traditional network architecture [31]:

Scalability: Today networks have become extremely complex due to the addition of hundreds or
thousands of network devices. Large data centers, like Amazon, eBay, Google and Facebook face
more serious difficult scalability problems. Since, it is very difficult to scale, set and configure
manually these large networks.

Difficulty in applying Policies: In order to maintain a data center network or other network policies,
network administrators would need to configure hundreds of routers, and switches individually and
manually. It is difficult for network administrators to maintain a consistent setting for access
privileges, quality of services and security.

Management Complexity: In order to meet the organization requirements such as high availability,
security, and extended connectivity. When add or remove devices from a network become a problem
for network administrators, where several parts of the network have to be reconfigured such as access
lists, VLANSs, QOS, policies, routing protocols and topologies. Due to this, the traditional network is
extremely complex to manage.

Equipment Vendor Dependability: The traditional network devices are vendor locked, this influences
the continuous research and innovation to make better products at a lower cost. The absence of open
standardized interfaces has restricted the ability of the network operators to customize the network to
their required environments this affected the network industry badly.

In general, [32] studies that, in the traditional network, most of the network functionality such as
routing, switching or network access decisions are handled by network devices. This does not provide
much space for novel research ideas such as new routing algorithms to be tested in wide scale, real
networks. Moreover, it also allows vendors to give researchers access to their equipment in a unified
way without opening up their products. Therefore researchers are able to conduct experiments with
new protocols in a real world network without affecting the production traffic. To solve this problem

the concept of SDN is released.
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2.2. History of SDN
According to [33] the history of SDN began 20 years ago, just as the Internet was taking off, at a time

when the Internet’s amazing success alter the challenges of managing and developing the network
infrastructure. The focus here is on innovations in the networking community whether by researchers,
standard bodies, or companies. SDN makes computer networks more programmable; innovation in
network management possible and lowers the barrier to deploying new services. In [33] the authors
report the history of SDN by dividing into three main stages according to the time period:

Active Networks: Starts from the mid-1990s to the early 2000s, which introduced programmable
functions in the network that lead to greater innovation. The idea of a programmable network initially
took shape as active networking, which takes many of the same visions as SDN but lacked both a
clear use case and an incremental deployment path.

Control Plane and Data Plane Separation: (From around 2001 to 2007), after the era of active
networking research, separating the data and control planes was started to make the network easier to
manage. This work focused primarily on better ways to route network traffic a much narrower vision
than previous work on active networking.

The OpenFlow and Network Operating Systems: (From 2007 to around 2010), which represents the
first widespread adoption of an open interface and developed ways to make control plane and data
plane separation scalable and practical. In [28] explain that OpenFlow provides an open protocol to
program the flow table in different switches and routers. A network administrator can partition traffic
into production and research flows.

The Relationship between Network Virtualization and SDN: Network virtualization an abstraction
of the physical network in terms of a logical network and to virtualized the network it does not require
SDN. Similarly, SDN is the separation of a logically centralized control plane from the underlying
data plane and it does not imply network virtualization. SDN and network virtualization relate in three
main ways: SDN as an enabling technology for network virtualization, network virtualization for
evaluating and testing SDNs and Virtualizing SDN. In general, researchers describe the history of

SDN and each technology developed over the past 20 years is shown graphically below.
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Figure 2-2: History of Programmable Networking over the Past 20 Years [33].

2.2.1. Definitions of SDN
The authors in [34] defined SDN as a new network concept that separates the control plane from data
plane to enables the centralization of a programmable control plane. SDN is simply a process that
separates the control plane from the forwarding hardware. The Open Networking Foundation (ONF)
also defines the process as a product unique to the SDN architecture, which enables the control and
data planes to be decoupled with the network intelligence and state are logically centralized and the
fundamental network infrastructure is abstracted from the application [35]. ONF also define SDN in
terms of its architecture, SDN is a new architecture that is dynamic, manageable, cost-effective,

adaptable, making high-bandwidth, and dynamic nature of today's applications [35].

2.3. SDN Architecture

According to [24] SDN seeks to resolve these challenges by completely rethinking network
management. SDN has three main characteristics such as decoupling of data planes and control planes,
centralized control of the entire network and programmability. By exposing centralized view and
control over an entire network infrastructure, new functionality can be added as needed. SDN
discovers and updates a global abstract network view to facilitating the central control logic. SDN
terminology can be described from up to bottom as management plane, northbound interface, control
plane, southbound interface, data plane and forwarding devices. According to ONF [29] the SDN
architecture has advantages over the traditional network are listed in Table 2-1.
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Figure 2-3: The advantage of SDN network over the traditional network [35].

Advantages of SDN network over traditional network

Open standards When .|mplemented through open standards, SDN simplifies network design and
operation,
Vendor Instructions are provided by SDN controllers instead of multiple, vendor specific
independent devices and protocoks.
Confiaured SDN lets network managers configure, manage, secure and optimize network
: . resources very quickly via dynamic, automated SDN programs, which they can
Programmatically | .
write themselves.
Centrally Network intelligence are logically centralized in software based SDN controllers,
Tanaced which maintain a global view of the network, appears to applications and policy
J engines as a single logical switch.
Network control is directly programmable due to this the network manager can
Programmable . .
update, control and modify the controller program easily.
Adile Abstracting control plane from forwarding plane lets administrators dynamically
] adjust network wide traffic flow to meet changing needs.

The Figure 2-4 shows the three main layers of SDN architecture. An SDN architecture has an
application layer that runs on a controller, the control layer that contains a controller to control the
device and to make a decision and the infrastructure layer that contains a lot of OpenFlow devices.

Also, SDN architecture has three application interfaces such as northbound, southbound and

east/westbound application interfaces
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Figure 2-4: SDN architecture [4, 26].

2.3.1. Application Layer
The application layer contains network applications that can introduce new network features, such as

security, manageability, forwarding schemes to assist the control layer in the network configuration.
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It can receive an abstracted and global view of the network from the controllers and use that
information to provide appropriate guidance to the control layer. The interface between the
application layer and the control layer is called the northbound application interface [34].

As illustrated in Figure 2-3 Northbound APIs, offers the software interfaces between the application
layer and the control layer, through providing universal data and functionality for network
applications. Current controllers offer a quite broad variety of northbound APIs, such as ad-hoc APIs,
RESTful APIs multilevel programming interfaces, file systems, between other specialized APIs such
as NVP NBAPI and SDMN API [4].

2.3.2. Control Layer
Control plane or layer is the interface defined between an SDN controller and an SDN data plane. It
provides programmatic control of all forwarding operations, capabilities advertisement, statistics
reporting and event notification. One value of SDN is that the control plane is implemented in an
open, vendor-neutral and interoperable way. Between the control layer and infrastructure layer

contains southbound APIs, east/westbound APIs, and verity of protocols.

As shown in Figure 2-3, East/Westbound APIs are a special case interfaces required by distributed
controllers. The functions of these interfaces include import or export data between controllers,
algorithms for data consistency models and monitoring notification capabilities i.e. check if a
controller is up or notify a takeover on a set of forwarding devices. Eastbound APIs are able to
interconnect traditional IP networks with SDN networks, which often demand a translation module
in between. Westbound APIs are able to deliver information between multiple SDN controllers in
diverse areas and enable management of distributed SDN architecture [4].

Southbound APIs offer the software interfaces between the control layer and the infrastructure layer.
OpenFlow is the most popular southbound interface to separate control and forwarding plane. On the
lower level of the control plane, the southbound APIs can be seen as a layer of forwarding device
drivers. It provides a common interface for the upper layers while allowing a control platform to use
different southbound APIs namely OpenFlow, OVSDB, ForCES etc. Also protocol plugins to manage
existing network devices such as SNMP, BGP NetConf etc. However, most controllers support only
OpenFlow as a southbound API [4, 5].

2.3.2.1. OpenFlow Protocol
OpenFlow was first proposed by McKeown to enable easy network experiments on a campus network
and is currently used in most SDN practices. It is the first protocol that popularizes the concept of
SDN. OpenFlow takes advantages of most modern Ethernet switches and routers contain flow tables
for essential networking functions such as routing, subnetting, firewall protection and statistical

analysis of data streams [28, 36]. OpenFlow protocol offers suitable flow table operation services for
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a controller to insert, delete, modify, and look up the flow table entries through a secure TCP channel
remotely. The OpenFlow network architecture has three basic concepts such as OpenFlow switches
in the data plane, control plane consists of one or more OpenFlow controllers in the control plane and

secure control channel connects the switches with the control plane.

B 2y
g = ézb*-i-g%'

s
= h Fszi
e P ofisare SRR (o

Software S
1me . Flow
" Hardware 4
Flow Table
Hardware Tatle

Figure 2-5: OpenFlow Switch architecture [28].
OpenFlow switch is a software program or hardware device that forwards packets in an SDN
environment based on the OpenFlow protocol. It has three main parts such as flow table is used to
lookup packet and also do forwarding, a secure channel that connect the control and data plane and
OpenFlow protocol that carries the message between SDN controllers and the underlying network
infrastructure. The connection between the OpenFlow controller and the switch is secured using SSL
or TLS cryptographic protocols, where the switch and the controller are mutually authenticated by

exchanging certificates signed by both sides’ private key [36, 37].

OpenFlow is a new standard open source protocol and it is standardized by the ONF with the aim to
provide programmable networks. OpenFlow secure channel acts an interface to connect switches and
controllers. Three main types of messages can be sent through the secure SSL or TLS channel such
as a controller to switch, asynchronous and symmetric messages. Controller to switch messages are
sent by the controllers to manage and check the state of the switch. Asynchronous messages are sent
by the switch to update the controller about network events and changes to the switch state.
Symmetric messages can be initiated by either the switch or the controller and sent without
solicitation [4, 31, 35].

2.3.3. Infrastructure Layer
The infrastructure layer or data plane contains forwarding devices such as switches, links, and hosts.

In the data plane, the switching device performs packet forwarding, based on the forwarding rules
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imposed by the controller. The main function of an SDN switching device’s data plane is packet
forwarding. Specifically, upon receiving a packet, the switching device first identifies the forwarding
rule that matches with the packet and then forwards the packet to the next hop. Compared to packet
forwarding in legacy networks based on IP or MAC addresses, SDN packet forwarding can also be

based on other parameters like OpenFlow, TCP or UDP port, VLAN tag and ingress switch port [36].

2.4. Why SDN Network Needed?

Since SDN provides easier and more flexible system for network management. Any change in the
network configuration such as adding or removing of devices can be very easily handled in SDN. The
network administrator does not need to go to each individual device in the network to modify the
configuration. Instead, configuring the changes in the controller would deploy the modifications on
the entire network. Because SDN controller has a centralized view of the overall network devices.
SDN facilitates communication between the applications and the network. This results in a dynamic
network for a dynamic application. SDN provides various features than the vertically integrated
traditional network. In general, SDN network is scalable, flexible, reliable, secure, programmable,
and has high performance and availability than the existing traditional network [31, 38, 39, 40].

2.4.1. Open Networking Foundation
The ONF [8] is a user driven nonprofit organization focused on promoting, standardizing, specifying
and adopting of SDN network through open standard development. It was founded by Deutsche
Telekom, Facebook, Google, Microsoft, Verizon and Yahoo in 2011. As [15] ONF brings together
about 97 companies and is dedicated to releasing, promoting and adopting of OpenFlow specification.
In [35] now a day ONF has more than 501 members to standardize, promote, implement and adopt

SDN network. This enables to make SDN network the future best network throughout the world.

Table 2-1: Members of Open Networking Foundation [7].

Open Networking Foundation Members
Nokia Ericsson Globe Telecom Corsa Technology
Ciena Facebook |SDN Essentials Criterion Networks
ATET Google SK Telecom Daho Cloud Networks
ZTE Huawei Telecom lItalia ATTO Research
Oracle Intel Vodafone Juniper Networks
Samsung Lenovo Ecode Networks [Extreme Networks
SDNLAB |Yahoo Cisco Systems Microsoft Corporation
2.5. SDN OpenFlow Controllers

SDN OpenFlow controllers are the core of SDN network. The concept of SDN controller was born
along with the introduction of SDN. The controller is like a human brain; human brain control and

order all organs of the human similarly control plane control and manage all of the forwarding devices
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in the network. SDN OpenFlow controller is an application that manages flow controls to enable
intelligent networking. Any communications between applications and devices have to go through
the controller. The controller uses OpenFlow protocols to configure network devices and choose the
optimal network path for application traffic and to tell switches where to send packets. The controller
APIs enables the controller to communicate to the switches below southbound APIs and applications
above northbound APIs [41, 42].

Nowadays there are more than 30 different OpenFlow controllers designed by different groups,
written in different programming languages, having different architecture and performances. Some
of OpenFlow controllers are: NOX [43], POX [44], Terma [41], Ryu [45], Floodlight [46],
OpenDaylight [5], ONOS [47] etc. These SDN controllers need a research on capability, availability,
scalability, performance and communication between distributed controllers. The basic requirements
for building SDN controller provided by the SDN controller community are [24, 28, 43, 48]:

Table 2-2: The basic requirements to build SDN controllers.

Basic requirements for building an SDN controller
High performance controller for various network loads and applications is a key

Performance |.
issue.
Scalabil The controller should be scalable without losing the modularity in design. This
ity avoid single point of failure and increase the network availability.
- Various applications should be able to run on the controller and use the common
Flexibility

functionality that the controller has provided.

Scale the|Controller applications and modules can be dynamically plugged into the
Development |controller; hence the architecture should allow them to be developed
Process independently.

The percentage of time, in a specific time interval, during which a controller, or
Availability |other machine can be used for the purpose that it was originally designed and built
for.

The Table 2-3 below shows the comparison between six centralized SDN OpenFlow-based
controllers using two criteria’s with the short description of the controller. Each controller has

different criteria and different researchers do their research on the controller performance.
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Table 2-3: List of centralized OpenFlow SDN controllers [30, 37].

Controllers | Language | Developer Description
NOX [43] C++/Python  |Nicira It is the first centralized OpenFlow SDN controller.
POX [44] Python Nicira It is a general, open source SDN controller that supports
OpenFlow protocol.
Rice It tries to improve the system throughput by exploiting
Maestro [49] |Java A multicore processors and parallelism. It provides
University  |.
interfaces
It is SDN operating system to provide logically
Ryu [45 Pyth NTT .
yu[45] ython centralized control and APIs. It supports OpenFlow.
Beacon [50] |Java Stanford It is a cross platform and modular OpenFlow controller.
University  [It supports event based and threaded operation.
Floodlight supports mixed OpenFlow and non
Floodlight [46] |Java Big Switch [OpenFlow networks. It based on the Beacon
implementation.

2.5.1.

SDN distributed controller is fault tolerance, avoid a single point of failure, improve performance,

SDN Distributed OpenFlow Controllers

resilience, scalability, availability, avoid a single point of failure and reduce the impact of problems
caused by a network partition. Distributed controller handle complex tasks such as quality of service,
managing virtual private networks in large networks and traffic engineering [5] [49].

In order to solve the centralized SDN controller problem various distributed controllers are designed
and implemented. This [50] design a scalable control mechanism to solve switch migration problem
(SMP). So that, the authors proposed DHA to solve this problem. They indicate two distributed controller
architectures such as hierarchical architecture is vertically layered from root controller to leaf and flat
architecture is horizontally equalize all the controllers. This [10] reports, a single controller is
insufficient to control the entire network; so distributed controller is needed. A distributed controller
architecture helps to implement well-known distributed routing protocols, like BGP, OSPF, and ISIS.
They also determined how many controllers to use and where to place them.

In [24] multi-controller architecture is a set of controllers working together to achieve some level of
performance and scalability. Since multiple controllers are used to cooperatively manage the entire
network devices. In an SDN, there are three types of architectures, centralized, physically distributed
but logically centralized and completely distributed. Logically centralized but physically distributed
controller is one of the implementation methods of distributed control plane.

The Logically Centralized but Physically Distributed Control Planes [24]: In a logically centralized
controller, all the controllers have the same responsibilities and split the charge equally, but one is a
master. They always aware every change in the network and share the same information instantly to
the network synchronization. It allows each controller in a cluster to exchange information each other

using east/west APIs and protocols.
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Figure 2-6: Logically centralized but physically distributed OpenFlow controller architecture [24].

2.5.1.1. Distributed SDN Controllers in a Data center Network

Data center network (DCN) is a network that contains telecommunications, switches, routers, links,
hosts huge servers, power supplies, environmental controls and security devices [70]. DCN needs,
high availability, high bandwidth, and low latency than enterprise and internet service provider
networks. Because, today data center networks are needs scalable, flexible, available, secure, fast and
optimal devices. Companies try to find solutions that allow them to expand their network easily and
cheaply while maintaining the option to choose their equipment without linked to their previous
vendors [51].

To address these problems the researchers, network companies, data centers, ISP and enterprise
networks are turning to SDN network. SDN distributed controllers played a key role in the evolution
of the modern data center networks. SDN distributed controllers have emerged as a viable solution to
manage from small to large data center networks [52]. So, to make DCN scalable, high performance,
available, and flexible distributed controller is the first option [12].

After this to achieve the aim of this thesis, we have reviewed the journal articles, and articles that are

more related to our objective.
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2.6. Related Works

In [53] the authors evaluate the performance of the floodlight controller on a single server and shown
that it can handle over 1.6 million requests per second with an average response time of 2ms. Also,
the authors in [54] present the evaluation result of SDN performance, where the authors run a single
controller and determine that a single controller can control up to 5000 switches with 46 cores. They
were able to achieve a throughput of 14 million flows per second with a latency of 200 ps. These
authors in their future work indicates, one controller can’t well in many scenarios, so large networks
need more than one controller and performance evaluation

In [18] compare four OpenFlow controllers such as NOX, Beacon, Maestro, and Floodlight. They
considered four key performance bottlenecks including multi-core support, switch partitioning,
packet and task batching. The performance evaluation results show that static switch partitioning and
packet batching designs are best for controllers in high throughput networks. Packet and task batching
designs are good for controllers with delay sensitive control plane applications. The results also show
that sending control messages out individually can improve the latency performance. Based on these
results, a Floodlight controller is the best controller, whose performance was better than the other
three controllers.

In [55] also compare five controllers each other such as POX, Ryu, Terma, Floodlight, and
OpenDaylight. The authors used multi-criteria decision making (MCDM) method and priority vector
parameter to select the best controller. They compare these five controllers based on available
interfaces, supporting of virtual switching, GUI, supporting of REST API, productivity, being open
source, having documentation, age, modularity, supporting language, platform, TLS, OpenFlow and
OpenStack networking. The results show that Ryu has the best priority vector value (0.287).
Floodlight, OpenDaylight, Terma and Pox controller has the next best results respectively. The
priority vector values of Floodlight and OpenDaylight controllers (0.275, 0.265) were very close to
the Ryu controller.

The authors in [52] perform performance evaluation on centralized OpenDaylight and Floodlight
SDN controllers. The authors used cbench tool to measure the throughput and the latency this
controller in a data center network. And they used Mininet emulator to emulate the topology that
contains 8, 16 and 32 switches. The latency test was run for a minimum of 10 minutes and repeated
10 times with 8 switches, Floodlight produces 1214 responses/sec. When the number of switches is
increased slight increase in the number of responses, from 1214 with 8 switches to 1239 with 16
switches and to 1335 with 32 switches. In all evaluation, the minimum number of responses per
second per switch is recorded to be 1208 whereas the maximum is recorded to be 1404. The latency
result was 55/sec, 27/sec, and 15/sec on average with 8, 16 and 32 switches respectively.

The latency of Floodlight increases when the number of switches is increased but ODL shows
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unexpected behavior as the numbers of responses decrease when the number of switches is increased.
The final result is OpenDaylight SDN controller has low average responses and high latency as
compared to Floodlight.

In throughput mode, the controllers are evaluated for how many packets it can process in a second.
Testing scenarios were same as latency tests except tests were run for a minimum of 60 seconds and
each test was repeated 6 times. As increased the number of switches to 16 and 32, the number of
responses per second decreased to 9408 and 4536 respectively. The OpenDaylight had very low
responses as compared to Floodlight. Average per switch responses recorded on the OpenDaylight
controller were 270, 33 and 34 for 8, 16 and 32 switches respectively.

This article [56] introduces when the number of connected devices increase requires a novel solution
to control the incoming SDN network resources. In order to evaluate the benefits of having multiple
SDN controllers, the researchers used OpenDaylight controller, Mininet emulator, and cbench
benchmarking tools. The testing environment contains two SDN controllers and 26 switches created
using OpenvSwitch. They used three experimental scenarios such as single connection, all connection,
and selective connections.

The result is when the number of packet-in is greater than 40,000 the all and the selective connection
are becomes relevant. At 50,000 packet-in this difference becomes more than 8 seconds. Additionally,
when the network load is high the throughput of the selective test scenario is 66% greater than the all
connection test scenario and 100% greater than the single connection test scenario. Finally, the authors
conclude that the selective connection better than any other configuration. In general, the authors
doesn’t evaluate the performance two OpenDaylight controller and its key parameters properly. Due
to this, the test results influence the control plane design of three projects. Furthermore, they are not
investigating different topologies and tests to identify the advantage and drawbacks of a distributed
control plane [56].

The aim of this paper [57] is to understand the performance and limitation of SDN OpenFlow
controllers. The authors conduct numerical analysis to evaluate the proposed model performance with
different parameter values. Their experimental results indicate that the controller model provides a
more accurate approximation of SDN controller performance. Finally, they indicate to apply the
queuing theory to build analytical performance models for other widespread SDN controllers of data
center networks as future work. Furthermore, extend the analytical performance models from single
SDN controller to clusters of SDN controller still requires a research.

Authors in [50] used Chinanet contains 8 switches and 59 links and Cernet contains 36 switches and 53
links real network topologies. They used Beacon controller in an individual machine to simulate single
centralized controller. Then compared DHA-CON contains 4 controllers with the scenarios of the single

controller (S-CNTL) contains a single controller, static distributed controllers (D-CNTL) contains 4
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controllers and Dynamic Controller Provisioning Problem with Greedy Knapsack and Simulated
Annealing (DCP-GK and DCP-SA).

These authors obtained the following results single controller has the lowest scalability due to its
resource-limited architecture. The average flow setup time for S-CNTL and D-CNTL are more than
0.65s and 0.35s. Average utilization ratio S-CNTL has 100% utilization due to its limited resource.
Each controller in DHA-CON has more than 90% utilization. The controller in D-CNTL has less than
80% utilization in average because of the load imbalance among different controllers. When =50
the average actual utility loss is 0.23 and 0.22 for Chinanet and Cernet. Finally, they indicate
resilience and performance evaluation requires study and experiment.

This survey [58] present many essential research issues about SDN controllers; especially focus on
the controller architecture, performance, scalability, placement, interface and security problems.
Because its aim is to provide an up to date view to the SDN controller. The network uses a single
controller, which leads to performance, single point of failure, availability and scalability problems.
If the controller fails or becomes the performance bottleneck, the network will lose the advantages of
SDN. Much different architecture has been proposed recently, such as the multi-core controller, the
logically centralized controller, and the completely distributed controller. However, these designed
distributed control plane methods and architectures need performance analysis and still lack in-depth
study.

In this literature review section, we have compared traditional and SDN network architecture. Also,
we have discussed traditional network limitation, the evolution of SDN, SDN layers, use of SDN,
OpenFlow protocols, SDN OpenFlow controllers, distributed controllers, the application area of
distributed controllers and related papers to this thesis. In addition, we have described the
organization, which standardize and promote SDN network. This helps us to understand SDN concept
and to find a gap that is fulfilled by this thesis.

In order to summarize the related work, we have used [18, 50, 52, 53, 55, 56, 58] journal articles as
a base paper from the related work. Because, these articles are related to our work, this helps us to

find the gaps. The Table 2-4 stated that the gaps that were identified in these base papers.
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Table 2-4: Identified gaps in the literature review.

Journal

Articles Identified Gaps

S.Rowshanrad et al, were only focused on performance evaluation and comparison of a centralized
floodlight and OpenDaylight controllers. Also they only consider latency performance metrics with
[18] low load network, mid load network and with high load network by using tree, linear and single
topology. In addition, they are not consider performance evaluation on a distriouted SDN
controllers in a cluster under complicated topology.

G.Cheng et al, were performed performance evaluation on two distributed OpenDaylight
controllers by using only 26 switches. This article does not consider any network topology and not
used different scenarios. Also these authors were not consider comparison of single and two
OpenDaylight controllers by using OpenFlow controllers key performance metrics.

ZKhan Khattak et al, were only focused on performance evaluation and comparison of a
[52] centralized floodlight and OpenDaylight controllers with the same title with [18]. These authors also
not consider different topologies and distributed SDN controllers.

A. Tootoonchian et al, were evaluate single floodlight controller performance on a single server and
not consider different topologies and different scenarios.

R.Khondoker et al, were compared five centralized SDN OpenFlow controllers and select the
[55] best controller by using fifteen criteria. These authors does not consider distributed controllers
comparison and performance evaluation.

L. Zuccaro et al, in there research perform evaluation between single, four static and four dynamic
Beacon SDN controller on a two real networks. However, this paper perform evaluation only in
[50] average flow setup time and average resource Utilization ratio. In addition, this paper does not,
which controller and topology is suitable or not for datacenter network. Also, the paper not
measured the throughput and latency of Beacon controller.

We used this survey as a base paper. Since, it recommends performance analysis of SDN
distributed controller as future work.

[56]

[53]

[58]

Finally, all previous studies haven’t considered SDN distributed controller performance analysis by
running different number of controllers with different topologies. Although, previous works haven’t
considered ONOS distributed controller performance analysis and using in a data center networks. In
addition, previous works haven’t considered different scenarios and comparison of the controller by
running a different number of controllers in a cluster. In general, the work presented in this thesis is
different from all previous works. Therefore, we have initiated to do performance analysis on
distributed ONOS controllers in a data center networks.

In this literature review, we have understood the concept of SDN networks, SDN controllers, state of
the art of SDN networks and the gaps. Also, we have learned and understood what journals say about
distributed controllers, research tools, research environmental setups, research methods, SDN
controller performance parameters, standards and the ways to analysis evaluate the research results.
According to this, we have been compared and selected research tools and setup the research

environment in the next chapter, which is chapter three.

26



CHAPTER THREE

3. Research Tools and Environment Setup

This section focused on the comparison and description of research tools and working environment
throughout in this thesis progress. We have both the software and hardware environmental setup. In
the hardware setup, we have used OptiPlex 7020 model desktop with an Intel(R) Core(TM) i5-4590
CPU @ 3.30GHz x 4 processor, 4000 MB of RAM and 1 TB of hard disk. In the software environment
setup, the host machine runs windows 7 ultimate 64 bits operating the system with model OptiPlex
7020 and the rating 5.1. To create the guest machine install VirtualBox 5.1.2 in VM install Ubuntu
64-bit operating system. Inside the guest machine, we have installed and used ONOS 1.2.1, Mininet

2.2.1, OpenvSwitch 2.3.90, cbench 1.8, oracle java 8 and OpenFlow version 1.0 and 1.3.

3.6. Comparison of SDN Distributed Controllers
Today there exists many SDN OpenFlow controllers including Ryu [45], POX [44], NOX [43],
Floodlight [46], ONOS [41], Onix [59], HyperFlow [60], OpenDaylight [61] and DISCO [62]. The
question is, which of the controllers is to be selected and used? To solve this problem, we studied
literature, websites, blogs and any available resource providing information about the existing SDN
distributed controllers. The method is analyzed several existing open source distributed controllers to
collect their properties and parameters. We have ranked the above-listed controllers based on their
distributed architecture, released year, scalability consistency, application area, and need performance
study and supporting of different applications and tools. Among them, the top four controllers have
been selected for the study to gather their properties. The selected controllers are ONOS [16],
OpenDaylight [61], Onix [59] and HyperFlow [60]. The table below shows the comparison of SDN

distributed controllers.
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Table 3-1: Comparison of distributed OpenFlow controllers [5, 16, 36, 55, 58, 59, 60, 63].

Criteria ONOS [65] OpenDaylight [63] Onix [61] HyperFlow [62]
Avrchitecture Distributed Distributed Distributed Distributed
Platform Support Linux, Mac Linux, Wins, Linux Linux
OpenFlow version 1.0-15 120,13,14 100, 1.3 1.0.0/1.1.0
Language Java Java Python, C++,C C, C++
Physically Distributed | Yes Yes No Yes
Logically Centralized Yes Yes Yes Yes
Logically Distributed No No No No
Northbound APls RESTful API REST, Java APIs RESTCONF |NVP, NBAPI NO

Southbound APIs

OpenFlow, OVSDB, NetConf

OpenFlow, OVSDB, NetConf

OpenFlow, OVSDB

OpenFlow, OVSDB

East/Westbound APIls

Yes

No

Yes

Yes

Availability High High Medium Yes
Scalability High Medium High High
Performance High Medium Medium High
Security High High Medium Medium
Reliability High Medium Medium Medium
GUI support Yes Yes No Yes
Management Interfaces |GUI/CLI, REST API GUI/CLI, REST API No No

Open Source Yes Yes No Yes

State consistency Strong Weak Strong Weak
Modularity High High Medium Medium
Flexibility Yes Yes No Yes
Developer Team ON.LAB Linux Foundation Nicira Amin Tootoonchian
Faults No No Yes Yes
Documentation Weak Medium Weak Weak

1% Released Year 12/5/2014 2/8/2013 8/14/2010 6/20/2010

In Table 3-1 based on 26 criteria, four distributed controllers have been compared. Our mandatory
requirements are controller must have distributed architecture, high performance, high scalability,
high availability, new released, GUI, northbound and southbound APIs, Linux, application area,
consistency and open source. In addition, we have considered which controller needs study and which
are not. All of the controllers in Table 4-1 above almost support our mandatory requirements and they
are suitable to use. Even though, depend on these mandatory criteria we have selected the most recent
ONOS controller.

3.6.1. OpenDaylight

OpenDaylight was designed in 2013, the OpenDaylight Project was made as a Linux Foundation project.
It can be deployed on any hardware that supports Java. Some of the features of this controller are Java
based (OSGI), modular, and supporting of multiple southbound protocols. OpenDaylight supports the
program bidirectional REST that supports applications running in the same address space [18]. Internal
and external requests for services will be planned by a service abstraction layer to the suitable southbound
plugin and a basic service abstraction that higher-level services are built. Topology abstraction and
discovery, PCE-P and CSPF, OpenFlow, I2RS, and NETCONF are other built-in services within in
OpenDaylight [18].
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There are three major releases of the OpenDaylight controller such as Hydrogen, Helium, and Lithium.
Linux foundation team released new version OpenDaylight controller two times a year [61]. We have
not selected this controller since, it is designed for data center networks, not support east/westbound

interface, not consistence and has medium performance.
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Figure 3-1: OpenDaylight Architecture [61].
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3.6.2. Onix

Onix [59] is distributed controller, in a cluster. It uses one or more physical servers, each of which
may run multiple Onix controllers. Onix is responsible for giving the control logic programmatic
access to the network both reading and writing network state. It reduces workload by adding
controllers without merely replicating it. It allows aggregation in which the network managed by a
cluster of Onix controllers appears as a single controller in a separate cluster’s network information
base. It provides applications with control over the consistency and durability of the network state. It
can handle four kinds of network failures such as forwarding element failures, link failures, Onix
controller failures and failures in connectivity between network elements and Onix controllers.

Onix controller is not supported GUI, not support management interface, not flexible and not support
all OpenFlow versions. Due to these limitations, we haven’t selected Onix controller to do this
research [5, 55].
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Figure 3-2: Onix architecture [59].

3.6.3. HyperFlow

The aim of HyperFlow designers was to keep the network control authority centralized and provide
the distributed controllers with a global view of the network. It uses event propagation system, to kip
information consistent among the controllers. Also, it introduces new functionalities in switches to
suppress frequent events and to reduce the load on the controllers. Adding new primitives to switches
is undesirable because it breaks the general principles of SDNs [55].

The HyperFlow has control, forwarding, and application layers. The control layer contains multiple
NOX controllers that are working cooperatively. Forwarding layer, the switches are connected to the
nearest controller. When the controller fail a switch can be reassigned to another controller.
Application layer which contributes application to the global status of the network. These events are
stored in the publish-subscribe system, which is set to synchronize the global view of the controllers.
As each controller has a global view of the network and its status, it has capabilities to install flows
into all switches. All required flows for a particular data stream are published to the distributed
controllers [60].

We haven’t selected HyperFlow to do this thesis because it has not management interface, northbound

APIs, weak consistence and not support switch migrations.
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3.6.4. ONOS

In our case, we have selected SDN ONOS controller because ONOS controller is able to operate and
control the network through multiple controllers [5]. ONOS is an SDN network operating system
targeted specifically at the service provider and mission critical networks. In addition, ONOS enables
easier application development to control OpenFlow ready and legacy devices. It contains a cluster
of controllers that work together to manage the applications and the network devices. As the network
devices are an increase or network control applications are an increase, ONOS can scale by adding

additional controllers into the cluster [16].

3.6.4.1. ONOS Architecture
ONOS is physically distributed and logically centralized controller and it is distributed in a form of
cluster. ONOS controllers in the cluster interact with all the other controllers. Controllers are logically
connected in a full mesh in a peer to peer way by using a specific TCP port 9876. The controllers
send and accept keep alive messages to or from other controllers to monitor the cluster members [47,
64].
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Figure 3-4: Distributed ONOS Architecture [63].
ONOS provides northbound and southbound API and it has four basic features [16, 47, 64].
ONOS Distributed Core: It is ONOS core architecture, which manages topology stores, provision
of consistency, availability and cluster state. This provides scalability, high availability, and
performance of SDN control plane. The distributed core provides messaging, state management and
leader election services to and between controllers.
ONOS Northbound APIs: It provides an abstract view of the network to the application layer. In
addition, it provides information related to network topology, devices, and links. Also, it provides
application intent framework and global network view to network applications. The application intent
framework allows the application to specify high-level intents without underlying rules. The global
network view provides the application with a view of the network, hosts, switches, links and any
other state associated with the network such as utilization.
ONOS Southbound APIs: This APl module contains the interface which abstracts the messages and
operations required to control a device. It allows plugin for various southbound protocols and devices,
where a plugin maps or translates general network element description or operation on the device to
the specific and vice versa. ONOS southbound API uses OpenFlow, NetConf, OSPF, OVSDB, PCEP
and BGP protocols. OpenFlow is the best protocol for ONOS controller.
ONOS Software Modularity: It makes easy to develop, debug, maintain and upgrade ONOS as a
software system by a community of developers and by the providers. It is how the software is
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structured into components and how those components relate to one another. It enables new

applications or new protocol adapters can be added as needed.

3.6.4.2. ONOS Controller Clustering

Clustering is SDN controllers distributing method, which makes a set of strongly connected SDN
controllers work together as a single controller. It helps us to create and run multiple ONOS
controllers. When one of the ONOS controllers fails in a cluster, resources are redirected and the
workload is redistributed to other working ONOS controller. In the cluster, OpenFlow switches are
connected to more than one ONOS controller in a cluster. Then the switch determines which
controller should be the master and which should be the standby or slave. This is very useful for fault
tolerance and high availability purposes [22, 45, 63].

ONOS cluster must detect and handle controllers joining and leaving the cluster and delegate control
over devices, such that any given device has one primary controller. When running multiple ONOS
in a cluster, each ONOS has three roles, with respect to forwarding devices. The master roles of
ONOS has knowledge of the devices and has full control of or read, write access to all of the
connected devices. The standby role of ONOS it has a knowledge of the device and can read the
device's state, but not manage or write to the device. None role of ONOS that may or may not have

knowledge of the device and cannot interact with it. [10, 22, 63].

3.7.  Emulator and Simulator Tool Comparison

Building real network devices, real operating systems, and applications is very expensive to conduct
a large test bed environment [65]. This problem is solved by simulation and emulation tools because
they have a low cost to build, inexpensive, controllable and flexible to any topology, scalable,
repeatable and accessible to many users. Simulator tools have a reality problem to solve this problem
emulation tools are developed. The emulator tool uses some real devices running, real applications to
and interacts with some simulated devices [66].

Today many SDN network simulator and emulator tools exist such as OMNeT++ [67], Mininet [68],
EstiNet [69] and NS-3 and so on. The question is, which of the tool is to be selected and used? To
solve this issue, we studied literature, websites, blogs and any available resource providing
information about the emulator and simulator tools. We analyzed several existing simulator and
emulator tools to collect their properties. We ranked the simulator and emulator tools based on their
criteria. Among them, the top three emulators and simulator have been selected for the study to gather
their properties. The selected tools are OMNeT++ [67], Mininet [68] and EstiNet [69]. The table
below shows the comparison of OMNET++, EstiNet and Mininet tools.
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Table 3-2: Comparison of OMNET++, EstiNet, and Mininet [67, 68, 69].

Criteria OMNeT++ [69] Mininet [70] |EstiNet [71]
OpenFlow version [1.2.0 1.0-1.4 1.0,1.1,1.3,1.3.2
Language C++ Python C/C++
Operating System Windows, Linux Linux Linux Fedora 17
Simulation Yes No Yes
Emulation No Yes Yes
Use real Controller |No Yes Yes
Result Repeatable Yes No Yes
Scalability Medium High High
Latest version 5.1.2 2.2.1 1.8
Result correctness No real controller High High
Developer OMNeT++ Team ON. Lab EstiNet Technologies
Web site www.OMNeT++.0rg [www.mininet.  [www.estinet. Com
GUI Configuration VND, Miniedit |EstiNet GUI
Open Source Yes Yes No
Accuracy Yes Yes Yes

In the above Table 3-2, we have compared three SDN network emulator and simulator tools. Because
this helps us to identify the most appropriate SDN network emulator tool to this thesis. Depend on
the above evaluation criteria, we have selected Mininet SDN network emulator for this thesis. Since,
Mininet emulator use a real controller, scalable, supports OpenFlow 1.0- 1.5 versions, python based,
correct result, middle multiple processors and support GUI. In addition, Mininet supports reference
controller (ref), OpenvSwitch controller (OVSC) and remote controller. Also, it supports emulation
i.e. it uses real OpenFlow switches, real operating system, real host, real network and real link [67].

Regarding these criteria, we have selected and used Mininet SDN emulator.

3.7.1. OMNeT++
OMNeT++ is an open source modular network simulation tool. OMNeT++ has a generic and flexible
architecture. OMNeT++ is a component-based architecture. The components are then assembled into
larger components and models by using a high-level language [67]. We have compared this tool with
Mininet and EstiNet because it supports OpenFlow switches, OpenFlow controllers, and links. We
have not used this tool in this thesis since it does not support emulation, not use a real controller and
not support OpenFlow version more than 1.2.0 this version.

EstiNet
Another OpenFlow network simulator and emulator tool are EstiNet. EstiNet uses a unique approach

3.7.2.

to testing the functions and performances of OpenFlow controllers. By using an innovative simulation
methodology, which is called kernel reentering, it combines the advantages of both the simulation
and emulation approaches. In a network simulated by EstiNet, each simulated host can run the real
Linux operating system and any UNIX based real application program can readily run on a simulated
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host without any modification. Although EstiNet also supports the OpenFlow protocol and can be
used to simulate SDNSs, easy sharing results, and tools with researchers [69]. We have not used this

tool in our work because it is not open source and not support 64-bit operating system.

3.7.3. Mininet

In this research, we have used python based Mininet emulation tool to emulate the network topology.
It enables to build and configure the network topology using python language. Mininet is a network
emulation platform that supports rapid development in SDN using OpenFlow protocol. Mininet is
freely available open source software that emulates OpenFlow devices and connects with SDN
controllers [17].

Mininet runs a set of end hosts, switches, routers and links on a single Linux kernel by using
lightweight virtualization and it allows emulating real world network scenarios. It helps us to scale
up to hundreds or thousands of controllers depend on our desired. Mininet also provides a smooth
path to running on hardware and surprise is everything can be done in single PC. It is correct, accurate
and repeatable regarding their capabilities, performance, and functionalities. It supports single, tree,

linear and customized topologies [18, 67].

. Linear Topology Tree Topology
Single Topology

2

Figure 3-5: Three common topologies in Mininet [18].
As we can see in the Figure 3-5 a single topology has 1 controller, 1 switch, and a definable number
of hosts. A linear topology has serial connections with a definable number of switches and hosts. A
tree topology consists of multiple topology levels with a definable number of levels such as depth
and fan-out. Mininet allows using remote controllers, reference controllers, and inbound controllers.
Some other advantages of using Mininet are system level regression test supporting, complex
topology testing and CLI which is topology aware and OpenFlow aware. Developed code for an
OpenFlow controller, modified switch, or host on Mininet, can move to a real system with minimal
deployment. So a network design in Mininet can usually move directly to hardware switches for line

rate packet forwarding [18].
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distributed@mininet-vm:~/topo/Tree TOP0$ sudo mn --controller remote,ip=10.8.3.11 --controller remote,ip=10.0.3.12 --controller remote
,1p=10.0.3.13 --topo tree --custom tree3.py

**%¥ Creating network

**+ Adding controller

*** Adding hosts:

hl h2 h3 h4 h5 h6 h7 h8

*** Adding switches:

sl s2 s3 s4 s5 s6 s7

**% Adding links:

(s1, s2) (sl, s3) (s2, s4) (s2, s5) (s3, s6) (s3, s7) (s4, hl) (s4, h2) (s5, h3) (s5, h4) (s6, h5) (s6, h6) (s7, h7) (s7, h8)
*** Configuring hosts

hl h2 h3 h4 h5 h6 h7 h8

*** Starting controller

€0 cl c2

*** Starting 7 switches

sl s2 s3 s4 s5 s6 s7 ...

**% Starting CLI:

mininet> _

Figure 3-6: Mininet CLI with switches, hosts, links and three remote ONOS controllers.
Where sudo mn --custom tree3.py --topo tree --controller remote,ip=10.0.3.11 --controller
remote,ip=10.0.3.12 --controller remote,ip=10.0.3.13 is:

Table 3-3: List of Mininet commands to run the topology and to connect with the controller.

Commands Description

sudo It starts the Mininet emulator from Ubuntu terminal root.

Mn It runs the Mininet emulator.

--custom It used to call the designed topology by using source code file name.

tree3.py It is source code file name with python language extension.

topo It specify the topology type and call the designed topology by its name in this case the
topology name is tree.
It used to specify the controller type and connect the controller with the topology that run on

--controller -
Mininet.

remote This command states the controller run at remote and control the entire devices.

ip It identifies the controller IP address like 10.0.3.11, 10.0.3.12 and 10.0.3.13

3.8. Cbench

Cbench is OpenFlow controller performance testing tool used to evaluate OpenFlow-based SDN
controllers. Cbhench runs in either latency or in throughput mode. In latency mode, Cbench sends a
packet in a message to the controller and waits for the response and estimate the amount of response
per ms. In throughput mode, Cbench sends a stream of the packet in messages to the controller for
specified period of time. In both cases, Cbench counts a number of responses from the controller [18]
[35]. In general, cbench measure the performance of an SDN controller with three main algorithms.
First, emulate a network topology with a set of OpenFlow switches and hosts. Second, Generate a
sequence of packet-in messages from each switch to the controller and capture their responses, i.e.,
packet-out or flow-mod messages. Third, record the respective statistical information, and calculate

the performance of the controller.
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Table 3-4: Cbench OpenFlow controller benchmarking tool running options [35].

Option Description Default value
-c=controller STR hostname of controller to connect to Controllers IP address
-I=loops INT loops per test 16
-M=MAC addresses [INT unique source MAC addresses per switch  {100000
-M=ms-per test INT test length in ms 1000
-p=port INT controller port 6633
-r=ranged-test test range of 1..$n switches Off
-S=switches INT fake $n switches 16
-t=throughput Test throughput instead of latency 0
Fcomectdelay INT delay between groups of switches connecting .

to the controller inms

3.9.  Working Environment Setup Challenges

In this thesis, we used SDN controller, SDN emulator, and SDN controller benchmarking tools to
meet the objective the research. To setup the working environment requires a lot of dependencies
most of these dependency sites have been blocked; this was an obstacle to completed the thesis. This
problem was taken a lot of time because there is no manual option to setup these dependencies. The
only option is command installation and configuration in Ubuntu terminal. We have tried to install
and add different repositories, oracle java PPA repositories, git, LXC, OpenFlow switch images and
ONOS controller packages and libraries in Wolkite University, AA university, and private networks.
However, like ASTU all the sites were blocked in these universities and private internet cafes.
Additionally, dependency applications, libraries, and images were needed more than 3.2 mb/s internet

speed and high-performance computers. The above listed things were our challenge.

The other challenge was ONOS releases quarterly at the end of February, May, August, and
November. At the beginning of a release cycle, they have a planning meeting and two weeks before
the end of the release they freeze integration of new features. When the new version is released most
of the previous version commands are not functional to the newly released ONOS version. Even

though, with these challenges, we have setup the environment as followed.

3.10. Research Environment Setup Main Processes

In this section, described the main procedures to install and set our working environment under
specified hardware requirements. The main procedures are first installed oracle VirtualBox on the
host machine and install Ubuntu operating system as a guest machine. Second, installed ONOS

controller and dependency applications such as oracle java, ONOS packages, apache karaf, apache

37



maven, OpenFlow switch, LXC, OpenSSH server, clone the ONOS source code from Github, and
crul. Third, installed Mininet SDN network emulator tool and its dependency to emulate the designed
network topologies. Then created three containers using Linux container to distributed ONOS
controller. Fourth, created distributed three ONOS controllers in a single cluster using Linux
container. Fifth, installed cbench and Iperf tools and their dependencies. Then, we have started to
understand the ONOS architecture, Mininet architecture and the chench architecture and their

commands. Finally, we have started the experiment.

Finally, in the next chapter, we have presented the expected solutions and contributions of this thesis.
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CHAPTER FOUR

4. Proposed Solution

In the first chapter, described a problem, in this chapter presented the solution of the problem. The
main contribution of this study was created three distributed ONOS controllers, adapted distributed
ONOS in a data center networks, tree, and customized topologies and measured the throughput,
latency and TCP bandwidth of ONOS controller. Then analyzed and evaluated the experiment results

of distributed ONOS controllers in a cluster.

4.1. Performance Analysis Procedures
Performance is a critical issue in computer networking especially in SDN it needed a research and
analysis. In order to achieve the objectives of this research the following listed procedures are
followed. The necessary processes that are performed in this research show the separated control
plane and data plane, created three ONOS controllers and integrated three ONOS controllers with
Mininet and analyzed and evaluated the controller’s performance.
To distribute ONOS controller used clustering network distributing techniques, because, it is fully
supported by ONOS controller. Clustering is SDN controllers distributing method, which makes a set
of strongly connected SDN controllers work together in a logically centralized manner [22].
Clustering ONOS controller helped us to provide high performance, high available, reliable and

scalable ONOS controller.

Datacenter Networks

Mininet
OFF ——=

0s 1'1311‘ Tree
and customized topology E—

ONOS ONE

Cbench [ Latancy &

Throughput ]

Iperf [TCP bandwidth]
I

ONOS ONE, TWO and THREE

performance

l

Amnalysis and evaluate
distributed ONOS
controller performance

ONOS ONE
performance

ONOS ONE and TWO
performance

Adapt ONOS Controller in
Datacenter Networks

Figure 4-1: Performance analysis procedures.
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4.2. Adapt ONOS Controller in a Data center Network

Constructing data center network needs, high-speed 1GB to the 100GB connection [70]. To meet this
requirement DCNs needs very expensive vertically integrated control plane and data plane switches
and routers. This traditional vendor locked network devices have fixed performance, bandwidth and
only accessed by commands, so it is difficult to scale the network and improve the performance of
the network in DCN [18].
A large DCN contains tens of thousands of physical servers and hundreds of switches and routers.
Such large DCN requires thousands of physical network devices and tens of thousands of switch
devices for interconnection purpose. So, in DCN tens of thousands or more network devices control
plane and data plane are vertically integrated. Due to this all DCN devices are installed and configured
manually and individually this takes a lot of operational time. Therefore, DCN needs a solution to
these problems, the only solution is DCNs must use SDN network.
The SDN controller controls and manages network devices remotely. Implementation of SDN in a
DCN enables centralized network monitoring, improve performance and higher routing efficiency.
In addition, improves bandwidth usage, reduce device cost, and save operational time.
Today modern DCN needed high performance, high available and scalable SDN controller. Depend
on different papers that we have reviewed ONOS controller is the best SDN controller. However,
ONOS was designed for internet service providers and optical networks. DCN is different from
service provider networks in terms of devices arrangement since it requires a lot of servers, network
devices, high availability, scalability, reliability and high security than ISPs. In addition, DCN is
different from ISP in the network topology. Several DCN topologies exist; even though DCN uses a
tree topology. Because tree topology has been applied as the best topology for data center networks
this has been approved by several researchers.
Therefore, we have motivated to use SDN ONOS controller in a data center networks. This helps to
improve the data center networks performance, availability, scalability and save operational time. In
order to use distributed ONOS controller in a data center network, we have contributed the following
solutions and procedures.

¢ Compared four SDN distributed OpenFlow controllers and selected the best ONOS controller

that meets DCN requirements.

s Compared three emulators and simulator and selected the best Mininet SDN emulator tool.

+ ldentified the topologies that are most suitable for DCNSs.

%+ Designed a tree and customized topology.

s Selected SDN OpenFlow controller benchmarking tool.

¢ Then measured the throughput, latency and TCP bandwidth of distributed ONOS controllers.
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% Then analyzed and evaluated the throughput, latency, and TCP bandwidth results of
distributed ONOS controllers.
%+ Compared the DCN bandwidth requirement and ONOS controller bandwidth.

% Finally, we have adapted ONOS controller in a DCN networks.

4.3. Measuring ONOS Controller Performance
Different researchers do their research on the performance of Ryu, Floodlight, OpenDaylight, POX,
and NOX SDN centralized controllers. So, have motivated to do performance analysis on a distributed
ONOS controller in a data center network. The analysis process of the study is conducted using three
ONOS controllers in a cluster. Distributed ONOS controller in the cluster communicates each other

using gossip and RAFT protocols [64].

4.3.1. Single ONOS Controller

In the first scenario, we have created a tree and customized topologies using python language. After
this run single ONOS controller at remote and run tree topology on Mininet SDN emulator. A single
ONOS controller at the remote connected with Mininet topologies and controlled entire network
devices. Then using cbench measured and analyzed the throughput and latency results of single
ONOS controllers per tree topology. After this killed the existing tree topology and run customized
topology. Then performed the above procedure on the single ONOS controller per customized
topology and analyzed the results.

Then analyzed each topology throughput and latency result variations in case of the single ONOS
controller. After this discussed the result of the two topologies and identified which topology is most
suitable for the single ONOS controller. Finally, evaluated the throughput and latency results of single
ONOS controller per both topologies. Also, we have measured the bandwidth of ONOS controller
using Iperf tool. This enabled us to determine the available TCP bandwidth of ONOS controller.

Single .
ONOS Packet in
Controller
Packet out Mininet
Chench Op e_nFluww
Throughput Switches
and —| and

Latency Hosts

Figure 4-2: Single ONOS controller.

4.3.2. Two ONOS Controllers
In the second setup, we have been created and run two distributed ONOS controllers in a cluster and
connected with tree and customized topologies in Mininet. Then measured the throughput and latency
of the two distributed ONOS controllers. Like the single ONOS controller, we have analyzed and
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discussed the throughput and latency results of two ONOS controllers in a cluster per tree and
customized topologies and identified the appropriate topology. Finally, evaluated the performance of
a single ONOS controller per two topologies and discussed the results. In addition, we have measured
the bandwidth of two ONOS controllers in a cluster using Iperf tool. This used us to adapt distributed

ONGOS controller in data center networks.

[ ONOS One j [D}TDS Two]
[Packet in

Mininet
Chbench Packet out f OpenFlow
Throughput Switches
and —‘ and
Latency Hosts

Figure 4-3: Two ONOS Controllers in a cluster.

4.3.3. Three ONOS Controllers

In this scenario, we have been created and run three distributed ONOS controllers in the cluster at the
remote. Then connected with the designed tree and customized topologies in Mininet. Then measured
the throughput and latency of a three distributed ONOS controllers. Like the single and two ONOS
controllers analyzed the throughput and latency results of three ONOS controllers. Next, to this,
identified the most appropriate topology for a three distributed ONOS controllers.

Finally, we have taken the average throughput and latency results of single, two and three ONOS
controllers per tree and customized topologies and analyzed their performance differences. In addition,
we have measured the bandwidth of three ONOS controllers in a cluster using Iperf tool. This used

us to adapt distributed ONOS controller in data center networks.

—
ONOS One ] [ ONOS Two } [ ONOS Three]
- Packet in

Packet out

Cb h Mininet
i OpenFlow Switches
Throughput and
and Hosts
Latency

Figure 4-4: Three ONOS Controllers in a cluster.

4.4. SDN Network Topologies
SDN network topology is the physical and logical arrangement of OpenFlow SDN controllers,
OpenFlow forwarding devices, links, and hosts. SDN network emulator supports single, linear, tree
and customized network topologies. So, we have designed tree and customized topologies using

python language[22].
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4.4.1. Tree Topology

A tree topology is a network topology that includes at least three levels in a topology hierarchy. It
contains k levels and 2 hosts are attached to per switch [22]. We used and designed tree topology
because it is most appropriate for data center networks. Data center network has a hierarchical
architecture like that of tree topology. Mininet command supports only K level 2 number of switches
in each level; this not meets the data center network requirement. Due to these problems we designed
tree topology to build K level and X number of switches and hosts.

In this thesis, we have been designed three tree topology. The first topology was designed with 5
levels that contain 30 number of switches and hosts. The second topology was designed with 4 levels
that contain 20 number of switches and hosts. And the third topology was designed with 3 levels that
contain 10 number of switches and hosts.

§ J Open Network Operating System

Internt

10.0.3.11 J 10.0.3.12 10.0.3.13

Core Core 10.0.3.11 10.0.312 10.0.3.13
E # Switches: 2 # Switches: 3 # Switches: 2

. g8
i B
B N
@ | k!
B
. 5
® 9 () ) '
A. Data center network architecture [11] B. Simple tree topology GUI view.

Figure 4-5: Comparison of data center network architecture and tree topology.

4.4.2. Customized Topology

Customized topology is SDN network topology that we design as we like. Unlike a tree, single and
linear topology it hasn’t a specified design and shape. Custom topology is supported by Mininet
emulator but it is not built in Mininet [18]. To design our customized topology, we have been referred
and considered different data center network topology architectures. Then, we have designed three
customized topologies that meet the data center network topology requirements.

In this thesis, we have been designed three customized topologies. The first topology was designed
with 30 number of switches, 180 links, and 30 hosts. The second topology was designed with 20
switches, 100 links, and 20 hosts. And the third topology was designed with 10 switches, 48 links,
and 10 hosts.
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z Open Network Operating System

! 10.0.3.11 ! 10.0.3.12 ! 10.0.3.13

10.0.3.11 10.0.3.12 10.0.3.13
- # Switches: 1 # Switches: 2 # Switches: 1
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Figure 4-6: Sample customized topology source code GUI view.

4.5. SDN OpenFlow Controller Performance Parameters
We have used throughput and latency performance metrics to perform experiment, analysis and
evaluate distributed ONOS controllers in a cluster. These parameters are the two key performance
parameters for SDN OpenFlow controllers. These parameters are measured by cbench OpenFlow
controller benchmarking tool. In addition, we have been used TCP bandwidth between hosts as a

parameter.

45.1. Throughput
Throughput is the actual measured performance of the controller. In the concept of cbench, throughput
is the total amount of response per second or flows per second that is provided by the controller. Also,
it is the number of requests per second that can be processed by the controllers. Throughput can be
measured in packet per second, responses per second and flow per second [71]. In this thesis, we used
flow per second and measured the throughput of distributed ONOS controllers. The throughput is
calculated as when ONOS controller controls all forwarding devices, the packet flows from ONOS

to devices this the actual flow per second is the throughput of ONOS controller.

45.2. Latency
In the concept of cbench benchmarking tool latency is the amount of response per millisecond that is
processed by a controller. The total number of responses received from the controller at the end of
the time period can be used to calculate the average time it took the controller to process each packet
in initiated from the switches [71]. The latency in cbench measured in responses per nanosecond (ns),

responses per microseconds (us) and responses per milliseconds (ms). In this thesis, we used
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responses per milliseconds (ms) and measured the number of responses per millisecond provided by
ONOS controller.

4.5.3. TCP Bandwidth

Bandwidth is the maximum amount of data that can travel through OpenFlow channel, which is
provided by SDN controllers. In this thesis, we have measured TCP bandwidth between hosts by
using Iperf Mininet tool. We have measured the maximum and minimum TCP bandwidth of ONOS
controllers that can generate between all hosts in the network. According to [70], today data center
networks needed 1GB up to 100 GB network speed. Regarding this standard, we have used bandwidth
as a parameter to use ONOS controller that meets data center networks requirement. In this thesis,
we have been measured and analyzed TCP bandwidth in Gigabyte per second.

Finally, in the next chapter, we have presented the performance analysis and result evaluation of this

thesis.
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CHAPTER FIVE

5. Performance Analysis and Evaluation

We have selected best controller and emulator tools, setup the environment, designed tree and
customized topologies and created three ONOS controllers in a cluster. Also, we have selected cbench
SDN controllers benchmarking tool and the key SDN controller performance parameters. In this
chapter, we have performed distributed ONOS controller performance analysis and evaluation under

different scenarios.

5.1. ONOS Controller GUI

The ONOS GUI is a single web page web application provide a visual interface to the ONOS
controller or a cluster of multiple ONOS controllers. The GUI must be installed in ONOS and the
GUI listen on the port 8181. The ONOS GUI has been developed to work on Google chrome and to
access the ONOS GUI we have used http:10.0.3.11:8181/onos/ui [73].

5.1.1. Single ONOS Controller GUI

B J Open Network Operating System

ONOS Cluster Node Panel B ;
10.0.3.11 ONOS Summary
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g B 3 % ONOS Summery Panel
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—_ Slide out topology tool bar
SRBEER B —

Figure 5-1: Single ONOS controller with tree topology
The above Figure 5-1 shows the GUI of ONOS controller that contains ONOS cluster node panel,
ONOS summery panel, background, topology view, navigation menu button and slide out topology
toolbar. The GUI shows single ONOS controller with the IP address 10.0.3.11 and Mininet tree
topology with 13 devices, 27 hosts, and 24 links. Also, the figure shows the main SDN concept, which
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is the separated control plane and data plane. As we can see in the figure, the single ONOS controller
control the entire network topology, if the controller stop working, the network is totally failing. The
single controller has not only a single point of failure but also decrease the performance. As we can
see on the ONOS summery, with the same topology a single ONOS controller can only provide 65

flows but two and three ONOS controllers can handle 3,035 flows.

5.1.2. Two ONOS Controller GUI
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Figure 5-2: Two ONQOS controller with tree topology

Figure 5-2 shows two ONOS controllers in a cluster with the IP address 10.0.3.11, 10.0.3.12 and
Mininet tree topology with 13 devices, 27 hosts, and 24 links. This figure shows 13 switches, 27 hosts
and 24 links controlled by distributed two ONOS controllers in a cluster, but in Figure 5-1 run only
a single ONOS controller and controls the entire topology.

As we can see in Figure 5-2 two ONOS controllers control the entire tree topology in physically
distributed and logically centralized way. Due to this, the two ONOS controllers such as 10.0.3.11
and 10.0.3.12 are controls 7 and 6 switches respectively. This avoids a single point of failure and
provides high network availability. In the figure 5-2 ONOS controller with the IP address 10.0.3.13
not installed in the cluster, so it does not control any device in the network. In the figure, there are
two ONOS controllers and switch colors when the switch color similar with ONOS controller color

the switch is controlled by that controller.
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5.1.3. Three ONOS Controller GUI
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Figure 5-3: Three ONOS controller with tree topology

Figure 5-3 shows three ONOS controllers in a cluster with the IP address of 10.0.3.11, 10.0.3.12, and
10.0.3.13 and Mininet tree topology with 13 devices, 27 hosts, and 24 links. This figure shows the 13
switches, 27 hosts and 24 links controlled by three ONOS controllers. Also, the figure shows the main
SDN and the distributed controller concept, which is the separated three distributed ONOS control
plane and data plane.

As we can see in Figure 5-3 three ONOS controllers control the entire network in physically
distributed and logically centralized way. Due to this, the three ONOS controllers such as 10.0.3.11,
10.0.3.12 and 10.0.3.13 are controls 4, 5 and 4 switches respectively. This increases the network
availability and avoids a single point of failure. In the figure, there are three ONOS controllers and
switch colors when the switch color similar with ONOS controller color the switch is controlled by
that controller or the controller is the master of that device. In general, if one controller in the cluster

failed the other controller start to control the devices that were controlled by the failed controller.

5.2. Designed Tree and Customized Topology GUI
In this section, we have presented the graphical view of three ONOS controllers in a cluster, which

is connected with our designed tree and customized topology.
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Figure 5-4: The designed customized topology graphical view with 30 switches and hosts.
Figure 5-4 shows our customized topology that contains three ONOS controllers, 5 data center core
switches, 25 data center switches, 30 hosts and 180 links. Each 5 data center core switches represent
5 data centers at a different location. The network operators no need to configure each device in each
5 data centers. Because ONOS controller is control plane that is separated from each forwarding
devices and placed at remote to controller these 30 switches and 30 hosts. This enables three
distributed ONOS controller control each 5 data center networks in one single room. The network
operator only configures, improve and manage the three ONOS controllers in a cluster. This topology
helped us to measure the amount of flows per second that is provided by ONOS controller and a

number of responses per ms.
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Figure 5-5: The designed tree topology graphical view with 30 switches and hosts.
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The above Figure 5-5 shows our tree topology that contains three ONOS controllers, 6 core switches,
12 aggregate switches, 12 edge switches 30 hosts and 62 links. This helped us to measure the amount
of flows per second that is handled by ONOS controller and a number of responses in a millisecond
per tree topology. If one core switch failed in tree topology, ONOS controller used the remaining

switches and another network path.

5.3. ONOS Controller Performance Analysis
In this section, we have analyzed the distributed ONOS controller throughput and latency. To analysis
the throughput and latency of ONOS controller we have built the following experiment scenarios.
First, we have specified the number of switches and hosts in the tree and customized topology. In
both topologies, we have used 10, 20 and 30 numbers of switches and hosts and a different number
of links. We have designed and used 6 topologies and each 6 topologies connected with single, two
and three ONOS controllers. In another word, we have used 36 scenarios for both throughput and
latency experiment.
Each single, two and three ONOS controllers connected with each 3 tree and 3 customized topologies
has been tested 10 times because the minimum standard is 5 times. In addition, each throughput and
latency scenario has been individually tested 16 loops per test. This enabled us to get reliable and
accurate throughput and latency results of distributed ONOS controllers and to determine the best
topology. We have considered the average throughput and latency results to analysis and evaluate the
performance of ONOS controller.

5.3.1. Throughput Analysis

In the throughput mode cbench test, distributed ONOS controller in a cluster is analyzed for how
many total flows it can process in a second. We tested a single, two and three ONOS controller
throughput performance with respect to two topologies under a different number of switches, hosts,
and link. We have calculated the average throughput differences to compare the throughput between
three controllers and two topologies. We have been run the cbench command at Ubuntu terminal in
the cbench directory and measured the throughput of ONOS controller in a cluster. We have run the
cbench line of command to measure the throughput of ONOS controller in a cluster with -t option:
distributed@mininet-vm:/home/mininet/oflops/cbench$ taskset -¢ 0-1 chench -c 10.9.3.11 -p 6633 -m 1000 -1 16 -M 100000 -i 70 -s 10 -t
chench: controller benchmarking tool

running in mode 'throughput’

connecting to controller at 10.0.3.11:6633

faking 10 switches offset 1 :: 16 tests each; 1000 ms per test

with 100000 unique source MACs per switch

learning destination mac addresses before the test

starting test with 0 ms delay after features_reply

ignoring first 1 "warmup" and last 8 "cooldown" loops

connection delay of 78ms per 1 switch(es)
debugging info is off

Figure 5-6: Cbench running in throughput mode.
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5.3.1.1. Single ONOS Controller Throughput Analysis
To analysis a single ONOS controller, we have been run cbench in a throughput mode and cbench
emulates a 10, 20, and 30 number of OpenFlow switches that all communicate with a single ONOS
controller. Each emulated switch sends a number of new flow messages to a single ONOS controller
and ONOS sends a response to each emulated switch requests. The cbench records the total amount
of single ONOS controller response. Finally, at the end of the loop, the cbench calculated and

displayed the maximum, minimum and average throughput results of a single ONOS controller.

Table 5-1: Single ONOS controller throughput results in flow per second.

Single ONOS controller throughput results

Throughput Tree Topology Customized Topology

10 switches |20 switches |30 switches |10 switches |20 switches [SUSWIChES

10 Hosts |20 Hosts 30 Hosts 10Hosts  [20Hosts |30 Hosts

20 Links 41 Links 62 Links 48 Links 100 Links  |180 Links
Maximum 64584.40 79987.80 82849.50 64544.94( 78967.50] 82698.87
Minimum 61785.60 78694.49 82284.20 56785.49 77684.26( 81244.64
Average 63185.00 79341.15 82566.85 60665.22 78325.88( 81971.76

The above Table 5:1 shows the maximum, minimum and the average throughput results of the single
ONOS controller under three customized and three tree topologies with a different number of

switches, hosts, and links.

Single ONOS maximum, minimum and average throughput
results per tree topology
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Figure 5-7: Single ONOS throughput results per tree topology.
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Single ONOS maximum, minimum and average
throughput results per customized topology
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Figure 5-8: Single ONOS throughput results per customized topology.

The above Figure 5-7 and Figure 5-8 shows single ONOS controller throughput results in terms of
tree and customized topologies respectively. In both topology, when the number of devices increases
the throughput of the single ONOS controller also increase. As we increased the number of switches
to 10, 20 and 30 the number of average flows per second increase to 63185, 79341.15 and 82566.85
respectively in tree topology and 60665.22, 78325.88 and 81971.76 in customized topology.

In the Figure 5-7, a single ONOS controller has high throughput per tree topology than customized
topology. The single ONOS controller in a tree topology with 10, 20 and 30 switches has 2519.78,
1015.27 and 595.09 more flows per second than customized topology respectively. So, in this thesis
for single ONOS controller tree topology is better topology than customized topology. As we have
observed throughput tests more than 30 switches single ONOS controller generates inconsistence

throughput results.

5.3.1.2. Two ONOS Controller Throughput Analysis

To analysis the throughput of two distributed ONOS controller, we have been run cbench in a
throughput mode and chench emulates 10, 20, and 30 number of OpenFlow switches that all
communicate with two ONOS controllers in a cluster. Each emulated switch sends a number of new
flow messages to the two ONOS controller and ONOS sends a response to each emulated switch
message. The cbench records the total amount of two ONQOS controller response. Finally, at the end
of the loop, the cbench calculate and display the maximum, minimum and average throughput results
of a two ONOS controller.
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Table 5-2: Two ONOS controller throughput results in flow per second.

Two ONOS controller throughput results

Throughput Tree Topology Customized Topology

10 switches [20 switches |30 switches [10switches [20 switches [2USWIChes

10Hosts |20Hosts  [30Hosts  [l0Hosts  [20Hosts |30 Hosts

20Links  |41Links  [62Links  [48Links  [100 Links |180 Links
Maximum 105948.42|  109846.17| 118978.56| 105647.42| 108829.00| 118246.47
Minimum 105887.26|  109685.50| 118843.78| 105481.20( 108686.40| 118123.60
Average 105917.80| 10976580 118911.20| 105564.30[ 108757.70| 118185.00

The above Table 5:2 shows the maximum, minimum and the average throughput results of two ONOS
controllers under three customized and three tree topologies with a different number of switches,

hosts, and links.

Two ONOS controller maximum, minimum and average
throughput results per tree topology
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Figure 5-9: Two ONOS controller throughput results per tree topology.
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Two ONOS controller maximum, minimum and average

throughput results per custemized topology
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Figure 5-10: Two ONOS controller throughput results per customized topology.

The above Figure 5-9 and Figure 5-10 shows two ONOS controller throughput results in terms of tree
and customized topologies respectively. Like single ONOS controller, in both topologies, the
throughput of two ONQOS controllers is increased, when the number of switches is increased. In two
ONOS controllers as we increased the number of switches to 10, 20 and 30 the number of average
flows per second increase to 105917.80, 109765.80 and 118911.20 respectively in tree topology and
105564.30, 108757.70 and 118185.00 in customized topology.

As we can see in the Figure 5-9, in two ONOS controller’s tree topology has higher throughput than
customized topology. Two ONOS controller in a tree topology with 10, 20 and 30 switches has 353.50,
1008.10 and 726.20 more flows per second than customized topology respectively. So, in this thesis

for two ONOS controller tree topology is better topology than customized topology.

5.3.1.3. Three ONOS Controller Throughput Analysis

To analysis the throughput of three ONOS controllers in a cluster, we have been run cbench in a
throughput mode and cbench emulates 10, 20 and 30 number of OpenFlow switches that all
communicate with three ONOS controllers in a cluster. Each emulated switch sends a number of new
flow messages to the three ONOS controllers and ONOS sends a response to each emulated switch
message. The cbench records the total amount of three ONOS controller response. Finally, at the end
of the loop, the cbench calculate and display the maximum, minimum and average throughput results
of a three ONOS controller.
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Table 5-3: Three ONOS controller throughput results in flow per second.
Three ONOS controller throughput results
Throughput Tree Topology Customized Topology
10 switches |20 switches |30 switches |10 switches |20 switches |30switches
10Hosts  |20Hosts  [30Hosts  [10Hosts  [20Hosts |30 Hosts
20 Links 41 Links  |62Links  [48Links  [100 Links  [180 Links
Maximum 21794323 220989.45| 229785.24| 216843.62| 219978.92| 228749.24
Minimum 217889.67( 220897.96] 228992.60| 216789.98| 219846.82| 228692.60
Average 217916.50( 220943.70| 229388.90| 216816.80[ 219912.90| 228720.90

The above Table 5:3 shows the maximum, minimum and the average throughput results of three
ONOS controllers under three customized and three tree topologies with a different number of

switches, hosts, and links.

Three ONOS controller maximum, minimum and average
throughput results per tree topology
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Figure 5-11: Three ONOS controller throughput results per tree topology.
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Three ONOS controller maximum, minimum and average
throughput results per customized topology

= 232000.00
<
o
@ 228000.00
S
= 224000.00
3 2
= 220000.00 o
= o~ o
S 216000.00 © x Q

4 N
= )] <
D 0] 0]
3 212000.00 S =
= — N
— (V]
= 208000.00

10 switches 20 switches 30 switches
= Maximum Minimum = Average Number of switches

Figure 5-12: Three ONOS controller throughput results per customized topology.

The above Figure 5-11 and Figure 5-12 shows three ONOS controller throughput results in terms of
tree and customized topologies respectively. Like single and two ONQOS controllers, in both topology
the throughput of two ONOS controllers is increased, when the number of switches is increased. In
three ONOS controller as we increased the number of switches to 10, 20 and 30 the number of average
flows per second increase to 217916.5, 220943.70 and 229388.90 respectively in tree topology and
216816.80, 219912.90 and 228720.90 in customized topology.

As we can see in the Figure 5-11, three ONOS controllers per tree topology have higher throughput
than customized topology. Three ONOS controller in a tree topology with 10, 20 and 30 switches has
1099.70, 1030.80 and 668.00 more flows per second than customized topology respectively. So, in
this thesis for three ONOS controller tree topology is better topology than customized topology.
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Single, two and three ONOS controller average throughput
results per tree and customized topology
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Figure 5-13: Single, two and three ONOS controller average throughput results per tree and

customized topology.

As we can see in the Figure 5-13 the single, two and three ONOS controller throughput results
increase when the number of switches is increased. Three ONOS controller provides very high

throughput than single and two ONOS controllers in both topologies.

The single ONOS controller has average throughput results from 63185.22 to 82566.85 flow per
second in tree topology and 60665.22 to 81971.76 flow per second in customized topologies under a
different number of devices. Two ONOS controller has average throughput results from 105917.80
to 118911.20 flow per second in tree topology and 105564.3 to 118185 flow per second in customized
topologies under a different number of devices. Three ONOS controller has average throughput
results from 217916.50 to 229388.90 flow per second in tree topology and 216816.80 to 228720.90

flow per second in customized topologies under a different number of devices.

Finally, as we can see in Figure 5-13, three distributed ONOS controller provides high throughput
than single and two ONOS controllers. This enabled to increase the throughput of ONOS controller
by increasing the number of ONOS controller in a cluster. Using distributed multiple ONOS
controllers in a cluster can provide a large amount of throughput than single and two ONOS

controllers in a cluster.
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5.3.2. Latency Analysis
The latency of ONOS controller means that how much time ONOS takes to process a single packet.
We tested the distributed ONOS controller performance latency. We used the same number of
switches, hosts, and links with throughput analysis, to measure and analysis the latency. This enabled
to measure a number of responses that flowed in 1 millisecond (ms). We have calculated the average
response per second result differences to compare the latency between three ONOS controllers per
two topologies. In order to measure the latency of ONOS controller in the cluster, we have been run

the cbench line of command at Ubuntu terminal in the cbench directory without -t option:
distributed@mininet-vm: /home/mininet/oflops/cbench$ taskset -c 8-1 cbench -c 10.0.3.11 -p 6633 -m 1060 -1 16 -M 166660 -i 70 -5 10
chench: controller benchmarking tool
running in mode 'latency’
connecting to controller at 10.6.3.11:6633
faking 10 switches offset 1 :: 16 tests each; 1000 ms per test
with 100000 unique source MACs per switch
learning destination mac addresses before the test
starting test with 0 ms delay after features_reply
ignoring first 1 "warmup" and last @ "cooldown" loops
connection delay of 78ms per 1 switch(es)
debugging info is off

Figure 5-14: Cbench running in latency mode.

5.3.2.1. Single ONOS Controller Latency Analysis
To analysis the latency of single ONOS controller, we have been run cbench in a latency mode and
cbench emulates 10, 20 and 30 number of OpenFlow switches that all communicate with the single
ONOS controller. Each emulated switch sends a number of new flow messages to a single ONOS
controller, waits for the appropriate responses and cbench records a number of responses per ms of
the single ONOS controller. Finally, at the end of the loop, the chench calculate and display the
maximum, minimum and average responses per second of the single ONOS controller.

Table 5-4: Single ONOS controller latency results in response per ms.

Single ONOS controller latency results

Latency Tree Topology Customized Topology

10 switches |20 switches [30 switches [10 switches |20 switches | 30switches

10 Hosts |20 Hosts |30 Hosts |10 Hosts |20 Hosts |30 Hosts

20 Links 41 Links 62 Links 48 Links 100 Links  |180 Links
Maximum 68.34 82.62 96.55 65.45 80.36 90.78
Minimum 63.24 79.23 92.35 60.33 77.64 88.25
Average 65.79 80.93 94.45 62.89 79.00 89.51

The above Table 5:4 shows the maximum, minimum and the average latency results of the single
ONOS controller under three customized and three tree topologies with a different number of
switches, hosts, and links. Single ONOS controller latency results in Table 5-4 are a number of

responses per ms.
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Single ONOS controller maximum, minimum and
average latency results per tree topology
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Figure 5-15: Single ONOS controller latency results per tree topology.
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Figure 5-16: Single ONOS controller latency results per customized topology.

The above Figure 5-15 and Figure 5-16 shows the minimum, maximum and average latency results
of the single ONOS controller in terms of tree and customized topology respectively. In single ONOS
controller under both topologies as we increased the number of switches resulted into slight increase
in the number of responses per ms.

As we observed that single ONOS controller provides 65.79 with 10 switches, 80.93 with 20 switches
and 94.45 with 30 switches in tree topology and 62.89 with 10 switches, 79.00 with 20 switches and
89.51 with 30 switches in customized topologies.

As we can see in the Figure 5-15, single ONOS controller per tree topology has higher responses per
ms than customized topology. The single ONOS controller in a tree topology with 10, 20 and 30
switches has 2.90, 1.93 and 4.93 more responses per ms than customized topology respectively. So,
in this thesis for single ONOS controller tree topology is better topology than customized topology.
As we have observed latency tests more than 30 switches single ONOS controller generates

inconsistence latency results.
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cbench emulates 10, 20 and 30 number of OpenFlow switches that all communicate with two ONOS
controllers. Each emulated switch sends a number of new flow messages to a two ONOS controller,
waits for the appropriate flow responses and cbench records a number of responses per ms of two

ONOS controllers. Finally, at the end of the loop, the cbench calculate and display the maximum,

5.3.2.2. Two ONOS Controller Latency Analysis
To analysis the latency of two ONQOS controllers, we have been run cbench in a latency mode and

minimum and average responses per second of two ONQOS controllers.

Table 5-5: Two ONOS controller latency results in responses per ms.

Two ONOS controller latency results

Latency Tree Topology Customized Topology

10 switches | 20 switches |30 switches |10 switches |20 switches |30switches

10 Hosts |20 Hosts |30 Hosts 10 Hosts 20 Hosts |30 Hosts

20 Links 41 Links 62 Links 48 Links 100 Links 1180 Links
Maximum 125.94 133.62 148.98 118.57 127.83 144.25
Minimum 122.87 133.62 146.84 116.48 125.69 139.99
Average 124.41 133.62 147.91 117.53 126.76 142.12

The above Table 5:5 shows the maximum, minimum and the average latency of two ONOS

controllers under three customized and tree topologies with a different number of switches, hosts, and

links. A two ONOS controller latency results in Table 5-5 are a number of responses per ms.

Two ONOS controller maximum, minimum and average

latency results per tree topology.
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Figure 5-17: Two ONOS controller latency results per tree topology.
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Two ONOS controller maximum, minimum and average
latency results per tree topology.
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Figure 5-18: Two ONOS controller latency results per customized topology.
The above Figure 5-17 and Figure 5-18 shows the minimum, maximum and average latency results
of two ONOS controllers in terms of tree and customized topology respectively. In two ONOS
controller under both topologies as we increased the number of switches resulted into slight increase
in the number of responses per ms.
As we observed that two ONOS controller provides 124.41 with 10 switches, 132.64 with 20 switches
and 147.91 with 30 switches in tree topology and 117.53 with 10 switches, 126.76 with 20 switches
and 142.12 with 30 switches in customized topologies responses per ms.
As we can see in the Figure 5-17, two ONOS controllers per tree topology have higher responses in
ms than customized topology. Two ONOS controller in a tree topology with 10, 20 and 30 switches
has 6.88, 5.88 and 5.79 more responses per ms than customized topology respectively. So, in this
thesis for two ONOS controller tree topology is better topology than customized topology.

5.3.2.3. Three ONOS Controller Latency Analysis
To analysis the latency of three ONOS controllers, we have been run cbench in a latency mode and
cbench emulates 10, 20 and 30 number of OpenFlow switches that all communicate with three ONOS
controllers. Each emulated switch sends a number of new flow messages to a three ONOS controller,
waits for the appropriate flow responses and cbench records a number of responses per ms of three
ONOS controllers. Finally, at the end of the loop, the cbench calculate and display the maximum,

minimum and average responses per second of three ONOS controllers.
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Table 5-6: Three ONOS controller latency results in responses per ms.

Three ONOS controller latency results per tree topology

Latency Tree Topology Customized Topology

10 switches [20 switches |30 switches |10 switches [20 switches |30 switches

10Hosts 20 Hosts 30Hosts |10 Hosts 20 Hosts |30 Hosts

20 Links 41 Links 62 Links 48 Links 100 Links 180 Links
Maximum |252.94 270.98 298.79 246.85 266.98 290.75
Minimum 249.90 267.90 296.43 243.79 263.85 287.69
Average |251.42 269.44 297.61 245,32 265.41 289.22

The above Table 5:6 shows the maximum, minimum and the average latency of three ONOS
controllers under three customized and tree topologies with a different number of switches, hosts, and
links. A three ONOS controller latency results in Table 5-6 are a number of responses per ms.

Three ONOS controller maximum, minimum and average
latency results per tree topology
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Figure 5-19: Three ONQOS controller latency result per tree topology.
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Three ONOS controller minimum, maximum and average
latency results per customized topology
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Figure 5-20: Three ONOS controller latency results per customized topology.

The above Figure 5-19 and Figure 5-20 shows the minimum, maximum and average latency results
of three ONOS controllers in terms of tree and customized topology respectively. In three ONOS
controller under both topologies as we increased the number of switches resulted into slight increase
in the number of responses per ms.

As we observed that three ONOS controller provides 124.41 with 10 switches, 132.64 with 20
switches and 147.91 with 30 switches in tree topology and 117.53 with 10 switches, 126.76 with 20
switches and 142.12 with 30 switches in customized topologies.

As we can see in the Figure 5-19, three ONOS controllers per tree topology have higher responses in
ms than customized topology. Three ONOS controllers per tree topology with 10, 20 and 30 switches
has 6.10, 4.03 and 8.39 more responses per ms than customized topology respectively. So, in this

thesis for three ONOS controller tree topology is better topology than customized topology.
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Single, two and three ONOS controller average latency
results per tree and customized topology
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Figure 5-21: Single, two and three ONOS controller average latency results per tree and customized

topologies.

As we can see in the Figure 5-21 the single, two and three ONOS controllers the average response
per ms results are increase when the number of switches is increased. As we can see in the Figure 5-
21 three ONOS controller provides high responses per ms than single and two ONOS controllers in

both topologies under a different number of devices.

The single ONOS controller generates from 65.79 to 94.45 average responses per ms in tree topology
and 62.89 to 89.51 responses per ms in customized topologies. Two ONOS controller generates from
124.41 to 147.91 average responses per ms in tree topology and 117.53 to 142.12 average responses
per ms in customized topologies. Three ONOS controller generates from 251.42 to 297.61 average
responses per ms in tree topology and 245.32 to 289.22 average responses per ms in customized

topologies.

Finally, three distributed ONOS controller provides high responses per ms than single and two ONOS
controllers. The single ONOS controller provides minimum responses per ms and when we add more

than 30 devices in the topology it generates less and inconsistence responses. The single and two
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ONOS controllers had provided very low responses as compared to three ONOS controllers. So if we

used more than one controller, we can increase the number of responses per ms.

5.4. ONOS TCP Bandwidth between Hosts

In this section, we have compared the TCP bandwidth speed of single, two and three ONOS
controllers in a cluster. Iperf Mininet tool has been measured and displayed the TCP bandwidth speed
of the ONOS controller that provides between hosts in the network. Then we have analyzed and
evaluated the TCP bandwidth speed of distributed ONOS controllers in a cluster. The Table 5-7 below
shows the bandwidth speed of three ONOS controllers in a cluster using 10, 20 and 30 hosts in both
topologies.

**% Configuring hosts

hl h2 h3 h4 h5 he h7 h8 h9 hle hll hlZ2 hl2 hl4 hl5 hl6 hl1l7 h1l8 hl1l9 h20
*** Starting controller

cB cl1

**%* Starting 20 switches

sl s2 s3 s4 s5 sB6 s7 s8 s9 s510 sl11 s12 s13 sl14 s15 s16 s17 s18 s19 s20 ...
*** Starting CLI:

mininet> iperf

**% Tperf: testing TCP bandwidth between hl and h20

*** Results: ["18.08 Gbits/sec', "18.1 Gbitssse" ]

mininet> ipertT

**% Tperf: testing TCP bandwidth between hl and h20

*** Results: ["18.4 Gbitss/sec', "18.4 Gbits,/sec']

mininet> iperf

*%% TperfT: testing TCP bandwidth between hl and h20

*** Results: ["18.6 Gbits/sec', "18.6 Gbits/,/sec']

mininet>

Figure 5-22: Two ONOS controller TCP bandwidth results between 20 hosts.

The above snapshot Figure 5-22 shows the TCP bandwidth speeds of two ONOS controllers between
20 hosts in GB/s. Iperf Mininet tool runs three times and displays three slight different TCP bandwidth
range results. Two ONOS controllers can provide to 18.0 GB/s to 18.6 GB/s bandwidth speed for 20

hosts in the network.

Table 5-7: Distributed ONOS controller TCP bandwidth between hosts in GB/s.

ONOS Controller TCP Bandwidth between Hosts
Number of Hosts
No. Controllers [TCP Bandwidth in GB/s| 10 Hosts| 20 Hosts | 30 Hosts
Maximum 14.40 14.00 13.60
Minimum 14.00 13.80 13.40
Single ONOS |Average 14.20 13.90 13.50
Maximum 18.70 18.60 18.40
Minimum 18.20 18.00 18.10
Two ONOS Average 18.45 18.30 18.25
Maximum 20.60 19.80 19.60
Minimum 20.00 19.40 19.40
Three ONOS |Average 20.30 19.60 19.50

Table 5-7 shows the maximum, minimum and the average TCP bandwidth results of a single, two
and three ONOS controller between 10, 20 and 30 hosts. We have tested 10 times the TCP bandwidth
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of single, two and three ONOS controllers connected with 10, 20, 30 number of switches and hosts.
Then we have taken the maximum and minimum TCP bandwidth of single, two and three ONOS
controllers that provides for each host. Next, to this, we have been calculated the average TCP
bandwidth of 10, 20 and 30 hosts. As shown in the table single, two and three ONOS controller has

TCP bandwidth difference. The chart below shows the average TCP bandwidth of single, two and
three ONOS controller that provides between hosts.

ONOS controllers average TCP bandwidth between hosts
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Figure 5-23: ONOS Controller TCP bandwidth between hosts.
As we can see in the Figure 5-23 when the number of ONOS controllers increase the average TCP
bandwidth also increase since ONOS controller control each device in a distributed mode. When one
ONOS controller highly loaded the devices move to less loaded ONOS controller in a cluster, this
enables each device gets high TCP bandwidth. In addition, when the host numbers increase the TCP
bandwidth slightly decrease. This can be solved by adding an additional ONOS controller in a cluster.
As illustrated in the Figure 5-23 single ONOS controller provides less bandwidth than two ONOS
controllers and two ONOS controllers provide less TCP bandwidth than three ONOS controllers in

the cluster under the same number of hosts.

5.5. Evaluation

Now a day several researchers set numerical standards for SDN OpenFlow controller throughput and
latency. In [47] SDN OpenFlow controller’s performance standard in terms of throughput and latency
were discussed. Regarding this, the OpenFlow controllers support from 30,000 to 1 million requests
per second has high throughput and the OpenFlow controllers that support from 10 to 100 ms delay
has a low latency. This offered us a high advantage to analysis and evaluate three ONOS controllers
performance in a data center networks. Also today modern data center network needs 1GB to 100 GB
network speed, we have used this range network speed as a standard to evaluate the ONOS controller
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TCP bandwidth between hosts [70].

In this section, we have evaluated distributed ONOS controller throughput, latency and TCP
bandwidth analyzed results. We have considered the performance standards of SDN OpenFlow
controllers to evaluate and decide our work results. In addition, we have compared and evaluated the
throughput and latency results of this work with other previous work results. Regarding SDN
OpenFlow controller standards, the single ONOS controller has a high throughput and low latency.
In addition, two ONOS controller has high throughput and low latency. Also, three ONOS controller
highly meets the standard and it has high throughput and low latency.

We have also evaluated the TCP bandwidth analyzed results, regarding this single, two and three
ONOS controllers meet the modern data center network speed requirements. According to our TCP
bandwidth analyzed results, distributed ONOS controller can provide 13.4 to 20.6 gigabyte per
second TCP bandwidth between hosts. This meets the network speed requirements of today modern
data center networks.

The authors in [52] have been compared and evaluated single floodlight and OpenDaylight controller
throughput and latency in a data center networks. In their OpenDaylight controller test, obtained 5500
to 45000 average response per second and 0.005 to 0.45 average responses per ms. In their floodlight
controller test, obtained 1000 to 65000 average response per second and 1.2 to 1.45 average responses
per ms. And they conclude that floodlight controller has high throughput and low latency than an
OpenDaylight controller. 0

According to [52] this result, the single ONOS controller has high throughput and low latency than
floodlight and OpenDaylight controllers. Also, two and three ONOS controller generated high
amount throughput and low latency than floodlight and OpenDaylight. Due to this, distributed ONOS
controller is the best controller than floodlight and OpenDaylight controllers. Therefore, based on
distributed ONOS controller performance and TCP bandwidth results, distributed ONOS controller
is the best controller in a data center networks than OpenDaylight and floodlight controllers.

Finally, we have evaluated the tree and customized topologies. According to the throughput and
latency result of a single, two and three ONOS controllers, tree topology has been the most

appropriate topology for single, two and three ONOS controllers.
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CHAPTER SIX

6. Conclusion and Future Work

6.1. Conclusion

Software defined networking is a new network architecture that separates the control plane and the
data plane. Today SDN network is a hot research area due to this researcher and network
organizations highly contributed to this network. In this thesis, we have reviewed literature, compared
and selected SDN distributed controllers and emulator tools. We have created three ONOS controllers
in a cluster, designed tree, and customized Mininet topologies. In this thesis, performance analysis
and evaluation of distributed ONOS OpenFlow controllers by running single, two and three ONOS
controller in a cluster has been made. We used throughput and latency key performance parameters
to analysis and evaluate ONOS controller performance and used TCP bandwidth to evaluate ONOS
controller bandwidth between hosts. Also, analysis of tree and customized topology and analysis of
TCP bandwidth between hosts has been performed. We have adapted SDN distributed ONOS
controller in a data center networks.

We have presented the throughput, latency, and TCP bandwidth results of single, two and three
ONOS controllers. The single ONOS controller has 60665.22 to 82566.85 flow/s throughput, 62.89
to 94.45 responses/ms latency and 13.5 GB/s TCP bandwidth. Two ONOS controller has 105564.30
to 118911.20 flow/s throughput, 117.53 to 147.91 responses/ms latency and 18.25 GB/s TCP
bandwidth. Three ONOS controller has 216816.80 to 229388.90 flows/s throughput, 297.61 to 245.32
responses/ms latency and 19.40 GB/s TCP bandwidth. Single, two and three ONOS controllers per
tree topology has high throughput and high response per ms than customized topology. Tree topology
was better topology than customized topology for single, two and three ONOS controllers.
Distributed ONOS controller performance analysis and evaluation enable to improve the controller
performance, identify the best topology and to improve the bandwidth of the controller. Distributed
ONOS controller can be a best SDN controller for data center networks. Distributed ONOS controller
has high throughput and low latency SDN controller. However, when one controller failed in the
cluster the devices controlled by the failed controller start to discover another controller in the cluster
this takes a time. In addition, when the number of devices is increasing ONOS graphical user interface
not properly show the designed topology and displayed killed devices.

Cbench is SDN OpenFlow controller benchmarking tool. It measures the throughput and latency of
OpenFlow controllers. However, in latency mode cbench measured a number of responses/ms but not
the amount of time that controller takes to provide a response. In addition, cbench have not the

graphical user interface.
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6.2. Future Work

OpenFlow controller performance parameters such as packet loss, Jitter, topology discovery time,
sojourn time should be tested. Single cluster, like that of the single controller, has a single point failure
problem. So, we have recommended ONOS controller performance evaluation using two clusters
each with three ONOS controllers per tree and customized topologies. Also, we have recommended
improving distributed ONOS controller performance as future work.

Implementing distributed ONOS controller in a real data center networks leads to distributed ONOS
controller placement problem. To solve this problem, different researchers have been work distributed
controller placement mathematical model, even though the problem still now not solved. Distributed
controller placement problem affects ONOS controller performance. This problem needs study and
mathematical model design.

To create multiple controllers and to distribute the controllers, ONOS uses clustering method, because
ONOS is logically centralized SDN controller. So ONOS should be logically and physically
distributed. This requires study and design logically distributed ONOS controller architecture. We

have recommended this as a future work.
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Appendices

Appendix A

Most frequently used commands
ONOS Commands
In this section, we have listed commands that were frequently used in the thesis progress.

distributed@mininet-vm:~$ sudo Ixc-create —n onos1 —t Ubuntu # to create onosl LXC container.
distributed@mininet-vm:~$ sudo Ixc-Is—fancy # to verify the created containers.
distributed@mininet-vm:~$ sudo Ixc-start -n onosl —d # to start LXC container onos1.
distributed@mininet-vm:~$ export ONOS_ROOT=~/onos # to develop ONOS environment setup
distributed@mininet-vm:~$ cd /home/Mininet/onos #

distributed@mininet-vm:~$ source SONOS_ROOT/tools/dev/bash_profile
distributed@mininet-vm:/home/Mininet/onos$ mvn clean install # to build and package ONOS
distributed@mininet-vm:~$ cells  # to install and start ONOS on 3 LXC containers.
distributed@mininet-vm:~$onos-service $OCL1 stop # to stop the running ONOS one
distributed@mininet-vm:~$onos-uninstall $OC1 # to uninstall ONOS one
distributed@mininet-vm:~$ onos-package # to package ONOS

-rw-rw-r—1 distributed distributed 82M Jan 20 11:44 /tmp/onos-1.2.1.distributed.tar.gz
distributed@mininet-vm:~$ onos-install —f $OC1 #this has now installed ONOS on LXC container.
Onos start/running, process 734

distributed@mininet-vm:~$ onos-install —f $OC2 #this has now installed ONOS on LXC container.
Onos start/running, process 717

distributed@mininet-vm:~$ onos-install —f $OC3 #this has now installed ONOS on LXC container.
Onos start/running, process 721

distributed@mininet-vm:~$ onos —w $OC1 #start and manage multiple ONOS by connecting
Onos> # this indicates we are in the ONOS command line. In the ONOS command line interface,
there are 455 commands.

Onos> app activate org.onosproject.fwd # Reactive forwarding application using flow subsystem
onos> app activate org.onosproject.openflow # OpenFlow protocol southbound providers

onos> app activate org.onosproject.drivers # Builtin device drivers

onos> app activate org.onosproject.mobility # Host mobility application

onos> apps —a -s  # to display and view activated ONOS apps

onos> nodes #to display all installed ONOS in a cluster.

1d=10.0.3.11, address=10.0.3.11:9876, state=ACTIVE, updated=8m ago *

1d=10.0.3.12, address=10.0.3.12:9876, state=ACTIVE, updated=6m ago
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1d=10.0.3.13, address=10.0.3.13:9876, state=ACTIVE, updated=6m ago

onos>masters # to view all switches connected with its master ONOS controller in a cluster.

0nos> masters

10.0.3.11: 1 devices 0f:0000000000000010

10.0.3.12: 1 devices 0f:000000000000000e

10.0.3.13: 1 devices 0f:0000000000000014

onos> balance-masters # to balance the number of switches in each ONOS.

onos> devices # to view all OpenFlow switches run in Mininet that is controlled by ONOS controller.
id=0f:000000000000000¢e, available=true, role=STANDBY, type=SWITCH, mfr=Nicira, Inc.,
hw=0pen vSwitch, sw=2.1.3, serial=None, protocol=OF_10, channelld=10.0.3.1:55171
1d=0f:0000000000000010, available=true, role=MASTER, type=SWITCH, mfr=Nicira, Inc.,
hw=0pen vSwitch, sw=2.1.3, serial=None, protocol=OF_10, channelld=10.0.3.1:55165

onos> hosts # to view all hosts run in Mininet that is controlled by ONOS controller.
id=BA:83:89:D1:F7:11/-1, mac=BA:83:89:D1:F7:11, location=0f:0000000000000003/1, vlan=-1,
ip(s)=[10.0.0.1]

id=DA:20:04:0B:9F:97/-1, mac=DA:20:04:0B:9F:97, location=0f:0000000000000003/2, vlan=-1,
ip(s)=[10.0.0.2]

Mininet Commands

mininet> # indicates that you are in Mininet command line interface.
mininet> pingall #to testing ping reachability between all hosts.
mininet> links # to view all links

mininet> net #display all node interfaces

mininet> nodes #to view total number of controllers, switches and hosts.
mininet> iperfudp # to test UDP bandwidth between h1 and h4.

mininet> xterm h1 h2 #to open hostl host2 ... hn and switches in root mode.

Appendix B
Simple tree topology sample python source code with three switches, six hosts and remote controllers.

from mininet.cli import CLI

from mininet.log import setLogLevel

from mininet.net import Mininet

from mininet.node import RemoteController, OVSSwitch
from mininet.topo import Topo

class Tree( Topo ):
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"Tree topology with 7 switch and 8 hosts"

def build( self ):
# Create 8 hosts.
h1 = self.addHost( 'h1")
h2 = self.addHost( 'h2")
h3 = self.addHost( 'h3")
h4 = self.addHost( 'h4")
h5 = self.addHost( 'h5")
h6 = self.addHost( 'h6")
h7 = self.addHost( 'h7")
h8 = self.addHost( 'h8")
# Create 7 switches
s1 = self.addSwitch( 's1")
s2 = self.addSwitch( 's2")
s3 = self.addSwitch( 's3")
s4 = self.addSwitch( 's4")
s5 = self.addSwitch( 's5")
s6 = self.addSwitch( 's6")
s7 = self.addSwitch( 's7")

# Add links between the 7 switch and 8 host

self.addLink( s4, h1)
self.addLink( s4, h2)
self.addLink( s5, h3)
self.addLink( s5, h4)
self.addLink( s6, h5)
self.addLink( s6, h6 )
self.addLink( s7, h7)
self.addLink( s7, h8)
self.addLink( s1, s2)
self.addLink( s, s3)
self.addLink( s2, s4)
self.addLink( s2, s5)
self.addLink( s3, s6 )
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self.addLink( s3, s7)
# Allows the file to be imported using "mn --custom tree7.py --topo tree
topos = { 'tree": Tree }
Sample python source code of customized topology with four switches, for hosts and three remote

controllers.

#Simple customized topology

from mininet.topo import Topo

from mininet.cli import CLI

from mininet.net import Mininet

from mininet.node import RemoteController, OVSKernelSwitch

class Custom( Topo ):

def __init_ ('self):

"Create customized topology"
# Initialize custom topology
Topo.__init__ (self)
# Add 4 hosts and 4 switches
hostl = self.addHost( 'h1")
host2 = self.addHost( 'h2")
host3 = self.addHost( 'h3")
host4 = self.addHost( 'h4")
swl = self.addSwitch('s1")
sw2 = self.addSwitch('s2")
sw3 = self.addSwitch('s3")
sw4 = self.addSwitch('s4")
# Add links between 4 switches and 4 hosts
self.addLink( sw1, hostl )
self.addLink( sw2, host2 )
self.addLink( sw3, host3)
self.addLink( sw4, host4 )
self.addLink( sw1, sw2)
self.addLink( sw2, sw3)
self.addLink( sw3, sw4 )
self.addLink( sw4, sw2 )
self.addLink( sw1, sw4)
self.addLink( sw3, swl)

# Allows the file to be imported using ‘'mn --custom Custom.py --topo customized
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topos = { 'customized': Custom}

Network Topology Code

import os

from mininet.cli import CLI

from mininet.log import setLogLevel

from mininet.net import Mininet

from mininet.node import RemoteController, OVSSwitch
from mininet.topo import Topo

from mininet.util import irange

class DatacenterCustomtopo( Topo ):
"Design Datacenter Network Topology"

def build( self, DatacentersCoreSWs=5, numHosts=6, numDatacenterSWs =5 ):
# We assign the nmber of datacenter switches less than the number of core switches
if numHASwitches >= 30:
raise Exception( "Please use less than the number of datacenter switches™ )

self.blocks = []
coreSwitches = []
last datacenterSwitch = None

# Create and link all the core switches
for i in irange( 1, numDatacenterSWs ):

datacenterSwitch = self.addSwitch( 's%s' % i )
coreSwitches.append( coreSwitch )

# initialized at least two CoreSwitche.
if lastDatacenterSwitch:
self.addLink( lastDatacenterSwitch, datacenterSwitch )

lastDatacenterSwitch = coreSwitch
# Make the final link from the datacenterSwitch to the first switch
if numDatacenterSWs > 1.
self.addLink( lastDatacenterSwitch, coreSwitches[0] )
for i in irange( 1, DatacentersCoreSW ):
rack = self.buildBlocks( i, numHosts=numHosts,
numDatacenterSWs= numDatacenterSWs )
self.blocks.append( block )

# For every numDatacenterSWs, add a link between the datacenter switch and

#core datacenter switch of the same ID
for j in range(numDatacenterSWs):

80



self.addLink(coreSwitches[j], block[j] )

def buildBlock( self, loc, numHosts, numDatacenterSWs ):
"Build a block of hosts with a top block switch”

switches =[]
for nin irange( 1, numDatacenterSWs):
# Make sure each switch gets a unique DPID based on the location
# in the block for easy decoding when looking at logs.
dpid=(loc*16)+y
switch = self.addSwitch( 's%sl%s' % (y, loc), dpid="%Xx" % dpid )
switches.append( switch )

for nin irange( 1, numHosts ):
host = self.addHost( 'h%sl%s' % (y, loc ) )

# Add a link from every datacenter switch to the host
for switch in switches:
self.addLink( switch, host )

# Return list of datacenter switches for this blocks return switches
# Allows the file to be imported using ‘'mn --custom <filename> --topo dafull®
topos = {
‘custom': DatacenterCustomtopo

}

Tree Topology Code

import 0s

from mininet.cli import CLI

from mininet.log import setLogLevel

from mininet.net import Mininet

from mininet.node import RemoteController, OVSSwitch
from mininet.topo import Topo

from mininet.util import irange

class DtacenterTreeTopo(Topo):

numP =8 # Number of ports.
numL =4  # Number of switch layers.
numcore =4 # Number of core switches.
numedge =8 # Number of switches per layer.
numhost =30 # Number of hosts.
hnodes =[] # host list.
snodes =[] # switch list.
def __init__ (self, numP, numL):
self.numP=numP
self.numL = numL
# Maximum number of switches and hosts.
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# Core switch and Edge switch have the same port number.

self.numhost =2 * (self. numP / 2) * self.numL
self.numedge = self.numhost/ ( self. numP/ 2)
self.numcore = self.numedge / 2
Topo.__init__(self)

# Create datacenter tree topology.
self.addHosts()

self.addSwitches()

self.addLinks()

def addHosts(self):
for i in range(0, self.numhost):
self.hnodes.append(self.addHost("h" + str(i)))
def addSwitches(self):
# Add core switches.
core =]
for i in range(0, self.numcore):
core.append(self.addSwitch("c" + str(i)))
self.snodes.append(core)
# Add edge switches.
for i in range(1, self. numL):
edge =[]
for j in range(0, self.numedge):
edge.append(self.addSwitch(*"e" + str(i) + str(j)))
self.snodes.append(edge)
def addLinks(self):
# Add links between core and edge switches.
for i in range(0, self.numedge):
for j in range(0, self.numP / 2):
idx =i * (self.numP / 2) % self.numcore + j
self.addLink(self.snodes[1][i], self.snodes[0][idx])
# Add links between each layer of edge switches.
for i in range(1, self. numL- 1):
for j in range(0, self.numedge):
for k in range(0, self. numP / 2):
tmp = self.numP / 2
self.addLink(self.snodes[i][j],
self.snodes[i + 1][(j // tmp) * tmp + K])

# Add links between edge switches and hosts.
for i in range(0, self.numedge):
for j in range(0, self.numP / 2):
self.addLink(self.snodes[self. numL- 1]i],
self.hnodes[self.numP /2 *i +j])

topos = { 'tree’ :
(lambda:DatacenterTreeTopo(6, 4))
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Appendix C
ONOS Throughput sample result with 10 switches

distributed@mininet-vm:~§ taskset -c @-1 chench -c 10.0.3.11 -p 6633 -m 1000 -1 14 -w 2 -M 100000 -i 50 -I 16 -5 18 -t
chench: controller benchmarking tool

running in mode 'throughput’

connecting to controller at 10.0.3.11:6633

faking 10 switches offset 1 :: 14 tests each; 1000 ms per test

with 1600080 unique source MACs per switch

learning destination mac addresses before the test

starting test with @ ms delay after features_reply

ignoring first 2 "warmup" and last @ "cooldown" loops

connection delay of 58ms per 10 switch(es)

debugging info is off
B6:13:48.458 10 switches: flows/sec: 4361 4363 4313 4263 4212 4162 4112 4861 4812 3962 total = 41.819913 per ms
86:13:49.559 10 switches: flows/sec: 5581 5588 5580 5579 5579 5578 5578 5577 5577 5577 total = 55.767151 per ms
06:13:50.664 10 switches: flows/sec: 5680 5679 5679 5679 5679 5678 5678 5678 5678 5678 total = 56.785489 per ms
06:13:51.765 10 switches: flows/sec: 6232 6232 6231 6231 6231 6231 6230 6230 6229 6229 total = 62.305003 per ms
06:13:52.867 10 switches: flows/sec: 6341 6341 6340 6340 6340 6340 6340 6340 6339 6338 total = 63.396337 per ms
06:13:53.968 10 switches: flows/sec: 6422 6422 6421 6421 6421 6420 6419 6419 6418 6418 total = 64.200165 per ms
86:13:55.069 10 switches: flows/sec: 6448 6448 6448 6447 6447 6446 6446 6445 6444 6444 total = 64.461904 per ms
B6:13:56.170 10 switches: flows/sec: 6347 6347 6346 6346 6345 6345 6343 6343 6343 6342 total = 63.446683 per ms
B6:13:57.271 10 switches: flows/sec: 6424 6423 6423 6422 6422 6421 6421 6421 6420 6419 total = 64.215294 per ms
86:13:58.373 10 switches: flows/sec: 6452 6451 6450 6450 6449 6449 6506 6448 6448 6447 total = 64.549935 per ms
06:13:59.474 10 switches: flows/sec: 6442 6441 6441 6439 6439 6438 6438 6438 6437 6437 total = 64.389807 per ms
06:14:00.575 10 switches: flows/sec: 6442 6440 6440 6439 6439 6439 6438 6438 6437 6437 total = 64.387970 per ms
06:14:01.676 10 switches: flows/sec: 6452 6452 6451 6450 6449 6449 6448 6448 6448 6447 total = 64.493420 per ms
06:14:02.777 10 switches: flows/sec: 6433 6432 6432 6430 6430 6430 6429 6429 6428 6428 total = 64.300550 per ms
RESULT: 10 switches 12 tests min/max/avg/stdev = 56785.49/64549.94/63411.085/2095.01 responses/s

Figurel shows the throughput result in flows per second.

distributed@mininet-vm: /home/mininet/oflops/chench§ taskset -c 8-1 chench -c 10.6.3.11 -p 6633 -m 1060 -1 16 -M 106006 -i 50 -s 18
chench: controller benchmarking tool

running in mode 'latency’

connecting to controller at 10.6.3.11:6633

faking 10 switches offset 1 :: 16 tests each; 1000 ms per test

with 100000 unique source MACs per switch

learning destination mac addresses before the test

starting test with @ ms delay after features reply

ignoring first 1 "warmup" and last @ "cooldown" loops

connection delay of 56ms per 1 switch(es)

debugging info is off
21:47:44.436 10 switches: flows/sec: 4661 4656 4655 4651 4649 4647 4645 4643 4640 4636 total = 64.218852 per ms
21:47:45.539 10 switches: flows/sec: 4843 4843 4842 4842 4842 4842 4842 4842 4841 4841 total = 67.458909 per ms
21:47:46.643 10 switches: flows/sec: 4649 4647 4647 4646 4646 4646 4646 4646 4646 4643 total = 64.308588 per ms
21:47:47.746 10 switches: flows/sec: 4832 4832 4832 4832 4832 4831 4331 4831 4831 4831 total = 67.292227 per ms
21:47:48.869 10 switches: flows/sec: 4784 4784 4784 4784 4784 4784 4784 4784 4784 4784 total = 66.537923 per ms
21:47:49.971 10 switches: flows/sec: 4705 4703 4701 4698 4694 4690 4688 4685 4682 4681 total = 64.945651 per ms
21:47:50.072 10 switches: flows/sec: 4813 4810 4805 48063 4862 4799 4797 4794 4791 4798 total = 66.659157 per ms
21:47:51.173 10 switches: flows/sec: 4817 4813 4808 4805 4881 4797 4796 4796 4791 4790 total = 66.659463 per ms
21:47:52.275 10 switches: flows/sec: 4676 4674 4669 4667 4666 4662 4660 4657 4654 4651 total = 64.465777 per ms
21:47:53.379 10 switches: flows/sec: 4880 4878 4875 4872 4870 4867 4865 4863 4860 4857 total = 67.762378 per ms
21:47:54.480 10 switches: flows/sec: 4795 4795 4794 4793 4793 4793 4793 4793 4793 4793 total = 76.683003 per ms
21:47:55.436 10 switches: flows/sec: 4868 4868 4868 4867 4867 4867 4366 4866 4865 4365 total = 67.850144 per ms
21:47:56.586 10 switches: flows/sec: 47808 4781 4781 4781 4780 4779 4779 4779 4779 4779 total = 66.463082 per ms
21:47:57.688 10 switches: flows/sec: 4844 4844 4844 4844 4844 4844 4843 4842 4842 4842 total = 67.479845 per ms
21:47:58.766 10 switches: flows/sec: 4847 4847 4847 4847 4843 4848 4348 4848 4847 4847 total = 67.552845 per ms
21:47:59.985 10 switches: flows/sec: 4788 4788 4788 4787 4787 4787 4787 4786 4786 4786 total = 66.574311 per ms
EESULT: 10 switches 16 tests min/max/avg/stdev = 64218.85/67850.14/66432.081/1214.77 responses/s

Figure 2 ONOS Latency sample result with 10 switches.
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