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ABSTRACT 

The network of Things (IoT) has witnessed rapid expansion, revolutionizing communication 

among physical devices for data exchange in diverse systems across the world. Their 

functionality effectively relies on data communication protocols. In the IoT setting MQTT is a 

publish-subscribe data communication protocol scenario that facilitates message exchange 

services among CI including industrial, residential, and telecommunication applications. 

Despite its benefits, the surge of MQTT adoption in IoT amplifies the vulnerability to cyber 

security attacks, notably  DoS attacks which are known to cause service disruption in legacy 

systems. These attacks, capable of overloading MQTT brokers with malicious traffic, disrupt 

critical services and render networks unreliable.  In this thesis study, we develop a DL model 

for detecting these attacks in the MQTT-IoT networks which is becoming more helpful and 

crucial for protecting the MQTT networks from these attacks. Currently, DL outperforms better 

than the rule and anomaly-based for detecting and classifying DoS security assaults. 

Leveraging DL and feature selection mechanisms, the proposed method aims to identify 

anomalous patterns in MQTT traffic. We use Chi-square and correlation-based to select the 

most informative features to train our candidate model RNN, LSTM, and MLP to reduce 

computational overhead. Model evaluation is conducted on a real-world MQTT dataset 

containing DoS attacks and normal traffic which is publicly available on the Kaggle repository 

for research purposes. The candidate model has experimented with similar parameters and 

evaluation metrics to identify the best model for detection and classification of the DoS attack 

in MQTT network flows to ensure the best model with high accuracy performance and small 

miss-classification error. Accordingly, we train the models on 70% and test the model 

performance on 30% to ensure it is generalizability and to compare against the baseline paper 

for detection and classification of DoS attacks in the MQTT network environment. The 

experimented result illustrated that LSTM attained 99.52% accuracy and 0.0047 overall 

misclassification errors than candidate models of RNN and MLP. Our suggested LSTM model 

has improved by 0.58% accuracy than the CNN-LSTM, by 4.94% accuracy than NN, and by 

3.58% than the MLP model on MQTTset datasets, as we have observed from the related models.  

__________________________________________________________________________ 

KEYWORDS:  IoT, MQTT protocol, MIoT, Deep Learning, MQTTset 
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     CHAPTER ONE 

1. INTRODUCTION 

1.1. Background  

The IoT has changed the technology game in recent years, by allowing devices and sensors to 

connect to the world wide web (WWW), allowing them to interact and communicate with each 

other and play many vital functions in today's environments. It integrates the physical things 

typically called IoT nodes permitting them to gather and share data with another networked 

node without human intervention. Due to this, it is a promising future network technology that 

allows diverse smart gadgets. By 2025, the expected number of connected devices will rise to 

75 billion (Safaei et al., 2018). Moreover, sensors are the primary driving force behind the IoT 

revolution able to look and gather the surrounding information for further processing. These 

tiny devices collect data from every environment whenever it is deployed or configured, from 

humidity to temperature to light and motion, delivering real-time insights that may be used in 

other fields to increase productivity, automation, and efficiency in different Critical 

infrastructures (CIs) applications. As their usage and interconnected increase, the speed of data 

motion continues to increase rapidly. Knowing that IoT devices often have constrained 

processing and computing resources, selecting a lightweight, dependable, scalable, and 

interoperable communication protocol is a mandatory asset (Al-Masri et al., 2020). This has 

also aided in the adoption of several messaging protocols such as message queue telemetry 

transport protocol (MQTT), advanced message queue protocol (AMQP), and constrained 

application protocol (CoAP) allowing devices to communicate more effectively. This protocol 

allows comparable functionality in terms of connectivity, however, they differ in the extent to 

which these services are offered such as packet header, where MQTT contains a smaller packet 

header comparable to AMQP and CoAP (Naik, 2017).  

The IoT is composed of network, perception, and application layers.  It is projected that attack 

surfaces soon change quickly, offering a variety of cybersecurity risks to CIs (Asplund & 

Nadjm-Tehrani, 2016). Typically the attack surface extends across all of its operations layers, 

Physical to Application (Fink et al., 2015). Among them, the application layer highly relies on 

the listed above protocol to underlie and define the format of message trades and how they can 

spread among IoT sensor devices. Despite that, MQTT serves as the most widely employed and 
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popular protocol in the IoT application layer and consists of publisher, subscriber, and broker 

components. The function of a broker is to disseminate data to the publisher and subscriber. It 

is a lightweight messaging protocol for a network with high-latency networks, low-bandwidth, 

and support in unreliable networks and intermittent connectivity making that ideal for 

constrained IoT sensor devices. This is due to communication between publishers and 

subscribers is achieved through the exchange of control packets, each containing a standardized 

two-byte protocol header (Syed et al., 2020), a publish-subscribe communication pattern and 

asynchronous, which indicates sending only when an update occurs, where a client can write 

data to topics, and other devices can subscribe to this topics to obtain the data through a broker 

and update the current situation for further processing. This fact influences our way of life, 

including our actions and demeanor.  It is evident in the air conditioning we manage with our 

cell phones. The E-health care we receive, where patients wear body sensors to monitor their 

health and our smart watches that monitor our everyday activities (S. Ullah et al., 2023). 

However, if the setup is not properly configured several security threats are raised to disable or 

stop the operation of the devices which leads to many impacts for the users of the systems, like 

DoS attacks emerging as a formidable threat. Nevertheless, the surge in protocol adoption in 

the user-centric layer has attracted malicious actors seeking to exploit its inherent features for 

disruptive purposes and service outages by saturating the broker by sending many heavy packet 

messages on different topics with or without a set of subscribed clients to make broker fall 

under single-point-of-failures due to the broker storing all the messages (up to a queue limit) 

for each subscribed and publisher client, which result to inaccessible to legitimate IoT devices 

to communicate over it. In addition to this, they send huge control packets continuously and 

terminate unexpectedly without any action to do and make the broker as busy as possible, which 

is not able to respond to a request for rightful devices on time. Hence, this impact causes many 

negative consequences for the sector adopting IoT technology trends in different environments 

and CI sectors. Considering the nature of IoT integration tight with MQTT protocol over 

networks, the flow of information often holds significant value and may contain sensitive data. 

Consequently, MQTT security is paramount, and IoT-enabled MQTT systems must be 

adequately secured and detect from security threats to transmit the flows freely over the internet 

without succumbing to attacks. Hence, leveraging the rapid advancement of deep and machine 

learning (ML) to identify the abnormal flow in MQTT protocol behaviors, network monitoring 
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and prediction of incoming cyber-attacks has become increasingly feasible (Vaccari et al., 

2020). It’s well-established that ML and DL methods need a substantial quantity of organized 

data to train models capable of identifying malicious scenarios. Therefore, it’s essential to 

utilize it in MQTT communication traffic within an IoT environment for the detection of 

malicious behaviors and use it for disruptive purposes. Moreover,  as DL copes with it, it is 

more useful in terms of traffic overhead reduction, detection of unknown attacks, learning 

complex patterns, and energy consumption optimizations (Shalaginov et al., 2019). 

1.2. Motivation of Study 

The world are in the era of the internet and networks to simplify work in their daily routine to 

large organizations such as industry, and a different company to offer their service using the 

popular communication protocol MQTT and this trend is also more viable and increased in our 

country ethiopia.  Hence, as the MQTT adaptability increased in the IoT era, the security risk 

and it is attack detection efficiency are the most challenging issues. This rise is due to the ever-

changing character nature of attack behaviors reality and IoT network growth, and openness for 

communication over the internet, which increased the adoption of adversaries' attacks (Syed, 

2022), especially DoS. It loads the target system (broker) by sending a huge volume of control 

packets to make out of services which can make it more difficult to detect the attacks by network 

experts within a short duration due to high dimensional data flow over MQTT networks. 

Moreover, the client was able to perform publish-subscribe scenarios than expected behaviors 

with either very small or large payloads to fill the queue of the system. Hence, the broker is not 

handling and not responding to the right customer and this scenario leads to service disruption, 

even forced to stop the entire operation. As those situations arise for the target brokers, the 

normal communication of IoT applications is interrupted, and leading to service unavailability. 

This issue is more critical and this suspicious activity not be strongly detected by either rule-

based or anomaly-based. Furthermore,  as per MQTT protocol specification, DoS is one of the 

security risks to be detected and protected from the MQTT IoT environment to provide strong 

security solutions.    

Considering this potential impact of successful DoS attacks in MQTT-IoT protocol is 

significant and far-reaching, it is imperative to tackle this problem by applying DL which is 

efficient and has the potential to learn patterns in network flows to detect and classify attacks 
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to ensure the availability of the broker. In addition to this, it is imperative to identify relevant 

features that help to know DoS-characterized behavior which helps to build a secure MQTT-

IoT system.  

1.3. Problem of Statement  

Due to the high necessity and simplicity of MQTT coupled with IoT, it is configured in many 

areas allowing them to gather and share information to facilitate efficient communication with 

small bandwidth among IoT devices. However, as this raises its security a critical consideration 

that must be given high-level priority in MQTT network environments. Otherwise, due to it is 

openness (Haripriya & Kulothungan, 2019) and the communication over the Internet, the broker 

is highly exposed to vulnerability attacks.  

The DoS attack is one of the biggest dangers and urgent risks to networks that use the MQTT 

protocol (Manavi, 2018) & (Syed et al., 2020). When a malicious user initiates a DoS attack 

against a centralized broker, there is a risk that the broker may become incapacitated or be 

forced out of service due to the broker is central system to route messages between IoT devices. 

This occurs because the client (publisher and subscriber IoT devices) relies on the continuous 

functioning of the central brokers. As an attack on the broker continuously sending numerous 

connection requests, and in turn, publishing large message payload to overwhelm the broker 

system similar to a flooding attack. The high volume of simultaneous connection requests and 

publishing of large message payloads than the capacity of the system to deplete the buffer, 

consume network bandwidth, and render the broker incapable of handling new incoming 

requests on time. Hence, ensuring scalable security measures is imperative to the overall appeal 

of the MQTT setting, where detection is the primary task for securing the MQTT network 

against DoS attacks. Many existing methods do not effectively integrate different DL and 

feature selection mechanism for detection and classification of these attacks. Consequently, the 

primary limitation of these models lies in the widening gap between the efficacy and accuracy 

of the model within the framework of the MQTT-IoT environment and dynamic network 

behaviors.  

Moreover, the adversaries' tactics not only disrupt the normal operations of the MQTT broker 

but also have a detrimental impact on the connected IoT devices. The overwhelming volume of 

control packets sent to the broker can cause the connected devices to become unresponsive and 
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unable to receive the necessary services. This is particularly problematic in resource-

constrained IoT environments, where the computational resources of the devices may be 

insufficient to handle such computationally expensive attacks. As a result, the trustworthiness 

of these connected devices is called into question, as all operations ultimately rely on the MQTT 

broker, which is now dedicated to processing the malicious attacks. So it is mandatory to 

provide a strong DoS detection mechanism using DL to allow the broker to offer it is operation 

properly without service interruptions and disruptions for legitimate devices. Several 

researchers have already proposed early detection mechanisms for DoS attacks using DL 

learning approaches. However, these existing detection mechanisms still have notable gaps that 

need to be addressed. Overcoming these limitations and strengthening the security of MQTT-

based IoT systems is a crucial priority.  

For instance, this (IEEE Consumer Electronics Society & Institute of Electrical and Electronics 

Engineers, n.d.) used Process-tree to detect DoS attack in the MQTT network based on a partial 

flow of network observations and attain 83.8% detection rate. However, this leads to missed 

attacks, and raises false positives/negatives, and increases the rate of misclassification errors 

due to based on partial MQTT network observation. Another researcher (Haripriya & 

Kulothungan, 2019) proposed a fuzzy logic-based which has a limitation of features scope 

consideration and doesn’t consider the assaults dynamic nature of the attacks, as well as it is 

not well for unknown attacks because it is rule-based. So the attacker tries to use another 

possibility MQTT network observations to continue attacking the target systems. Thirdly, Other 

scholars (Alzahrani & Aldhyani, 2022) proposed Artificial Intelligence to detect and classify 

DoS in MQTT networks and use all types of features for model training. However, this leads 

to increased training time or delay in detection, miss-classification errors, and leads to 

performance reduction due to irrelevant features. Finally, (Imran et al., 2024) proposed hand-

crafted feature engineering for anomaly detection specifically DoS attacks in IoT-based MQTT 

networks using ML, by integrating socket features such as source address features. However, 

integrating socket features is not compatible with a dynamic network environment due to source 

IP address attributes varying throughout networks, and increases the room for misclassification 

and model bias towards socket information. Hence, considering MQTT network control packet 

flow characters/features is more essential and effective. Moreover, according to (Elsayed et al., 
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2020), the intruding party and regular users may both have the same IP address, which is 

difficult for classification tasks.  

To overcome the above-mentioned problem with better accuracy and performance, we have 

proposed DL and utilizing feature selection techniques for identifying and categorizing DoS 

attacks in MQTT-IoT networks based on a data-driven approach (MQTT datasets). The method 

effectively learns and analyzes its network traffic features for detecting DoS attack scenarios 

that disturb the normal communication pattern of legitimate users upon the selected features. 

Thus, it is easy to identify significant features that are more important and relevant in MQTT 

packets to detect DoS attacks, which is helpful to protecting and mitigating these MQTT 

network security assaults.  

1.4. Research Questions 

These are the research questions that we have addressed in this study. 

RQ1. How can deep learning model architecture be developed to detect and categorize DoS 

attacks in the MQTT networks? 

           RQ2. How can improve the performance accuracy of the developed architecture of deep 

learning for DoS detection and classification in MQTT networks?  

RQ3. How can the suggested deep learning architecture be evaluated by comparing it against 

the baseline paper and another deep learning model for detecting and classifying DoS 

attacks? 

1.5. Objectives of Study 

1.5.1 General Objective 

The main goals of this research objectives are to develop a deep learning model for detection 

and classify DoS attacks in the MQTT-IoT protocol utilizing MQTT datasets.  

1.5.2 Specific Objectives 

 To preprocess the datasets to be suitable for deep learning models.  

 To develop the deep learning Architecture for Detecting and classifying DoS attacks. 

 To identify relevant features that are able to detect and classify DoS attacks from MQTT 

datasets. 
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 To train the developed Architecture on preprocessed data. 

 To evaluate the performance of the model on a hold-out dataset and select the best model 

using standard metrics such as accuracy, recall, precision, and F1-score. 

 To compare the outcomes of the selected model against the baseline paper on MQTTset 

datasets.  

1.6.  Significance of Study 

This research study is critically useful for the detection and classification of DoS attack 

scenarios in many organizations that use the MQTT protocol to enable data communication and 

decision-making. It is also vital and very helpful for network administrators to monitor and 

analyze network traffic which can help to provide the fastest potential mitigation for threats in 

the environment in less time by focusing on the identified relevant features. Hence, it increases 

the service accessibility of IoT devices to operate their functionality in many organizational 

sectors. 

1.7. Scope and Limitations 

Nowadays, there are several sophisticated attacks and data available in IoT data communication 

protocol environments. However, this research is focused on DoS attacks in MQTT protocols. 

The study also focuses on detection and classification as legitimate and DoS attack scenarios 

based on MQTT datasets not considering other attack behaviors. Several methods, tools, and 

techniques are to be applied to detect DoS attacks, however, our study is focused on DL 

mechanisms using RNN, LSTM, and MLP to detect and classify the attack detection scenarios. 

We evaluate our model only on MQTT network datasets generated from 10 IoT devices within 

10-day intervals.  This study is not considered mitigation after detection and classifications. 

1.8.     Organization of the Thesis  

The remaining sections of the thesis are arranged as follows to indicate the content of the thesis 

flows. 

 The first chapter outlines the general study topic, the driving force behind it, the 

motivation, the issue, the goals, the significance, and the steps taken to get there.  
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 The second chapter outlines literature review points related to IoT concepts and it is a 

layer, the MQTT concept and how it works, and related works are discussed through 

critically evaluating and examining related works of previous studies. 

 Chapter three discusses the methodology we use and an explanation of dataset scenarios, 

preprocessing of data, features selection techniques, the model we use and it is evaluation 

techniques, and software and hardware tools we used for this thesis. 

 Under chapter 4 we discuss the architecture of the proposed model of the study and it is a 

hyperparameter.  

 In chapter five we discuss the implementation of the architecture model including model 

training. 

 In chapter six we discuss the results and outcomes of the proposed architecture and a 

summary of the overall research findings. 

 In chapter seven, we provide recommendations for future work and discuss the 

contributions made by the study. 
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CHAPTER TWO 

2. LITERATURE REVIEWS AND RELATED WORK 

2.1. Overview of IoT 

The IoT represents a significant evolution in the information technology landscape, and it is 

experiencing rapid growth as a network environment. IoT refers to the interconnected network 

of physical devices and machines that enables them to gather, exchange, and process data over 

the internet. These items can encompass a wide range of objects, from everyday household 

appliances and wearable technologies to industrial equipment and infrastructure components. 

The key innovation behind IoT is the ability of these objects to engage with one another and 

with central systems, enabling real-time monitoring, data analysis, and automation. This 

interconnected ecosystem can bring about transformative changes in different industries and 

parts of our daily activities, from enhancing operational efficiency and optimizing resource 

utilization to enabling smart cities and improving healthcare services. IoT systems are equipped 

with, actuators, sensors, transceivers, and processors to encourage intelligent connectivity. Thus 

it’s not just one technology, but rather an integration of different technologies that work 

collaboratively (Sethi & Sarangi, 2017). Actuators and sensors are part of IoT devices that 

interact and communicate with the physical environment. Sensors collect data, while actuators 

make changes to the environment. Since the primary goal of the IoT system is for anyone, 

anywhere, at any time, attackers can now access attack vectors or surfaces (Roman et al., 2013) 

(Babar et al., 2010). 

As a result, it is difficult to maintain security requirements in an IoT system with large surface 

attacks. Wholesome considerations are necessary to meet the security needs in solutions. 

Nonetheless, the majority of IoT devices operate in an unsupervised setting. As a result, these 

gadgets may be physically accessible to an intruder to dispense and perform it is security risks 

(Abomhara & Køien, 2015) because it is part of a cyber-physical system. Even though, due to 

their dispersed locations, IoT devices often use communication protocols like MQTT to 

exchange data considering their computational resources and power. The collected data is then 

intelligently stored and processed to extract valuable insights across various industries among 

devices via MQTT brokers. Considering that aspect, it is security parameters are a critical 
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situation and of utmost importance to protect and identify anomaly behaviors in the MQTT 

communication network (Shtayat et al., 2023).  

2.2. IoT Architecture 

Due to it is scalability, flexibility, security and privacy, data storage, and quality of services     

(Islam et al., n.d.) the standard and architecture are needed for the IoT ecosystem. It refers to 

the structured framework or system design that illustrates how diverse components and devices 

in an IoT ecosystem are interconnected and collaborate to collect, process, transmit, manage 

data, and communicate among them via IoT data protocol. It encompasses the hardware, 

software, protocols, and communication layers that make IoT devices function and 

communicate with each other. However, there isn’t just one agreement on the architecture for 

the IoT layer and standard, which is accepted universally, but there are three main layers of IoT 

architectures (Sethi & Sarangi, 2017). 

2.2.1. Perception Layer 

It is positioned at the bottom of IoT architecture and referred to as the sensing layer. It aims to 

communicate with the physical things employing intelligent gadgets like actuators, sensors, 

cameras, and a global positioning system (GPS) to gather and handle data.  

2.2.2. Network Layer 

This layer offers functions that facilitate uninterrupted connectivity and facilitate 

communication between devices based on gathered data (Bello et al., 2017), hence it handles 

the interaction between IoT devices and the central systems. This layer is responsible for 

routing, addressing, and preventing network bottlenecks, it involves protocols IPv4 and IPv6 to 

ensure data is transmitted efficiently. Furthermore, a routing protocol for low-power and lossy 

networks (RPL) is a routing protocol designed to function on networks with lower 

computational power and IPv6 over lower-power wireless area networks (6L-oWAN) allowing 

for effective data transfer in lower power and speeds networks by adopting IPv6 for resource-

constrained environments. This layer is highly affected by routing attacks to inform the false 

shortest path to obtain illegitimate advantages and suggest the legitimate client to the wrong 

path. 
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2.2.3. Application Layer 

This serves as both the user interface and the top layer of the IoT architecture. It is in charge of 

obtaining information from the network layer and using it for specific operations. This layer 

can provide various operations, such as data analytics, visualization, monitoring, and decision-

making. This layer is important in designing IoT frameworks in real-time applications including 

smart agriculture, smart parking, smart transportation, smart healthcare, and smart cities (X. Li 

et al., 2021). It serves as the interface between the user and the devices. 

Thereby, the layers and components communicate with one another based on IoT standard 

protocols. IoT protocols facilitate seamless data exchange and transmission between edge 

devices and the Internet, utilizing standardized network protocols such as ZigBee, and 

Bluetooth to carry out message patterns using data protocols(MQTT, CoAP, and AMQP). 

Depending on the exact architecture and technology being used, communication methods may 

change. This increases the functionality and communication of the interconnected IoT 

landscape over the internet. This fact makes the IoT ecosystem's expanding number of 

connected devices susceptible to security vulnerabilities by providing more entry points for 

hackers and cybercriminals which in turn attacks the communication protocols. Though, 

security concerns have long been a portion of the information technology landscape, leading 

numerous IoT applications to fresh and distinct security hurdles. It is imperative to confront 

these obstacles head-on and make certain that security remains a foremost concern within the 

domain of IoT-enabled MQTT products and services. Users need to have less faith in the 

security of IoT devices and related data protocol, especially as this technology is increasingly 

and tightly woven into our day-to-day routines, it can increase the possible point of entry for 

cyberattacks like DoS, potentially exposing the central system where the malicious activities 

are targeted at the devices that are part of the IoT ecosystem. Hence, the deployment of efficient 

security protocols in IoT networks is extremely needed to ensure availability, confidentiality, 

authentication, access control, and integrity among others (Yassein et al., 2017) to increase it is 

functionality without service breakdown. 

2.3. IoT Protocol  

To accommodate various IoT communication models, protocols have been created or already-

existing protocols have been accepted to support different kinds of communication models in 
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IoT as aforementioned above. Standards and Protocols are essential for application 

development, interoperability, and message delivery (Al-Sarawi et al., 2017)(Çorak et al., 

2018). Application delivery protocols handle the sharing of data in IoT, while services 

discovery protocols permit large-scale IoT deployments to automatically discover services and 

resources. The top layer of protocols commonly utilizes two primary message formats which 

are publish-subscribe and request-response (Syed, 2022). A request/response is resource-

demanding and it’s not effective for a resource-constrained environment like HTTP which is a 

mature protocol but, it’s a heavy-weight protocol, due to this it’s not optimized for IoT and 

applied in traditional communication patterns (Quincozes et al., 2023). Oppose to this the 

publish/subscribe pattern offers significant advantages for IoT sensor devices with restricted 

resources such as MQTT protocol due to the small packet header, asynchronous communication 

pattern, and its lightweight property and it supports a message payload until 256 MB 

(Thangavel et al., 2014). 

2.4. Overview of MQTT Protocol  

The MQTT messaging protocol (formerly known as MQ Telemetry Transport; HiveMQ, 2015) 

was created in 1999 by Arlen Nipper of Arcom and Andy Stanford-Clark of IBM. It was initially 

intended to enable communication among distant devices that had inconsistent communication 

(Syed, 2022). It is a lightweight messaging protocol meant to be used by clients who have 

limited bandwidth resources or unpredictable networks and require a tiny code profile. It’s an 

event-driven protocol that primarily serves for machine-to-machine communication types of 

connections. It does not involve periodic or ongoing data transmission, minimizing 

transmission overhead. Clients only publish data when there is information to send, and brokers 

only distribute information to subscribers upon the arrival of new data. It operates on a publish-

subscribe messaging model and is well-suited for IoT and M2M communication that enables 

efficient, bi-directional communication between clients and brokers, allowing devices or 

applications to share information and control messages in constrained network environments 

applied in different organizations including Facebook, IBM, Eurotech, Cisco, Red Hat, M2Mi, 

Amazon Web Services, InduSoft, and Fiorano, have adopted and supported MQTT, an 

established M2M protocol (Thangavel et al., 2014)(De Caro et al., 2013)(Bandyopadhyay & 

Bhattacharyya, 2013). 
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2.5. MQTT Architecture 

MQTT is a data communication protocol that operates over TCP/IP utilizing a publish/subscribe 

message communication patterns. This pattern of interaction delineates the method via which 

messages are transmitted between system endpoints. The architecture comprises 3 primary 

components: clients (publisher and subscribers) and brokers as depicted in Figure 2-1. The topic 

is a string that serves as an addressing mechanism for messages and is separated by a forward 

slash delimiter. It plays a crucial role in MQTT communication, allowing publishers to send 

messages to specific topics and subscribers to receive messages from topics of interest as shown 

in Figure 2-1. Topics facilitate and enable flexible as well as decoupled communication between 

clients. Clients can function as both publishers and subscribers, enabling them to both send and 

receive messages. MQTT brokers are responsible for routing or disseminating the published 

message to the rightful subscriber upon specific topics of interest typically known as topic-

based filtering. This mechanism ensures that clients receive only the messages relevant to their 

specific interests, minimizing network traffic and resource consumption. 

The publishers establish information and disseminate it to the message broker based on the 

different control packets as listed in Table 2-1. The broker serves as the middle server hub for 

message exchange. It receives data from clients and relays it to the appropriate subscribers. 

Clients communicate exclusively through the broker, eliminating direct client-to-client 

interactions. The publish operation involves sending a data block and having the message to be 

disseminated.  In IoT setting, the publishers are various lower-power sensors publishing data 

like pressure, temperature, and humidity while, subscribers could be smart devices like smart 

meters, home automation controllers, smartphones, and computers that can take action based 

on the environment changes. This function transforms a client into a subscriber for a specific 

topic.  

Clients can express their interest in two ways: through direct topic selection or wildcard 

utilization. The wildcard is either plus sign‘+’ or hash symbol ‘#’ to indicate single-level topic 

hierarchy and multiple-level hierarchy (Hintaw et al., 2023). Wildcards offer flexibility, 

enabling subscriptions to a complete topic branch or any desired segment within a division. To 

subscribe a client transmits a subscribe packet and receives a corresponding SubAck packet as 

confirmation. If a retained message exists for the subscribed topic, the newly added subscriber 
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receives it automatically. The acknowledgment of the publish request depends on the chosen 

QoS level. The publisher client describes the QoS for publishing messages to the broker, and 

the subscribing client defines the QoS for receiving messages from the broker. According to 

the MQTT protocol specification three QoS levels to ensure and grant message delivery to 

clients, which is unique among IoT protocols (Uy & Nam, 2019). Those are:           

QoS 0: This QoS level offers the lowest level of service, not assuring message delivery 

indicated at most once. Messages may be lost or duplicated, but this level is the most efficient 

in terms of bandwidth and processing requirements.  

 QoS 1: Guarantees that a message is delivered at least once, but it may be duplicated. 

QoS 2: Guarantees that a message is delivered exactly once. This is the most reliable QoS level 

and suitable for applications where data loss and duplication are unacceptable, but it is also the 

most complex and requires more overhead. 

 

Figure 2-1: MQTT broker architecture 

Source adapted from:(Al-Masri et al., 2020)  

The protocol defines different control packets that enable seamless exchanges of messages 

between endpoints, enabling reliable and efficient communication within the network. Some 

common control packet of MQTT is enumerated in Table 2-1 within their descriptions.  
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Table 2-1: Control packet of MQTT message 

Control Name  Descriptions 

Connect The packet used by a client to establish the link with the broker. 

Connect Ack The packet used by the broker in response to a CONNECT packet from the client. 

Publish A packet is used to send messages from a client (publisher) to the broker. 

Publish Ack A packet sent by the broker to acknowledge the receipt of a published packet. 

Publ Rec Packet sent by the broker to acknowledge the receipt of a publish packet. 

Pub Rel Packet sent from IoT devices to release a publish packet.  

Pub Comp Packet sent by the broker to grant the completion of the message flow.  

Subscribe Packet sent from the IoT devices to the broker to subscribe to one or more topics.  

Sub Ack A packet sent by the broker in response to a subscribe packet.  

Un-subscribe The packet sent from the IoT devices to the broker to unfollow from topics. 

Un-subAck A packet sent by the broker to grant the unfollow requests.   

Ping Req A packet sent from IoT devices to keep the connection alive. 

Ping Resp A packet sent by the broker in response to a ping request packet.  

Disconnect A packet sent from IoT devices to gracefully disconnect from the broker. 

 

This popular protocol is decoupled in IoT and M2M applications for efficient data 

communication among IoT devices which almost gives unlimited purpose in different sectors 

(Mishra & Kertesz, 2020) such as transportation to enhance traffic management and vehicle 

monitoring, healthcare to support patient monitoring, and telemedicine healthcare, industry to 

facilitate smart manufacturing and process control, and in security and surveillance to enables 

advanced monitoring and alert systems security such in intrusion detection to transmits data 

from sensors and cameras to central monitoring systems for real-time intrusion detection.  

2.6. MQTT Normal Traffic Scenarios 

As we discussed in the previous section the message broker acts as a centralized server for 

monitoring and controlling communication between IoT sensor devices. They communicated 

with each other utilizing the control packets mechanism. Therefore, understanding the typical 



   

    16 

  

traffic patterns within this network is crucial for identifying DoS anomalies and potential 

security vulnerabilities. 

As shown in Figure 2-2 the regular flow of traffic is identified by the normal state of the MQTT 

protocol. For instance, the publisher connects to the broker and publishes a message when 

sensing and updating data occurs. Oppose to this, the subscriber is linked to the broker to receive 

messages corresponding to the following topics. Normal communication flow in publishers 

exhibits connect-publish-receives acknowledgments-disconnect behavior for data transmission. 

Similarly, the normal communication flow in subscriber exhibits connection-request-subscribe 

requests and receives updated data. Once a subscription is acknowledged, the subscriber stays 

connected to the broker to receive future updates on the topic as both publishers and subscribers 

utilize ping messages to maintain their respective connections when no data is being sent (Syed, 

2022). This ensures that communication channels remain open for future interactions. This 

scenario indicates a balanced, consistent, and legitimate sequential flow of communication 

behaviors.  

On the other hand, any flow deviating from this normal flow is a sign of a DoS attack, such as 

connect-disconnect continuously or connect-published multiple payload/subscribe-disconnect 

communication sequence to gain illegitimate network flaw advantages and overload the target 

system.  Hence, establishing many links with the server allows for sending, publishing, and 

subscribing for each connection, the higher number of messages possible to load and exhaust 

the target resources which leads to the broker being out of services and unavailable for 

legitimate clients. A sudden surge in the number of connection requests, a flood of published 

messages over a large payload, or an absence of expected acknowledgments may indicate 

abnormal behavior. Anomalous patterns may suggest a potential DoS attack, where the 

malicious users are overwhelming the broker with excessive or malicious traffic.  
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Figure 2-2: MQTT state used for normal traffic scenarios 

2.7. Overview of DoS Attack 

DoS attack is an illegal cybercrime that prevents a legitimate system unavailable or slows down 

its intended users. Its main goal is to overload the server capacity and prevent authorized clients 

from access or service to denied (Firdous et al., 2017). The attacker typically achieves this by 

flooding the system with traffic containing malicious packets, and it destroys the computing 

resources like CPU, memory, and RAM. Messages from legitimate users are crowded out and 

do not access the services they want. Thereby, it disrupts businesses and organizations or extorts 

money from them.  

2.8. Types of DoS Attack 

DoS cyber-attack in which the criminal tries to make a computing or other device unavailable 

to its legitimate clients. The attacker typically can overwhelm the target's resources and prevent 

it from responding to valid inquiries by sending fake and malicious packets. In this section, we 

asses various types of DoS attacks. 

2.8.1. Volumetric Attacks  

A cyberattack aims to overwhelm a central system, network bandwidth, or website by pinging 

it with an excessive amount of traffic or requests. These assaults are planned to consume the 

resources of the target, including memory, processing power, and bandwidth making it not 

accessible to authorized users. An instance of this is user datagram protocol (UDP) floods 

targeted specific network protocols or services and internet control message protocol (ICMP) 

flood attack the attacker overwhelms the victim machine by sending significantly higher 
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volumes of ICMP ECHO request messages (Lau et al., 2000). This case is true if a high volume 

of MQTT connect packets is requested and a large volume payload is sent to the broker 

unexpectedly. 

2.8.2. Protocol Attacks 

This attack involves exploiting vulnerabilities or weaknesses in the communication protocols 

used within a network or between systems. These attacks aim to interfere with the normal 

operations of a service or network by targeting the specific protocols in use. The attacker 

leverages vulnerabilities in the communication protocols, such as TCP. They may manipulate 

the protocol's behavior to disrupt the normal exchange of data or connections. A common 

example of these attacks is SYN flood attacks. 

2.8.3. Application Layer Attacks 

This attack exploits the application layer vulnerabilities in the protocol attacks. By leveraging 

server resources like processing power, memory, and bandwidth between two separate 

memories, it aims to unbalance the services offered to actual consumers. Examples of this 

technique include the DNS attack and the HTTP attack (Gebremeskel et al., 2023). It attempts 

to establish a link with the intended server and then exhausts the server’s resources. While this 

scenario happens in the MQTT protocol, also exhausts broker resources, in which a legitimate 

client is denied to access it. 

2.9.  Methods for Detecting DoS Attack in the MQTT Protocol  

One of the critical stages in reducing the harmful impacts of DoS attacks is attack detection. 

patching the vulnerability can prevent DoS attacks that aim to exploit a particular weakness on 

the victim machine (Bhuyan et al., 2014). However, due to the dynamic behavior of the attack 

scenario, the flooding-based exploit of the various parts of the IP suite poses a challenge to 

attack detection and countermeasure techniques as a result of the volume of traffic, dynamic 

network nature, and variability in source address. There are many existing approaches to detect 

DoS attacks depending on the pattern of network traffic. 

Signature-based detection Techniques: it is like digital detectives, and work on pre-defined 

rules. It is also known as misuse detection, rule-based, or knowledge-based detection 

techniques. This includes Signature design, self-organized maps, and state transition analysis 
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(Bhuyan et al., 2014). The primary limitation of this approach is that they can only effectively 

identify known assaults. However, variations or new attacks may slip through the cracks. 

Hence, it necessitates updating of the behaviors the attacks, and pattern learning is difficult by 

signature. Additionally, it is computationally expensive and may require frequent updates to 

keep up with new attack signatures, hence it is not a good fit for devices with limited resources.  

Anomaly-based Techniques: it encompasses outlier and behavior-based approaches, to 

identify normal behavior from anomalous pattern flow in network traffic flow by establishing 

a baseline and flagging deviations exceeding a predefined threshold. This enables the detection 

of unknown threats, but susceptibility to noise and changing network conditions can lead to 

numerous false alarms (Kaur et al., 2017). To identify assaults using conventional machine 

learning algorithms in real-time applications, and they fall short in identifying constantly 

evolving zero-day threats, particularly in dynamic and heterogeneous Internet of Things-based 

systems. 

Machine learning approach: It serves as a strong tool in the old network used to enhance 

attack detection capabilities in various cybersecurity scenarios by analyzing large datasets of 

network traffic, system logs, and other relevant data. Additionally, ML is a component of soft 

computing and deals with the automatic recognition of helpful trends and astute judgment based 

on the data supplied (Shalev-Shwartz & Ben-David, 2013). This has a significant merit than the 

above-mentioned techniques for attack detection mechanisms. However, it is not feasible and 

shallow to identify assaults using conventional ML algorithms in real-time applications, and 

they fall short in identifying constantly evolving zero-day threats, particularly in dynamic and 

heterogeneous IoT-based systems (Ma et al., 2020). Moreover, as IoT networks grow they 

generate big data, hence it is incapable of handling complex data to learn from network flows. 

Deep learning approach: DL techniques have become a strong tool for identifying attack 

patterns in MQTT network traffic and they can be more effective than traditional DoS detection 

methods, such as signature-based and anomaly detection methods. This is because DL models 

can learn from huge volumes of data, which allows them to detect new and evolving attack 

techniques. These approaches can learn from large datasets of legitimate and attack traffic to 

identify patterns that distinguish between the two. This allows them to detect the attacks, even 

when they are using new or evolving attack techniques. In addition to this, it can snippet features 
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from complex network traffic flow data, such as packet header information, packet size, and 

packet timestamps without experts which is used to diminish traffic overheads and optimize 

energy consumption. A DL model can then be trained using these features to differentiate 

between attack and genuine traffic. That is the reason why we apply DL algorithms for further 

investigation of MQTT network protocol data and detect any attacks quickly.  

2.10. Machine Learning for Detection of Attacks 

ML techniques are artificial intelligence algorithms that enable to learn patterns from data for 

various tasks in different sectors. Security is one sector in which ML is increasingly being 

employed to detect DoS attacks in MQTT-IoT network flows due to their ability to analyze 

amounts of network data and identify anomalous patterns indicative of such attacks. Unlike 

traditional rule-based systems, ML models can learn and adapt to new threats by training on 

historical data. ML model is trained to learn the pattern of normal network behavior to identify 

malicious flaws (DoS patterns). This can be done using supervised learning techniques, where 

the model is trained on labeled datasets that include both normal and attack scenarios in the 

environment. Once the model is trained, it has the potential to detect anomalies in the MQTT-

IoT networks that may indicate a DoS attack. The model continuously monitors the network 

traffic and other relevant metrics, and flags any significant deviations from the learned normal 

behavior as potential attacks. This indicates the advantages of ML over a rule-based and 

signature-based approach to identify DoS attacks which works and is good for known attacks. 

ML can be broadly categorized into three main types. 

Supervised Learning:- In supervised learning, the algorithm learns from labeled training data 

including both DoS attacks and normal instances, where each example is paired with the correct 

output. The goal is to learn a mapping function from input variables (MQTT network features) 

to target variables (either DoS or normal). Using these, it is used to detect anomalies in MQTT 

message traffic by analyzing patterns in the data flow or by identifying unusual behaviors that 

may indicate potential security threats (DoS attacks). Some algorithm used in supervised ML 

is decision tree, support vector machines (SVM), and random forest serves as both binary and 

multi-classification based on target variables. The decision tree performs classification tasks by 

sorting MQTT network samples according to their feature values by building tree structures. 

Initially, the tree starts from empty, then the MQTT feature that optimally splits the training 
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samples is selected as the root node and this process is recursively applied to each subset of 

MQTT samples until terminal nodes are reached, representing the classes (Sahu & Mehtre, 

2015). But they can be complex and resource-intensive as The MQTT networks grow. 

Similarly, The SVM works classification task to classify MQTT data by creating a hyperplane 

that maximizes the distance from the nearest sample points of different classes (DoS attacks 

and normal flow).  

Unsupervised Learning:- This method involves learning patterns and relationships in MQTT 

network flows without explicit labels and is needed when labeling data is difficult. The 

algorithm explores the data to find hidden structures or intrinsic patterns. Some examples of 

unsupervised ML are clustering and dimensionality reduction. Clustering algorithms group 

similar data points together, while dimensionality reduction techniques aim to reduce the 

complexity of the data. Clustering means grouping similar data point instances into clusters of 

DoS groups and normal flow groups without any prior knowledge of the classes to decide the 

new incoming instances to their respective groups. This suggests learning MQTT flow patterns 

and classifying the flows into their respective classes. 

  Reinforcement Learning: It is an ML paradigm where an agent learns to make sequential 

decisions by interacting with an environment. The agent's goal is to maximize a cumulative 

reward signal over time by taking actions in the environment. This learning process involves 

trial and error, with the agent receiving feedback in the form of rewards or penalties based on 

its actions. It contains an agent interacting with an environment by observing its state, choosing 

actions, and receiving rewards or penalties. The environment provides feedback to the agent 

based on these actions, guiding the agent to optimize its decisions. The agent's policy is the 

strategy it uses to select actions that maximize cumulative rewards over time. 

2.11. Deep learning Model for Detection of Attacks 

A DL or deep neural network is a type of ML made up of several deep layers of highly optimized 

algorithms and architectures to capture patterns from complex data by automatical creating 

representative features from MQTT network flows than traditional ML. This makes DL is excel 

at processing various applications. One main reason DL is popular over ML support scalability 

as IoT integration in MQTT increases the message flow is increasing at an adapting rate. While 

this occurs it has a positive correlation with big data, so ML is difficult to analyze and create a 
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pattern from MQTT message flows to identify DoS attacks from normal ones with high-

performance capability (Al-Garadi et al., 2020). Moreover, it flags miss-classification as the 

network flows in a large-scale environment and it requires a manual features selection 

mechanism which makes it difficult to identify representative features without expert domains. 

The other reason DL is more powerful than ML is due to the capability to learn complex patterns 

and identify anomalies in behavior in better performances. Moreover, DL is flexible enough to 

handle subtle minor deviations in MQTT network flows and dynamic network situations that 

occur in the environment based on the pattern creations. As the term suggests, deep learning 

has more or deeper processing layers than shallow learning, which has fewer unit layers. The 

transition from shallow to deep learning architectures has facilitated the representation of more 

intricate and non-linear functions that were previously intractable with shallow architectures 

(Shrestha & Mahmood, 2019). The most commonly used DL models are:-  

Convolutional Neural Network (CNN): CNN is a DL model which is more applicable in 

Image processing, and anomaly detection in the security area in spatial aspects. However, it is 

resource-intensive and challenging to deploy in the  MQTT-IoT network board to detect DoS 

attacks (Al-Garadi et al., 2020).   

Recurrent Neural Network (RNN): RNNs DL model having a sequential information 

structure (I. Ullah & Mahmoud, 2022). Recurrent connections in a neural network are part of a 

deep neural network that can learn features and temporal dependencies from sequential data 

flows. It has connections that loop back on themselves, allowing them to maintain a kind of 

memory of previous inputs and their effects on the current state. Any dynamic system can 

represented by a trained RNN (Salehinejad et al., 2017) and it is integrated with recurrent 

connections that can model sequential data and are well-suited for tasks involving sequence 

recognition and prediction based on recurrent unit information. The recurrent unit is the basic 

building block of RNN, which is responsible for maintaining a hidden state that captures 

information from previous inputs. The hidden state is updated at each time step and then used 

as input for the next time step. This allows the network to monitor the sequence's information 

over time and make predictions based on the entire sequence rather than just the current input.  

Moreover RNN is widely used in security area to detect attacks such as in MQTT-IoT networks 

flows to identify abnormal flows (DoS) from normal instances. This is achieved through 
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learning the MQTT network having both normal and abnormal instances and creating patterns 

based on the MQTT features to identify the new incoming network flows.  

 Multi-Layer Perception (MLP): It is also a class of DL models consisting of multiple 

interconnected layers of nodes. Every node in an MLP performs a linear function on its inputs 

and then applies a non-linear activation function, which introduces non-linearity and enables 

the network to model complex relationships between input and output data where the input is 

composed of MQTT network traffic and the output indicates the target variable. These models 

are trained using a supervised learning algorithm called backpropagation, which iteratively 

adjusts the connection weights to reduce the error between the network's output and the desired 

output. The inputs of each perceptron are linked to the inputs of another perceptron from the 

earlier layer. The perceptron will fire based on the defined threshold and the weighted sum of 

its inputs MLP should ideally made up of three layers namely input, hidden, and output layers. 

The input layer consists of nodes representing the number of system variables. Information 

travels from the hidden layers to the output layers. The flow is controlled by weight factors 

associated with each connector. 

Long Short-Term Memory (LSTM): LSTM is a class of RNNs that is specifically designed 

to learn long-term dependencies in sequential data and to solve the problem of vanishing 

gradient problems created in RNN. An RNN characterized by a state memory and a multilayer 

cell architecture is referred to as an LSTM network (Smagulova & James, 2019). LSTM has 

the power to remember past information for a long time. The NN known as the long short-term 

memory network was created to enable long-term dependency of artificial neural networks (Y. 

Li et al., 2019). LSTM is commonly well-suited for tasks such as Anomaly detection, time 

series forecasting, and speech recognition. LSTM networks are designed to address long-

dependency issues and can retain extensive historical data. It can learn and create patterns by 

examining MQTT flow data over a longer period to identify anomalous patterns in the era of 

network security by creating extensive patterns from MQTT data flows. It was designed to deal 

with the problem of vanishing gradients in traditional RNNs. LSTMs address this problem by 

introducing three gates and creating long-term dependencies between feature patterns. It has an 

input gate, a forget gate, and an output gate as demonstrated in Figure 2-3.  
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Input Gate: Controls how many new input network features are added to the cell state. It is a 

sigmoid function that generates a value between 0 and 1, where a higher value means more new 

input is added, the forget gate controls how much previous cell state is forgotten and generates 

an output value in the range of 0 to 1, where a higher value means more previous cell state is 

forgotten and The output gate controls how much cell state with relevant MQTT features is 

output to the next layer, where the output gate is a sigmoid function that outputs a value in the 

range of 0 to 1, then a higher value means more cell state is output. These gates regulate the 

information's flow into, out of, and through the LSTM cell. 

Forget Gate: The forget gate in an LSTM network controls the flow of information from the 

previous cell state. It decides which parts of the cell state should be kept and which should be 

discarded, based on the current input of MQTT input features and the previous hidden state. 

This mechanism allows the LSTM to maintain important information over long sequences and 

forget irrelevant information, which is essential for capturing dependencies in sequential data.  

 Output Gate: The output gate in an LSTM network determines the next hidden state based on 

the current input, the previous hidden state, and the cell state. This gating mechanism allows 

LSTM to maintain a balance between retaining important information and discarding irrelevant 

details, in our case MQTT message flow patterns, thereby improving the model's performance 

on tasks involving temporal dependencies and creating a probability distribution over predicted 

classes, with the token having the highest score being predicted as the output. 

 

Figure 2-3: LSTM architecture 

(Source adapted from:(Van Houdt et al., 2020) 
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2.12. Datasets Scenarios 

Considering, the IoT security threats there is well known several attacks apply against MQTT-

IoT networks and protocols to sabotage their intended functionality. Thereby to fill these 

research challenges several researchers come up with different ML and DL models to detect 

the attack scenarios, especially DoS attacks using different datasets to evaluate their model. To 

effectively learn the behaviors and characteristics of the attack, the algorithm needs and depends 

upon effective datasets.  

There are many publicly available datasets used to evaluate the performance detection of the 

model in MQTT-IoT attacks. As the scholar (Vaccari et al., 2020) address KDDCU99, UNSW-

NB15, and N_BaIoT, are useful for conventional ICT network attacks but they don’t contain 

Iot_Enable MQTT, where BoT_IoT, ToN_IoT are included DoS and DDoS IoT attack but those 

also not include any occurrence of attack on MQTT protocol specification scenarios. MQTT-

IoT-IDS2020 dataset focus extends beyond MQTT to encompass UDP scanning, aggressive 

scanning, MQTT brute-force, and Sparta SSH brute-force attacks. However, an absence of DoS 

attack specification. However, to effectively ensure our goals we focus on the datasets related 

to MQTT DoS attack specifications which is known as the MQTTset dataset which offers a 

comprehensive representation of DoS, brute force, SlowITe, and malformed data we used it for 

our research studies which have sufficient MQTT feature parameters for a scenario which can 

be described in next chapter. 

2.13. Related Works  

To gain a thorough understanding of this research topic about DoS attack detection and 

classification, specifically, MQTT-based, related literature such as journals, and articles were 

reviewed in addition to the Internet. The use of DL and ML methods for cyber security and 

attack detection has piqued the interest of numerous researchers, however, their algorithms 

vary. This attack has a major influence on disrupting legitimate devices from it is normal 

operation by flooding the target systems through exploiting different strategies such as 

excessive connection requests, and publishing large message payloads to seize system 

resources. Several scientific research papers and studied that DoS attack is the major attack that 

many attackers use to attack the MQTT-IoT environment, especially in the IoT application layer 

and they use various detection approaches to detect these attacks. As (Collina et al., 2012) 
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address according to MQTT OASIS standard, DoS is one of the security threats that occur in 

the MQTT protocol which needs critical consideration,  due to security is not being given 

enough thought during MQTT protocol construction. The pervasive exploitation of these 

security flaws and weaknesses in MQTT IoT devices raises concerns about the escalating 

consequences of cyberattacks on human well-being, given the ubiquitous presence of IoT 

gadgets in our day-to-day lives. Consequently, it’s critical to safeguard IoT-enabled MQTT 

devices against such kinds of harmful cyberattacks (Khan et al., 2021). Several researchers 

studied to discern DoS attacks in MQTT enable IoT applications at different times as stated 

below. 

(IEEE Consumer Electronics Society & Institute of Electrical and Electronics Engineers, n.d.) 

Studies identify DoS attacks Detection of anomalies (attacks and faults) in IoT systems using 

the MQTT protocol based on process-tree using partially checking the behavior of the MQTT 

network to identify small alterations in the MQTT log file which don’t follow sequential flows. 

Then, they compare and discuss the similarity with the behavior of the observed network events 

and obtain an 83.8% detection rate. The biggest advantage of this paper is it’s efficient for 

reducing network overhead. However, partial checking network behavior leads to missing 

attack detection because Partial observation might provide limited context about the entire Dos 

attack scenario and leave significant features of the protocol. To fully understand the attack's 

scope and impact, we might need to analyze interactions beyond the observed segments or see 

into full observation of MQTT network behavior from the required dataset and select significant 

MQTT network parameters. In addition to this, the method can further lead to an elevated 

incidence of false positives, flagging legitimate activities as potential attacks. 

  (Haripriya & Kulothungan, 2019) investigated an effective secure-MQTT method for IoT 

networks that relies on a fuzzy logic methodology to identify DoS threats in the MQTT 

protocol. This paper presented an MQTT detection system based on a fuzzy logic system to 

detect malicious behavior of DoS during IoT device-to-device communication. It discusses the 

behavior of publish-subscribe nodes, relevant network features, and how using fuzzy logic is 

applied to selected network traffic features, but applies only two control packets (connect and 

connack) message. The prominent advantage of this paper is the periodic updates of the fuzzy 

rules depending on the previous scenario, which effectively boosts the intrusion detection 
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methods and produces better precision of around 90%. However, considering only through 

analysis the rate of connection request features is not the only scenario to detect a DoS attack 

and secure the MQTT IoT application, because DoS attacks adapt the mechanism and can 

manifest, and try in various ways, including overwhelming the broker with messages of publish 

rate or exploiting a resource that disrupting network communication and due to the nature of 

Attack Variability with high QoS level. So it is essential to consider and observe other MQTT 

packet headers and payload data, in addition to it for a strong detection mechanism.  

(Syed et al., 2020) studied attack detection through ML for the IoT and modeled the algorithms 

to identify and classify DoS attacks. This paper discusses messages published/subscribed to 

specific topics via valid authorization and authentication mechanisms, connects Flooding, and 

Invalid Subscription Flooding, and assesses the performance of brokers. The merit of this paper 

showed high attack detection accuracy which is around 95.94% and 847.41sec train time using 

MLP. However, the detection accuracy and training time still need further improvement 

considering resource issues in devices and considering in delayed detection. In addition to this 

applying an MQTT dataset leads to evaluating their model performance which is not balanced 

and leads to biased results due to frequently changing attack behaviors. 

(Khan et al., 2021) investigated the detection system for MQTT-enabled IoT, a popular publish-

subscribe protocol for sharing sensor or event data that uses a deep learning methodology. The 

researcher addresses publish-subscribe techniques, which increase the number of potential 

assaults over MQTT by making it more appealing to hackers, which is covered in this study 

along with the DNN that is suggested for intrusion detection in MQTT-based protocols. 

Furthermore, they got a 97% accuracy rate using it by evaluating and comparing several  MLs 

applying the MQTT-IoT-IDS2020 dataset (Hindy et al., 2020).  However, the environment is 

launched without a DoS attack pattern, which is the most dangerous and susceptible in the 

MQTT-IoT environment. 

 (Dikii & Tikhomirov, 2022) studied the identification of DoS attacks that take advantage of 

the MQTT protocol subscribe messages. They focus on the use of ML methods for detecting 

anomalous behavior in the MQTT-IoT network, particularly related to the subscribe messages 

in the MQTT protocol to explore the design of legitimate and anomalous traffic patterns in IoT 

networks, with a focus on the random time window width and the frequency of message 
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sending. However, detecting attacks on random time windows is not the optimal one, due to 

variance depending on the specific IoT network and the type of attack being targeted. The main 

limitation rises in this paper, while this focus provides valuable insights into detecting DoS 

attacks exploiting SUBSCRIBE messages, it may not address other potential attack vectors or 

vulnerabilities within the MQTT protocol or IoT networks like publish message scenario. It is 

important to recognize that attacks targeting publisher messages in MQTT-based IoT networks 

can also pose significant security threats. Publisher message-based attacks could involve 

malicious activities aimed at overwhelming the MQTT broker by flooding the network with 

unauthorized or spurious publisher messages. These attacks could disrupt the normal operation 

of the IoT network and compromise its availability and performance.  

(Mihoub et al., 2022) studied detection and mitigation of DoS attacks for the IoT using a 

looking-back-enabled ML approach to identify the occurrence of attack scenarios using realistic 

Bot-IoT datasets which include DoS and other types of attack with protocols including HTTP, 

TCP, and UDP. However, the effectiveness of the demonstrated approach is not based on 

MQTT protocol analysis, which doesn’t give enough details on the protocol parameters. 

Therefore, this method not be useful for detecting the MQTT attack that we access in our 

research. 

(Alzahrani & Aldhyani, 2022) Leveraging AI model for identifying and categorization MQTT 

protocol IoT attacks. This work investigates the application of k-nearest neighbors (KNN), 

linear discriminant analysis (LDA), CNN, and convolutional long short-term memory neural 

networks (CNN-LSTMs) for identifying MQTT protocols IoT flaws. The prominent merit of 

this paper it identifies attacks that occur in MQTT applications and obtains a high-level 

accuracy of 98.94% using a train-test (0.3) and 93.22% on CNN-LSTM based on 5-fold cross-

validation, but this result is obtained without a features selection mechanism which can increase 

training time, decrease the robustness of the model, and leads to misclassification error.  

The following table summarizes the related work their limitation and their gap in general.  
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Table 2-2: Summary of related work 

Researcher 

 

Method The dataset used  Gaps 

(Haripriya & 

Kulothungan, 

2019) 

Fuzzy-rule 

based 

approach 

Network traffic 

data, but no 

description of 

how it is 

generated. 

 Apply only to limited control 

packet features (connect and 

connack) which 

raise to false negative/positive. 

 Small MQTT packet header 

considerations. 

 The Detection rate is 90% and 

needs improvements. 

(IEEE 

Consumer 

Electronics 

Society & 

Institute of 

Electrical and 

Electronics 

Engineers, n.d.) 

Processed-

tree based 

Simulation 

datasets, but no 

description of 

how it generated.  

 Concern on Partial MQTT 

network behavior. 

 This leads to high false negative 

and false positive rates. 

 Not identifying important feature 

parameters to identify an attack. 

 Not all model evaluation metrics. 

 Detection rate accuracy is 83.8% 

and needs improvement. 

(Syed et al., 

2020) 

Machine 

learning 

and MLP 

MQTTset dataset  An imbalanced distribution of 

data. 

 Obtain 95.94 % accuracy needed 

further improvement. 

((Khan et al., 

2021) 

Deep 

learning 

MQTT-IoT-

IDS2020 

 Missed DoS attacks. 

(Dikii & 

Tikhomirov, 

2022) 

Machine 

learning 

Simulated 

datasets 

 Small-scale environment. 

 Unbalanced dataset. 

 Non-publisher packet 

consideration. 
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(Mihoub et al., 

2022) 

Machine 

learning 

approach 

Bot-IoT dataset  Not contain MQTT protocol 

features for IoT applications. 

 Hence, considering enabling 

MQTT-IoT feature datasets is an 

essential asset. 

(Alzahrani & 

Aldhyani, 2022) 

KNN, 

LDA, 

CNN, and 

CNN-

LSTM 

MQTTset dataset  Using all features and not 

applying the features selection 

mechanism. 

 This leads to increased training 

time, misclassification errors, late 

detection, and decreased model 

performance. 

 Obtain a 98.94% accuracy and it 

needs to be improved. 

(Imran et al., 

2023) 

 Machine 

Learning 

approach 

and DNN 

MQTTset Dataset  Features selection issues. 

 Obtained an accuracy of 94.88% 

using MLP and 95.58% using 

NN. 

 The accuracy needs further 

optimized. 

 

Finally, as evidenced by their related work, they attempted to detect DoS in the IoT adaption of 

MQTT protocol based on a different approach. However, those approaches encountered partial 

network behavior, specific MQTT segment consideration or limited to small protocol features, 

use of all the MQTT protocol features, and non-consideration of the dynamic nature of attacks. 

However, this limitation leads rise in the adoption of the attack and a long stay in the systems 

to continue its disruption. To tackle this issue we propose a DL model applying a feature 

selection mechanism to effectively analyze the complex pattern and learn the entire selected 

features MQTT flow to identify the DoS attack scenarios in MQTT protocol networks. 
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CHAPTER THREE 

3. RESEARCH METHODOLOGY  

3.1. Chapter overview   

The reliability of MQTT-IoT depends on the availability of the services they carry to their 

system environment without service disruption throughout the central system. The disruption 

is caused by improper security risk, and misconfiguration, which leads to compromised devices 

being unreliable, processing malicious packets, delayed message transmission, and failure to 

the central system. The ability to potentially detect security risks in the MQTT system can 

manifest and facilitate proactively to reduce the impact of attacks, enforce to timely mitigation 

against attacks, minimize downtime of services, and improve the overall performance of the 

system. 

The outcomes of this study have several consequences in various sectors that applied MQTT 

protocol in IoT networks, including smart system automation, health monitoring systems, 

industrial IoT, telemetry remote sensing, wearable devices, energy management, and 

agriculture. 

This chapter incorporates and provides the research methodology we carry out to attain our 

proposed goals. It includes a discussion of the research method and approach, collection and 

description of the datasets, data preprocessing, feature engineering and feature selection task 

performed, model selection, and evaluation metric we apply in more detail. To investigate 

explanatory research problems, we attempt to describe the methodologies or models that we 

utilize in the suggested solution to detect and categorize DoS attacks.  

3.2. Research Design 

This study aims to detect DoS attacks in MQTT-IoT protocol and classify them as DoS attacks 

and normal (legitimate) ones. This involves the proposed DL model to train and test on the 

required datasets. This study also involves performance measurement to measure the strength 

of the model in terms of accuracy, recall, precision, and confusion matrix. This study also 

comprises statistical measurements of correlation analysis and chi-square (X2) to select the most 

relevant features that are suitable for the dependent variable.  
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Figure 3-1: Flow of research methodology  

3.3. Dataset and Their Descriptions  

It’s the collection of data used to create suitable training and testing datasets tailored to the 

intended solution. Datasets can be created from scratch, or they can be collected from existing 

sources such as publicly available data sources. In our study, we leverage on MQTTset dataset 

which contains important MQTT protocol features. The dataset’s source is freely accessible to 

the public on the Kaggle website (https://www.kaggle.com/datasets/cnrieiit/mqttset). 

MQTTset: It is an IoT dataset that depends on MQTT IoT communication. The widespread 

adoption of the MQTT protocol in the IoT has necessitated the development of effective 

intrusion detection systems (IDSs) to safeguard IoT networks. However, developing and 

implementing DL IDSs requires a comprehensive dataset for training the model and evaluation. 

The MQTT broker employed for data collection was eclipse mosquito and it contains a wide of 

cyber-network security including DoS attacks generated through deployed different IoT sensors 

connected to an MQTT broker and was generated with the aid of IoT-Flock (Vaccari et al., 

2020), thanks to these tools. MQTTset datasets record contains many attributes or features as 

shown in Table 3-1.   

Area Identification and 

Review Related Work 

Formulate Research 

Problem 

Formulate Research 

Questions 

Data Collection and 

Preprocessing 

Proposed Model 

Design 

Implementation of 

Proposed Model 

Training and 

Testing the Model 

Model Evaluation 

https://www.kaggle.com/datasets/cnrieiit/mqttset
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This dataset consists of MQTT-based IoT sensor data collected from a simulated smart home 

environment. The dataset was collected from eight MQTT-based IoT sensors that monitor 

various settings such as light intensity, temperature, humidity, CO2 levels, motion, smoke, door 

status, fan speed controller, and fan sensor status. Each sensor exhibits distinct behavior, 

mimicking real-world IoT networks where, network traffic is captured directly from the MQTT 

broker, because the attacker is in direct communication with the broker. Even though the sensor 

communicates and generates the data at periodic and random interval times. Each sensor is set 

with a topic and data profile. The captured MQTT traffic encompasses both legitimate and 

malicious interactions, including malformed data, SlowITe attacks, brute-force attacks, and 

DoS attacks, however, DoS has more frequency instances than others. This comprehensive 

dataset indicated as a packet capture (PCAP) file and CSV file, was generated during the 

creation of the MQTTset dataset and comprises 11,915,716 network packets with a total size of 

1,093,676,216 bytes (Vaccari et al., 2020), over 1 million records which are enormous and 

difficult to analyze using standard computers or those with low processor speeds. However, we 

focused on DoS attack detection and classification to meet our targeted goals which contain a 

total of 295686 records as shown in figure 3-2, where 130223 are the number of dos instances 

and 165463 are the number of legitimate instances. 

A sample of executed code from MQTTset using Python on Visual Studio code is: 

 

Figure 3-2: Sample of recorded MQTT data 



   

    34 

  

To summarize the features and the corresponding data types are enumerated on below table to 

show all features, types, and their description: 

Table 3-1: Summary of feature description  

sno Features name Data types Description 

1 tcp.flags Object Tcp flag status 

2 tcp.time_delta Float64 Time between tcp stream 

3 tcp.len Int64 Tcp segment length 

4 mqtt.conack.flags Object Acknowlegde flags status by broker and 

status of mqtt connection. 

5 mqtt.conack.flags.reserved Int64 Reserved  

6 mqtt.conack.flags.sp Int64 Indicate session present. 

7 mqtt.conack.val Int64 Return code value. 

8 mqtt.conflag.cleansess Int64 Clean session flag either 0 or 1 

9 mqtt.conflag.passwd Int64 Password flag 

10 mqtt.conflag.qos Int64 Indicate qos level value. 

11 mqtt.conflag.reserved Int64 Reserved 

12 mqtt.conflag.retain Int64 Will retain value 

13 mqtt.conflag.uname Int64 User name flag 

14 mqtt.conflag.willflag Int64 Will flag to indicate if the connection 

terminate abnormally. 

15 mqtt.conflags Object Connect flag 

16 mqtt.dupflag Int64 Duplicate flags 

17 mqtt.hdrflags Object Header flag in MQTT messages. 

18 mqtt.kalive Int64 Keep-alive 

19 mqtt.len Int64 MQTT Message length 

20 mqtt.msg  Object MQTT message 

21 mqtt.msgid Int64 Message identifier 

22 mqtt.msgtype Int64 MQTT message type 

23 mqtt.proto_len Int64 Protocol name length 
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24 mqtt.protoname object Protocol name 

25 mqtt.qos Int64 Indicate qos level  

26 mqtt.retain Int64 Retain 

27 mqttt.sub.qos Int64 Requested qos by subscriber 

28 mqtt.suback.qos Int64 Granted qos by broker 

29 mqtt.ver Int64 Indicate the version of the protocol 

30 mqtt.willmsg Int64 Will message 

31 mqtt.willmsg_len Int64 Will message length 

32 mqtt.willtopic Int64 Will topic 

33 mqtt.willtopic_len Int64 Will topic length 

34 Target object Categorical value either DoS or legitimate 

 

3.4. Dataset Preprocessing  

Dataset preprocessing techniques are methods used to prepare raw data for ML to enhance the 

quality and consistency of the data, making it easier for DL models to learn from the data and 

produce accurate results. This involves eliminating irrelevant features that may hinder 

performance and ensuring the optimal model performance and accelerated learning. We directly 

prepare the data so that it is suitable for the training model. More than 34 features from the 

MQTTset dataset appear in CSV format generated from PCAP files. Before the model training, 

we preprocessed the data to make it consistent, clean, and usable for effective model 

performance and it involves: 

 Data Cleaning: This involves identifying and removing errors and inconsistencies from the 

data. This may include filling in missing values, removing features such as tcp, and 

converting data to a consistent format. In the case of our datasets, there are 3 different kinds 

of data type formats as presented in Table 3-1. Therefore, it is essential to convert it to 

suitable types for effectively training the model. 

 Normalize Input Data: The feature data contains various numerical values. Model training 

directly with the raw data may result in classification errors and significantly prolong the 
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training time. Hence, it is mandatory to scale all of the features to a common range to prevent 

some features from dominating others which are known as data transformations.  

 Encoding the Labeled Data: Since our task is binary classification, the input traffic is 

categorized into DoS attacks and legitimate traffic. We trained our categorical classification 

model by converting categorical features into numerical features. The label feature must be 

a binary categorical variable with values 0 for legitimate instances and 1 for DoS instances. 

 Data imbalance handling: this situation occurs when the distribution of data instances is 

not equal in the classification model. A model trained on imbalanced datasets is biased 

toward the dominant class and may exhibit poor performance in the minority class.  As a 

result, to generalize our model data must be balanced. Oversampling, under-sampling, and 

synthetic data generation techniques which are known as synthetic minority over-sampling 

techniques (SMOTE) are strategies we used to balance our datasets. 

3.5. Feature Selection 

Feature selection is a dimensionality reduction technique and way of selecting relevant features 

from a dataset which involves identifying features that have a high relation or score to 

dependent variables. it can lead to improved accuracy, faster training and detection times, and 

reduced model complexity and computational cost. The goal of selecting relevant features 

varies according to the objectives, datasets, and model we apply. Here are some common 

feature selection strategies: 

1. Filter method:  

Techniques that evaluate the relevance of features based on their intrinsic characteristics, using 

certain criteria, such as their correlation with the target variable, their mutual information, or 

their statistical significance (Cherrington et al., 2019). Here are some common filter methods 

includes:  

Chi-Square(X2): is a statistical test that measures the independence between two categorical 

variables. It is commonly used in feature selection as a filter method to evaluate the 

significance of the relationship between a feature and the target variable in a classification task 

and select the features with the highest rank as the most relevant feature among others. Is 

particularly useful for multi-class classification and mixed-type data. 
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Information Gain Based: A measure used in feature selection to quantify the amount of 

information that the features provide about the target variable in the classification task. It helps 

to rank features by evaluating how well features can split the data into different classes. 

Features with higher information gain are considered more informative and are more likely to 

be selected for the final model. 

Correlation-Based: Features are ranked using this method according to how well they 

correlate with the target variable and how well they correlate with each other. It is most suitable 

if it is a continuous categorical variable. It ranks the features according to entropy and 

determines which are most relevant for each feature (Mulu et al., 2024). 

2. Wrapper method: 

A technique of selecting a subset of features based on the performance of a ML model. Instead 

of evaluating features individually, wrapper methods assess part of attributes by training and 

evaluating the model multiple times (Maldonado & Weber, 2009). These methods use the 

predictive performance of the model as the criteria for selecting features. The process typically 

involves a search through the space of possible feature subsets. Common examples of wrapper 

methods include: 

Recursive Feature Elimination (RFE): is a backward elimination technique where the model 

is trained on the full feature set, and the importance of each feature is assessed (Muthukrishnan 

& Rohini, 2017). The least important features are removed, and is retrained the model uses the 

remaining features. This procedure is carried out again until the required number of features is 

obtained, or until a predefined performance metric (such as accuracy or cross-validated score) 

stabilizes. 

3. Embedded methods: 

This involves incorporating feature selection directly into the process of training an ML model, 

and assessing the importance of features during the training phase, and eliminating or penalizing 

less relevant features. Here are examples of embedded methods used for feature selection: 

LASSO (Least Absolute Shrinkage and Selection Operator): a regularization method in 

linear regression, that enforces sparsity by incorporating a penalty term based on the absolute 

values of coefficients, driving some coefficients to zero and performing feature selection. 
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Decision Trees and Random Forests: it assess feature importance during training and features 

that contribute more to reducing impurity or increasing information gain are considered more 

important. 

3.6. Parameter Tuning 

Parameter tuning is the process of selecting the best set of hyperparameters for the ML model 

and set before the training process begins and controlling aspects of the training process 

(Qolomany et al., 2017) such as the learning rate, batch size, number of layers, the number of 

neurons in every layer, activation function, and regularization techniques such as dropout. 

Finding the right set of hyperparameters for the DL model resulted in increased model 

performance, faster convergence during training, and reduced or prevented the risk of fitting 

problems.  

3.7. Model Selection 

MQTT integration in IoT usage increases from day to day in every sector for processing and 

facilitating communication among them, which increases the flow message stream and volume 

of message data generated by IoT devices. The MQTT message flows have streamed in the 

form of sequential until reach the destination points and have some dependencies among MQTT 

feature patterns. Hence, in consideration of the nature of MQTT network datasets and the 

scalability of the ecosystems, effective and appropriate model selection is paramount at a 

reasonable level to effectively capture and analyze complex patterns in MQTT network flows, 

for the identification of DoS attack and classification in MQTT networks. Based on this reality, 

The first criterion for the model selection is the sequential flow of pattern of messages in the 

MQTT-IoT networks, to capture the sequential and temporal dependency in message flow 

patterns such as MQTT packet-level analysis. The second criterion is efficiency and scalability 

means the ability to generalize well on unseen data and handle huge volumes of data 

respectively. These criteria allowed us to identify and assess the following candidate models.  

RNN: RNN is a type of artificial NN implemented to handle sequential MQTT network flow 

data and capture simple temporal dependencies in the data to identify the suspicious activities 

(DoS instances) that do not conform to typical usage patterns (normal instances).  
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LSTM: LSTM is a type of RNN architecture designed to handle sequence flow data and is 

capable of learning complex long-term dependencies in network flow data by maintaining a 

memory cell that can store information over long periods. Due to their recurrent structure, it 

can identify anomalous behavior by analyzing the sequential message flow pattern in MQTT 

network data.  It has an internal mechanism to control information flows using gates.  

MLP: MLP is a type of feedforward ANN consisting of multiple layers of interconnected nodes 

particularly used for detection and classification tasks like identifying anomalous behavior in 

network flow activities.    

3.8.  Model Training 

After completing data preprocessing and feature selection, the subsequent step involves training 

and constructing a classification model with the selected algorithm. Chapter 2 elaborates on the 

DL classification technique, specifically utilizing MLP, LSTM, and RNN models as discussed 

earlier in this research paper. The training process employs two distinct techniques, namely K-

fold cross-validation and Separate test data, to train the models for the proposed DL model and 

utilize hyperparameter tuning.  

K-fold cross-validation (CV): This is a widely used method for assessing the performance of 

an ML model. The process involves dividing the available data (MQTT network data) into k 

distinct subsets. The model is then trained on k-1 of these folds and evaluated on the remaining 

fold. This procedure is repeated k times and the average performance of the model across all k 

test folds is used as the final estimate of the model’s capabilities. K-fold CV is a good method 

to use when there is a small amount of data (Raschka, 2018), and it is computationally expensive 

when requires large datasets. However, we use it to check the model performances on the 

variability of MQTT network data. 

Separate test data: is hold-out CV used for training the model and is used whenever requires 

large data sets. The method splits the training data into two sets: a training and a test set, but 

there is no specific labeled dataset ratio for it. The model is trained on training sets, and it is 

evaluated on test sets. The test set should not be seen by the model during training so that it can 

be used to get an unbiased estimate of the model’s performance on new, unseen data. So we 

focus on both of them for training our model and evaluations. 
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3.9. Performance Evaluation Metrics 

Performance evaluation is an essential tool for assessing the effectiveness and reliability of the 

developed model. It is the process of quantitatively measuring the accuracy and efficiency of 

the model detection on required datasets. The main goal is to gain valuable insights into the 

learning process and decision-making behaviors of the model in performing how to solve the 

target problem. The insight is used to improve the accuracy and efficiency of model 

performance, compare many models, and select the best model for the required tasks. Many 

different metrics are used in the DL model such as classification and regression, however, their 

usage depends on specific tasks. In our case, we consider classification metrics. 

3.9.1. Classification metrics  

Following the preprocessing techniques and model training, testing the model is continued to 

measure its effectiveness on unseen or new data. This is accessed through model evaluation 

techniques or classification metrics to ensure model compatibility and measures how well the 

model can correctly classify data points to their respective categories. We can access our model 

using a variety of evaluation metrics. Classification accuracy, confusion matrix, precision, 

recall, F-measure, ROC-AUC (Receiver Operating Characteristic Area under the Curve), False 

Negative rate, True Positive rate, and misclassification error rate are common examples of 

evaluation metrics. 

Before discussing the metrics, the following four ideas must be touched or addressed. 

True Positives (TP): It indicates the amounts of instances that are correctly classified as 

abnormal instances (DoS). In this research, it is indicated by class ‘1’. 

True Negatives (TN): It indicates the number of cases that are appropriately categorized as 

normal instances (legitimate). In this research, it is indicated by class ‘0’. 

False Positives (FP): It indicates the quantity of cases incorrectly classified as abnormal 

instances, but it is actually normal instances. 

False Negatives (FN): It represents the amounts of cases inappropriately classified as normal 

instances, but it is actually abnormal instances. 
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3.9.2. Confusion Matric 

The confusion matrix is a versatile tool used in supervised ML to evaluate and visualize the 

performance of classification models (Caelen, 2017). It's a square matrix where tuples show the 

real class of cases and fields represent their predicted class. For binary classification tasks, a 

matrix of 2x2 confusion reports the counts of FN, FP, TP, and TN as demonstrated in Table 

3.2. Correctly classified instances for DoS attack and normal are indicated by TP and TN 

respectively. Similarly, incorrectly classified instances of DoS attack and normal are identified 

by FP and FN respectively. 

  Table 3-2: Conceptual confusion matrix 

 Predictive Negative Predictive Positive 

Class 0 (Actual  Negative) True Negative  False Positives 

Class 1 (Actual  Positive ) False Negative True Positive 

 

3.9.3. Precision  

Precision is a performance metric that measures the fraction of true positive predictions out of 

all positive predictions made by the model. 

Precision=
𝐓𝐏

𝐓𝐏+𝐅𝐏
 

                                              Equation 3-1: Precision equation 

3.9.4. Recall 

Recall measures the proportion of true positive instances that are correctly identified by the 

model out of the total number of actual positive instances in the dataset. In other words, recall 

indicates how well the model can detect and classify the abnormal or DoS attack data points. 

Recall=
𝑻𝑷

𝑻𝑷+𝑭𝑵
 

Equation 3-2: Recall equation 
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3.7.4. F-measure 

The F1-score combines the accuracy of your model in identifying the right things (precision) 

with its ability to not miss important things (recall) into a single score. This is especially useful 

when we want to avoid both incorrectly picking something out of one pile and missing 

something important from the other. 

F-score=
𝟐∗𝒑𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏∗𝑹𝒆𝒄𝒂𝒍𝒍

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏+𝑹𝒆𝒄𝒂𝒍𝒍
 

Equation 3-3: F-score equation 

3.9.5. Accuracy 

Accuracy provides a general, high-level assessment of the model's performance, considering 

both the TP and TN classifications. It gives an overall indication of how well the model can 

distinguish between normal and abnormal (DoS attack) instances in the dataset. 

Accuracy=
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝒄𝒐𝒓𝒓𝒆𝒄𝒕 𝒑𝒓𝒆𝒅𝒊𝒄𝒕𝒊𝒐𝒏𝒔(𝑻𝒑+𝑻𝑵)

𝑻𝒐𝒕𝒂𝒍 𝑵𝒖𝒎𝒃𝒆𝒓𝒔 𝒐𝒇 𝒑𝒓𝒆𝒅𝒊𝒄𝒕𝒊𝒐𝒏𝒔 (𝑻𝑷+𝑻𝑵+𝑭𝑷+𝑭𝑵)
 

Equation 3-4: Accuracy equation 

3.9.6. False Positive Rate  

The False Positive Rate (FPR) is calculated as the ratio of the number of FP predictions to the 

total number of actual negative instances (non-attack cases) in the dataset. It provides insights 

into the model's tendency to over-predict the presence of DoS attacks, which can be an 

important consideration in security-critical applications where false alarms can have significant 

consequences. It is calculated as: 

                                  False Positive Rate= 
𝑭𝒂𝒍𝒔𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆𝒔

𝑭𝒂𝒍𝒔𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆𝒔+𝑻𝒓𝒖𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆𝒔 
 

Equation 3-5: False positive rate equation 

3.9.7. False Negative Rate 

The False Negative Rate (FNR) is a performance metric used in binary classification problems 

to evaluate the model's behavior. It represents the proportion of positive instances (attack cases) 

that are incorrectly classified as negative (non-attack cases) by the model. It is computed as: 
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                           False Negative Rate= 
𝑭𝒂𝒍𝒔𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆𝒔

𝑭𝒂𝒍𝒔𝒆 𝑵𝒆𝒈𝒂𝒕𝒊𝒗𝒆𝒔+𝑻𝒓𝒖𝒆 𝑷𝒐𝒔𝒊𝒕𝒊𝒗𝒆𝒔
 

Equation 3-6: False negative rate equation 

3.9.8. Misclassification Error Rate 

Misclassification Error Rate (MER) referred to as classification error rate, is a performance 

metric used to assess the accuracy of a classification model. It represents the proportion of 

instances in the dataset that the model has classified incorrectly. It is calculated as: 

       Misclassification Error Rate=
𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝑴𝒊𝒔𝒄𝒍𝒂𝒔𝒔𝒊𝒇𝒊𝒆𝒅 𝑰𝒏𝒔𝒕𝒂𝒏𝒄𝒆𝒔(𝑭𝑷+𝑭𝑵)

𝑻𝒐𝒕𝒂𝒍 𝑵𝒖𝒎𝒃𝒆𝒓 𝒐𝒇 𝑰𝒏𝒔𝒕𝒂𝒏𝒄𝒆𝒔(𝑻𝑷+𝑻𝑵+𝑭𝑷+𝑭𝑵)
 

Equation 3-7: Misclassification error rate equation 

3.9.9. ROC Curve 

The ROC curve is a graphical illustration of the binary classification model’s performance at 

various threshold values. It provides insights into the trade-off between the TPR and the FPR 

(1-TPR) for various threshold values. A model is considered optimal when the ROC curve is 

close to the top-left corner of the plot, indicating high sensitivity and a low FPR.  

3.10. Design and Development Tools 

3.10.1. Design Tools 

Design tools are a critical aspect that has been used in our thesis to draw, build, and visualize 

the proposed model flow concepts. We used EdrawMax are used for this purpose. Among them, 

we have used EdrawMax to design and build the proposed solution model. 

EdrawMax1: It’s a versatile diagramming program that allows users to create a wide range of 

Diagrams and visualizations. It offers a user-friendly interface and provides a set of features for 

creating and designing different diagrams including flow charts, mind maps, network diagrams, 

organizational charts, and Gantt charts. It is designed to be accessible to a variety of users, 

including students, educators, and professionals across different sectors. It provides a library of 

symbols, templates, and shapes to help users in creating visually appealing and professional 

diagrams.   

__________________________________________________________________________________________________________________________________________ 

1 https://www.edrawmax.com/ 

https://www.edrawmax.com/
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3.10.2. Development Tools  

This includes the various components, both software and hardware, that were utilized to support 

the development and implementation of the proposed solution. 

Software tools: involved in implementing the proposed solution, writing code, and including: 

Visual Studio code2: Visual Studio Code (VS Code) is a free and open-source integrated 

development environment that has become a popular choice among developers for writing, 

editing, and debugging code across a wide range of programming languages 

Juypter Notebooks3(JN): JN supports various programming languages,  with Python being 

the most popular choice for research, ML, data visualization, and data analysis due to it is 

interactive and dynamic nature of Jupyter Notebooks. Users can enter and run code in the cells 

interactively, and see the results immediately displayed within the notebook.  

TensorFlow4: TensorFlow is an open-source ML framework developed by Google. It is 

designed to simplify and streamline the creation, training, and deployment of deep learning 

models for a diverse range of applications and tasks. It provides a tool for building custom 

layers, loss functions, and optimizers which simplifies the process of building, training, and 

deploying DL models. It also supports the Keras module. 

Python5: python is one of the most popular programming languages in ML and DL due to it is 

simplicity, interpretability, intractability, and cross-platform and contains a rich framework and 

libraries which helpful for developing machine learning models. Due to, the reality of pandas, 

Scikit-learn, NumPy, and Matplotlib are integrated with it and used for data preprocessing,  

analysis, manipulation, and visualization for large and complex datasets with short duration. 

Mendeley Desktop Cite: is a free reference management software citation tool tailored for 

researchers, academics, and students. The platform streamline academic literature management 

and citation offering seamless integration with word processing software for citation insertion 

and bibliography creation. 

_________________________________________________________________________ 

2 https://visualstudio.microsoft.com/downloads/ 

3https://jupyter.org/ 

4 https://www.tensorflow.org/ 

5 https://www.python.org/downloads/ 

https://visualstudio.microsoft.com/downloads/
https://jupyter.org/
https://www.tensorflow.org/
https://www.python.org/downloads/
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Microsoft Office: we utilize office packages like Word, PowerPoint, and Excel for document 

writing, presentation, and dataset feature visualization and cleaning. 

Hardware tools:  The hardware tools we used in this study are listed in the below table. 

Table 3-3: Hardware tools used 

sno Device Name Description 

1 RAM Store temporary files, and facilitate quick access model training along 

the processor. 

2 Processor Specifically designed for processing tasks, we used it in our work to 

accelerate the training process. 

3 Hard Disk A Storage device, and used for storing thesis files. 
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CHAPTER FOUR  

4. PROPOSED ARCHITECTURE FOR MQTT DOS ATTACK 

DETECTION AND CLASSIFICATION 

4.1. Chapter Overview 

In the preceding sections, we have delved into the literature review, elucidated the research 

methodology, and identified a gap in the existing body of knowledge, specifically encapsulated 

in the problem statement. Concurrently, we have formulated pertinent research questions. In 

the previous work of (Alzahrani & Aldhyani, 2022)(Imran et al., 2023)(Dikii & Tikhomirov, 

2022) the researcher used different DNNs to detect and identify the attacks in the MQTT 

environment. This section endeavors to intricately outline the design of our proposed solution 

to detect and classify DoS attacks using DL in the MQTT network which serves the purpose of 

addressing the identified gap and resolving the raised research inquiries with better accuracy. 

Additionally, we expound upon encompassing the rationale behind the algorithm (how the 

model work flow) for the selection model. The main objectives of this chapter to provide a 

comprehensive depiction of the model employed for detecting and classifying MQTT DoS 

attacks. 

4.2. Proposed Model Architecture 

Deep learning/deep neural network (DNN) with a features selection mechanism is the design 

proposed solution for effectively detecting and classifying the attacks with high accuracy. From 

our baseline work(Alzahrani & Aldhyani, 2022)(Imran et al., 2023), the researcher used all 

types of features in datasets. In such cases, the computational resources are consumed, due to 

irrelevant features, which in turn increases training time and is late in attack detection. The 

second gap from related work is too small MQTT feature consideration (conn and connAck), 

which increases room for DoS attack variability and raises misclassification errors. 

Consequently, another limitation lies in the room gap between the efficacy and accuracy of the 

model in the context of the MQTT-IoT environment and dynamic network behaviors. In the 

proposed model we use an appropriate feature selection mechanism to select the most relevant 

one among the available features from the required datasets for our DL model to reduce 

complexity. This enhanced the accuracy of classification and diminished errors in classification 
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and training time. The attributes of the classifiers are employed after the feature selection stage 

for model training. In addition to this, in this research we use class imbalancing handling 

techniques such SMOTE to prevent model from biased. This was enhance the performance of 

model and create representative model to effectively detect and classify the attack instances and 

normal ones. 

While conventional ML approaches are typically linear, DNNs are constructed with an 

escalating hierarchy of complexity and abstraction. Each layer introduces nonlinearity to its 

input, constructing a trained statistical model based on obtained knowledge. In simple terms, 

the input layer receives input and transmits it to the initial hidden layer, where mathematical 

computations are performed. Determining the optimal number of hidden layers and neurons in 

each layer poses a challenge in neural network development. Hence, each neuron incorporates 

an activation function to standardize its output to fit the best model performances. The final 

output is produced by the output layer based on the classifier function, and epochs persist until 

the output achieves a satisfactory level of accuracy (Mosaiyebzadeh et al., 2021).  

The proposed DL is part of the DNN model that leverages a multi-layered computational 

architecture to learn and extract meaningful representations from complex MQTT network data. 

This layered approach enables the model to progressively learn and capture various levels of 

abstraction within the data. The proposed model incorporates a hyperparameter setting to 

generalize the model performance and to obtain optimal performance. The model compromises 

an input layer, an output layer, and dense layers, each incorporating activation function, and 

compiled with Adam optimization with learning rate, activity regularize, and batch size for 

better model performances. 

From our title concepts, IoT generates a volume of data and constantly communicates to each 

other over the internet at high data rate transmission utilizing popular protocols such as MQTT 

and it is controlled through a centralized message broker. As technology continues to evolve, 

the detection of anomalies in network activity has become an increasingly important and 

ongoing area of research topic, especially DoS attackers who try to use different techniques to 

attack the MQTT-IoT network to stop and disrupt the normal flow target operation. This cyber-

security is an endangered activity in a network environment to be identified for creating reliable 

environments. Hence, the primary activity to prevent attack scenarios is the detection and 
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identification of the characteristics of attack behavior in the usage network communication 

parameter. However, this approach is not more visible using traditional IDS like signature-

based due to not working well on unknown attacks and complex data structures generated by 

IoT network devices (Bhuyan et al., 2014). So, DNN stands out for IDS more than other 

traditional IDS and ML due to their depth, characterized by the presence of numerous hidden 

layers, and learning a complex pattern in the MQTT networks. This depth enables them to 

scrutinize and identify DoS attack behaviors with high levels of granularity (Shrestha & 

Mahmood, 2019). 

As a result, much research gives general direction for detection and classification attacks using 

DNNs due to the reason DL popularity in gaining the ability to learn abnormality patterns and 

computer network threats in many applications (I. Ullah & Mahmoud, 2022). Moreover, it 

learns the behavior of complex structures and adapts new patterns to identify new instances of 

flow patterns based on the required data parameters. Among the available DL models, we use 

MLP, LSTM, and RNN. The selected model was adopted in detecting MQTT-based DoS 

attacks because of the following reasons:  

 They are capable of detecting small variations in MQTT network sequential message 

flows. 

  They can a capable of recognizing intricate relationships among MQTT features to 

identify complex interactions for anomaly detection. 

 Given the anticipated rapid expansion of MQTT integrated into the IoT network and the 

resulting significant data volumes, the chosen classifiers are scalable to effectively 

handle large datasets.  

Overall the proposed model contains three main phases. Load the datasets, preprocess, and train 

the model, and evaluate the model performance. Before training the proposed model, data 

preprocessing techniques are conducted and relevant features are accessed, once this step has 

hovered, the preprocessed dataset is split into two parts, where one is required for model 

training to learn the pattern of the MQTT message flows data and the other one used for model 

testing to evaluate it is performance on unseen data. Hence, each model is trained and tested 

individually on the required MQTT network dataset, and the best model with high performance 
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is selected for final classification considering standard metrics measurement and overall 

misclassification error introduced. 

 

Figure 4-1: Proposed architecture for DoS detection and classification 

4.3. Proposed Model Algorithm Flows 

To better indicate the structure of algorithm flow for a suggested DL model involves describing 

the sequential steps and operation of the model from input to output metrics.  Since our task is 

a classifier of instance as legitimate and DoS one, so we use binary cross-entropy for the loss 

function in the training model.  Below is a general common template for the selected 

algorithmic flow of a DL model. 

             

            Algorithm: deep learning model  

Input: X, y ←MQTT network (MQTTset datasets) flows. 
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Output: A map object with the identified labels for every MQTT network flow, indicating if the 

flow is a DoS attack or not. 

Begin() 

               Define deep learning types: 

 Build a sequential model. 

 Add an input layer with 14 neuron units with an activation function of ReLu, 

and an input shape of x_train[1],1). 

 Add a dense layer of 7 neuron units with an activation function ReLu. 

 Add a dense layer of 1 unit with a sigmoid function.  

 Add a dropout rate of [0.001 to 0.002]. 

Compile the defined model: 

 Add an optimizer of ‘Adam’ with a learning rate of [1e-1 to 1e-2]. 

 Set the loss function to binary_crossentropy. 

 Set ‘accuracy’ as evaluation metrics. 

Training the defined model: 

 Fit the model applying x_train and y_train with a validation split of 0.3. 

 Incorporate callbacks of Early Stopping to monitor validation loss. 

 Set an epoch size to 100. 

 Set a batch size of 1000. 

Testing the defined model: 

 Fit or test the model by applying X_test or unseen data. 

Return detection_classification{} 

End() 

4.4. Optimization of Hyper Parameters  

Optimization of hyperparameters refers to the procedure of choosing a specific value for setting 

that controls the learning process of the model, leading to the best possible performance on a 
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given task. It is an external configuration setting for a model that is not learned from the data 

but needs to be specified before training. Finding the optimal hyperparameters is a crucial step 

in training the model, as it directly impacts the model’s ability to generalize well to new, unseen 

data. We must specify the necessary parameters for the suggested models before the model 

training. Such as:  

4.4.1. Regularization Techniques 

The learning algorithm is sensitive to the train model and methods which leads to inconsistency 

or less generalization on unseen data, this issue is known as overfitting. However this problem 

is handled by regularization, thank for it which helps to control the complexity of the model 

and prevent it from becoming too specialized for the trained data.  

Early Stopping: It is used to monitor the model performance as it is being trained on the 

validation set. To avoid fitting, training is halted when the validation set performance begins to 

decline.  

Dropout: It is a technique used in neural networks where random neurons are omitted (dropped 

out) during training. This prevents neurons from relying too heavily on specific input features, 

enhancing generalization by reducing overfitting. 

4.4.2. Learning Rate 

The learning rate is the hyperparameter that determines the amount by which the model must 

be adjusted when its weights are updated, taking into account the estimated error. For 

optimization algorithms, when developing an NN, it is one of the most important factors and it 

is used to determine the occurrences of cross-checking with model parameters. 

4.4.3. Batch Size 

It helps us to accelerate the learning process by partitioning the training set into many subsets 

which are known as batch. In each batch, there is a number of epochs for training the model. 

Number of Epochs: An epoch is a complete cycle for training the network model. The number 

of epochs is increased until there is a reduction in a validation error. During each epoch, the 

model processes the entire dataset, adjusts its weight and biases, and updates the internal setting 

based on the optimization algorithm used. If there is a reduction error for succeeding epochs 

not improving, it indicates stopping to increase the epochs for better error reductions.  
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4.4.4. Activation Function  

An activation function serves as a mathematical operation applied to the output of individual 

neurons within a neural network (NN). Its primary task is to provide non-linearity, enabling the 

network to effectively learn intricate patterns within the dataset. By assessing its input, the 

activation function determines whether a neuron should be activated. As the selection of the 

appropriate activation function is pivotal, ReLU and sigmoid for our neuron layers, since our 

work contains binary labeling. Ultimately, this choice directly impacts the network’s capacity 

to learn intricate trends and make accurate predictions. 

ReLU: Stands for Rectified Linear Unit, which is a common activation function used in NN. It 

introduces non-linearity to the network by allowing the positive values to pass through 

unchanged, while setting all negative values to zero. It is mostly used in the hidden layer in NN 

and is more effective than other tasks since not all of the neurons fire at the same moment 

(Sharma et al., 2020). ReLU has become a popular choice in many Dl applications due to its 

simplicity, computational efficiency, and ability to address the vanishing gradient problem than 

other activation functions like tanh. 

Sigmoid: Due to its non-linear nature, this activation function is the most commonly utilized 

one. The sigmoid function modifies values between 0 and 1 making it suitable for binary 

classification problems and serving as a probability-like output. 

4.4.5. Loss Function  

It is an objective function indicated by the mathematical expression used to quantify the 

discrepancy between the predictions made by a learning model and the true target values. It 

serves as a metric to guide the model’s optimization process, with the goal of minimizing the 

difference between the predicted and actual outcomes. Minimizing loss function is more 

predicted toward the actual values and leads to better performances.  

4.4.6. Optimizer  

An optimizer is a critical component in training the learning models in NN which is responsible 

for updating the model’s parameters such as weights and biases, during the process of training 

in response to the loss function. It assists in minimizing the loss function based on the learning 

rate. Many optimizers exist in the context of NN, but Adaptive Moment Estimation(Adam) is 

best due to it being the fastest convergence (Bhuyan et al., 2014). 
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CHAPTER FIVE 

5. IMPLEMENTATION OF MODEL ARCHITECTURE 

5.1. Introduction 

In this section, we explored the implementation of the suggested model for the detection and 

classification of DoS attacks in MQTT-IoT protocol using deep learning. Additionally, we 

delved into the setup and the working implementation environment for Jupyter Notebook.  

5.2. Working Environment Setup 

Environmental setup is an essential aspect needed for any researcher to configure and prepare 

the computational environment for the tasks related to detecting and classifying patterns. This 

encompasses various tools, package libraries, and DL structures used for various purposes as 

mentioned below.  

Python: Programming language used for research purposes. 

Jupyter Notebook: web-based interactive computing notebook environment, used for writing 

code, data cleaning, transformation, visualization, and Plotting. 

Pandas: Open-source Python library used for data manipulation and analysis. 

Matplotlib: Python library used for data visualizations. 

Seaborn: Built on top of matplotlib and used for statistical data visualizations. 

Numpy: It is a powerful numerical computing Python library used for creating an array of data. 

TensorFlow: DL framework used for modeling and implementing different neural network 

architectures. It allows users to define and train ML and DL models using high-level APIs like 

Keras which is DL library built on top of TensorFlow used for building and training neural 

networks. 

Scikit-Learn: DL library for Python that is built on top of NumPy, and Matplotlib and used for 

data preprocessing, train-test split, cross-validation, hype parameter tuning, and performance 

metrics such as precision, accuracy, F1 score, recall, and ROC curves.  
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5.3. Proposed Model Implementation 

5.3.1. Dataset Preprocessing  

Data preprocessing is a crucial step in preparing data into a suitable format for training our 

proposed DL model. It ensures data is consistent, normalized, transformed, and cleaned for DL 

analysis based on the required datasets(i.e. MQTT network datasets). This involves normalizing 

the MQTT features value, type conversion to common types, and label encoding. So this is done 

using based on python libraries. Accordingly, we used MinMaxScaler to scale MQTT feature 

values to common ranges due to high variance values between MQTT features, in such that no 

feature defeats others, based on separating the target and independent variable due to scaling is 

not applied to the entire dataset features.  

As we discussed on data preprocessing our dataset contains three types of format and this type 

must be converted or transformed into a suitable format (either float or integer types) due to, 

directly training our model with such datasets has faced some challenges such as data 

incompatibility and inability to learn meaningful patterns due to DL models typically requiring 

numerical input data, as they use a mathematical operation to learn patterns and make 

predictions. Thereby, mqtt.hdrflags is represented by hexa decimal values so it is converted into 

numerical representation as shown in Figure 5-1 before feature scaling. To do this, we converted 

them into integer types using the as-type method for the specific columns as the neural model 

depends on suitable numerical values. We also use the LabelEncoder class from the 

preprocessing module within scikit-learn used for converting categorical values (dos by 1 and 

legitimate by 0) into unique numerical representations due to our target features containing 

categorical labeling values. The main reason to do this due that DL is more reliable, robust, and 

effective in numerical value representation. 

  

Figure 5-1: Hexa-decimal to numeric conversion 
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Class Balancing Datasets: before conducting class balancing, we checked our MQTT network 

datasets whether it has redundancy values or not. Hence, the number of MQTT total instances 

with redundancy values is 295686. Training the model with redundancy instances causes the 

model may learn to memorize the repeated instances rather than generalize from the underlying 

patterns. This reduces the model’s ability to perform well on unseen data. Thereby, we removed 

the redundancy records and obtained an instance of 108900 MQTT record datasets which has a 

high variation distribution of DoS and legitimate instances as shown in Figure 5-2. This 

scenario creates class imbalance and occurs when one instance has a majority over a minority 

class which leads to model training mostly biased towards the highest class instance and poor 

performance on the minority class (Bedi et al., 2020). To prevent bias in classifier accuracy, 

resampling was used to balance the classes. So we use SMOTE which does not generate 

duplicated MQTT data rather, it creates synthetic samples to balance the class distribution in 

imbalanced datasets as shown in Figure 5-3.  

 

Figure 5-2: Unbalanced datasets 
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Figure 5-3: Balanced datasets 

Features Selections Implementation  

Feature selection is the process of identifying a subset of relevant features or variables from a 

larger set of features to be used in model training and prediction. The goal of feature selection 

is to improve the model, and training time, and enhance interpretability by focusing on the most 

informative and discriminative features as all features are not equally relevant. Although it is 

more helpful to avoid additional computational overhead in the DL model to train in a longer 

time to identify anomalous pattern indication, which is more helpful for the fastest response 

against attack behavior identification.  

There are various feature selections exist like information gain, correlation analysis, and chi-

square. We used and evaluated all of them based on the required MQTT datasets to compute 

their statistical value. Based on that the correlation analysis and chi-square give higher features 

than information gain, when a matrix of features to the target variable is created as the 

correlation matrix is computed, to extract the correlation of each MQTT feature with the target 

variable. Therefore it is easy to select important features (those that have high correlation values 

with the target variable) to train our model based on representative features. Similarly, we use 

chi-square scores statistical values, and p-values for each MQTT feature in the input dataset 

relative to the target variable row representing an observation and each column representing 

features. Similarly, the target variable should be a 1D array containing the target labels. Higher 

chi-square scores suggest stronger associations, while lower scores suggest weaker 

associations.  
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5.3.2. Proposed Model Implementation 

In this section, we covered model implementation which is a crucial scenario in any research 

topic. It includes an implementation of the selected model for detecting and classifying the DoS 

attacks in MQTT-IoT protocols, as well as importing essentially libraries, and optimization 

parameters we used for model training. Before implementing the MLP, RNN, and MLP we 

imported the necessary libraries.  

 

Figure 5-4:Importing necessary libraries 

5.3.2.1. MLP Model Implementation  

MLP is a feedforward artificial neural network that consists of multiple layers of nodes, each 

connected to nodes in the adjacent layers.  It is used for various tasks such as classification and 

anomaly detection. As input, hidden, and output layers are the three main parts of MLP, at the 

initial stage the preprocessed MQTT selected feature is fed into the input layer, where each 

neuron node in the input layers represents features or input variables. Each neuron node in 

hidden layers accepts the input from input layers and performs computation on it, and enables 

to learning of complex patterns and relationships in the data to identify abnormal patterns (DoS) 

that deviate from the normal behaviors during training. The neurons in MLP are iteratively 

adjusted based on the weight and biases of neurons using Adam optimization.  

While making the forward pass, the input data (MQTT features) is propagated layer by layer 

through the networks and computes a weighted sum of inputs, applies an activation function to 

this sum, and sends the result to the next layers. Following the completion of the forward pass, 

a loss function is used to compare the network’s output to the actual target values. Through this 

process, the neuron gradually learns meaningful representations of the MQTT data and 

improves it is ability to handle previously unseen cases. To come up with better model training 
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and to improve the MLP model training we use dropout to prevent neurons from relying too 

heavily on specific input features, early stopping is to monitor the model’s performance on a 

validation dataset during training and stop the training process when the performance begins to 

degrade. The model is evaluated using metrics such as accuracy, f1-score, recall, and precision 

to evaluate the model performance on unseen data after model training. 

Then implement the MLP model as follows having three dense layers. After model 

implementation, the training dataset is passed into the model using a batch size of 1000. On 

each epoch an instance of MQTT data is trained until good performance is achieved, otherwise, 

the early stopping influences it to stop when the performance starts to degrade. The MLP model 

is implemented from keras sequential APIs and compiled using Adam optimizer and 

binary_crossentropy as loss function due to our task being binary classification. This loss 

function measures how well the predicted probabilities made by MLP match the true label in 

which lower loss values indicate better performances and the validation loss is monitored by 

early stopping to stop the training where the losing value has no improvement. 

 

Figure 5-5: MLP model implementation 
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5.3.2.2. RNN Model Implementation 

RNN is a neural network that is designed to handle sequential data by maintaining a form of 

memory. It has links that loop back themselves, allowing them to consider previous inputs in 

addition to the current input when making predictions. This looping exhibits and captures the 

temporal behavior of flows of MQTT message patterns and process sequences that differ in 

length to analyze the sequence of network traffic or MQTT messages to identify anomalous 

traffic that is indicative of DoS attacks from legitimate flows. RNN learns to capture the 

underlying pattern in the sequential data and the model is trained on an MQTT-shaped dataset 

that contains both normal and anomalous pattern sequences during training data, since the 

message flows in a sequential pattern in MQTT networks. The extracted features are fed into 

the RNN model and the model is encoded to reconstruct the temporal dependencies that appear 

in the data to detect anomalies during training RNN to reconstruct the input sequence at the 

output. Once the RNN model is trained, it can learn a new sequence and compare it to the 

reconstructed sequence to identify normal and abnormal instances from the MQTT message 

flow sequence. The model is training with the integration of activation function which is known 

as ReLU at the input layer and sigmoid at the output layer, Adam optimizer, early stopping, and 

dropout to increase the model performance and generalization for better anomaly detection on 

unseen data through prevents neurons from relying too heavily on specific input feature. The 

model was trained over an epoch of 100 and a batch size of 1000 for the fastest convergence. 

Similarly, the model is evaluated based on accuracy, precision, recall, f1-score, and confusion 

matrix based on unseen data to measure it is effectiveness. 

Then, the RNN model should be implemented with three dense layers as shown below. 

Following model buildings, a batch size of 1000 is used to feed the training datasets into the 

model. Each epoch involves training an instance of MQTT data until optimal performance 

begins to be reduced. The RNN model was implemented from keras sequential APIs and 

compiled using Adam optimizer and binary_crossentropy as loss function due to our task is 

binary classification. This loss function measures how well the predicted probabilities made by 

RNN match the true labels in which lower loss values indicate better performances and the 

validation loss is monitored by early stopping to stop the training where the losing value has no 

Improvement. This helps to model to prevent overfitting by stopping the training process once 

the model performance on the validation set stops improving.  
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Figure 5-6: RNN model implementation 

5.3.2.3. LSTM Model Implementation 

LSTM is a type of RNN architecture that is implemented to capture and propagate long-term 

dependencies, due to LSTM networks having memory cells that can store information for a 

long time, they can recognize and recall patterns in the data sequences. As the MQTT input 

data is passed to the LSTM it retains as a sequence on the memory cell, and how much new 

information is stored on the memory at the current state is determined by components of the 

LSTM gate and it combines the current input with previous cell state and applies an activation 

function to obtain an update value. The gates control the flow of information into and out of the 

memory cell, and help in regulating the information MQTT message flow, and decide what 

information to store or discard.  The MQTT network traffic can be viewed as a sequence of 

messages and the implemented LSTM can be trained to learn patterns and behaviors in the 

sequence to identify abnormal instances from the MQTT normal message flow instances. The 

training process involves feeding the input data to the LSTM and adjusting its internal 

parameters such as integrating the activation function, and dropout to minimize predicting 

errors. The model is trained on an epoch of 100 and 1000 batch size.  Similarly, an evaluation 
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method such as accuracy, recall, f1-score, confusion matrix, and precision are used to measure 

the model performance on unseen data. 

Then, the LSTM model should be implemented with three dense layers as shown below. 

Following model implementation, a batch size of 1000 is used to feed the training datasets into 

the model. Each epoch involves training an instance of MQTT data until optimal performance 

begins to be reduced. The LSTM model was also implemented from Keras sequential APIs and 

compiled using Adam optimizer and binary_crossentropy as loss function due to our task being 

binary classification. This loss function evaluates how well the predicted probabilities produced 

by LSTM match the genuine labels. The validation loss is tracked by early training termination 

when the losing value shows no improvement and it is monitored by early stoppings where 

lower loss values imply better performance. Ending the training process as soon as the model's 

performance on the validation set ceases to improve, helps the model avoid overfitting to detect 

DoS attack patterns in MQTT networks effectively. 

 

Figure 5-7: LSTM model implementation 
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5.4. Model Testing and Evaluation 

After model implementation, CV is a resampling technique is in charge used to evaluate the 

model performances. There are various methods of CV techniques such as Holdout-CV, 

StratifiedKFold, and K-fold CV. CV involves splitting the data set into parts, where the training 

set is used to train the model, while the test is held out for evaluation purposes.  In this paper, 

we utilize both the Holdout CV and K-fold CV methods to assess the model’s efficiency. We 

specify a random state of 42 to ensure reproducibility and avoid high variance. The test size is 

set to 30% for testing, while the remaining 70% is used for training on both CV evaluation 

techniques. This ratio was selected to compare the outcomes with the initial benchmark 

MQTTset dataset (Vaccari et al., 2020) and other related works.  

5.4.1. Holdout Cross-Validation Implementation 

In Holdout CV, the MQTT network flow datasets are randomly split into training and test sets 

which are computationally inexpensive and simple due to no iteration training on the data, 

especially needed whenever the dataset is large in size. This technique helps for unbiased 

estimations due to the model is not seen during training, and it is efficient which is faster 

compared to other cross-validation techniques, as the model needs to be trained only once. 

5.4.2. K-Fold CV Implementation 

The K-fold CV is a widely used evaluation technique for the performance of the DL and ML 

model. The basic idea behind K-fold CV is to divide the MQTT network datasets into K equal-

sized subsets MQTT datasets which are known as folds. The model is then trained and evaluated 

K times, using one of the MQTT datasets folds as the test set and the remaining K-1 folds as 

the training set to appraise the variability flow of the network. Hence in each iteration, the 

performance metrics (accuracy, precision, recall, F1-score, and confusion matrix) of the model 

are calculated based on the fold and stored in their respective lists. After the model is trained 

and goes through all the folds the overall performance metrics are calculated. This provides an 

overall evaluation of the model performances concerning dataset variability which has helped 

to create a robust model and helps to reduce bias during model training.   
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CHAPTER SIX 

6. RESULTS and DISCUSSION 

In this chapter, we discuss the results we have gotten for the proposed model for DoS attack 

detection and classifications.  RNN, LSTM, and MLP are our proposed models, hence their 

result is accessed, and to identify the best model based on their performance comparison in 

Detecting and Classifying DoS attacks. We also discuss the feature’s importance and their 

ranking in statistical values contribution for target values.  

6.1. Feature Relevance and Selection Outcomes 

One way and the most important thing in DL is feature selection, as all features are not pivotal 

and provide equal contributions to model performance. So, understanding the relevance of 

features and their selection plays a major role in increasing model performance and efficiency 

in Detecting and classifying DoS attacks from MQTT message flows. Therefore, the selected 

features from the available 33 features discussed under section 3.3 of table 3.1 are enumerated 

in the table below. For this study, we implemented using Pearson correlation and Chi-

Square(X2) to calculate the importance of each feature score. 

Table 6-1: Selected feature list based on correlation scores  

S.no Feature name Scores 

1 Mqtt.msgid 0.644031 

2 Mqtt.qos 0.535416  

3 Mqtt.msg 0.535416 

4 Mqtt.len 0.503050 

5 Mqtt.dupflags 0.292944 

6 Mqtt.hdrflags 0.136790 

7 Mqtt.msgtype 0.105412 

8 Mqtt.kalive 0.008029 

9 Mqtt.conflag.cleansess 0.008029 

10 Mqtt.proto_len 0.008029 

11 Mqtt.prtoname 0.008029 

12 Mqtt.ver 0.008029 

13 Mqtt.conflags 0.007756 
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Table 6-1 shows the ranking score of feature importance and the ranking score is obtained based 

on the Pearson Coefficient experiment. Hence, those features are considered more relevant for 

us than other available features to train our models and to fit with good performance.   

Table 6-2: Sorted features based on Chi-Square scores 

S.no Feature Name Chi-Square Scores 

1 mqtt.qos 0.69160*105 

2 mqtt.msgid 0.60381*105 

3 mqtt.len 0.45718*105 

4 mqtt.dupflag 0.23769*105 

5 mqtt.msg   0.15603*105 

6 mqtt.hdrflags  0.601*103 

7 mqtt.msgtype 0.354*103 

8 mqtt.conflag.cleansess 1.91*10 

9 mqtt.kalive 1.91*10 

10 mqtt.proto_len  1.91*10 

11 mqtt.protoname 1.91*10 

12 mqtt.ver 1.91*10 

13 mqtt.conflag 1.71*10 

 

Table 6-2 shows the ranking score of feature significance and the ranking score is obtained 

based on the Chi-square(X2) experiment. Hence, those features are considered more relevant 

for the proposed model performance than other features. 

6.1.1. Correlation Analysis Using Barplot Visualization 

A correlation analysis bar plot is a method used to see the correlation of each feature in the 

dataset to the target variables. In Figure 6-1, visualization features are plotted on the x-axis, and 

their corresponding correlation scores are plotted on the y-axis. Each bar in the plot represents 

the correlation score between relevant features and to dependent variable (Target). Accordingly, 

as we observed from Figure 6-1 the MQTT features listed on the x-axis highest correlation 

values with the target, hence they are relevant to detecting and classifying DoS attacks and 

normal flow in MQTT message flows. 
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Figure 6-1: Correlation analysis result 

6.1.2. Chi-Square(X2) Analysis using Barplot Visualization 

Chi-square analysis is a statistical method used to determine the distribution of each feature to 

the dependent variable. This statistic measures the difference between the observed and 

expected frequencies under the assumption of independence between variables. Accordingly, 

Figure 6-2 depicts the feature importance scores obtained from Chi-square experiments to 

indicate relevant MQTT features from the available features in the datasets. The Chi-square 

method evaluates the significance of relationships between categorical variables (target) and 

highlights features with higher scores as more influential among the available features. Hence, 

our proposed DL models are trained and evaluated based on the proposed MQTT-specific 

features to identify and classify the DoS security assaults in the MQTT network environments.  
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Figure 6-2: Chi-square feature rank score 

6.2. Outcomes of the Proposed Deep Learning Models 

Here we discuss, the experiment we made based on three DL models. The experimented models 

were LSTM, RNN, and MLP for detection and classification of DoS attack in MQTT-IoT 

protocol using MQTTset datasets for all of them. Each model has been experimented and their 

result is shown below respectively section by section where the statistically selected features 

are fed into the model to recognize malicious activities. In the end, we took a model that gives 

optimal performance based on evaluation metrics for the specified tasks. 

6.2.1. Experiment One (LSTM Model) 

In this experiment, the model architecture consists of an input layer with 14 neurons, followed 

by a hidden layer with 7 neurons, both using the ReLU activation function to alleviate the 

vanishing gradient problem and to learn complex pattern trends from MQTT input data and 1 

neuron in the output layer and we use sigmoid activation functions, due to our task binary 

classification. The model is compiled with Adam optimizer, and binary_crossentropy as a loss 

function to quantify how well the model's predictions match the actual target values during 

training, while accuracy is chosen as the evaluation metric. Additionally, early stopping and 

learning rates are defined to monitor value loss and improve convergence during training, and 
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a dropout with 0.001 is used to prevent neurons from relying too heavily on specific MQTT 

input features. The model is trained over an epoch of 70 out of 100 initialized and a batch size 

of 1000. 

Figure 6-3 appearing on the left side displays the LSTM model training and testing over 70 

epochs, with training accuracy enhanced from 0.7077 to 0.9956 and validation accuracy 

enhanced from 0.86660 to 0.9957. Additionally, training and validation loss over the same 

epochs appears on the right side, with training loss dropping from 0.6601 to 0.0139 and 

validation loss from 0.5262 to 0.0062. 

 
 

Figure 6-3: Training and Validation model performance (left-side) and Loss-value (right-

side) using LSTM 

6.2.2. Experiment Two (RNN Model) 

Similarly, in this experiment, the model architecture also consists of an input layer with 14 

neurons, followed by a hidden layer with 7 neurons, both using ReLU activation functions to 

learn complex pattern trends from MQTT input data, and use 1 neuron in the output layer and 

we use sigmoid activation functions, due to our task binary classification. The model compiled 

with Adam optimizer, and binary_crossentropy as a loss function to quantify how well the 

model's predictions match the actual target values during training, while accuracy is chosen as 

evaluation metrics. Additionally, early stopping and learning rates are defined to monitor value 

loss and improve convergence during training, and a dropout with 0.002 is used to prevent 

neurons from relying too heavily on specific input features. The model is trained over an epoch 

of 20 out of 100 initialized and a batch size of 1000. 
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Figure 6-4 appearing on the left side displays RNN model training and testing over 17.5 epochs. 

Training accuracy enhanced from 0.6567 to 0.9951, and validation accuracy enhanced from 

0.7433 to 0.9955. Additionally, training and validation loss over the same epochs appears on 

the right side, with training loss decreasing from 0.6794 to 0.0239 and validation loss from and 

validation loss from 0.5334 to 0.0083. 

  

Figure 6-4: Training and Validation model performance (left-side) and Loss-value (right-

side) using RNN 

6.2.3. Experiment Three (MLP model) 

In this experiment, the MLP model comprises an input layer with 14 neurons followed by a 

hidden layer with 7 neurons, both utilizing ReLU activation functions to capture complex trends 

in the input data. The output layer consists of 1 neuron and employs a sigmoid function for 

binary classification. The model is compiled with the Adam optimizer and binary cross-entropy 

loss function to measure prediction accuracy during training. Evaluation is based on accuracy 

metrics. Early stopping and learning rates are implemented to monitor value loss and enhance 

convergence, with a dropout rate of 0.001 to prevent neurons from relying too heavily on 

specific input features. Training occurs over 100 epochs and a batch size of 1000. 

Figure 6-5 appearing on the left side displays the MLP training and testing of the model over 

100 epochs. Training accuracy enhanced from 0.8948 to 0.9950, and validation accuracy 

enhanced from 0.8770 to 0.9951. Additionally, training and validation loss over the same 

epochs appears on the right side, with training loss decreasing from 0.5696 to 0.0148 and 

validation loss from 0.2935 to 0.0085. 
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Figure 6-5: Training and Validation model performance (left-side) and Loss-value (right-

side) using MLP 

6.3. Outcomes for Proposed Architecture 

6.3.1. Evaluation Analysis Outcomes 

Our task is to experiment against the proposed model (LSTM, RNN, and MLP) using standard 

performance metrics such as accuracy, precision, recall, f1-score, val_loss, and training_loss. 

The below table shows the evaluation and comparison of both hold-out and 5-fold CV using 

0.3 training testing split. This experiment was carried out on both train-split and 5-fold CV to 

analyze the performance of the model on dynamic input of data and on completely un-seen data 

because attack behaviors frequently changed. As we observed from the Table 6-3 comparison, 

it is evident that all three models (LSTM, RNN, MLP) exhibit high performances across various 

evaluation metrics in both hold-out and 5-fold CV scenarios. However, there are some slight 

variations in performance between the models.  

Hence, LSTM achieved the first rank across all metrics and attained 99.52% result accuracy in 

the hold-out CV, and it achieved lower training and testing losses (0.0139 and 0.0062) 

respectively compared to other algorithms (RNN and MLP) while, RNN ranked second to 

achieve parallel performance across all metrics with LSTM, with minor variation and attained 

99.51%, and MLP ranked third with a 99.4% accuracy result for DoS attacks detection and 

classifications. Accordingly, in 5-fold CV both RNN and LSTM attained well with an accuracy 

result of 99.6%, but LSTM introduced a minor misclassification error than RNN, while MLP 
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achieved a result of 89.7%. Hence, LSTM introduces a smaller miss-classification than RNN 

and MLP which is better in detecting and classifying MQTT message flow patterns into 

respective classes appraising dynamic MQTT Message input data.  

Table 6-3 shows that, the suggested model performance is evaluated on hold-out - and 5-fold 

CV. Accordingly, In both CV techniques, LSTM achieves higher performance than RNN and 

MLP, which indicates it learns the pattern of MQTT message flow instances to detect and 

classify DoS attacks from legitimate flows and it shines than RNN and MLP to effectively 

introduce small MER alarms. 

Based on our domain problem of detecting DoS attacks in MQTT protocols, accuracy, 

precision, and recall are performance evaluation metrics, for LSTM, RNN, and MLP models. 

As we have seen in Table 6-3 all metrics retain high values, where we train our model using 

hold-out CV and 5-fold CV using 70% for training and 30% for testing. A high precision value 

suggests that the model has a low rate of false positives. This indicates the rate of TP and TN 

instances attained high scores, which means that the precision made reliable positive predictions 

are made on overall positive instances, with a minor false positive rate or misclassification error, 

which is rarely almost less than 0.0005% in hold-out CV in LSTM, RNN, and MLP. Similarly, 

in the 5-fold CV, the rate of miss-classification error is less than 0.005% in LSTM, RNN, and 

MLP. Therefore according to this analysis, a hold-out CV demonstrates superior performance 

compared to a 5-fold CV concerning the classification of categories, effectively reducing 

misclassification errors. Hence, the experiments indicate strong performance in accurately 

detecting positive cases while maintaining overall classification accuracy and illustrate the 

effectiveness of our classification algorithms in distinguishing between legitimate and DoS 

flow in the MQTT-IoT environment with minimal MER using LSTM. 

Table 6-3: Performance evaluation metrics results for candidate models 

 Hold-out CV (0.3%) K=5 CV (0.3%) 

Metrics Accurac

y 

Precisio

n  

Recall F1-score Accurac

y 

Precision Recall F1-

score 

M
o
d

el
 

LSTM 99.52% 99.06% 100% 99.53% 99.6% 99.4% 99.7% 99.6% 

RNN 99.51% 99.04% 99.99% 99.51% 99.6% 99.3% 99.9% 99.6% 

MLP 99.34% 98.72% 99.99% 99.35% 89.7% 90.0% 99.2% 93.0% 
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Knowing the error rate in an MQTT network detection system offers several advantages that 

are crucial and effective for network security management, and overall system performance, 

and understanding the error rate helps in evaluating the potential security risks associated with 

the detection system. High error rates might indicate a higher likelihood of undetected threats 

or false alarms, affecting the network's security posture. Thereby, undetected threats help the 

network administrator to realize and ensure that threats are critically identified and mitigated 

for the enhancements of the overall security poster of the MQTT networks.  

Hence, Table 6-4 shows that, LSTM and RNN models generally outperform the MLP model in 

terms of FPR across both validation methods which shows the effectiveness of pattern creation 

instances flow in MQTT networks for identification purposes. MLP model tends to have higher 

error rates, especially in terms of FNR in both techniques, suggesting it may struggle more with 

correctly identifying positive instances in Hold-out CV. The LSTM model consistently 

achieves the lowest error rates among all models, indicating its superior performance in 

misclassification error, FPR, and FNR than another model which does not make a high variance 

and instability in both techniques. In summary, based on the provided error rates, the LSTM 

model appears to be the most robust and reliable choice for classification tasks. 

Table 6-4: Error rates for candidate models 

 Hold-Out CV                     5-Fold CV 

Model LSTM  RNN MLP   LSTM  RNN MLP 

FPR 0.0 0.000074 0.000075 0.0029 0.0014 0.0093 

FNR 0.0094 0.0096 0.0128 0.0055 0.0073 0.17 

Misclassification error 0.0047 0.0049 0.0066 0.0042 0.0044 0.103 

 

6.3.2. Confusion Matrix Classification for Proposed Model Outcomes 

Confusion matrix is a graphical representation that serves as a classification of model 

performance. It offers insights into the model’s predictive accuracy by presenting the counts of 

TP, TN, FP, and FN predictions made by the model both on the hold-out and 5-fold CV 

techniques. 
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6.3.2.1. Confusion Matrix on Hold-out Cross-Validation 

 Figure 6-6 demonstrates that the confusion matrix for RNN, LSTM, and MLP was 

experimented with particular classification outcomes for a set of instances.  Accordingly, from 

a total of DoS and legitimate instances of  54615, the RNN  model correctly classified 27447 

samples as DoS instances and 26900 instances as legitimate, while the model was 

misclassifying  266 normal instances as DoS instances and 2 DoS instances as legitimate. This 

indicates the proposed RNN model works well to detect and classify the DoS attacks from 

legitimate flows in MQTT message flows with very minor misclassification of DoS flows.   

Similarly, the confusion matrix of LSTM was experimented with and demonstrated that the 

confusion matrix for LSTM with particular classification outcomes for a set of instances is 

illustrated on similar Figure 6-6.  Accordingly, from a total of DoS and legitimate instances of 

54615, the model has correctly classified 27449 samples as DoS instances and 26906 instances 

as legitimate, while the model was misclassifying 260 normal instances as DoS, and no 

instances of DoS incorrectly classified as legitimate. This indicates our model works well to 

detect and classify the DoS attacks from legitimate flow in MQTT message flows.  So LSTM 

model exhibited a 0 misclassification rate, indicating its effectiveness in predicting attacks on 

the MQTT networks.  

Similarly for MLP, the confusion matrix was experimented with particular classification 

outcomes for a set of instances as illustrated in similar figures 6-6.  Similarly, From a total of 

DoS and legitimate instances of  54615, the model correctly classified 27447 samples as DoS 

instances and 26810 instances as legitimate, while the model misclassifying 356 normal 

instances as DoS and 2 DoS instances as legitimate. 

This indicates our model works well to detect and classify the DoS attacks from legitimate flow 

in MQTT message flows with very few misclassifications of DoS flows using LSTM, while the 

rate of MER is slightly increased in RNN and MLP. This shows that the RNN and MLP models 

struggle to classify the attacks to their respective classes as MQTT networks and their 

communication is highly growth. This creates high room MER and is not more helpful for 

MQTT network security. 
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Figure 6-6: Confusion matrix classification on hold-out CV  

6.3.2.2. Confusion Matrix for 5-Fold Cross-Validation 

Figure 6-7 demonstrates that the confusion matrix for LSTM was experimented with particular 

classification outcomes for a set of instances on a 5-fold CV.  Accordingly, From a total of DoS 

and legitimate instances of 36408, the LSTM model correctly classified 18103 samples as 

legitimate instances and 18150 instances as DoS, while the model was misclassifying 101 

normal instances as DoS, where it is actually as negative or legitimate instances and 54 DoS 

instances as legitimate, where it is actually as positive or DoS instances. This indicates our 

model is well able to detect and classify the DoS attacks from legitimate flow in MQTT message 

flows but less when we compare to LSTM.                                                            

In a similar case, the confusion matrix of RNN was experimented with particular classification 

outcomes for a set of instances on a 5-fold CV as demonstrated in the same figure 6-7.  

Accordingly, From a total of DoS and legitimate instances of 36408, the RNN model correctly 

classified 18071 samples as legitimate instances and 18178 instances as DoS, while the model 

was misclassifying 133 normal instances as DoS, where it is actually as negative or legitimate 

instances and 26 DoS instances as legitimate, where it is actually as positive or DoS instances. 

This indicates our model is well able to detect and classify the DoS attacks from legitimate flow 

in MQTT message flows but classifies more errors when we compare to LSTM. 
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 Additionally, in a similar case, the confusion matrix for MLP was experimented with particular 

classification outcomes for a set of instances on a 5-fold CV.  Accordingly, From a total of DoS 

and legitimate instances of 36408, the model correctly classified 14590 as DoS instances and 

18067 instances as legitimate, while misclassifying  137 DoS instances as normal instances, 

where it is actually as DoS instances and 3614 normal instances as DoS one where it is actually 

as legitimate instances. This indicates that the model struggles and difficult to classify the 

instances into their respective categories than RNN and LSTM. As we discussed previously 

LSTM introduces less overall classification error than RNN, and MLP which shows the best 

model for identifying anomalous patterns in MQTT network flows also on a 5-fold CV.  

 

Figure 6-7: Confusion matrix classification on 5-fold CV 

6.4. Outcome Based on AUC-ROC metric 

The ROC curve is used to evaluate how well the model can correctly classify positive instances 

as positive and negative instances as negative across various threshold settings. This is done by 

plotting the TPR against FPR. Figure 6-8 shows that the ROC curve for the LSTM Model with 

the ROC curve of DoS is 1.00 with perfect identification of DoS instances from legitimate ones, 

similarly the ROC curve of Legitimate is 0.995 which is perfect classification with minor FPR.  

This indicates that each DoS attack can be effectively divided into positive and negative 

classifications, with 100% and 99.5% of them being identified by our suggested LSTM model.  
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Figure 6-8: LSTM ROC curve 

Similarly, Figure 6-9 shows that the ROC curve for the RNN Model with the ROC curve of 

DoS is 0.995 with mostly identification of DoS instances from legitimate ones with minor FPR, 

similarly the ROC curve of Legitimate is 0.995 which is tremendous classification of legitimate 

instances with minor FPR.  This indicates that each DoS attack can be effectively divided into 

positive and negative classifications, with 99.5% of them being identified by our suggested 

RNN model. 

 

Figure 6-9: RNN ROC curve 
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Figure 6-10 shows the ROC curve for MLP for TPR and FPR, which is 0.993. This indicates 

the model perfectly classified into positive and negative instances of 99.3% 

 

Figure 6-10: MLP ROC curve 

6.5. Evaluation Metrics Comparison  

Here we discuss the experimental results of the evaluation metric using RNN, LSTM, and MLP 

on Hold-Out and 5-fold CV. This helped select the best model to effectively detect and classify 

DoS attacks in the MQTT network based on their evaluation performance. Thereby, as 

illustrated in Figure 6-11 RNN, LSTM, and MLP are the three models trained on the MQTT 

dataset to detect and classify DoS in MQTT-IoT environments. Hence, in Figure 6-11 LSTM 

performs better in terms of every evaluation metric than RNN and MLP, so ranked as first, 

while RNN and MLP are ranked as second and third respectively. 
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Figure 6-11: Evaluation metrics comparison on hold-out CV 

Similarly, In Figure 6-12 RNN, LSTM, and MLP models are trained on the MQTT dataset for 

DoS detection in MQTT-IoT environments. RNN exhibits superior recall of 99.9%, implying 

it's adept at classifying DoS attacks with fewer misclassifications compared to LSTM and MLP 

in a 5-fold CV. Conversely, LSTM demonstrates better minimal overall misclassification 

performance than RNN and MLP. Hence, LSTM, RNN, and MLP are the ordered ranked based 

on their classification instances respectively. 

 

Figure 6-12: Evaluation metric comparison on 5-fold CV 
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Generally, based on our evaluation metrics our proposed model is effective in detecting and 

classifying DoS attack flow and legitimate flow with high accuracy on hold-out and 5-fold CV 

with 70% for training and 30% for testing ratio. Since the IoT environment is scalable, generates 

a volume of data, and considers their communication scenarios, k-fold is not recommended due 

to being resource-intensive and taking a large time to train over large data. Hence, late detection 

of attacks happens in large-scale MQTT-IoT environments. Considering this and while minimal 

misclassification error or false positive rates are rising in the LSTM model, it’s the best 

candidate of our model among others for effectively detecting DoS attacks from legitimate ones 

in hold-out techniques. The other reason for choosing the hold-out train-test split is to evaluate 

against the related work to our proposed model. Table 6-5 demonstrates that, the comparison 

of our selected model to a baseline paper based on a common dataset using different deep-

learning models. The comparison indicates our model (LSTM) has good performance or 

accuracy with feature selection to detect and classify DoS attacks in MQTT networks.  

Table 6-5: Comparing the experiment's results with other related work models  

Authors 

name  

Method  Domain 

Area 

Dataset Performances/evaluation Techniques 

Accuracy Precision Recall F1-

Score 

(Syed et 

al., 2020) 

 (MLP) MQTT-

IoT 

Network 

MQTTset 95.94 96.45 95.90 96.11 

(Alzahrani 

& 

Aldhyani, 

2022) 

CNN 

LSTM 

MQTT-

IoT 

Network 

MQTTset 98.94 99.03 99.07 99.01 

(Imran et 

al., 2023) 

NN MQTT-

IoT 

Network 

MQTTset 95.58 96.01 95.91 95.96 

Our 

proposed 

Model 

LSTM MQTT-

IoT 

Network 

MQTTset 99.52 99.06 100 99.53 
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This indicates a graphical comparison of the performance evaluation metrics of our LSTM 

model to the related work papers. Our model has shown an increase in performance of accuracy 

in identifying DoS assaults in MQTT networks. 

  

Figure 6-13: Evaluation metrics comparisons for proposed model against related work 

6.6. Outcome Discussion on Proposed Model 

Our studies suggested the detection and classification of DoS attacks in the MQTT network, 

which are dangerous threats and cause services unavailability on the MQTT broker. To come 

up with continuous MQTT broker services the security room is to become strong. One way and 

the primary task to strengthen the security of the MQTT system is to effectively detect the attack 

patterns which is more helpful for mitigation and prevention in the MQTT security arena. 

Hence, our experiment result of the RNN, LSTM, and MLP is conducted to achieve our 

objective goals. Our proposed model achieved high accuracy based on the feature selection 

mechanism, and LSTM outperforms RNN, MLP, and baseline proposed DL model in learning 

MQTT network patterns due to its long-term dependency nature. Before training our model we 

conduct a preprocessing method. Once this is done, chi-square and correlation-based feature 

selection are carried out to train our model on highly weighted feature parameters, and both of 

them generate almost the same feature. Accordingly, our candidate features are 13 in number 

as enumerated in Table 6-1 and 6-2 with their score values from 33 MQTT-specific features. 

Hence, these candidate features are used to train RNN, LSTM, and MLP. Each model used 

three dense layers with 14,7 and 1 layer respectively where the input layer and hidden layer 

have an activation function of ReLU and sigmoid for the output layer to access its performance 
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on similar parameters. Thereby, to see their performance we evaluate using standard metrics 

and overall misclassification error rate. Fine-tuning is initialized with Dropout to reduce the 

risk of fitting and to improve model performance. Then, the experiment of RNN, LSTM, and 

MLP was performed in detecting and classifying the DoS attack in the MQTT network 

environment. As we discussed our experiment outcomes indicate that LSTM is outstanding and 

outperforms RNN and MLP with 99.52% accuracy achievements and with 0.0047 an overall 

misclassification error rate. Moreover, our model performance is compared with the baseline 

paper on the detection and classification of DoS attacks in MQTT networks applying the 

MQTTset dataset, which is a common dataset used also for this study. However, our model 

LSTM bit by 3.58%, 4.94%, and 0.58%, the baseline paper MLP, NN, and CNN-LSTM models 

respectively. This indicates our proposed model achieves a significant improvement and is far-

reaching and effective for detecting and classifying these attacks. 

6.7. Discussion of Research Questions 

This research study has 3 research questions which lie in the first chapter of section 1.4. Hence, 

our study has answered this question according to their order as follows. 

 How can deep learning model architecture be developed to detect and categorize DoS   

attacks in the MQTT networks? 

We use appropriate data preprocessing, feature selection, and suitable parameter settings to 

develop the model architecture for detecting and classifying DoS attacks in MQTT networks. 

Once, traffic flows are generated from the MQTT-IoT environment data processing is 

conducted for the model to fit with the selected feature flows. After this is covered the RNN, 

MLP, and LSTM are trained on the training set through the combination of appropriate 

parameter settings to identify patterns that deviate significantly from normal behavior. 

Accordingly, dropout=0.002 and 0.001, learning rate=0.1 and 0.001, activation function ReLU 

in the input layer and Sigmoid in the output layer, and callbacks of 1000 batch size over 100 

epochs is used to achieve high performance of greater than 99.3% accuracy. After that, we 

evaluate the model performance on the test set using metrics like accuracy, precision, recall, 

and F1-score to gauge its efficacy in detecting and classifying DoS attacks, followed by 

comprehensive testing to confirm its ability to generalize and manage attack scenarios 

effectively.   
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 How to improve the performance accuracy of the developed architecture for DoS 

detection and classification in MQTT networks?  

Using all MQTT network traffic features is not relevant and the use of all of them for model 

training is decreases the model performance and leads to late detection. Hence, to increase and 

get better accuracy of the model performance we use correlation and Chi-square(X2) to obtain 

the optimal high-weighted features from the MQTT network traffic flows dataset. As a result, 

out of our candidate model, the feature selection approach-based LSTM exhibits low 

classification error and high accuracy performance for detection and classification attacks. 

Therefore, this LSTM model is integrated or deployed in the broker server for the MQTT-IoT 

network environment. 

  How can the suggested deep learning architecture be evaluated by comparing it against 

the baseline paper and another deep learning model for detecting and classifying DoS 

attacks? 

We evaluated our candidate model on standard metrics such as precision, accuracy, recall, F1-

score, and MER using both hold-out and 5-fold cross-validation. Our selected model is RNN, 

MLP, and LSTM is trained on binary classification, and for each MQTT traffic flow dataset the 

classifier is trained to detect and classify the DoS attack patterns from normal, then the classifier 

model with the highest likelihood and accuracy was selected. Among those, LSTM achieves a 

higher accuracy of 99.52% in hold-out and 99.6% in 5-fold CV among others with minimal 

MER. This indicates the strength of the LSTM model in the detection and classification of DoS 

attacks in MQTT networks in IoT environments by raising smaller false alarms than other 

candidate models of RNN and MLP. Additionally,  through experiments, the training and 

testing loss for LSTM dropped from 0.6601 to 0.0139 and validation loss from 0.5262 to 0.0062 

than RNN and MLP which these aspects indicate the model is good for generalizing on unseen 

data, improvements in the model's ability to correctly classify DoS attacks in MQTT networks 

(improved accuracy), and preventing the probability of fitting. Then, we compare our selected 

model against the baseline model on similar tasks using the same datasets. Hence, LSTM 

outperformed CNN-LSTM by 0.58%,   MLP by 3.58%, and NN by 4.94% proposed by different 

researchers as we discussed in the previous comparison. This suggests that the LSTM produces 

a notable enhancement in this context. 
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CHAPTER SEVEN 

7. CONCLUSION and FUTURE WORKS  

7.1. Conclusion  

The IoT industry is a future interconnected network paradigm technology to be used for several 

purposes in the communication arena by applying advanced popular protocols. Among them, 

MQTT is publish-subscribe which plays a vital role in the IoT domains due to supporting 

minimal packet header which is more viable in resource constraint environments. As The 

growth of MQTT integration in IoT trend is increasing, security risk and vulnerability threats 

are colliding within it to gain illegitimate advantages and perform disruptive purposes. One of 

the security risks performed is DoS attacks to make the central system (MQTT broker) 

unavailable for legitimate devices by sending numerous malicious requests and in turn a 

published volume of the message payload. While this happens, the legitimate devices are unable 

to gain a response on time from the intermediate broker for their target function. This scenario 

leads to service unavailability, message delays, and inappropriate decision-making in legacy 

system organizations. We found that in the literature many scholars have proposed to detect 

these attacks. However, while detecting the attacks is good for countermeasures against attack 

behaviors, using limited MQTT Features consideration and applying all MQTT feature scopes 

may cause attack dynamicity and rise to late attack detection. Hence, in our work, we include a 

feature selection mechanism and a suitable parameter setting into the proposed DL models to 

provide strong detection capability with high accuracy.  

DL model and feature selection are the proposed models for this study to detect and classify 

DoS attacks in MQTT-IoT network traffic flows. The effectiveness of our candidate models 

RNN, MLP, and LSTM are evaluated using evaluation metrics for attaining our objective goals. 

While the dataset is essential in DL we used MQTT network traffic datasets having normal and 

DoS traffic which are publically available and represent real-world scenarios captured with 10 

consecutive days having diverse IoT devices. We train our model after data preprocessing and 

feature selection are conducted using Chi-square and correlation-based to depend on highly 

weighted features to reduce miss-classification errors and increase model performance. The 

model is trained on 70% in both hold-out and 5-fold cross-validation dataset split. Then, we 

evaluate our model on 30% to verify it is performance on unseen data. Accordingly, RNN, 
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LSTM, and MLP achieve 99.51%, 99.52%,and 99.34% accuracy respectively for classification. 

Hence, LSTM outstands the other two candidate models. Therefore, the LSTM model is our 

selected model from the candidate model which compares to the baseline model for comparing 

it is performance in detecting and classifying DoS attacks in MQTT networks. As a result, 

LSTM outperforms CNN-LSTM by 0.58%, MLP by 3.58%, and NN by 4.94% which indicates 

greater achievement and enhancement for detecting and classifying these attack scenarios in 

MQTT environments. 

7.2. Contribution of the Study 

This study makes several significant contributions to the field of DoS attack detection and 

classification on MQTT brokers in the era of IoT network environments. Firstly, it enhances 

the detection performance of existing models while simultaneously reducing the classification 

error. This improvement ensures a more reliable and accurate identification of malicious 

activities, thereby bolstering the overall security of the network and helping network 

administrators trust the system’s alerts and take timely action to mitigate potential DoS threats, 

thereby ensuring the stability and security of the MQTT networks. Secondly, the study conducts 

a comprehensive analysis of three distinct neural network architectures MLP, RNN, and LSTM.  

Each of these models is meticulously evaluated for it is effectiveness in detecting and 

classifying DoS attacks, providing valuable insights into their respective strengths and 

weaknesses in this context. Lastly, the study delves into the modeling of DoS attack detection 

on MQTT brokers by analyzing the identification of relevant features from MQTT network 

flows. This analysis highlights the critical features that contribute significantly to the accurate 

classification of instances, thereby enhancing the model’s precision in detection and mitigating 

DoS attacks by pinpointing MQTT critical features due to the feature engineering process is 

essential because it directly influences the model’s performance, and helpful to reduce 

computational overhead. Through these contributions, the study not only advances the technical 

understanding of DoS detection but also offers implementation code solutions how to improve 

the detection capability of the developed models in MQTT-based communication systems.  

7.3. Future Work 

While security threat is a continuous risk in MQTT-IoT networks, we come up with DL and 

feature selection mechanisms for better detection capability. Even our detection of DoS attacks 



   

    84 

  

is general, due to the sub-category DoS attacks happening in the MQTT network, we strongly 

suggest that detecting specific types is able to create strong security mechanisms which are 

more helpful for knowing what specific attack types come the MQTT brokers considering the 

integration of temporal and spatial network environment. In addition to this, if feature 

researchers come up with a mitigation mechanism to block the malicious traffic flow into the 

broker, MQTT networks will be more available and stand by to route messages for rightfull 

devices. The MQTTset dataset is the only one we used for this paper to evaluate our proposed 

model. In the future, we suggested assessing the performances of our proposed model on more 

datasets that exhibit MQTT to look at how various traffic datasets are utilized and adapted by 

the model. Chi-square and correlation are the only methods we take to select relevant features, 

and involve other techniques to generalize these features.  
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