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ABSTRACT

I n todayds digitally interconnected world, the
rapidly, highlighting the critical importance of secure image transmission, particularly in cloud
computing, surveillancejealthcare, and military systems. Conventional encryption algorithms

often fail to account for the high correlation between image pixels and the large size of image data,
making them vulnerable to modern attacks. To overcome these limitations, this stadpte

several novel image encryption frameworks that incorporatperchaotic systems with
memristive, memcapacitive, and meminductoevices, DNAbased encoding, and intelligent
optimization techniques. First, a new encryption approach integrates D#liAgcwith a logistic

map and a hyperchaotic memcapaeliased model, achieving high NPCR values (99.587%
99.634%) and UACI values (27.474%3.935%), as well as entropy values close to 8, indicating

strong randomness and statistieistance. The key ape of 23 surpasses bruferce thresholds

threshold of 2°. Recognizing the limitations of traditional Particle Swarm Optimization (PSO),

the study introduces Chaotic PSO (CPSO) to -furee parameters of a fedimensional
memristorbased hyperchaotsystem. This method, combined with DNA coding and a Logistic

Sine Adjusted Integrated Map (LSAIM), achieves enhanced image encryption performance,
including a key space of 217171 MSE of 10676
interference in tramsission, an integrated encryptidienoising scheme is proposed using an

Online Sequential Extreme Learning Machine (OSELM}Yoancoder paired with a two
memristorbased hyperchaotic system, a 2D sine map and DNA coding. This approach shows
resilience agaist multiple noise types (Gaussian, saittpepper, quantization, speckle, etc.),
achieving PSNR between 23.63 and 37.45 dB for denoised images, and maintaining strong security
metrics (NPCR up to 99.64%, UACI ~33.92%,enry & 8, k eHinalg, pdualstaged 2
architecture is proposed for image compression and encryption. It combines Mobileddesid

CNN compression with a memelemahtven fractionalorder hyperchaotic encryption scheme
enhanced by a LogistiSine Cubic Iterative Map (LSCIM)PNA coding, and dynamic diffusion.

This method maintainsnearos sl ess compression quality (PSNR
0.2) while achieving a key s pac eforoefandxtatistical , ens
attacks. Together, thes®ntributions form a comprehensive solution for secure, efficient, and
noiseresilient image processing, making them highly applicable in sensitive domains such as

medicine, defense, astronomy, and biological imaging.

Keywords: Hyperchaotic Systems, Memristbased Circuits, Fraction&@rder Dynamics, CNN
based Compression, Secure Multimedia Communication, PermuBiffasion Architecture,

Compressed Sensing, Autoencoders.
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CHAPTER 1
INTRODUCTION

In the modern digital era, the rapid growth of multimedia technologies has significantly
increased the generation and storage of visual data. Images are crucial in healthcare, cloud
storage, surveillance, social media, and military commumwigatiAs reliance on digital images
grows, so does the need to protect their integrity and confidentiality. With increasing cyber
threats, securing visual information is essential for maintaining data privacy and resilience in

interconnected systems.

Imageencryption is an effective way to secure image data from unauthorized access. However,
traditional text or binary data encryption often faces challenges when applied to images due to
their unique characteristics, such as high redundancy, strongixétrcorrelation, and large

file sizes. These challenges can lead to inefficiencies, making encrypted images vulnerable to
various attacks, including bruferce, statistical, and differential attacf$adj Brahim et al.,

2024; Malik et al., 2023; Rashid & Hussein, 2028Jditionally, many existing techniques do

not consider other important factors related to image transmission, such as compression
efficiency and resilience to channel nof€darmouti et al., 2022; J. Chen et al., 2020; Rashid

& Hussein, 2023; Wen et al., 2022)

This research systematically addressed challenges by designing a unified framework for
secured image transmissjoimtegrating memelementmsed chaotic systems, hybrid ene
dimensional maps, deep learning, and biological computing models. The central objective of
this dissertation is to design novel, higlrformance image encryption algorithms that are
computationdy efficient, highly secure, and resilient to noise while incorporating image
compression for efficient transmission and storage and as a preprocessing stage for practical

deployment.

The study introduces five new integader hyperchaotic systems that utilize memelements,
specifically, memristors, memcapacitors, and meminductors. These nonlinear devices, enable
complex dynamical behaviour and highmensional chaos, essential for blinlgy secure

cryptographic primitives.

Fractionalorder derivatives were introduced to enhance the chaotic dynamics further,
providing more precise control over system memory and nonlinearity. Additionally, Chaotic
Particle Swarm Optimization (CPSO) wasdgo optimize the parameters of the proposed
systems. CPSO demonstrated superior performance to standard Particle Swarm Optimization
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(PSO) and Genetic Algorithms (GA), significantly increasing the unpredictability necessary

for secure encryption.

In addiion to system design, the study introduces and assesses two advanced hybrid chaotic
maps: the LogistkSine Adjusted Integrated Map (LSAIM) and the LogisfioeCubic
Iterative Map (LSCIM). These maps utilize permutation techniques for row and colunsn shif

By integrating multiple sources of nonlinearity, they enhance chaotic behaviour and increase

resistance against known attacks.

A dualstage adaptive compressiencryption framework was developed to support the
practical transmission of encrypted imagelhis framework uses Convolutional Neural
Networks (CNNs) such as VGG19 and MobileNetV2 to adaptively compress images by
distinguishing norcritical and essential regions. This yaecryption compression reduces data
size while preserving crucial visuebntent. The compressed images are then encrypted using
multilayered chaotic methods.

Moreover, recognizing the noise challenge in «eaild transmission channels, a noise
resilient encryption architecture was proposed by integrating an Online Seq&srtexhe
Learning Machine (OSELM) autoencoder with chaotic encryption and DNA coding. This

hybrid scheme improves both noise tolerance and encryption security.

1.1 Motivation
The motivation for this research stems from the convergence of three urgent meedsiin
image communication systems:

1 As more sensitive and misskanitical images are transmitted over insecure networks,
the need forobust lightweight encryption mechanisms is growing.

1 Large image sizes can burden storage and transmission sygtertisularly in
resourceconstrained environments such as mobile networks or satellite
communications.

1 In practical scenarios, images often encounter noise, loss, or distortion, compromising

their quality and security.

Despite extensive research in imagergption, few methods simultaneously address all three
needs in a unified and adaptive framework. This dissertation was driven by the aim of filling
that gap. Using memelemertiased chaotic systems and DNA coding enhances complexity
and sensitivity, makig the encryption stronger and more challenging to predict. Integrating



deep learningpased compression offers intelligent preprocessing, which is vital for scalability.
Including noiseresilient mechanisms using OSELM ensures practical viability inwedb

communication systems.

Together, these contributions not only fulfil the research objectives but also open new
directions for designing adaptive, intelligent, and secure multimedia transmission systems,
especially in sensitive applications such asltheare diagnostics, surveillance networks,

military communications, and remote data acquisition platforms.

1.2 Statement of theProblem

In an era of exponential data generation, particularly through visual content enabled by 5G,
loT, healthcare, and defensppéications, secure image transmission has become a critical
concern. Conventional cryptographic algorithms, such as AES, RSA, and DES, although robust
for text or generapurpose data, exhibit significant shortcomings in handling image data due
to inheren properties like high data redundancy, pixel correlation, and structural patterns. Even
classical chaebased schemes, while offering unpredictability and key sensitivity, often suffer
from limited keyspace, inadequate robustness against noise, slowpéoor speed, or

incompatibility with modern resouremnstrained environments [19].

Furthermore, existing image encryption methods largely neglect adaptive intelligence and fail
to integrate with compression, noise resilience, and dynamic complalityf which are
critical for realtime secure transmission. In addition, contemporary threats such as statistical
attacks, differential cryptanalysis, and brtece techniques necessitate the design of multi

layered, lightweight, and highly secured gmtion frameworks [5], [1Q][15].

Given these challenges, this research addresses a multidimensional problem: designing an
intelligent, robust, and computationally efficient image encryption system that effectively
integrates hyperchaotic dynamics, dmepired techniques (e.g., DNA coding), and artificial
intelligence mechanisms (e.g., CNNs and OSELM). The aim is to outperform traditional and
chaosonly models in terms of entropy, attack resistance, key sensitivity, and processing speed.
Addressing this gais crucial for developing a unified, scalable framework that can effectively
handle realvorld constraints, including image noise, high compression requirements, and

evolving attack strategies.

Despite recent advancements in cryptography, the field of image encryption continues to
grapple with limitations in adaptability, complexity, integration, and-tiea¢ performance.

This study addresses these issues by proposing innovative image endrgptienvorks that
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incorporate memelemebiased higkdimensional and fractionarder chaotic systems, hybrid
one dimensional chaotic maps, DNvased coding, and deep learning models. These solutions
are designed to provide secure, efficient, and resilreage encryption, suitable for critical
domains such as military surveillance, medical imaging, andgenération communication

systems.

1.3 ResearchQuestions

1 How can novel chaotic and hyperchaotic systems that incorporate memristors,
memcapacitors, and mémductors be mathematically modelled and analysed to
enhance the complexity and unpredictability of image encryption?

1 What encryption framework can be designed using a -elementbased
hyperchaotic system and DNA coding to ensure high security in caloage
encryption?

1 Which optimisation strategies are most effective in tuning hyperchaotic parameters to
maximise security metrics such as NPCR, UACI, and entropy in the proposed image
encryption algorithms?

1 How can denoising autoencoders be integraitid memelementbased hyperchaotic
systems and DNA coding to enhance robustness against noise and improve visual data
integrity after decryption?

1 What design methodology enables adaptive image compression using deep learning
techniques, fractionadrde hyperchaotic systems, and DNA coding to achieve secure
and efficient image transmission?

1 How do the proposed image encryption algorithms perform under various
cryptographic attack models, and how do their evaluation metrics (e.g., PSNR, SSIM,

NPCR, UAQ) validate their effectiveness for reabrld applications?

1.4 Objectives of the Study

1.4.1 General Objective

The general objective of this study is to design and evaluate advanced image encryption
techniques for enhancing the security of sensitive visualidgiarsonal, business, medical,

and military applications by developing chdmssed systems using memelements, identifying
the most effective hyperchaotic models according to performance criteria, and formulating
hybrid encryption algorithms that integrdtee developed hyperchaotic system, DNA coding,

onedimensional chaotic maps, neural networks, and autoencoders for robust image protection



1.4.2 Specific Objectives

This study aims to enhance image encryption for secure transmission and storage through the

following specific objectives:

T

To develop and analyze chaotic and hyperchaotic systems utilizing memory elements
such as memristors, memcapacitors, and meminductors.

To design a color image encryption technide@sed on aviemelementdbased
hyperchaoticsystemcombined with DNA coding strategies.

To optimize memelemetitased hyperchaotic systems and develop image encryption
algorithms that integrate optimized hyperchaotic systems, DNA coding, and a hybrid
onedimensional chaotic map for enhanced encrypgierformance.

To create an efficient image encryption algorithiimat integrates denoising
Autoencoders a Memelementbased hyperchaotic system, and DNA coding
procedures.

To establish a novel image encryption scheme that integrates adaptive image
compresion through neural networks, memelemdrdsed fractionabrder
hyperchaotic systems, and DNA coding, enhancing both security and transmission

efficiency.

Finally, each developed image encryption algorithith be evaluatedhrough comprehensive

testing, analyzing various image encryption metrics and assessing resilience against

cryptographic attacks, including noise, statistical, differential, and-foute attacks

1.5 Significance of the Study

Image communication is vital in healthcare, surveillance, and defence. Thispstyged

advanced encryption solutions that address the limitations of conventional methods, offering

strong protection for sensitive images through innovative techniques.

T

Addresses shortcomings of traditional image encryption methods: This study
highlights the significant weaknesses of conventional algorithms, particularly their
inefficiency with high pixel correlation and large image sizes, by introducing
encryption techniges specifically designed for visual data.

Introduces Hyperchaotic and MelRlementBased Security Models: This research
enhances unpredictability and increases resistance to-fbrage and differential
attacks by utilizing hyperchaotic systems driven bymmstors and memcapacitors.



1 Enhances encryption complexity with DNAspired coding: DNA coding introduces
biologicatlevel intricacies to the encryption, making the encoded images substantially
more challenging to decipher through statistical or plairdgatcks.

1 Utilizes Deep Learning for Smart, Adaptive Processing: The combination of CNNs
and Autoencoders facilitates intelligent image compression and encryption that adjusts
to image features while preserving security and visual quality.

1 Combining Compession and Encryption for Efficiency: Compressed Sensing and
CNN s significantly reduce image data sizes by up to 3.75 times without compromising
encryption strength, making them ideal for fade or bandwidtHimited
applications.

1 Demonstrates Strong 8&rity Metrics and Noise Resilience: All methods exhibit high
entropy (~7.999), strong NPCR (>99.6%), and resilience to noise and transmission

errors, ensuring reliable image protection in dynamic environments.

This studyproposeda modular and scalableafnework for secure image handling, setting a
new standard in the field. This advancement promotes further research and practical
applications in sensitive areas worldwide, including healthcare, defence, and cloud services,

particularly in Ethiopia

1.6 Scopeof the Study

This research develops efficient image encryption techniques using hybrid methods with
hyperchaotic systems to enhance security, privacy, and image quality while addressing
algorithm limitations. Incorporating merslementbased hyperchaotic dgsns and DNA
coding with deep learning shows promise in cybersecurity, medical imaging, cloud storage,
military applications, and protecting multimedia communications and IoT devices. Efforts are
focused on improving efficiency and resilience against cybhesats in secure image

processing.

1.7 Framework of the ProposedStudy

This project workflow diagram outlines a clear, structured pathway for developing and testing
secure image encryption algorithms. It begins with analyzing memelements models and the
design of chaotic systems, followed by selecting appropriate hyperclsystems using
Lyapunov exponents. Input images are then processed through four distinct branches of
algorithm development, each incorporating advanced techniques such as DNA coding,

optimization, autoencoders, convolutional neural networks (CNNs), andressep sensing.



These algorithms are evaluated based on performance metrics and resilience to attacks. Finally,
the results are compared to draw conclusions and recommendations for future improvements,
ensuring robust, adaptive, and efficient image enmypEigure 11 shows the flow diagram
outlining the proposed work on mestementbased chaotic and hyperchaotic systems for

image encryption.
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Figurel.l: Flow Diagram of the Proposed Work.

1.8 Contributions of the Dissertation

Logistic Map and otic System, DNA and | Jand OSELM denoising| |and CNN for Adaptive | | Hyperchaotic System
DNA code LSAIM Map Autoencoder compression and CS and CNN models

This study highlights advancements in chaotic digital colour image encryption. It aims to
improve the strength and quality of encryption and decryption techniques by combining chaos

theory with advanced cryptographic principles. Key dbatrons include:



Contribution 1: A Hybrid Image Encryption Framework Combining Memelefygerchaos,

DNA Computing, and Logistic MapsThis research developed novel chaotic image
encryption technique tailored for the secured transmission of digitalesnaly hybrid
cryptosystem is integrated into a fedimensional memelemenb@sed hyperchaotic system,
DNA coding, and logistic maps. This fusion expands the key space, enhances sensitivity to
initial conditions, and significantly improves resistance tatdsforce, statistical, and

differential attacks.

Contribution 2: Design and Implementation of a MemeleriBaged Hyperchaotic System

with Unique Dynamic PropertiesA new memelemenibased hyperchaotic system is
developed, exhibiting coexistiragtractors, infinite equilibria, mufstability, and controllable

initial states. These dynamic properties are leveraged to strengthen encryption schemes for
secure communication. Simulation results demonstrate superior performance metrics (e.g.,

entropy,NPCR, UACI) compared to conventional image encryption techniques.

Contribution 3: OptimizedHyperchaoticSequenceGeneration via CPSO and LSAIM for
Robust Encryption The parameters of a fodimensional memristebased hyperchaotic
system are optimizedsing Chaotic Particle Swarm Optimization (CPSO) to generate highly
unpredictable and complex behaviour. A novel LogiSiice Adjusted Integrated Map
(LSAIM) is introduced to produce chaotic sequences with higher Lyapunov exponents. This
approach signifiantly increases resistance to cryptanalytic attacks when combined with DNA

coding.

Contribution 4: Enhanced Robustness through NRisgilient and AntClipping Mechanisms:

This study introduces an OSELM autoencoder to enhance decryption accuracy tedlistor
conditions and address noise, intensity saturation, and data loss in image encryption. An anti
clipping mechanism that uses dynamic pixel permutation based on chaotic sequences was also
proposed. This method improved entropy, increased pixel vanalilitt enhanced resilience

in Noisy environments.

Contribution 5: Integrated Deep LearniBgsed Compression and Chaotic Encryption for
Efficient Secure TransmissioA contextaware image encryptiecompression framework is
developed to generate salierdiyven importance maps using grained CNNs (\GG16,
VGG19, MNV2). These guide@ddaptive compression while maintaining critical visual
information. The system combined5D hyperchaotic map, a Logist&neCubic lterative



Map (LSCIM), and DNA operationBr multi-layer encryption. It offereé vast keyspace

(271 ] ) and high processing efficiency, 1idea

Contribution 6:CNN-Based Adaptive Compressidnfegrated Framework Using Fractional
Order MemelemenBased Hperchaotic System with Hybrid Chaotic Mapsnd DNA
Coding This study introducg a framework for imageompression and encrypticthat
combineda fractionalorder memelemeriiased hyperchaotic system with a hybrid -one
dimensional chaotic map to enhanceaga encryption. It utilizédynamic DNA encoding and
decoding for improved security and employs Chated adaptive compression guided by deep
learning models like/GG16 VGG19 andMobileNet to create salienegware quantization
maps. This integration enhanceshcryption strength and key sensitivity, making the

framework ideal for bandwidthonstrained and securityitical applications.

1.9 Structure of the Dissertation

This dissertation is structured into seven main chapters widera coherent flow of ideas and

a logical progression of the research. Each chapter builds upon the previous one to present a
comprehensive study of advanced image encryption frameworks. The organisation is as

follows:

Chapter 2 presentelliterature reiew on image encryption, highlighting its importance for
secure communication. The methodology section outlines the systematic approach used in the
study. This review contrasts traditional image encryption methods with chaotic systems and
DNA coding, higliighting key security criteria like statistical evaluations and noise resistance.

It discusses advancements in-l#dsed preprocessing, DNA encryption, and memelements

based hyperchaotic systems and identifies future research gaps.

Chapter 3 discussed theexetlopments of hyperchaotic systems using memelements like
memristors, memcapacitors, and meminductors, highlighting their nonlinear and memory
dependent properties. The chapter covers the basics of memelements;arttegeand
fractionatorder hyperchaa systems, and optimization techniques like chaotic particle swarm
optimization. It concludes with a brief overview of classical-dmeensional chaotic maps and

innovative hybrid maps to improve system performance.

Chapter 4 presented a new image enaoypalgorithm that enhances security by combining a
memelemenbased hyperchaotic system with DNA coding. It features DNA encoding rules, a
logistic map, and a hyperchaotic memcapacitor model to improve robustness and attack

resistance. This chapter dabed the development of encryption and decryption techniques,
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assessing performances using performance metrics such as histogram analysis, correlation, key
sensitivity, and metrics like MSE and PSNR, demonstrating adequate security for image data

during tansmission.

Chapter 5 presenteal colour image encryption method utilizing a memristive hyperchaotic
system optimized by the Chaotic Particle Swarm Optimization (CRIgO)ithm. This method
enhancedsecurity by optimizing fourteen parameters with DNA coding and a logistie sine
adjusted integtad map (LSAIM). It demonstratestrong resistance to attacks and features
ample key space, with security metrics such as NPCR, UACI, MSE, PSNR, and MAE.
Additionally, the chapter discusseulitary communications, medical imaging, and secure data
storage applications and suggests future enhancements for hypdyakadsncryption.

Chapter 6 introduced method for image encryption and denoising that integaat€3SELM
autoencoder with a memelemebi&sed hyperchaotic system. This apygfo effectively
decreasedoise in encrypted images while confirming strong security, sensitivity and image
quality for key vaiations. Simulation results showad extended keypsce, strong resistance

to attacks, and protection against different images, highlighting its potential for secure digital

image transmission and storage in fields like medicine, astronomy, and defence.

Chapter 7 introduced a new framework for securelpsimEtting sensitive images using
adaptive compression and robust encryption. The framework utilized Convolutional Neural
Networks (CNNs) such as VGG19 and MobileNetV2 to generate an efficient importance map
and ensure highjuality compression. This hybridystem combined integerder and
fractionatorder hyperchaotic mechanisms with a LogiSineCubic Iterative Map (LSCIM)

and DNA coding to enhance security. As a result, the framework achieves significant
compression with nedossless quality, making ideal for realtime medical imaging and

secure surveillance.
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CHAPTER 2
LITERATURE REVIEW

I n todayods digital environment, mefamdeand t i n g
consumer technology. Images may contain sensitive information, making them vulnerable to
breaches via 5G networks, cloud platforms, aridrnet of Things (loTHevices. Traditional
encryption methods are often inadequate, highlighting the nesddoializedsolutions. This
literature review explores advanced image security strategies, such as hyperchaotic systems,
DNA-based encoding, and deep learning, highlighting their benefits for secure image
transmissiorand storage

2.1The literature review methodology

The literature review methodology outlines the systematic procedure for the literature review,
providing a detailed and impartial examination of research directions, improvements, and gaps
in chaosbased image encryption, memelemdrdsed hyprchaotic systems image encryption,

and Akdriven image security methods. A systematic literature search was performed across
various multidisciplinary academic databases to collect -ym@ewed journal articles,

conference proceedings, preprints, ane izt

Image Security
IEEE Xplore, ScienceDirect, Springer Link, Wiley
Online Library, Taylor & Francis Online, Scopus,
and Web of Science

v

( Inclusion & Exclusion Criteria )
( Keyword Selection & Queries )
( Screening & Selection )

Title, Abstruct, Full-text review
Traditional Cryptographic Methods
Chaos-Based Image Encryption
Memelements-Based Systems
DNA-Based Cryptography
\_ Al-Driven Security )

v

C Data Extraction & Analysis )

Performance and security metrics

Summary & Future Directions
Summary of findings and suggestions

Figure2.1: Literature Review Methodology
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The systematic literature review process outlined in the flowchart provides a thorough
examination of image security research. It begins by sourcing articles from reputable databases,
such as IEEE Xplore, ScienceDirect, and Scopus. Inclusion and exctugenma are then
applied to filter relevant studies. Keyword searches identify papers on key topics, including
traditional cryptography, chadmsed encryption, and Alriven security. After rigorous
screening, data extraction focuses on performance endity metrics. The review yields a
synthesis of findings, identifies research gaps, and provides recommendations for future
developments in secure image transmissiime complete methodology for the literature

review is organized and illustrated in Fig@.1.
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Figure2.2: Areas of Application for Current Image Encryption

Figure2.2illustrates the current application areas of image encryphitawida, 2024; Alexan

et al., 2024; Brabin et al., 2022; Z. Chen et al., 2022; Ejaz et al., 2083afdi et al., 2021;

Fan, 2024; Kakkad et al., 2019; Y. Li et al., 2021; W. Liang et al., 2021; Mahadik et al., 2024;
K. Manikandan et al., 2011; Nadimpalli & Rattani, 2024; Rbwl., 2021; Sekar et al., 2023;
Shah et al., 2021; Shetty et al., 2024; Tian & Jiang, 2024; X. Yang et al., 2021; Yocam &
Wang, n.d.)

2.2 Protecting Visual Data in Smart and Connected Environments
Images play a crucial role across various fields dukedw ability to visualize information. In
the context of théoT (Hussain et al., 20249nd portable devices such as smartphones and

surveillance drones, images can contain private information, making them vulnerable to
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privacy breaches if lost or stolen. For example, in medical contexts, patient privacy must be
safeguarded. I n business organizations, it 6 s
trademarks. In terms of national security, operational visualnmrdtbon needs to remain
confidential. With the advancement of cloud computing, more image data is being processed

and stored in the cloud. Additionally, the rollout of 5G technology makes image storage and
transmission security even more critical. The secwf images is vital for advancing

numerous fields, including mediciiBencherqui et al., 2024, Sadia et al., 20p#ptography

(J. Yu et al., 2023)iology(Belete et al., 2025bylefencgCharmouti et al., 2022astronomy

(Yao et al., 2023)and so orfF. Yu et al., 2022)

2.2.1 Communication Security

The rapid evolution of digital communicatitechnologies has revolutionized the transmission

of multimedia data, including images, videos, and documents. However, this progress has
introduced significant security challenges, particularly in safeguarding sensitive information

from unauthorized accesgsmpering, and cyberattacks.

Conventionablock cyphers are often inadequdte Chen et al., 2020; Wen et al., 2022)e
encryption standards (e.g., DES, AES, RSA), optimized for textual data, fail to atttress
unique challenges of image$igh redundancy, pixel correlation, and computational
inefficiency (Alexan, Gabr, et al., 2023; Fang et 2021; Hadj Brahim et al., 2024; Z. T. Hu
etal., 2024; Igbal et al., 2021; H. Lin et al., 2022; Malik et al., 20&8)instance, AES exhibits
NPCR values of approximately 99% and small key sp&&dd encrypted image@Malik et

al., 2020; Y. Zhang, 2018)ndering it susceptidlto differential and brute force attacks. These
limitations have spurred interestéhaosbased encryptigreveraging nonlinear dynamics to
generate pseudorandom sequences resistant to cryptafakisist al., 2021) They provide

a more effective solution for secure communication, as their psamdomness and

sensitivity to initial conditions enhance cryptographic processes (X. Gao, 2021).

2.2.2 Image Security

Images play a vital role in various fields such as healthcare (e.g., MRI scans), the Internet of
Things (e.qg., surveillance systems), defefecg., satellite imageryBencherqi et al., 2024;
Charmouti et al., 2022; Hussain et al., 2024; Sadia et al., 2&2dyovernmen{Xuejing &

Zihui, 2020) Due to their sensitive content, iges are often primary targets for cyber threats
(Rashid & Hussein, 2023Thaotic encryption techniques are emerging as options to traditional
methods like Data Encryption Standard (DES), Advanced Encryption Standard (AES), and
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Rivesi Shamii Adleman (RSA), which often have limitations. By employing deep neural
networks, image enr ypt i on can i mprove security using
resulting in more effective protection methods (X. Gao, 2021; Maniyath & V, 2@g)tal

images, central to modern applications like medical imaging, autonomous vehicles, and
satellite surveillance, are increasingly vulnerable to adversarial attacks due to their
transmission over unsecured netwofRsntas et al., 2024; Lu et al., 2022; Sakthi kumar &

Revathi, 2024)Securing image transmission continues to be a significant chal(l@agkid &

Hussein, 2023)Traditional encryption algorithms often perform poorly with fdimensional

images, as seen in metrics like entropy and NPCR. In contrast-lchsed encryption uses

the properes of chaotic systems, such as sensitivity to initial conditions, to generate secure

cryptographic keys and improve data diffusion.

Figure2.3 shows image encryption and decryption operation. A plain image (P) is converted
into a ciphered image (C) using an encryption function and key. The ciphered image looks like

random noise and can be decrypted to its original form using a decryption fuenati@ritical.

O—= =0

Encryption Decryption
Key Key
Encryption Decryption

Function Function

Plain Image Ciphered Image Decrypted Image
P © (D)

Figure2.3: Block Diagram lllustrating the Process of Image Encryption and Decryption.

Figure 2.4 categorises image security technigues into two main groups: encryption and data
hiding techniques. Traditional algorithms, such as AES, RSA, and ElGamal, are based on
frameworks established by Wolfgang and Delp (1888).Pdf n.d.) and they contst with
modern methods that incorporate chiased encryption and frequerdgmain techniques,
including DCT, DWT, and FFT.

Current approaches for image security possess steganography, which conveys information
within other data, and watermarking, whigfotects copyrights and detects tampering. Image
encryption techniques range from conventional methods to advanced ones ligeguam
cryptography and homomorphic encryption. Chbased encryption utilizes chaotic maps and
pseuderandom generators. Aldionally, emerging dataiding techniques include blockchain

based encryption and zekoowledge proofs, all of which aim to enhance image security.
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Figure2.4: Overview of Image Security Techniques.

2.2.3 Memelements: A Paradigm Shift
The advancement of bioengineering, neural networks, Electronic engineering, communication
engineering, and computer science has been significantly influenced by memel@&rsoys
& Kacar, 2023; Shanmugam et al., 2020emelements refer to electronic components that
store and manipulate information beyond the limitations of traditional linear resistors,
capacitors, and inductors. This includes memristor, memcapacitor, and meminductor elements
that exhibit memory behasur in certain conditions. These components are an expansion of
fundamental circuit elements and are denoted as shown in Ri§yEhardwaj & Srivastava,
2022; Marco et al., 2021; Massimiliano et al., n.d.; Raj et al., 2623)re2.5 illustrates that
ar e

t he

the fundamental circuit elements and theirlnann ear v er si ons
Thi s i s i ndi

memelementéMassimiliano et al., n.d.)

| ack memory. cated by

The memristor was predicted in 1969 based on principles from the textbook "Nonlinear
Network Theory." It was mathematically confirmed a year later as the fourth fundamental
circuit element. On November 25, 1970, Leon O. Chua published his paper, "Memristor: The
Missing Circuit Element,” in the journal IEEE Transactions on Circuit Thdbtyas been
notedthat only three twderminal circuit elements were defined by relationships between

current, voltage, charge, and flux linka@&hua, 1971)Since the relatiship between flux
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linkage and charge was lacking, he proposed the memristor, which behaves like a nonlinear

resistor with memoryChua, 1971)

\\ M. emelements/
\ N — /

N Phsycal Systems 4

NS
~

Figure2.5: Basic Circuit Elements Exhibiting iMemory and Nonlinear Responses
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Charge Flux
Figure2.6: The Four Fundamental Twerminal Circuit ElementéChua, 2018)

The four fundamental twterminal elements are depicted in FigRi& a resistor links voltage

(v) and current (i), an inductor I inks fl ux
voltage (v), and a memr i(SGhuap2018)Chua intsoduted thex ( G )
memcapacitor and meminductor by applying memory circuit concepts to capacitive and
inductive systems. Researchers established connections betweenthatime gr al of ¢ h e
and ma g n e for the merhcapacitdr, @d between the tintegral of magnetic flux
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(4) and charge (q) for tR&(Petm hguc2®2Q, az0 2
et al., 2021; X. Y. Wang et al., 2012)

dp=L,,dq

dg=Cdv

dv=Rdi
Figure2.7: System of Basic Passive Memdegs and Menrelementf Pet r 89, . 2020,

Memelements, which include memristors, memcapacitors, and meminductors, significantly
enhance the design of nonlinear systems by incorporating metepgndent dynams that

promote chaotic behavigbi Ventra et al., 2009; Massimiliano et al., n.d.; Raj et al., 2021,
Yuan & Li, 2019) Unlike traditional components such as resistors and capacitors,
memelements retain historical state information, enalbiiegreation of complex hyperchaotic
systems characterized higherdimensional attractorg-or example, memristor circuits have
demonstrated entropy values exceeding 7.9 and positive Lyapunov exponents greater than zero.
However, meminductors are stilhderexplored due to challenges in their fabricafikgl

et al., 2021; Ersoy & Kacar, 2023; Sharetal., 2020)

2.2.4 Chaotic and Hyperchaotic Systems

Chaos is a widely investigated phenomenon in scientific, engineering, and mathematical fields.
Its defining characteristic is sensitivity to initial conditions, causing neighbouring trajectories
to diverge exponentially over time. While this makes chaadleaging to predict, the

emergence of chaos synchronization has opened up new interdisciplinary research avenues
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with potential applications in physics, engineering, secure communications, biomedical

sciences, and other fiel@alibraheemi et al., 2022; Almatroud Othman et al., 2016)

A chaotic system characterises an inherently complex phenomenon within nonlinear systems
described by unpredictable trajectories, sensitivity to initial values, chaos control parameters,
and ergodic trajectory patl@akif et al., 2021; Cheng et al., 2020; X. Gao et al., 2022; S. Yan

et al., 2023) These features align perfectly with the essential requirements of cryptography.
The structural similarities between chaotic systems and cryptography have eadourag
researchers to discover the application of chaotic systems in cryptographic methods. Therefore,
chaotic cryptography has become a crucial part of modern encryption techniques. Due to the
exceptional properties of ndimear chaotic systems, it is extaredy used in image encryption

(J. Cai et al., 2023C. M. Kumar et al., 2022; S. Zhang & Liu, 202%gcure communication
(Akgul et al., 2021; Bonny et al., 2023; F. Yu et al., 20284 other fields of study.

Early efforts focused on lowdimersional systems (e.g., Logistic m@gadhil et al., 202)) but

their small key spac€R. Li et al., 2019)xand predictability prompted the adoptionhidh-
dimensional hyperchaotic systefne . g . , Lorenzds, Rosthdirer 6 s,
fractiond-order variant§Ma et al., 2020; Sanchddpez, 2020)

The Lorenz attractor, Logistic map, Rdssler attractor, Tent map, Hénon map, and Piecewise
linear chaotic map are notable chaotic systems. The Lorenz system is the first chaotic attractor
model in a thregimensional autonomous system, while Chen's syseaturfes a more
complex topological structur@s. H. Li, 2007) Roéssler first reported hyperchaos in 1979,
identifying the Lorenz attractor, Logistic map, Rossler attractat,Taamt map as examples of
hyperchaotic systeméPang & Liu, 2011) Although creating hyperchaotic attractors is
appealing in theory, it is challenging in practice. Researchers have studied hyperchaotic
attractors in multidimensional systems and circuits based on mem(Rumsler, 1979; Teng

et al, 2020)

Onedimensional logistic chaotic mappings in encryption have limited key spaces and are
vulnerable to attacks. Due to their susceptibility to bfatee threats, researchers are turning

to high-dimensional hyperchaotic systems to enhancergggZolfaghari & Koshiba, 2022)

The later investigation used the Lorenz system, while the earlier employed the Rossler chaotic
system. In referencgZolfaghari & Koshiba, 2022and(Alexan, Chen, et al., 2023PRNG
encryption keys are generated using the Rossler system.
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Research on chaotic systems has expanded to include hyperchgstiens like the
hyperchaotic Chen system, which offers complex behaviour and better feedback (€ntrol
Chen, 1999; H. Gao & Wang, 2021) improves encryption by modifying pixel values and
using fractal images, increasing key space and sensitivity while resisting common attacks
(Mohamed et al., 2020¥7hou et al. introduced a hyperchaotic oscillator with a logarithmic
memcapacitor in a Chua circuit, enabling various attractors based on initial conditions
(Njitacke et al., 2022; W. Zhou et al., 20210) 2010, Hu presented a disordered oscillator with

a memcapacitor, and in 2017, Wadeyeloped a turbulent oscillator with both a memcapacitor

and a meminductor.

Hyperchaotic systems have more than one positive Lyapunov exponent and provide increased
complexity and securitfH. P. Ren et al., 201{d. Zhang & Xu, 2023)Recent advancements

have combined fractionarder calculus and meglements to enhance chaotic dynamics
further (Abro et al., 2023; Gabr et al.022 3 ; Ma et al . ,. Foeéxanple, Petr
fractionatorder Chen systems achieve an entropy greater thgAléxan, Gabr, et al., 2023)

while the fractionabrder Lorenz and Rossler systems have greater complexity than the
conventional Lorenz or Rossler systékisZhang et al.,, 2015)Chaotic systems can be
optimized using nonlinear analy$8etoudeh & Sedigh, 2021; W. Zhou et al., 208@xtional

order methodgAlexan, Gabr, et al., 2023; Y. G. Yang et a022), and optimization methods
(Ghazvini et al., 2020; Houssein et al., 2021a; Shami et al., 2022; L. Wang et al., 2017)

In 2019, Yuan created a simple chaotic oscillator using a combination of a memristor,
memcapacitor, and meminduct@. Guo et al., 2023; Z. Hu et al., 2010§emristors and
memcapacitors are vital for lepower, highdensity memory systems and enable diverse
chaotic events through fractioralder circuits (Akgul et al., 2021; Bhardwaj & Srivastava,

2022; Sharma et al., 2020; Q. Zhao et al., 2019)

A new method for encrypting colour images uses dynamic DNA anddimensional
memristive hyperchaos to create chaotic matrices. It encodes the image into three DNA
matrices for enhanced security andigeates the final encrypted image by decoding the DNA
and combining the components while assessing system sté¥iliGyuo et al., 2021; Murillo
Escobar et al., 2023)

A new chaotic circuit, based on Chua's dual circuit and usingreegtement emulator, can

generate hypechaos with memristors, memcapacitors, or meminductors. By connecting
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different memelements and adjusting their parameters, this design is valuable for studying
chaotic circuitQ. Zhao et al., 2019)

The study analyzed a fractioraider, fourdimensional hyperchaotic memristive system using
phase diagrams, Lyapunov exponents, and dafion diagrams. It also introduces a secure
colour image encryption scheme based on DNA sequence operations to improve the security
of transmitted imageéP. Li et al., 2019) Fractionalorder memristive, meminductive, and
memcapacitive systems exhibit diverse, dynamic behaviours, including multiple and hidden
attractors and transitions between chaotic and hyperchaotic states. These features indicate

potential applications in oscillatorrcuits and secure communicati(Borah & Roy, 2021)

Figure2.8: Integration of Chaotic Systems and Cryptography.

Figure2.8 shows the connection between chaotic system theory and cryptography. It features
a colourful attractor that highlights sensitivity to initial conditions and the role of chaos in
secure encryption. The figure shows the importance otdiigiensional chaati systems for
modern encryption and image security, particularly with enhancements from fractideal

calculus and memelements.

2.2.5 DNA Coding

DNA computing, inspired by biological processes, introduces a new layer of security through
nucleotidebased encadg, utilizing the bases A, T, C, and G, with operations such as XOR
and addition(Alruily et al., 2021; M. Liu & Ye, 2021a)Dynamic DNA coding, driven by
hyperchaotic sequences, addresses the limitations of static mgil®dm, Gabr, et al., 2023;
Erkan et al., 2022However, despite its potential, the biological feasibility of these methods
remains a challenge, as few studies utilize actual DNA sequégbaset al., 2021; Sakran et

al., 2023)
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Many reseechers have recently developed image encryption techniques that incorporate DNA
coding alongside chaotic mapping. One approach involves using DNA segment coding, where
odd and even columns are swapped to increase security. This combination of DNA computing
and chaotic encryption aims to enhance overall prote¢@biai et al., 2017; X. Chen et al.,
2023)

Sugar
Phosphate
Backbone

Base Pair

Thymine

Guanine

Figure2.9: The Structure of Part of A DNA Double HeljAlruily et al., 2021)

A chaotic image encryption algorithm enhances security by using dynamic DNA coding and
RNA computing to convert image data into pseualadom sequences, creating ciphertext
images(Cun et al., 2023)While DNA-based encryption is innovative for data transmission,
few systems encrypt text with DNA, as rhgsrioritize data concealment over actual

encryption.

Recent advancements in asymmetric DNA encryption have strengthened the security of simple
scripts, increasing the popularity of DNA cryptogragiruily et al., 2021) DNA is a long

lasting storage medium, capable of preseyumiormation for millions of years, and is essential

in protein production. It consists of four bases: adenine (A), thymine (T), cytosine (C), and
guanine (G), which are represented by the binary codes A (00), G (01), C (10), and T (11)
(Alruily et al., 2021; Chai et al., 2017Yable2.1 shows the peing rules for these bases
(Alruily et al., 2021)
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Table2.1: DNA Representation of Bits

DNA sequence Bit 0 Bit 1 Binary
A 0 0 00
G 0 1 01
C 1 0 10
T 1 1 11

The operations follow standard DNA computation rules described in Pabl@gKengnou
Telem et al., 2021)

Table2.2: Basic DNA Coding Operations Used in Image Encryption Schemes
DNA Addition Table (Addition is modulo-4 on binary)

Addition (+) A (00) C (01) G (10) T(11)
A A C G T

C C G T A

G G T A C

T T A C G
DNA Subtraction Table (Subtraction is module4 on binary)

Subtraction ) A (00) C (01) G (10) T (11)
A A T C G

C C A T G

G G C A T

T T G C A
DNA XOR Table (Bitwise XOR on binary values)

XOR A (00) C (01) G (10) T(11)
A A C G T

C C A T G

G G T A C

T T G C A
DNA XNOR Table (Bitwise XNOR on binary values)

XNOR A (00) C (01) G (10) T (11)
A A T C G

C T A G C

G C G A T

T G C T A

2.2.6 Deep Learning and Autoencoders

Deep learning algorithms, specifically Convolutional Neural Networks (CNNs) and
autoencoders, are primarily used in image processing and help alleviate computational
challenges associated with encryption. Lightweight CNNs reduce encryption times through
daa compressior(Algahtani et al., 2021; Dantas et al., 2Q24hile Extreme Learning
Machine (ELM) autoencoders improve denoising performance, enhancing Peaksigniak

ratio (PSNR) in noisy environmen(tiessica, 2020; N. Zhang et &022) Additionally, hybrid

22



frameworks that combine chaos theory with artificial intelligence optimize key generation and
parameter tuning and improve attack resistgdéeChen, n.d.; Fang et al., 2022; Raja et al.,
2023)

Figure2.10 illustrateshow Convolutional NeutaNetworks (CNNs) and Autoencoders work
together for image encryption. CNNs extract essential features to reduce data size and
encryption time. At the same time, the Extreme Learning Machine (ELM) variant of the
Autoencoder improves image quality and Pgigkatto-noise ratio (PSNR) through denoising,

ensuring secure encryption in noisy conditions.

Convolutional
Neural Network
(CNN)

Autoencoder

Figure2.10: Architectures of CNN and Autoencoders for Image Compression and Denoising
in Encryption.

2.2.6.1 DeepNeural Network

This approach is particularly effective for large datasets where features are difficult to discern.

It allows the system to differentiate individual data points and learn intricate functions. Deep

learning (DL) differs from traditional featet engineering by automatically identifying relevant

data features without human input. It reveals hidden patterns through multiple layers of

nonlinear operations, transforming raw data into abstract representations for learning complex

functions(Esteva et al., 2019)nformation flows through the system layers, transforming the

input space to reveal individual data points, as shown in FRjlit§Meiliana et al., 2019)
Hdden Layer
/ . \fa\\///‘
‘Vl, \‘wr "‘
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Figure2.11: A Condensed Deep Neural NetwdMeiliana et al., 2019)
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Convolutional neural networks (CNNs) have greatly improved image categorization and object
recognition by applying multiple filters to images and creating feature (Kagbevsky et al.,

2017) The input consists of pixel data, while the output is image classification (see Figure
2.12)(Kermany et al., 2018)

Most deeplearning algorithms are based on artificial neural networks (ANNSs), with CNNs
featuring a fully connected final layer compared to the interconnected structure of ANNs
(Meiliana et al., 2019)Additionally, memristors are wedluited to serve as synapsesisen

neurons in neural networkklong et al., 2021, 2022)

IMAGENET NEWLY INITIALIZED WEIGHTS OUTPUT

< 1000
Categories
TRANSFER
LEARNING
INPUTS PRETRAINED LEARNED OUTPUT

WEIGHTS WEIGHTS

Choroidal
Neovascularization

Diabetic Macular
Edema

Figure2.12: Schematic of a Convolutional Neural Netw@dkermany et al., 2018)

The authors have developednathod for creating adaptive controllers for reactiiffusion

neural networks (RDNNSs) with timearying delays. They also enhanced image encryption and
security using deep convolutional neural networks (CN{&)anmugam et al., 2020)
Additionally, a neural network with a nonliaememristor was proposed for medical image
watermarking, utilizing adjustable parameters to balance watermark robustness and invisibility
(F. Yuetal., 2022; J. Yu et al., 2023)
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2.2.6.2 Autoencoder

An autoencoder (AE) is a feddrward neural networkSakurada & Yairi, 2014yvhere the

input and output dimensions are the same, as shown in Rd@@ orabi et al., 2023)it uses

an unsupervised approach to reconstruct input vectors. The main components are the encoder,
which transforms the input vectof)(into a hidden representatiad)( and the decoder, which

reconstructs the output.
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Figure2.13: The Architecture of a Sample Autoenco(iEorabi et al., 2023)

Figure2.13illustrates the typical architecture of an autoencoder. H is represented as:
0,0 O © (2.1)

whereWih is a weight matrixp is a bias vector, and i$an activation function, such as a
sigmoid function or rectified linear unit. The hidden representatioils subjected to the
transformation operation in order to use a decoder to recreate the initizdpage.

Effective compression and encryption are essential to securely transmit images over low
capacity channels. This method combines deep learning, specifically an autoencoder with the
logistic map, to create a hybrid compression and encryption sql@upéa & Vijay, 2022)

2.2.6.3 Stacked Autoencoder

An autoencoder (AE) is a nonlinear structure that extracts features from an image at multiple
levels. The unsupervised AE model consists of two Restricted Boltzmann Machine (RBM)
models connected bat&-back, as illustrated in Figu14. By stacking several AE models
together, a stacked autoencoder model is created in which the output of one AE serves as the
input for the next.
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The stacked autoencoder model includes multiple hidden layers, necessitating the design of a
threestage sucture comprising input and output layers and various hidden layers in between.
The number of nodes in each layer can vary, but the number of nodes in a hidden layer is always
less than that in the corresponding input layer. The Stacked Autoencoder ¢&pthE)es
features at multiple levels, with each level representing a compressed version of the original
image(Gupta & Vijay, 2022; F. Hu et al., 2016)

‘% - )Q» 7]
A APAY
X ORI -

7

Layery, Layerl, Layerr, Layert, Layer L;
(a) (b)
Figure2.14: (a) RBM Model (b) Autoencoder ModeE(ipta & Vijay, 2022.

2.2.7 Integration of Advanced Techniques in Image Encryption

This study introduced a method for encrypting color images using a-cimknsional
hyperchaotic system, dynamic DNA coding, and robust chaotic maps to enhance security and
efficiency (Singh, 2024)C. S. Manikandan et al., 2023) employs Chaotic Particle Swarm
Optimization (CPSO) and Convolutional Neural Networks (CNNSs) for fast feature extraction
and segmentation, while lightweight CNNs facilitate dadenpression, reducing encryption
times without losing robustnegSandler et al., 201§Mingxing Tan, 2013) Additionally,
Extreme Learning Machine (ELM) autoencoders improve denoising and image reconstruction
(Alizamir, Ahmed, et al., 2023; J. Wu & Zhang, 2021)

Compressive sensing boost efficiency and sec(lggac et al., 2022; Y. Li et al., 202Given
the increasing need for secure image transmission in healthcare, astronomy, and military
sectors, this research emphasizes the value of integrating these technologies for better

compression, encryption, and denoising of digital images.

2.2.8 The Role of Al and Hybrid Architectures
The fusion of chaos theory witteep learningndDNA codinghas addressed longstanding
efficiency-security tradeoffs. Convolutional neural networks (CNNs) enable adaptive
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compression, reducing encryption time without compromising stolesgMaharaja Vannia
Moorthi et al., 2024)while extreme learning machines (ELM) Autoencoder denoise images
pre-encryption, improving PSNRX. Yang et al., 2019and MAE (Kaur et al., 2023)

Dynamic DNA coding, which utilizes bagmir transformations like XOR operatiofid. Liu

& Ye, 2021a) achieves NPCR values exceeding 99%, outperforming static dsethowever,
fragmented workflows, where denoising, encryption, and compression operate in isolation
limit scalability. Figure2.15 shows how Al and combined architectures improve secure image
encryption. Convolutional Neural Networks (CNNs) allow adapteenpression, Extreme
Learning Machine (ELM) Autoencoders perform image denoising, and dynamic DNA coding
strengthens encryption. This approach boosts workflow efficiency, performance, and

scalability.

Encryption

Figure2.15: The Role of Al and Hybrid Architectures in Secure Image Encryption

2.3Comparative Analysis of Traditional and ChaosBased Encryption Methods

2.3.1 Traditional Image Encryption Methods

Conventional encryption algorithms for securing digital image encryption have limitations due
to high redundancy and pixel correlati@@hai et al., 2020; T. Wang & Wang, 2020bhis

section reviews techniques such as the Advanced Encryption Standard (AES), Data Encryption
Standard (DES), and RiveStamir-Adleman (RSA), which have been widely employed to
secure digital imageg#$rerna et al., 2013)

AES is effective with strong diffusion and confusion properties, with NPCR values
approaching 99% and entropy exceeding 7.8. However, it has a limited key space (2128),
making it vulnerable to rote-force attacks and differential cryptanaly$s Zhang, 2018)

DES, with its 56bit key, is now considered obsolete due to advances in computing (Dexar
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et al., 2015a)While RSA is valid for key exchange, its computational complexity makes it

impractical for reatime image encryptio(Prerna et al., 2013)

Table 23 compares tradibnal encryption algorithms based on image entropy, correlation
coefficients, and PSNR values. Higher entropy and lower correlation coefficients indicate

stronger encryption, while PSNR reflects the distortion introduced by encryption.

Table2.3: Performance Metrics of Traditional Encryption Algorithms

Image Entropy Maximum Correlation

Encryption Algorithm (bps) Coefficient PSNR (dB)
RC4 (Scripcariu et al., 2019) 7.99680 0.00390 8.37810
DES(Scripcariu et al., 2019) 7.99590 0.05580 8.46980
3DES(Scripcariu et al., 2019) 7.99660 0.04550 8.45480
AES (Scripcariu et al., 2019) 7.99650 0.00450 8.40210
Chaotic Map(Scripcariu et al., 2019) 7.99720 0.00860 8.26740
LEA (Scripcariu et al., 2019) 7.99900 0.00470 8.03640
ECC(Scripcariu et al., 2019) 6.76940 0.35020 7.90170

The Lightweight Encryption Algorithm (LEA) surpasses algorithms such as RC4, DES, Triple
DES, AES, ECC, and Chaotic Map in terms of increasing image entropy. However, its peak
signatto-noise ratio (PSNR) is lower than that of ECC. While LEA's simplicitgl ase of
precomputed substitution values may expose it to algebraic oclsahmel attacks compared

to more robust standards like AES or ECC, it maintains low correlation coefficients similar to
those of AES. It features low computational complexity, fqreting two rounds of
permutation, substitution, and key addition in Galois Field (GF)(€S&)jpcariu et al., 2019)

2.3.2 Symmetric Encryption Algorithms

Symmetric encryption algorithms, such as the Advanced Encryption Standard (AES), the Data
Encryption StandardDES), and Blowfish, utilize a single key for both encryption and
decryption. AES is one of the most secure standards, resistingftmeaeattacks due to its

large key sizes (12Bit, 192bit, and 256ébit). However, AES and DES have weak image
encryption as they poorly diffuse pixel values, leading to predictable cypher images. They also
face challenges with high entropy and slow performance on large image déddasetst al.,

2015b; Kumar Sharma et al., 2021)

Table 2.4 compares symmetkey encryption algorithms. AES is preferred for its speed and
security, while DES and 3DES are obsolete due to {ionbe vulnerabilities. Blowfish

proposes flexible key sizes, but IDEA poses key management challenges.
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Table2.4: Comparison of Different Symmetri€ey Encryption Algorithms

Properties/Factor DES 3DES AES IDEA Blowfish
Key Size(Devi et al.,
2015a; Kumar Sharm: 56 bits 1120r 168 bits a0 19201256 155 pirg 321 448 bits
its
et al., 2021)
Block Size (Kumar . . . . .
Sharma et al., 2021) 64 bits 64 bits 128 bits 64 bits 64 bits
Rounds (Kumar
Sharma et al., 2021) 16 48 10,12, 14 8.5 16
Structure (Kumar Balanced . SUbSt'tUt'.on Lai-Massey .
Sharma et al., 2021) Feistel Feistel Permutation Scheme Feistel
" Network (SPN)
Joan Daemen &
Developed By(Kumar . - James Massey & Bruce
Sharma et al,, 2021) M 1975 IBM, 1978 \2/(')%%6”‘ Rimen,  y iejia Lai, 1991 Schneier, 1993
Small key size
makes It More secure thar Faster and more . Fast .
vulnerable to Strong security, encryption,
L brute force DES but - secure _than but vulnerable to flexible key
Objective (Kumar significantly 3DES. Widely . ;
Sharmeet al., 2021) attagks. It slower due to used in modern certain  attacks sizes, but key
” provides strong multiole encrvption encrvotion due to weak key changes car
encryption but roungs yp a I?::F;tions scheduling. slow
is considered ) PP ) performance.
insecure.
Encryption Speec
(Devi et al., 2015a) Slow Slower than DES  Fast Moderate Fast
Decr_yptlon Speec Slow Slower than DES  Fast Moderate Fast
(Devi et al., 205a)
Speed Dependence c
Key (Kumar Sharmat
al., 2021}Devi et al., Yes Yes No Yes No
2015a)
Considered
Security (Devi et al., Insecure . secure, fewer
2015a; Kumar Sharmi (vulnerable to '\Dﬂég bsuicsliirllewg;(r \';'V:gg:y usseedcure, stg(;llj(ﬁ than AbEth cryptanalysis
et al., 2021) bruteforce) ! y ~ attempts than
AES
Hardware & Software Designed for Slowerthan DESin Efficient in both Primarily Efficient —in
. . : - software,
Implementation (Devi hardware, slow software but still hardware and designed for
. adaptable to
et al., 2015a) in software used software software
hardwae
_— - . . Flexible
Objective (Additional) Basic Stronger than DES Modern Used in PGP .
. . . encryption
(Kumar Sharma et al. encryption but but encryption encryption, . )
. . with variable
2021)Devi et al., obsolete due tc computationally standard, securt balanced speet K .
; : . . ey sizes, fast
2015a) weak key sie  expensive and efficient and security :
processing
. Small  block
S_usceptlble to size (64 bits),
sidechannel Weak key
Vulnerable to Slower due to . slow
X . attacks (e.g., scheduling,
bruteforce multiple encryption . - performance
. timing attacks), vulnerable to "
Weaknesses/Gaps attacks, weak rounds, still ; " with large key
. requires large specifc attacks _.
key size, vulnerable to some ; . sizes,
key sizes for like chosen
outdated attacks . . vulnerable to
maximum plaintext attacks
. relatedkey
security
attacks
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2.3.3 Asymmetric Encryption Algorithms

Asymmetric cryptographic methods, such as RSA and ECC, utilize distinct puthlrisate

keys for encryption and decryptiolegro et al., 2019) These techniques show strong
security, but their increased computational complexity makes them inoperable fomeeal
image engyption applications. RSA, for instance, requires large prime numbers for key

generation, making it computationally expensive compared to symmetric encryption methods.

Table2.5: Comparison of DifferenAsymmetricKey Cryptography Algorithms

Properties RSA ElGamal ECC
Key Size 1024 bits (commonly 2048+ fa : 160 bits (equivalent tc
(Kumar Sharma ; 1024 bits (can be larger) )
security) 1024bit RSA)
etal., 2021)
Structure  (S.
Kumar et al.,,
nd.; Kumar Integer Factorization Discrete Logarithm Elliptic Curve
Sharma et al.
2021)
Developed By _. . . .
(Kumar Sharma Rivest, Shamir, and Adlemat Taher EIGamal, 1985 N_eal Koblitz & Victor S.
1977 Miller, 1985
et al., 2021)
U[‘Si\?aste)tw?orkegrs]cr(pl:iglrI]C ::( Based on the discret It uses elliptic cwe
Aim (S. Kumar b yp logarithm problem, mathematics to providt

decryption. Security relies o
the difficulty of factoing large
prime numbers. Efficient fo

et al, nd;
Kumar Sharma

decryption is challenging¢ strong  security  with
without the private key. It smaller key sizes

et al., 2021) large data encryption bt prod_uces long ciphertext Efficient an_d secure bu
computationally intensive. and is slower than RSA.  complex to implement.
(SI<6uCrlrJ1ra|1trySharma . . Secure qnder currer Strong security even witl
et al. 2021 Secure with large key sizes b c_ryptanaly3|s, t_)uI smal_ler key sizes, bu
Prerna’ ot al.,' vulnerable to quantum attacks ciphertext ~ expansior requires _ careful
2013) reduces efficiency. implementation.
. . - Slower than RSA due t - More complex to
;gu;gisslt?;?]z l;iymsi';ej\,ﬁgﬁ E Iarge_ ciphertext si_ze impleme_nt corr_ec_tly.
increases computatic;nal co¢ Clphgrte_xt expansior - Requires _speua}hz_en
Limitations - Slower compared tc makes it inefficient for knowledge in elliptic
symmetric encryption encrypting largemounts of curve mathematics
-" Vulnerable to  quantun data. . - Vulnerable to poorly
computing (Shc: . Computationally chosen curves (wea
expensive. curve attacks).

Table 2.5 compares RSA, ElGamal, and HEdiptic Curve Cryptography) in the context of
asymmetric cryptography, focusing on key size, design, and security features. RSA relies on
integer factorization and requires large key sizes, making it computationally intensive.
ElGamal uses discrete logams but is slower due to ciphertext expansion. In contrast, ECC
(Elliptic Curve Cryptography) provides strong security with smaller key sizes and greater
efficiency, though it is more complex to implement.
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Table2.6: Comparison of Chaotic Image Encryption and Traditional Methods

Criteria

Traditional (AES/DES/RSA)

Basic Chaotic (Logistic, Sine, Cubic, Tent
Maps) Lena

Hyperchaotic (Lorenz,
Rossler, Chen Systems)

Key Space

Entropy

Image
Encryption
NPCR/UACI

Computational
Speed

Attack
Resistance

Sensitivity

Encryption
Time
Complexity

Hardware
Implementation

Resistance ta

Brute-Force

AES: 228 2192 22% (Hamza &
Kumar, 2020)

DES: 2°(Paradesi Priyanka et al
2022)

RSA: 2%24(Imam et al., 2021)

AES: 7.959 (Science &
Phenomena, 2017)

DES: 7.996 (Mohammad et al.,
2017)

RSA: 7.965Gollagi et al., 2021)

AES: 99.63/ 31.8Bcience &
Phenomena, 2017)
DES:0.0216/0.004®8/1o0hammad
et al., 2017)

RSA: 99.70/33.3@Gollagi, 2021)

AES: FastDhanalaxmi, 2017)
DES: SlowDhanalaxmi, 2017)
RSA: SlowesDhanalaxmi, 2017)

RSA algorithm attacks are mor
prone in terms of data securit
(Imam et al., 2021)

The time required for a bruferce

attack increases proportionall
with the number of rounds neede
to find a key(Mohammad et al.,
2017) AES has a Sidehannel
attack.

The AES algorithm is susceptibl
to noise. So, AES is not suitabl
for noisy environmentéAhmad &
Ahmed, 2012)

AES:312KB 1.8Se¢Padmavathi
& Kumari, 2013)
DES: 312KB 3.0Se(Padmavathi
& Kumari, 2013)
RSA312KB,7.8Se¢Padmavathi
& Kumari, 2013)

AES: Faster and Efficient

DES: Better in hardware than i
software.

RSA: Not very efficient
(Padmavathi & Kumari, 2013)

DES is vulnerable to brutierce

attacks with weak keys, while
AES (Paradesi Priyanka et al
2022)and RSA are more resistal
(Imam et al., 2021)

Parameters (r, X°vauesc
resulting in a total key space of 2QAhuja &
Doriya, 2023; Pareek et al., 2006; X. Wang
Guan, 2023)

LogisticMapl & 130

SineMapi & 130

CubicMapi & 130

TentMapi & 130

Logistic Mapi 7.9666(Mandal et al., 2012)
Sine Map 7.9635 (Gebereselassie & Roy
2024)

Cubic Map7.9653 (Gebereselassie & Roy
2024)

Tent Map: 7.9679(Gebereselassie & Roy
2024)

Logistic Mapl 99.625/28.332(Mandal et al.,
2012)

Sine Map 95.3903/33.367@ebereselassie &
Roy, 2024)

Cubic Map 99.510/37.934Gebereselassie §
Roy, 2023

Tent Map: 97.417/33.428Gebereselassie &
Roy, 2024)

Efficient for image data(Aouissaoui et al.,
2022)

Moderate resistance; some weaknesses du
low-dimensonal predictability(L. Liu & Miao,
2018)

High sensitivity (small key changes yiel
significant output differenceg)Pareek et al.,
2006)

Logistic Map 6.266.32 sec(1024x1024
(Mandal et al., 2012)

Sine Map 0.017564se@hong et al., 2018)
Logistic Mag 0.6436seZhong et al., 2018)

It may require custom design and optimizati
for efficient hardware uséAouissaoui et al.,
2022)

Generally lower due to a smaller ke

spacéAouissaoui et al., 2022)

Lorenz: 2% (C. Zou et al.,
2020)

Rossler+ 2%2 (W. Huang et
al., 2021)

Chen+ 2%6(H. Gao & Wang,
2021)

Lorenz: 7.9991C. Zou et al.,
2020)
Rossler+  7.90238
Huang et al., 2021)
Chen+ 7.9991 (H. Gao &
Wang, 2021)

(W.

Lorenz: 99.6246/33.511&.
Zou et al., 2020)

Rossler+:

99.63/33.41C. Zou et al.,
2020)

Chen+: 99.61/33.48. Gao
& Wang, 2021)

Lorenz system to meet th
need for fast computing an
guantum encryptiorfArshad
et al., 2019) Relatively low
speed (H. Gao & Wang,
2021; W. Huang et al., 2021’

High resistance to statistice
and choseiplaintext attacks
(C. Zou et al., 2020)

Resist multiple attackgv.
Huang et al., 2021) Chen's
system can effectively resis
ciphertextonly attacks,
differential attacks, cropping
attacks, and noise attacis.
Gao & Wang, 2021)

Extreme sensitivity due tc
multiple positive Lyapunov
exponentgH. Gao & Wang,
2021; Q. Zou et al., 2023)

It often requires additiona
synchronization overhea
(Alibraheemi et al., 2022)
High time complexity (W.
Huang et al., 2021)

Requires specialized desig
(FPGA/ASIC) for reatime
performance(Peng & Zeng,
2020) Using Lorenz
256x256192KB-953mS

The keyspace is sufficiently
large to resist brute force
attacks (C. Zou et al,
2020H. Gao & Wang,
2021)
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2.4 ChaosBased Encryption

Standard cryptographic algorithms such as RSA, DES, and AES are insufficient for image
encryption. Chaoebased cryptographic schemes use chaotic maps' sensitivity to initial
conditions and pseud@ndomness to generate complex encryption keys, offeringneat
security and a larger key space than traditional metfdldgan, Gabr, et al., 2023; Jiang et

al., 2023; M. Zhang et al2020)

Onedimensional chaotic maps are often used in security applications due to their simplicity
and chaotic properties. However, etienensional chaotic maps, such as the Logistic, Sine,
Cubic, and Tent maps, exhibit predictability because of tbe-dimensional characteristics
(Aouissaoui et al., 2022; X. Wang et al., 2020)

Hyperchaotic systems, such as the Lorenz, Rossler, Chen, Lu, attractors, introduce additional
positive Lyapunov exponents, which enhanceg keneration complexity and strengthen
cryptographic system®. Liu & Liu, 2020) Traditional crypographic methods like DES and

RSA have shown vulnerabilities in penetration testing. Although AES and RSA offer strong
security, they may not be suitable for all applications due to high resource demands,

particularly for lowpower devices. For more infoation, see Table 2.6.

2.4.1 Categorization of Chaotic Systems for Image Security

Chaotic encryption techniques differ in complexity and security.-€me&nsional chaotic

maps show basic pixel permutation but have a limited key gpad&/ang et al., 2020)In

contrast, multidimensional hyperchaotic systems, such as the Lorenz and Réssler systems, offer
superior protectionV. Kumar & Girdhar, 2021) Fractionalorder hyperchaotic systems
enhance unpredictability and key sensitivity, resulting in higheropy, particularly when
combined with memristors, thereby improving cryptographic resistance. As presented in Table
2.7, fractionatorder systems provide enhanced security; however, they require hardware
optimization.

Table2.7: Categorization of Chaotic Systems

References Chaotic System Strengths Weaknesses
(Aouissaoui et al., 2022; L. Liu & Predictable, smal

1D Maps (Logistic) Simple implemeration

Miao, 2018; X. Wang et al., 2020) key space
(V. Kumar & Girdhar, 2021(C. Zou Hyperchaotic Multiple Lyapunov Computational
et al., 2020)R. Lin & Li, 2021) (Lorenz) exponents complexity

(Alexan, Gabr, et al., 2023; Dong et
al., 20D; Feng et al., 2023; Rahmar FractionaiOrder Higher entropy (>7.9)
et al., 2022)

Requires advance
hardware
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2.4.2 Memelements in Hyperchaotic Cryptography

Memristors, memcapacitors, and meminductors, known as memelements, have transformed
cryptographic apptations with their memorgependent nonlinear dynamics. These elements
bring unique properties that enhance hyperchaotic behaviour, making encryption schemes

more secure.

Memelements have transformed cryptographic applications with their metapendent
dynamics, enhancing hyperchaotic behavior and making encryption schemes more secure.
Memelements enhance cryptography by improving key sensitivity, enabling hyperchaotic
systems, boosting entropy (over 7.9) for better randomness, and supporting coowgact, |

power hardware.

2.4.3 Generation of MemelementsBased Hyperchaotic Systems

Hyperchaotic systems are characterized by multiple positive Lyapunov exponents, which lead
to highly unpredictable behaviour. Memristmaised hyperchaotic systems can typically be
desgned in 2D, 3D, 4D, 5D, or 6D dimensiofB. Huang et al., 2024; Kou et al., 2022;
Mezatio et al., 2020; JSun et al., 2023; J. Zhang et al., 2024; S. Zhang et al., .2023)
Memelements enhance these chaotic dynamics by utilizing metepgndent differential
equations. These systems must show at least two positive Lyapunov exponents, ensuring their
hyperchadt properties. Likewise, the memory characteristics of these systaprsve

entropy and randomneg@Sun etal., 2023; H. System & Filtering, 2020)

Research indicatethat memristotbased systems generate more complex attractors than
traditional chaotic maps, making them particularly suitable for encryption applications
(Kengne et al., 2017; D. Yan et al., 202Refe to Table2.8 for an assessment of security

metrics in memelementsased image encryption, including its resistance to cryptographic

attacks.

2.4.4 Image Encryption Using MemelementsBased Hyperchaotic Systems

The encryption process begins with key generaiging a hyperchaotic system that produces
pseuderandom sequences for encryption keys, enhanced by-etesnents for improved
sensitivity. In the permutation stage, image pixels are scrambled with these hyperchaotic
sequences to disrupt correlations. Thi#udion stage modifies pixel values through DNA
encoding and chaotic operations, ensuring high randomness. Finally, decryption reverses the
encryption using the duplicate chaotic kd$ha et al., 2021; J. Sun et al., 2020; Yildirim,
2020)
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Table 28 shows that memcapacitbesed and combeéd memristor encryption methods
outperform traditional hyperchaotic techniques. An entropy value near 8.0 indicates excellent
randomness, and NPCR and UACI values of 99.6% and 33.5% demonstrate strong resistance
to differential attacks. A correlation cdiefent close to zero further emphasises the effective
decorrelation between the original and encrypted images, highlighting the robustness of these

advanced techniques.

Table 29 outlines how memelemeivased hyperchaotic encryption improves security,
ranrdomness, and resistance to attacks. Memristor encryption is the most studied, displaying
high entropy and key sensitivity. While memcapacitor and meminductor encryption have
benefits, they need more optimization. Combining all three methods offers sigasetoity,

though fabrication challenges complicate implementation.

Table2.8: Security Performandeetricsfor Memelements Image Encryption

Combined MemelementsBased

Metric Memristor- Memcapacitor- Meminductor- Dual- Memristor - Another
Based Based Based ; . S
Memristors Meminductor ~ Combination
7.9991Y.
Entro Gao, Liu, ;'gsgizgf' 21" };I It has not been 7.9993S. Zhang 7.9997Lan & Ithas notbeen
Py Zhang, et al., 26/22) " addressed yet. et al., 2023) Wang, 2025) addressed yet
2024)
High (Y. .
Key Gao, Liu, gg;er(: g/lt' };I It has not been High (S. Zhang E?(;rhe(T;rl]y & It hasnot been
Sensitivity 5822)9 etal., 2022) addressed yet. et al., 2023) Wang, 2025) addressed yet
99.63 (Y.
NPCR (%) Gao, Liu, ggﬁézr;(':'e'\t/l' gl It has not been g?\fr?4$%t al 99.60@Lan & Ithas notbeen
0 Zhang, et al., 2322 " addressed yet. 20239 " Wang, 2025) addressed yet
2024) ) )
33.36 (Y.
UACI (%) Gao, Liu, gsgfr:w(':'e'\t/l. gl It has not been gﬁ:r?mse't al 33.5Lan & It has not beer
° Zhang, et al., 2322 " addressed yet. 20239 " Wang, 2025) addressed yet
2024) ) )
) ~0.002 (Y. _ N
Corrdation  Gao, Liu, HO.CS)O(s)fer(rr.et'\gll It has not been ngr?ogsé't o ~0-0Itan & Ithasnotbeer
Coefficient  Zhang, et al., 2(.)22y " addressed yet. 20239 ” Wang, 2025) addressed yet
2024) ) )
Resilience
against
It is resilient differential,
Highly against brute force,
Resistance resistant to Demonstra_te correlation, statistical
; : strong resistance S
differential . statistical, attacks,
to to various types It has not been . . ) . It has not been
. . attacks (Y. differential, data cropping, noise,
Differential Gao Liu of attacks(F. M. addressed yet. loss, and noise choserplaintext addressed yet
Attacks Zhang, et al., ;6282))/stem etal, attacks (S. attacks, and
2024) Zhang et al., combined
2023) attacks (Lan &
Wang, 2025)
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Table2.9: Tabulated Review of Memelemeri@ased Image Encryption

Encryption Security
References Scheme Key Features Enhancements Challenges
(Z. Liuetal, 2019; MemristorBased Non—volatiAe High"entrtl)(py, ]E:%mplex
- ° ' : memory, history excellent key abricdion,

Raj etal., 2021) Encryption dependent behavio sensitivity variability issues

Chargestorage Reduces power
(Romero et al., 2021; Memcapacitor 0 egrties 9 consumption, Limited research,
J. Sun et al.,, 2020) Based Encryption prop ' enhances stability concerns

nonlinear respnse

randomness
: Improves e

(Marco et al., 2021; Meminductor mignnoertlc gliuﬁ frequencydomain fDaItf)f:iCch:ion
Romero et al., 2021) Based Systems ¥, g security X

frequency responst underexplored

characteristics

Combiation of
Memristor,
Memcapacitor,
and Meminductor

(An et al., 2021; Cam
Takkéran e
Lan & Wang, 2025)

Hybrid memory Synergistic security Manufacturing
effects, maximum improvements, and integration
nonlinearity ultra-complexity challenges

2.5DNA-Based Encryption

DNA cryptography, inspired by biological encoding, uses nucleotide transformations (A, T, C,
G) to enhance encryptiq®hakir et al., 2022)The combinatiomf dynamic DNA coding and
hyperchaotic maps improves diffusion, achieving NPCR over 99% and UACI abov&Z33%
Liu et al., 2019) Additionally, dynamic DNA coding addresses static vulnerabilities, though
the potential of meminductors remains untap@eédChen et al., 2023; Cun et al., 2023; Z. Liu

et al., 2019)

2.6 Deep LearningDriven Security Enhancements

Machine learning techniques, such as convolutional heosworks (CNNs) and
autoencoders, help improve encryption efficiency and seqi@inang et al., 2023; F. Hu et

al., 2016; Velho, 2009; Y. Yang et al., 2018 NNs enable quicker reime encryption with

image compression, while extreme learning machine (ELM) autoencoders enhanceeesilien
against noise for reliable decryption. Combining these methods creates a more effective
encryption frameworkF. Hu et al., 2016; Man et al., 2021; D. Wu & Wang, 2021; J. Zhang et
al., 2020)

A technique that combines a Convolutional Neural Network (CNN) with an Exitearaing
Machine (ELM) achieves 97.50% accuracy, surpassing that ofaftédte-art methodgS.

Zhou & Tan, 202Q) Compression, encryption, and denoising enhance data security and
efficiency by educing storage needs and protecting against unauthorised @tasaouti et

al., 2022 Mahdaoui et al., 2022; Pathak et al., 2024)
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Al-driven encryption techniques for l1oT and smart devices enhance efficiency and scalability
through the use of machine learning. Lightweight convolutional neural network models enable
reattime encryption with low computational demands, making them deifalp resource

constrained environments.

These solutions enhance security and facilitate rapid data transmission.Fl@ullestrates
a deep learning encryption framework that integrates Convolutional Neural Networks (CNNs)

with Extreme Learning Mache (ELM) Autoencoders.

The CNNs provide adaptive image compression for faster encryption and reduced data size,
while the ELM Autoencoders enhance decryption with improved denoising. This approach

boosts security and efficiency, making it ideal for resewwonstrained 10T and smart devices.

Image | Image - Image
Compression ”| Encryption " Denoising
Decryption

——
-

a O 8
. L ety %

Figure2.16. Deep LearningDriven Image Security Pipeline

2.7 Security Analysis Criteria in Image Encryption

Table2.10 provides a comparative analysis of encryption performance metrics for the Lena
image, including minimum values, literatureported values, ideal targets, and notable
remarks. The key parameters correlation, entropy, keyspace, MSE, PSNR, SSIM, MAE,
NPCR,and UACI are vital for assessing the security and effectiveness of the encryption

scheme.

Encrypted images must withstand standard cryptanalysis techniques, including statistical
analysis, choseplaintext attacks, and knowplaintext attacks. Chadsased methods,
especially hyperchaotic systems, exhibit strong resistance due to their inherent unpredictability.
See Table 2.1for a summary of security metrics, highlighting encryption effectiveness against

various attacks.

Chaosbased and Adriven encryptia offers strong security, but standardisation is vital for
reliability. Key metrics like NPCR (over 99%), UACI (around 33%), and entropy (about 8)
help evaluate strength, with Al methods typically outperforming traditional AES. Standard
benchmarks are esg@l for enhancing security and consistency.
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Table2.10: Encryption Parameters for Lena Original and Encrypted Images

References Parameter Minimum Optimum Remarks (Idially)
(X. Zhang & Ye, 2021) Correlation  0.0065(GV) 0.001 0
(Alexan et al., 2022) Entropy 7.9973(G) 7.99 8

(D. Lin et al., 2022) Keyspace 2100 2500 Infinite
(Alexan, Chen, et al.,@23) MSE 8890.05 9000 Large
(Alexan, Chen, et al., 2023) PSNR 8.64176 8.8 Low
(Theramban & Ravi, 2021) SSIM 0.001 0.0009 0
(Alexan et al., 2022) MAE 77.3752 80 Large
(Lawnik & Berezowski, 2022)  NPCR 99.23% 99.40% 100%
(Lawnik & Berezowski, 2022)  UACI 32.60% 32.80% 33%

Table2.11: Security Analysis Metrics

Metric ldeal Traditional Chaos Al -Driven-Chaos References
Value Based
(Erkan et al., 2022; Njitacke et al
7.959 7.9981
E . 7. 4 (CNN 2022; Pathak l., 2024; Sci
ntropy U] (AES) (memristor) 9994 (CNN) 022; Pathak et al., 2024; Scien

& Phenomena, 2017)

99 63 99 8173 99 6094 (Erkan et al., 2022; Njitacke et al

NPCR (%) ww . . 2022; Pathak et al., 2024; Scien
(AES) (memristive)  (Al-DNA hybrid) & Phenomena, 2017)

(Erkan et al., 2022; Njitacke et al

UACI (%) X000 (3A1E887) (mzr?;.rdif:;ve) 33'4?12635%[)'\"5‘ 2022; Pathak et al., 2024; Scien
y & Phenomena, 2017)

Key 5 E 0Ol & (Erkan et al., 2022; Njitacke et al

Sensitivity oOm b€ QQiI G "O"CKD (OX0/¢ )] 2022; Science & Phenomen

2017)

2.8 Related Work and Identified Research Gaps

Table 2.12summarizes image encryption techniques like chaotic methods (logistic, Hénon,
Lorenz maps), DNA encoding, and deep neural networks. While these methods enhance
security, they have vulnerabilities such as limited key space and slow execution times,
indicating a need for further research to improve randomness and efficiency, especially with

wavelet transforms and hyperchaos.

This study addresses several limitations of conventional encryption algorithms, including
longer execution times, low security, vulnaligpto cyberattacks, low entropy values, limited

key space in Logistic chaotic mapping, and weaknesses in fixed DNA encoding. Additionally,
there is a lack of a practical trapdoor function and randomness issues with pixel shuffling. To
tackle these chahges, the recommendation suggests using memelebesgd hyperchaotic

systems combined with DNA, CNN models, and Autoencoders.
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Table2.12: RelatedLiterature Review Summaries

Author Title Contribution Gap
Sharing and exchanging
Abdullah A, Rashid, il mage e multlmed|a with privacy gnc .
R . security by using Traditional block
Khalid Ali Husse algorithm based on th . . .
cryptographic  approache ciphers are not suitabl

Year: 2023.(Rashid &
Hussein, 2023)

X. Gao
Year: 2021
(X. Gao, 2021)

G. Arthi, V.

Thanikaiselvan, and R
Amirtharajan

Year: 2022 (Arthi et al.,

2022)

Q. Cai, H. Li, W. Cao,
and Guifen Jie

Year: 2023(Q. Cai et al.,
2021)

Z. Liang, Q. Qin, C.
Zhou, and S. Xu Year
2023. (Z. Liang et al.,
2023a)

P. N. Lone, D. singh, an
U. H. Mir Year: 2022(P.
N. Lone et al., 2022)

J. Yu, X. Yu, L. Zhang,
and W. Xie Year: 2023
(J. Yu et al., 2023)

P. Li, J. Xu, J. Mou, anc
F. Yang Year: 2019(P.
Lietal., 2019)

density and 6D logistic
mapo

A A col or
encryption based on a
improved Héna ma

4D Hyperc

and DNA encoding
combined image
encryptiont

i Phot oieleakanc

transfer coupled witr
DNA crosschain
displacement

amplificati
ACol or

Encryption  Algorithm
Based on Four
Dimensional Multi-

stable Hyper Chaotic

Syst emo

Al mage e
using DNA coding and
threedimensional

chaotic syc¢

i A istage chaotic
encryption algorithm for
color face imagebased
on circul ar

i Fr a c-ordeo n 4Dl
hyperchaotic

memristive system an
application in color
i mage encr

based on chaotic logisti
Image encryption methods.

DES and AES, two commoil
text encryption techniques
provide enough security.

Uses a cryptosystem thi
combines & Lorenztype
hyperchaos and DNA
encoding mechanisms fc
enhanced encryption.

Uses multiple DNA
computing approaches ar
DNA biological operations
during encryption.

The algorithm uses a bas
onedimensional  Logistic
chaotic mapping.

Introduces a simple imag
encryption method usingD
maps and DNA operations.

Proposes a hyperchaot
algorithm with good speet
and security analysis.

It shows increase(
complexity and randomnes
and is suitable  for
encryption.

for multimedia data.

Conventional

encryption algorithms
like DES, AES, and
RSA can't produce
ideal results.

DES, AES, and IDEA
have limitations like
longer execution time
low security, and
various cyberattacks.

Weaknesses in fixel
DNA encoding that car
be easily deciphered.

Small key space an
susceptibility to
exhaustive attacks.

Future work should
include wavelet
transforms and
hyperchaos to improve
speed and efficiency.

Needs development ¢
reattime and secure
face encryption
algorithms for videos.

Entropy values
relatively low.

are
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Author Title Contribution Gap

iAiAn ef fi ci e Combines chaos and NN: It lacks an effective
encryption using deep using  autoencoders t trapdoor function anc
neural network and enhance performance ar hasunresolvedsecurity
chaoti c ma g keygeneration. problems.

S. R. Maniyathand T. V
Year: 2020(Maniyath &
Thanikaiselvan, 2020)

i Pr a autdercadér
H. Torabi, S. L. basedananaly
Mirtaheri, and S. Greco detection by using
Year: 2023(Torabi et vector reconstruction
al., 2023) erroro

Develops an Abbased
model for anomaly detectiol
in cloud computing.

May have limitations in
practical use.

AHybrid i me
compressiorenayption
scheme based on
multilayer stacked
autoenoder and

l ogi sti c me

Combines a stacker The randomness @
autoencoder and a logisti pixel shuffling based
map for image encryption. on positions is limited.

N. Gupta and R. Vijay
Year: 2022(Gupta &
Vijay, 2022)

The literature review in Table ZXkovers Memelements, Memelemebtsed hyperchaotic
systems, chaotic systems, DNA coding, system optimization, and autoebesddrdenoising

in image encryption and cryptography.

Key highlights include MemristeBased Hyperchaotic Systems for Encrypti@m et al.,
2021; Qian et al., 2023; Singh, 2024; B. Wang et24118; G. Yang et al., 2023TChaotic
Systems for Image Encryptiqireng et al., 2022; Kengnou Telem et al., 2021; H. Li et al.,
2017; Y. Liu et al., 2020; Susanto et al., 2020; Wan et al., 200\ Coding and Chaotic
SystemgAditya et al., 2020; Alawida & Teh, 2023; Kengnou Telem et al., 2021; Patel et al.,
2020; Wan et al., 2020; Xuejing & Zihui, 202@ptimizationin Cryptography Using PSO and
Chaotic PSOFang et al., 2021; Gad, 2022; Houssein et al., 2021b; Y. Sun et al., 2009; Tutueva
et al., 2020) Online Extreme Learning Machine (OSELM) and Autoencoders for Denoising
(Al-Amri et al., 2023; Fang et al., 2021; Gebereselassie & Roy, 2022; He et al., 20@1)
Hybrid-Cryptographic System@\I-Amri et al., 2023; Heltberg et al., 2019; Igbal et al., 2021;
Wen et al., 2022; J. Yu et al., 202&dvancements in these areas aim to anbamage

encryption.
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Table2.13: Summarized.iterature Reviewon Advanced Image Encryption Techniques

Identified .
References Category Summary Problems Proposed Solutions
(An et al., 2021)JQian Appl|qat|on of Conventional Use hyperchaotic
memristorbased memelements tc
et al., 2023)(G. Yang Memelements . systems lack . .
. systems for encryptior improve  norlinear
et al, 203),(Singh, Based Systems ~7° . adequate )
using hyperchaotic dynamics and
2024) . randomness. )
dynamics. encryption strength
(B. Wang et al, Memristor Combine Lack of Enhance randomnes
2018)(Singh, 2024) based memelements with sufficient and cryptographic
(An et al., 2021)Qian . ; . randomness ir security with
Hyperchaotic  chaotic dynamics fol . .
et al., 2023)(G. Yang Svstems robust encrvotion conventional  hyperchaotic
et al., 2023) y yption. systems. memelements
(Kengnou Telem et al.
2021)(H. Li et al,
2017) (Wan et al., High
2020)(Susanto et al. . 9 . Use chaotic system
. . Use of chaotic map: correlation and .
2020) (Y. Liu et al., Chaotic ; L S o increase
like logistic and tent vulnerability in
2020)(Kengnou Systems o randomness ant
maps. traditional . .
Telem et al., 2021) encrvotion reduce predictability.
(Feng et al., 2022). yption.
Liu et al, 2020)
(Susanto et al., 2020)
(Kengnou Telem et al.
2021)(Xuejing & . . .
Zihui, 2020) (Patel et DNA Coding Combl'ne . DNA Predictability Use dynamic
. ® encoding with chaotic and weak . )
al., 2020)Aditya et and Chaotic . . . encoding and higher
maps for pixel resistance in . ,
al., 2020) (Wan et al., Systems bli ; hod dimensional maps.
2020)(Alawida & Teh, scrambling. static methods.
2023)
(Tutueva et al., CPSO adds chaoti
2020)(Gad, 2022)(Y. Optimization  Apply PSO and CPSC Standard PSC diversity, improving
Sun et al., 2009)Fang in for optimization in can converge convergence and
et al., 2021)(Houssein Cryptography encryption. prematurely.  encryption
et al., 2021b) performance.
(efang e;a"' 202%)02"]‘3 Use OSELM with ELM shows OSELM speeds uf
(Geberesélassie § OSELM & autoencoders fol slow convergence rad
Roy, 2022Al-Ami Autoencoders cryptographic convergence in robustness in
ot zZI, 2023) denoising. complex tasks denoising.
(Igbal et al.,
2021)(Wen et al., Hybrid Combine chaotic .
2022) (J. Yu et al, Chaotic and maps, DNA coding, QEE rggjstagi Hsi hyb“rir%%ﬁ:]segos'
2023)(Heltberg et al., Cryptographic memelements, ant ¢ image data‘ segcurit and speed
2019), (Al-Amri et al., Systems PSO. 9 ' Y, peed.

2023)

Challenges like low randomness and slow PSO convergence remain. Future research should
explore hybrid models combining Chaotic PSO with memristor chaos, DNA coding, and

optimisedneural networks to enhance cryptographic security and efficiency
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2.9Gaps in Current Image Encryption Research
Despite advancements in image encryption, several challenges hinder the creation of secure
and efficient systems for multimedia data. Key limitations and areas needing further research

include:

{1 Traditional encryption algoriths, such as DES, AES, and RSA, are ineffective for
multimedia applications due to their inability to efficiently process large files and their
susceptibility to multimedispecific attack¢Rashid & Hussein, 2023)

1 Chaotic systems employed in encryption, especiallydonensional chaotic maps,
often have limited key spaces and low entropy. These limitations increase susceptibility
to bruteforce and statitcal attacks. To enhance randomness and security, there is a
need for highdimensional or multstable chaotic systen{g. Liang et al., 2023a; X.
Wang et al., 2020)

1 DNA-based encryption schemes often rely on fixed encoding patterns, which reduces
randomness and makes them easielecipher. Dynamic and adaptive DNA encoding
mechanisms are needed to enhance security (Cai et al., 2021).

1 Execution speed is another concern, as traditional cyphers and basic chaotic systems
can be slow, particularly with higlesolution images, thus nliting reattime
application (Lone et al., 2022).

{1 Additionally, many encryption algorithms lack robustness against common attacks,
such as noise interference and cropping, leaving images vulnerable to tampering (Zhang
et al.,, 2023). Deep neuraletworkbased approaches often lack secure trapdoor
functions, which complicates key management (Maniyath & Thanikaiselvan, 2020).

1 Pixel shuffling techniques also fall short, as simple shuffling may not eliminate spatial
redundancy, resulting in exploitapatterns (Gupta & Vijay, 2022).

1 Ultimately, the emergence of guantum computing presents new risks that many existing
encryption systems cannot withstand. Incorporating quanésmstant techniques is
vital for longterm security (Torabi et al., 2023).

In summary, image encryption research must address key issues, including inefficiencies
in traditional cyphers, security limitations of ledimensional chaotic systems, the
predictability of fixed DNA encoding, and the latency of current methods. Additpna
improvements are needed in trapdoor mechanisms for deep learningshuiéhg
techniques, and resistance to quantum attacks. Addressing these challenges is crucial for

developing secure negeneration image encryption frameworks.
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2.10 Final Summary of the Literature Review

Conventional encryption algorithms, such as DES, AES, and RSA, are not effective for image
encryption due to high pixel correlation and large file sizes, which expose them to
vulnerabilities in reatime environments like 5G network®nedimensional chaotic maps,
while offering alternatives, often have limited complexity, resulting in smaller key spaces and
lower entropy, which makes them susceptible to attacks. As a result, research is shifting
towards highdimensional and hyperchzosystems, especially those utilizing mehements

(memristors, memcapacitors, and meminductors) to enhance security and nonlinearity.

DNA coding provides inherent parallelism and randomness for image encryption; however,
many models rely on static emting rules, which reduce unpredictability. Traditional
compression techniques, such as JPEG, fail for encrypted images where fidelity is crucial,
particularly in medical or military contexts. Deep learning, particularly Convolutional Neural
Networks (CNNs)and Autoencoders, has shown promise for adaptive compression and

denoising but is underutilized in secure encryption frameworks.

Many encryption schemes also lack resilience against common attacks and often do not provide
comprehensive performance metricuch as PSNR, MSE, NPCR, UACI, and SSIM.
Optimization methods, such as Particle Swarm Optimisation (PSO), have been applied to

improve parameter tuning; however, challenges like premature convergence remain.

Current research in image encryption encownsewveral challenges, including fragmentation

and key limitations, such as weak randomness and insufficient performance evaluation. Future
efforts should focus on developing unified frameworks that integrate hyperchaotic memory
elements, dynamic DNA codingand deep learning. This approach will ensure rigorous
benchmarking and quantum resistance, ultimately enhancing the security of multimedia

communications.
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CHAPTER 3

MEMELEMENTS AND THE DEVELOPMENT OF CHAOTIC
SYSTEMS

3.1. Introduction:
Chaos theory hagained significant attention in various scientific and engineering areas due to
its applications in secure communication, cryptography, nonlinear systems, and intricate
dynamical systems. At the core of chaotic scenarios lies nonlinearity, which carobdacet
through memelements such as memristor, memcapacitor, and meminductor. These elements
exhibit memorydependent characteristics, allowing them to accumulate and process
information dynamically and be suitable for producing advanced chaotic and lnypicc
systems.This chapter provides an overview of chabeadry and ti highlights the role of
memelementssuch as memristorsmemcapacitors, and meminductons introducing
nonlinearity and memorgependent dynamics. The objectives of this chapter aegpiore
memelements, design hyperchaotic systems, analyze their dynamics, and present novel hybrid

onedimensional chaotic maps.

3.2. Fundamentals of Memelements

Memelements, including memristors, memcapacitors, and meminductors, are nonlinear circuit
components with memorgependent properties influenced by past inputs, such as voltage and
charge(Kebbati, 2022; Raj et al., 2021yhey enhance classical circuitetry by showing
hysteresis and state retention, making them valuable in neuromorphic computing, adaptive

systems, secure communication, and enefggient memory applications.

These components introduce memdgpendent nonlinearity by extending traditb

concepts of resistors, capacitors, and inductors. Figleh8ws the interrelationships between

the memristor, memcapacitor, and meminductor, highlighting their basic equations. It indicates
how the state vari abl e s«afdyp, curient (i)raadvaltage (vt o ¢ h
through equations such dp=Mdgqf or t he memri stor, ddantd « f o]
de=Mdq for the memi nduct-dapendenthesistaace,dapacikapce,e s e n
or inductance. These equations highligte dynamic behavior of these components.

The mathematical formulation of the fheontrolled memristor is found in the relationship

between currerif® and voltage 0, controlled by the memductanae %0 (Kebbati,
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2022; X. Wang et al., 2019The memductance is represented as a function of th&dlx
derived from a nonlinear charge functiprié . The memductance model is formulated as:
700 i oo n O (3.1
whered andd are memduct ance <constants defining th
quadratic dependence on fl#x0 (where%e0 _ 0 0 'Q pensurepinched hysteresisnder
periodic excitation, a hallmark of memristive systems. The memristor exhibits a pinched

hysteress loop in the eu plane, as shown in FiguBea), when exited with a sinusoidal charge
inputn © 0 OEJ* Qo

dq=Cdv

dv=Rdi
Figure3.1: Schematic of the Electrical Element Relations (AdaptedR&.et r 8)g, 202 2

3.2.1. Memcapacitor Model
For a chargeontrolled memcapacito(Kebbati, 2022; X. Wang et al., 2019}he
voltage6 0 depends nonlinearly on the charg® and its time integra). The voltage is
represented as:
00 1 1A NO (3.2
Where, 1 0'Q depresents the charge's integral,larehd are parameters characterizing
the device's nonlinear behaviddnder sinusoidal excitatiopd 0 OEJ* "Qo 0
p6HQ pOd, thery 0 hysteretic loops (Figre (3.2b)) vali date the mode]
replicate memorygriven capacitive effects.
3.2.2. Meminductor Model

The flux-controlled meminductor relates curré® to flux %00 and itsintegral” :
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(3.3

are parameters specific to the

EO JeranO
where” %00 Qds the integral of the flux, andeand?
meminductor. This equation illustrates the dependence of the current on both the flux and its
integral, capturing the nonlinear characteristics of the memind(i¢étbati, 2022; X. Wang
et al., 2019) When excited b0 0 OEJ* "Q0 0 pwdchiQ pOd, the % "Q

pinched hysteresis loop (Fige (3.2c)) confirms its memornductive properties.

This comparative analysis of theemristormemcapacitor and meminductor under sinusoidal
excitation highlights their respective roles in modeling hysteretic behaviors within electronic
circuits. Figure 32 illustrates the voltageharge and curretilux hysteresis loops for three
types of Memelemes: Memristor, Memcapacitor, and Meminductor. Each plot illustrates how
the respective element's behaviour varies with varying parameters (QC for Memristor and
Memcapacitor, QL for Meminductor), highlighting their response's|im@ar and history

dependennature.

The Memristor's resistance changes with accumulated charge, the Memcapacitor's capacitance
relies on the voltage applied, and the Meminductor's inductance is controlled by the flux, all of

which direct to different hysteresis characteristieg are required for applications in memory

storage, adaptive systems, and so on.

Memristor Memcapacitor Meminductor
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Figure3.2: Hysteresis Loops for Meafements(a) Memristorry 0 Hysteresis,
(b) Memcapacitofp 0 Hysteresis, and JdMeminductor%. “(Hysteresis

3.3. Integer-Order Hyperchaotic Systems with Memelements

Hyperchaotic systems, distinguished by multiple positive Lyapunov exponents and intricate
nonlinear dynamics, hold immense potential for secure communication, image encryption,
cryptography, and neuromorphic computing. IntegraMemelements, such as mastors,
memcapacitors, and meminductors, into these systems introduces unprecedented nonlinearities

and statedependent memory effects, theredyplifying their complexity and adaptability.
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This sectiorproposedix novel integeworder hyperchaotic systertisat leverage memelements

to achieve enhanced multistability, broad parameter sensitivity, and robust chaotic signatures:

T

Memristor -Based Hyperchaotic System (Proposed Systein: A foundational model
incorporating a single memristor to generate 4taxtrolled nonlinearity, validated
through phase portraits and Lyapunov exponents (LEs0.35,L2=0.03).

Dual Memristor-Based System (Proposed Systef): Dual memristive interactions
induce competing dynamics, exhibiting hyperchaos with three positive Lyapunov
exponents (L1 = 25.62, L2 = 7.26, L3 = 7.61) and wide bifurcation ranges.

Dual Memristor-Band Pass Filter (BPF) System (Proposed Syste®): Enriched

with a BPF, this techniquanables tunable spectral properties and rudtoll attractors,
making it ideal for secure signal modulation.

Memcapacitor-Based System (Proposed Systed): Chargehistory-dependent
memcapacitance drives nonvolatile state transitions, yielding hyperchabiawiour
(L1=0.30,L2=0.08) and extreme multistability.

Hybrid Memcapacitor-Meminductor System (Proposed SysterB): This system
combines memcapacitive and meminductive dynamics for bidirectional energy
coupling, validated by bifurcation hysteresis ané-filimensional chaos.
Memcapacitor-Meminductor Enhanced System (Proposed Syste#): This system
integrates adaptive feedback to optimize hyperchaotic bandwidth, achieving stabilized
LEs (L1 =0.16, L2 = 0.002) over extended durations.

Each system is rigously analyzed via numerical simulations (Rwigéta methods),

bifurcation diagrams, and Lyapunov spectra to confirm hyperchaotic behaviour. Key

innovations include tunable parameters (e.g., a, d, m2) for chaos controisemiltattractors

for high entopy, andhardware-inspired circuit designsfor realworld applications.

These techniques demonstrated excellent performance in image encryption, with

computational efficiency (less than 18 seconds for sequence generation) and sensitivity to

initial condtions, making them strong candidates for Agaeration secure communication

frameworks.

3.3.1. Memristor-Based Hyperchatic System

The Memristive hyperchaotimodellingis derived from the Memristivbased hyperchaotic

circuit, as illustrated in Figur8.3. This circuit comprises a memristor, two capacitors, a

resistor, anén inductor. The improved mathematical model of the entire circuit is produced

by usingcubic memristor modellin(Belete et al., 2025a; Sahin et al., 2020)
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Figure3.3: The MemristorBasedHyperchaoticSystemCircuit

Kirchhoff's rules can be used to get the modeb&qu set, which is provided by:

A

+0 06 6 6 6 6 6 6 6 606 0O

2% > # 2 #
s 0000
2#  24# (3.9
5 0 0O o 0
a 2 #
5 00
2 #

whered, Y2, YO , and'Y3 are capacitance amésistancesalues of the memristor along with
memory characteristics. The new modified memristive hyperchaotic system mathematical
model was obtained by transforming the parameters such thata 0 () ghand

0 0, of5U#L/ Cbgsl/UR1/ b f=1/RME 1/ R n d. The=nbrin&ized
eqguation set for the new scenario is obtained in equaidngs follows.

g LU 1@ 1EVIB+ pEA

U r@ P rUT T x

. . (3.9
U 1&8 p 14U

X RO

Equation 8.5) is subjected to the numerical analyssing the Rung&utta ode23s method in

MATLAB. The initial states are given as [X, Y, z, w] = [0.10, 0.0, 0.0, 0.0] and each of the
parameter values which are capable of generating hyperchaotic dynamics is analyzed using
bifurcation diagrams and the bestp amet er s are selected as ( Us:
f =3 . 7B np=-18,7m=0.1, and K=3.05)Phase portraits {xxw, Y=, and w plane) of the
hyperchaotic attractors for the improved hyperchaotic system based on memristor are displayed

in Figure3.4.

We look into a few system parameters that serve as bifurcation parameters. To investigate the

system's sensitivity to specific parameters, We assessed the diagrams of bifurcations by raising
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the parameter to be used within a designated range whileanangtfixed values for all other

values and the initial states.

Phase Portrait X-Z Phase Portrait X-W

Figure3.4: PhasdPortraits of theHyperchaoticAttractors.

The bifurcation diagrams are displayed in Figurg 3he diagrams show that the modified
memristorbased hyperchaotic system manifests considerable hyperchaos throughout each

bifurcation interval.

10 ' 10
5 5
Figure3.5: BifurcationDiagrams oHyperchaoticSystemf or o (8. 0 to 12.0),

Lyapunov Exponents

0 0 < 50 i 8(
Time (s)

Figure3.6: PhasdPortraits of theHyperchaoticAttractors.
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The phase portraits and the Lyapunov exponent diagrams show that the chaotic system has a
hyperchaotic stte with two positive Lyapunov exponents$0.349936, k=0.031855, k=-
0.010692, and 4=-9.615182), large key, and good randomness. Figu@shows Lyapunov
exponents over time, indicating a hyperchaotic system.

3.3.2. Dual Memristor-Based System

The circuit shown in Figurd.7is a novel hyperchaotic system model with four independent,
autonomous dual memristors: C stands for capacitor, indluctor, W for voltagecontrolled
memristor, and M for chargeontrolled memristo(Belete, Gelmecha, Singh, &., 2024;

Oresanya et al., 2021)

-1

Figure3.7: Dual MemristorBasedHyperchaoticCircuit

Equation 8.6) gives the model equation set, which may be obtained using Kirchhoff's methods.
1
Ve =- é[iL(t)+vC(t)W(f,t)]

fo1
==V () i OM (@, 1)] (3.6

ﬂ .

q =i ¢)

Vow =V, (t)- 40F 4 ¢Y f
where,W(f,t)= 0.33 + 0452, andM(qg,t)=0.01 -3

Equation (37) provides the normalized equation set for the new case. It is obtained by
substituting x=¢, y=i.,z=q,w=ax,(=c1/ C, and b=1386: i nto Equati on

&= aly aMw)
%%w[x -yM( 7 9]
2=y 37
}\;ﬂv:x 40w 22X w

where, W(W)= 033 w 064 5 (M (z1)=0.01 -3

A system's potential stable states in phase space are represented by a group of points or dots

called attractor sets. Phase portraits are created using the MATLAB Runge Kutta "ode.m"
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technique. The outcomes of this system are derived by using Equafipfiri@ure 38 displays

the chaotic attractor parameters when starting conditions x(0)=0.001, y(0)=0.00, z(0)=2.00, and
w(0)=0.00 are fixed. The parameters &ke 201, andb=0.79 Figure B displays the twe
dimensional graphs of the attractors of the DMHS.

(a) (b) (©) (d)

Figure3.8: PhasdPortraitsof theHyperchaoticAttractors: (a) xy plane, (b) yz plane(c) z
w plane, and (d) v plane

By varying the chosen parameter within a predetermined range while keeping the other values
and initial states constant, we investigate important system parameters as bifurcation parameters
and analyze the resultingfurcation diagrams. Theotable hyperchdm behaviour of the
improved memristebased hyperchaotic systamdepicted in Figur®.9 for the bifurcation
interval. The image illustrates that the system will exhibit unpredictaiaviourfor U (120
250). The finding is quite intriguing as it remsin a chaotic condition throughout a wide range

of U values.

ymax

Figure3.9: DiagramShowing theBifurcation of aHyperchaoticSy st em ( f or par ame

Dynamics of Lyapunov exponents

30

x|l e——

Lyapunov exponents

0 0.2 0.4 0.6 0.8 1 12 14 1.6 18 2
Time in S <104

Figure3.10: The HyperchaoticAttractors’PhasePortraits
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The chaotic features are determined by the number of positive Lyapunov exponents: one
positive Lyapunov exponent indicates chaos, while two indicate hyperchaos. Lyapunov
exponent diagrams in Figu®10indicate that the system is in an exceptional hy@ett

state, characterized by very high unpredictability, with three large positive Lyapunov exponents
(L1 =25.6192, L2 =0.1299, L3 = 7.2645, and L4 = 7.6240

3.3.3. Dual Memristor-Band Pass FilterSystem

We proposd a memristobased hyperchaotic system hitwo memristors and a baipess
filter (BPF) for our image encryption and denoising algori{Belete et al., 2025bas shown
in Figure3.11

Vi1 Vi2 I
L]

Figure3.1: Me mr i st i HypercGdoticGirduis

The mathematical models for the two memristors,andd , are outlined inX. Gao et al.,

2021)and can be expressed as follows:
P

"0 0 W W —p G w

Y (3.9
['p Qo 06 P '
w Qo YO

where,Orepresents the input currentidf, w represents the input voltageiof, w is the

node voltge within the memristod and & denotes the total circuit gain of the

memristor) .
"0 U W W — P O W W
v (3.9
Iy Qw "0 P '
Vg Qo Y O

where, Orepresents the input currentibf, w represents the input voltagef, w is the
node voltage within the memristab and & denotes the total circuit gain of the

memristor) .
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Using Kirchhof f 6 svolthga melationahipsl for tcdpacitors and memmrigtors,

the mathematical model of the hyperchaotistem is derived as follows:

o2 P o & =L p ao o

7p Q0 YO YO

(AL P P de o Y
Qo YO Yo P Y Y Y5
U'r Y 0

oY Y Y L C . (3.10
/o vYvg @ @ v P 40 0 $Fgoe
oR) o .

— —W

I’IJ 'Q (0] Y (0]

P P,

¥ Qo Y& ¢

For Equation (3L0), we introduce new variables and scale the circuit parameters as follows:
® o ohh ohh oM
0 0 OhYo YO
. B YO Y8 Lo Y (3.19)
©F s Y3 Y

According to Equation (30), Equation 8.11) transforms into:

~

Y 0 Y 0
Y Y

L0 OO 0 @p G0 w
) Q® ® QP G U O ¢Q pjQ pQa

L MVMpowd Qpohp G0 @ Q& (3129
) Qw
wo Qw

By initialising the sysem described by Equation 3.02 with the initial
conditions & Fo i O O rephdTdItiT , with parametersd ¢ fio ¢ @ o p b

Q ™ BQ oiQ m™ibd TOE® 1. The 2D and 3D state trajectory diagrams
in Figure3.12show the multiscroll chaotic attractor for various variables. The system's chaotic
propertiesas determined bfzquation 8.12), were confirmed using the Jacobian method to

calculate the Lyapunov exponeiBenkouider et al., 2024)

The computational time required to generate the hyperchaotic sequences is less than 18
seconds, which is directly related to the computational efficiency of the hyperchaotic system
in practical applications. The computed Lyapunov exponents for a runmagtil8 seconds
ae: 0 mMuyhoympphdn miyx odnand) T® L oYX v

¢ T MY With0 and0 being positivep) equal to zero, and and0 being negative,

the Lyapunov exponents exhibit the patterthn h h h . For a runnig time of 60 seconds,
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the Lyapunov exponents are:
™ILC dwp oPL PP C W

T8 @ o dg X T8rL AT G

@t v ¢ thand )

For an extended running time of 10000 seconds, the Lyapunov exponents converge to:

™ ep ity T@rg hp @ 18T hp xand O

MInethpt TYMUGOU

Thus, the system in EquatioB.12 is confirmed to be hyperchaotic fafl time intervals

Figure3.13illustrates the Lyapunov exponents of the hyperchaotic systemriomg times

of 18 seconds, 60 seconds, @000 seconds, demonstrating that the Lyapunov exponent

values meet the criteria forfi@e-dimensional hyperchaotic system.

X-Y Phase Portrait X-U Phase Portrait

2 -2 -1 0 1
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Figure3.12: 2D and 3DPhasePortrait of theHyperchaoticSystem (5)
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Figure3.13: LyapunovExponentDiagrams of theédyperchaoticSystem 8.12) for Running
times T=18, 60, and 10000 seconds.

In the hyperchaotic system defined by Equat®i?, the parametedcandaplay a crucial

rol e 1 n i nfluenci t he

ng

systembébs dynamics.

specified, the bifurcation diagrams f@dranging from 19.5 to 21pranging from 0 to 10, and

cranging from 5 to 7 are illustrated in Figugd4.
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As paramete@increases from 19.5 to 2Qincreases from 0.13 to 0.2, afid increases from

0 to 0.05, the system predominantly exhibits chaotic behavior with multistability. Hence, it is
evident that tuning the parameteOhand & can induce both chaotic and hyperchaotic
behaviors within the system. Specifically, whén ¢ fto ¢ @ & p BQ ™ BQ

ohQ i bd TOE R 1 the system demonstrates hyperchaotic behavior.
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Figure3.14: BifurcationDiagrams(a)®N p & p, () QY T &g 1 (c)a N THst v

3.3.4. Memcapacitor-Based System

Firstly, this research article proposed a newly introduced memcapacitive hyperchaotic system
that is controlled by charge as shown in Figure 3.15. A dynamic examination of the
hyperchaotic system reveals the multistability of the system and it has ateiagnilibrium
point[14, 15]. Instead of starting with the initial conditions as was the case, the extreme chaotic
oscillator multistability is described with the system's paraméBaiete, Gelmecha, & Singh,

2024; Rajagopal et al., 2018)

R1 R2
——A —\ N\
1 2
j Cm
I
. /'_T_" .
=l (™) jLz
g N
> TV )
e
<
~

Figure3.15: A HyperchaotidOscillatorBased orMemcapacitors.
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The memcapacitanoalue is given bythe relationship between the voltage ¢ and the
chargerl 0 of the memcapacitor is defined &g charge through the memcapacitor. A

memcapacitive system with four differential equations derived as equation (3.13),

AN E E

e

AE oA .

Te P e AR O E2 E E2 (3.13
AR Qe

AO

where,Y ,'Y, andY are the resistance8, and 0 are the inductorspis the inverse of the
resistancel 5 is the memcapacitancé, is the memcapacitor charge) 0 is the

memcapacitor voltage. The equatfon f ,, represents the inverse memcapacitands,the

time integral of the chargg 0 givenby, 1 0.

To derive ayeneralisedour-dimensional model of the memcapacitor system, let us define

B oho "Cha "Chandd . Additionally, the study expresses the constant parameters

as;ty —® —,0 ——,Q —hQ ——,Q —, & —hand, —.By

using the derived equation'3.13 proper assumptions, the fedimensional (4D)

memcapacitebased hyperchaotic system mathematical model is expressed as,

Ag . .

oY Y

AU _ .

%6 AUAUAOgA®

AU N . 3.1
6 AUAUVUI g1 ® (3.19
A x

AO

In equation 8.14), the selected variables exhibit hyperchaotic oscillations in the chaotic system.
Dynamical properties are examined to demonstrate how applicable such a chaotic system is in
the cryptography area after the parameteisitiél values & oo hd ¢ O are given as

[.001 0.001 .001 .001]. Figura 16 displays the system's 2D phase portraits. The chaotic
behavior can be confirmed using the Lyapunov exponential spectrum and bifurcation diagram.
This research employed the Jacobapproach to determine the LEs of the hyperchaotic
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memcapacitor system. The memcapacitor hyperchaotic system's Lyapunov exponents are
calculated numerically to be =0.299110 =0.076340p =0, andd =-1.0740.

Figure3.16: The Phas®ortraits of theProposedviemcapacitoiBasedHyperchaoticSystem
onto Different Spaces (a) ¥, (b) xw, (c) yw, and(d) zw.
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Figure3.17: LyapunovExponents of thélemcapacitivéHyperchaoticSystem
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Since the system with equatiod.14) exhibits two positive Lyapunov exponents, therefore,
hyperchaos is present. The Lyapunov exponents of the memcapacitive hyperchaotic system are
illustrated in Figureg.17. The findings demonstrate tremarkably high unpredictability of the
four-dimensimal hyperchaotic syste(@lhudhaif et al., 2021; M. Guo et al., 2021)

The bifurcation plots are generated tmderstand the parameter dependency of the
hyperchaoticnemcapacitive oscillator (HMCO) system. It also takes into account the two
parameters b and d, for bifurcation analysis. The hyperchaot®mcapacitosystem
bifurcation for parameter b is shown in FigBel8 The bifurcation of the hyperchaotic
memcapacitor systefor parameter d is depicted in FiglBd9 The HMCO system exhibits
severe multistabily and coexisting attractors, as shown in Figu8ek8 and 3.19 We,
therefore, look at the system's multistability in the parameter spacebdtiaviour of

multistability is unpredictable and errafiRajagopal et al., 2018)

0.05 01 0.15 0.2 0.25 0.3 0.35 0.4

d
Figure3.19: Bifurcation Plot of theMemcapacitiviHyperchaoticSystem forParameteiQ
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3.3.5. Hybrid Memcapacitor-Meminductor System

Based on the newolatile chargecontrolled memcapacit@nd fluxcontrolled meminductor,

a novel chaotic oscillating circuit is designed, as shown in Figia@ The circuit consists of

a meminductor

, @ memcapacitoro

, a capacitor0 , a linear esistor 'Y, and a

negative resistor "0O. The negative resistor supplies energy to maintain the oscillatory state

of the circuit, ensuring sustained chaditghaviour

P litM
N I T .
icM e LM ic iR
+
~| ucM +
—|u < ul —— c1 R1
ey —
| ]

Figure3.20: Chaotic Oscillator Circuit UsospnMemcapacitor and Meminductor
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Mo M} HQ represent voltages, flux, charge, and currents in the circuit.

Substituting the deviespecific equations, the stagpace representation becomes:
A0 p
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To simplify the aalysis, the system

parameters

%)

— U

— U

(@]

O
2

1R

[ &

in

(3.19

is normalized using dimensionless variables and

X
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The system equatiorse reducedtb:

— EUED EOQ (3.189

~

where,t o 6 'Y and the parametersfcHORRGHMNGRE £ are dimensionless

parameters determined by the circuit elements.

This comprehensive formulation encapsulates the hyperchaotic dynamics driven by the
interplay of memonjpased components and nonlinearities, enabling a more profound
explorati on odhaviduh &he system enoed study exhibits chaotic and
hyperdaoticbehavioudriven by parameters and initial conditions. The parameters are defined
as:a=1.48,b=2.04,d=0.46,e=0.04,f=0.67,g=0.19,h =0.48,j=0.52, k=0.21,nl =
0.4, and n2 = 0.4, with initial conditions of [0.2, 0.5, 0.45, arf] 0.5.
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Figure3.21: System Behavior: (a) Waveforms of State Variables (x, y, z) and (b) Chaotic
Attractors of the System
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Figure 3.21 illustrates the following: (a) the waveforms showing how the system evolves
dynamically over time, and (b) the chaotic attractors of the system, which highlight the

complex and unpredictable trajectories of the state variables in phase space.

The chaotidehaviour of the proposed system is confirmed by its positive Lyapunov exponents
(Belete, @Imecha, Singh, et al., 2024he Lyapunov exponent results computed as, LE1 =
0.0377, LE2 = 0.0348, LE39.0111, LE4 =0.0236, and LE5 =0.1766. The first and second
Lyapunov exponents show hyperchaotic behaviour. Figug2 shows the Lyapunov
exponents (LE1, LE2, LE3, LE4, LE5) of the system, which indicate the rates of divergence of
nearby trajectories and reflect the system's hyperchaetiaviour

Figure 3.23 illustrates the forward and backward bifurcation diagrams of the hyperchaotic
system, illustrating the maxima of x as the parameter 'a’ is varied. In the forward diagram, the
system shifts from periodic to chaotic behaviour as 'a’ increases, while ttgatrperiodicity
appears. The backward diagram shows different transition values, highlighting path
dependence and bistability. The scattered points in chaotic regions and differences between the

di agrams emphasize t he -depemlentichatadtesisticson!| i near
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Figure3.22: Lyapunov Exponents (LE1, LE2, LE3, LE4, LE5) of the System
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Figure3.23: Bifurcation of the Memelemenf8ased Hyperchaotisystem with Forward and
Backward Parameter (a) Variation
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3.3.6. Memcapacitor-Meminductor Enhanced System

Memelements such as Memristors, Memcapacitors, and Meminductors are nonlinear circuit
elements that exhibit memaedependent characteristics. These companérive gained
attention recently due to their potential applications in complex nonlinear dynamical systems,
including chaosased cryptography and neural networks. The proposed hyperchaotic system
study included modelling memcapacitors and meminductods then deriving a chaotic
oscillator utilizing these elements for compressed image encryption applications. The charge
controlled MemcapacitqiX. Liu & Wang, 2022)s mathematically modelled as follows:

z O # AN O

g oo ML 549
AL
where £ 0 and 3 0o are the voltage and charge across the memcapacitor,
0 , represents the inverse memcapacitance function dependent on charge history,
denotes the integral of chargge 0, and- , IS the magnetic flux across the

memcapacitar For a #usoidal function model, thehargecontrolled memcapacitor is
modelledas follows:

o & GOEIR o & QOEIg QiR o (320
where a and b are constants.

Similarly, the fluxcontrolled meminductogX. Liu & Wang, 2022)s given by:

Qo 0 "e O
) o T (3.2)
U ” -
Q’
whered " governs the inverse meminductance function based on flux hiataty,is the
integral of the magnetic flux 0,1 " denotes the charge across the memindu€tae.

flux-controlled meminductor is defined according to the formula:
Mo © OAIG o & QAT 6 iQie 0o (3.29
where ¢ and d are constants.
A hyperchaotic oscillator incorporating a memcapacitor and meminductor is constructed using
a circuit comprising the capacitance of the memcapacitor CMC, the inductance of the

meminductor LML, the resistor R, the negative conducta@gend the conventionaapacitor

C, as shown in Figurg.24
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Figure3.24: The HyperchaotidOscillator Circuit of theProposedviemcapacitor and
Meminductor
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After substitutingt 0 andQ 0, the equation is updated as follows:
AN @O E 11 ® Q OQAIT"O
Q0 lY(!j 6
v Qn Py
vy —— w wOEIn
o (3.29

b
Y

<| &

- O
Cy Qo

‘™

[y Qo

2
v

1’v &
v ,gb
r Q
tr ‘D

Using state variabled w,w R e ,0 ,,0 7)Y Q0 "QandO "Q

the dimensionless system can be written aq7
O oOBId @ & QATWOG

PG
l;y‘*’ Q0 0

o NI

w = 0 E O 0O BIw (3.29

[y Q ,Q .
: ¢
Cr 6 O
Vg 0 @



Figure 3.25shows the 2D and 3D phase portraits of the IOMBHCS system, highlighting its
chaotic behaviour. The first two plots display 2D phase portraits in the (x, y) and (X, z) planes,
illustrating the system's complex, nogpetitive trajectories. The rightmosbpteveals the 3D

phase space (X, y, z) and the attractor structure, indicating chaos. These portraits reflect the
system's sensitive dependence on initial conditions and the presence of a strange attractor, key

features of chaotic dynamics.

2D Phase Portrait: = vs y 2D Phase Portrait: = vs z 3D Phase Space: z-y-z
N P

~.
7

- ! e

Figure3.25: 2D and 3DPhasePortraits of IOMBHCS.

For specific parameter values (e.g., a=0.41, b=2.87, c=10, d=3, e=0.2, f =1, g=2), F§ure 3
illustrates the Lyapunov Exponents of the IOMBHCS system over different operational
durations. Subfigure (a) displays the Lyapunov Exponents calculated over 100 iterations, while
subfigure (b) extends the computation duration to 10,000 iterations. Tplesgralicate that

the exponents stabilize after an initial transient phase, suggesting the system exhibits chaotic
behaviour. Positive Lyapunov exponents confirm the system's hyperchaotic property, a crucial

feature for its applications in image encryptanmd secure communications in general.
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Figure3.26: Lyapunov Exponents of IOMBHCS f@ifferent OperationTimes.
Figure 3.27 shows the forward and reverse bifurcation diagrams of the IOMBHCS system
related to the parameter d. The blue diagram on the left illustrates the system's behavior as d

increases, while the red diagram on the right depicts its response as d decrelaskagions
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demonstrate chaotic behavior at lower d values, stabilizing as d increases. The differences
between the forward and reverse patterns suggest a hysteresis effect, indicating possible

bistability or multistability in the system.
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Figure3.27. Forward and Reverse Bifurcation Diagram of the IOMBHTficerning
Parameter d

3.4. Fractional-Order Hyperchaotic Systems with Memelements

The integerorder Memelementbased hyperchaotic system study is extended to fractional
order form using the Caputo differential definiti@nLiu et al., 2022)This extension enhances

the system's chaotic behaviour, characterized by a high Lyapunov exsafienefproduction

of attractors, and inherent instability. The system's dynamics are analyzed through system
phase portraits, bifurcation diagrams, and Lyapunov exponents, providing deeper insights into
its rich and complex behaviour. The Caputo fractiatexivative of order q is defined as
(Kilbas & Marzan, 2005)

> p E Z.AZ. ﬁ I’ 1 7
R o N i
3 2! N 02 (3.2

- A A -
" =——ADh N | iNX2 R X.
w AO

wherez 'O "Q0 represents the Caputo fractional derivative of order q of the fun€ion g

is the order of the fractional derivative, m is the smallest integer greater tham qg,1] is

the Gamma functiodQ 1 is them-th order derivative of the functidrwith respect tdJ ,
o ft is a weighting factor in the integrak—"Q0 is the standard #th order

derivative of Q0 , 'Y is the set of positive real numbers, and N is the set of natural numbers.
The ADM can efficiently solve fractionarder nonlinear systems with high accuracy,
providing approximate numerical solutiof Liu et al., 2022) Based on the ADM, the

proposed fractionabrder differential equation can be expressed as:
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20 0o O 0w oo, (3.27)
wherez 'O denotes the Caputo derivative operator of order g. L, N and c represent the linear,

nonlinear and constant terms of the system, respectiwaly. @ o0 ho 0B hw o6 s

the state variable. Application of thelRfractional integral operatar representing -@rder

to both sides of the above equation will give:

wd VO V0w 0wd ah (3.29

where the initial value is given oy 6 . The integral operatar has the following properties:

V6 —— 0 0 8 3.2
sh o (3.29
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3, p N
b0 wd O woh | ms8 (3.30)

The nonlinear term can be decompose@asVvang, Cao, et al., 2023)
'I:’P (0] _Q EU 1 —
(3.32
e t ®
I'p
r'Q mphceBHQ phghotess:

The nonlinear term N is denotad:

0 @ 6 o ho s (3.33

The numerical solution of the system is expressed as:
® ®© 0 ® 0 8 V& wo h (339

where the iterative relation for xi is calculated as:
L 0 Wo

1P
P LU VO W

. ®w LW VO why (3.39
l_l’ 8

(ko 0 0L 00 w ho B3w

r ¢
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The fractionalorder formof the Memelements based hyperchaotic system is obtained by

replacing the integewsrder derivatives with Caputo fractional derivatives:

L0 OBl o ® QAT

wow Q0

T oaoe 2 9l oo soBie
Q Q

[y 0 a4

20 6 o

g

o 00 «

(3.36

whereqis the fractional order of the system. Using the ADM algorithm, the linear and

nonlinear terms of the FOMMS are decomposed as:

L2

OO Oa | ma)oéa QAT © .
be T Qo Yie ,, Q0 o, O,
n;p (bl |(:‘0 0 o, 1 L 0 ,n(bll N'll'[”
1 = o v ) 1} - 5 Nk 2 114
e Q 0 QW0 & Q o wd Ed Ah®e (3.37
e n &) Al o T RTINS |
w4 W W oU T nwlU uS
u ol U u T ¥
As per Equatior3.32 (X. Wang, Cao, et al.,, 2023) t he systemds nonl
decomposed as:
L6 O GOEd
M O OOATO® MowAld
» . | | . \ \ \ ﬂ' @)
6 b O VAT® wwOED % (3:39
r o
> - - . L L L ° Y () Al @
6 & boAl® 0OOED THGOED T@HHGOED %
6 0 QAT ®
v, o A E
B ® Q ®OED
M O Q OOEd mMorAld
v s e e OOOOED (3.39
M ® Q wOEd wwAld —
r o
. . . . D OOAT @
s b0 0OEd G0ATO mMHOAT® m@HooOED %

The initial condition is provided ag&od hoo Mo Mo M o

be expressed as:

Y.
'P@w WO
La  ao
(N co
’rO 00
o 0 0
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, and the first term can
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By definingd whd oho aho o6 R 0, the initial condition cab be
represented @ @ O @ & @ . Utilizing the iteration relation and integral operator
properties, it follows that:

O Ol ® @ QAT® ., o o

T8

— - W —
I'p Q"Q Q 3n p
T ¢ N « E e
(% W = Q = 0w Okl w—
Cp Q Q 3n p
, ~ 0 0
. a w——- (3.4
g : 3N p
(4 0 0o
% O (10 —_—
I’ 3N P
4 , . 0 O
R V] W—"
w 3n p
Let
o G wOEI © @ WAIT®
w — ~
I’p QQ Q
l’f o (I) p o ¥ T ¥ A =T
W — Q= w wwOkRd (3.42

[y Q Q

o W WE W

Cr 0w

o » o

Thereforeo can be expressed @ w 06 0 T3 R p. Applying the same
methodology, the decomposition of the remaining term coefficients is provided in Appendix
A.
Therefore, the siterm numerical approximation of the fractional order hyperchaotic system
can bederived as:
0 o ~ 0 0 ~ 0 0 ~ 0 0 . 0 0
sn p “3ch p son p “3Th p  3un o (343

Q phchoft fu
The FractionalOrder MemelementiBased Hyperchaotic System (FOMBHCSyvo-

o ® ®

dimensional phase portraits in ttaoplane for a range of fractioratder parameter values
are shown in Figur8.28 The dynamic behavior of the systemrpdrops from 1 to 0.35 is
depicted in the figure. The trajectory displays a distinct éhattucture atj=1. The attractor
stays intact ag drops, but it gradually deforms, displaying more density and compression in
phase space. The trajectory experiences extreme divergene®.d6, indicating either a
fundamental shift in the dynamicd the system or numerical instability, and the attractor is
drastically changed fo=0.505. This implies that, depending on the selegtedlue, the
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fractionatorder has a substantial impact on the chaotic behavior of the system, perhaps

resulting ineither chaotic suppression or divergence.

q;O.S

-20 0 -5 0 5
T & xT ><10308
Figure3.28 FOMBHCS 2DPhasePortrait of FOMBHCS x vs y foDifferent qValues Commen

Setting the parameters as follows: g = 0.505, a=0.41, b=2.81, ¢=10, d=3, e=0.2, f =1, and g=2.
The initial conditions are (1, 1, 0, 0, 0), and the iteration step is h = 0.001. Under these
conditions, Figure.29illustrates the analysis of Lyapunov Expotseand Dimension of the
FOMBHCS. In (a), the Lyapunov exponents stabilized throughout the running time for
g=0.505, confirming the presence of hyperchaotic behaviour. In (b), the Lyapunov exponents
varied with fractional order values of g, which shows sitons between different nonlinear
dynamical states. In (c), the Lyapunov dimension stayed nearly constant, suggesting that the

system maintains its complexity in different fractional orders.

Figure 3.30illustratesthe forward and reverse bifurcation gliams of theFOMBHCS with

respect tahe parameter d. The forward bifurcation diagram (shown in blue) illustrates how the
local maxima x1 changes as d increases, highlighting chaotic transitions. In contrast, the
reverse bifurcation diagram (depicted irdyeshows the systemisehaviour when d is
decreased, revealing chaotic behavibwough different dynamical pathways. Together, these
bifurcation diagrams enhance our understanding of the system's nonlinear characteristics and

its bifurcation structure.
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Figure3.29: Lyapunov Exponents and Dimension of FOMBHCS: (a) Lyapunov Exponents
vs Time for q = 0.505, (b) Lyapunov Exponents vs Fractional Order (q), (c) Lyapunov
Dimension vs Fractional Order (q).
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Figure3.30: Forward and Reverse Bifurcation Diagram of B@&MBHCS for Parameter d

3.4.1. Dissipation and Stability of the System

This section analyses the dissipation and stability of the proposed FraQialeal
MemelementBased Hyperchaotic System (FOMBHS). Dissipation is a critical property of
chaotic systems, as it ensures that the system's phase space volume contracts over time, leading
to the emergence of chaotic attractors. Stability analysis, on thehatindrhelps us understand

the system's behaviour around its equilibrium points. It is essential for ensuring the system's
reliability in practical applications such as image encryption and cryptography. The chaotic
properties of the system, including isgh sensitivity to initial conditions and parameter

variations, make it suitable for secure communication and encryption tasks.

Dissipation of the Systenirhedissipationof the system is determined by calculating the
divergence of the system's vectotdid-or a dynamical system described by the state variables
X,¥,Z,u,w, the divergence6 is given by:

To Tw Ta To 10

!
" rereraroro 249

For the proposed FOMBHS, the divergence is computed as:
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P N E v v za (3.45
00 Q o w wOEd

Substituting the system parametar®.41b=2.81, e=0.29=2, and=1, we obtain:

n6

ne v ¢ v mep cRMOE] (3.49
SinceO Ed ranges betweerl and 1, the term& p ¢& @ EAd varies betweer2.40 and

3.22. Therefore, the divergenté ranges between:

"6 v o ¢& c&m QEOEd p (3.47)
ne v ocog¢c pWe Q¢ OE]J

The system is dissipative whe6 1, which occurs whe® Ed % T T.¢This

ensures that the systemb6bs phase space vol ume
chaotic attractors. The dissipative nature of the system is crucial for its application in image
encryption, as it ensures the generation of complex apedittable chaotic signals that can

effectively scramble image data

Stability of the SystemThe system's stability is analyzed by examining its equilibrium points
and the eigenvalues of the Jacobian matrix at these points. The equilibrium poinisdteyfo
setting the time derivatives of the state variables to zero:

0 OBl o o QAT

l:l’ QQ Q

W [ I

= 0Q = ® oOBlw 34
ir Q Q " (349
: w T
w Q T

From the above equations, the system has a planar equilibrium pd@nthefrti A, where
m and n are arbitrary constants. The Jacobian matrix of the system at the equilibrium point
O nhrnhrnil A is given by:

P ® 0O |l o QAT:O0

o __ IR —— R )
WoRo Q0 Q m
tp o~ P e s N
VTS Q ) w wO K T T T, (3.49
1l p Tt Tt Tl
U P Tl T T
U T p n v

Substituting the parameters a=0.8%2.81,e =0.2,g=2, f=1,d=10, andd=3, the Jacobian

matrix becomes:
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U o Tt T T
U 1 Tt 0 n W

To find the eigenvalues, we solve the characteristic equéti@® _ 'O 1. The
eigenvalues are the roots of this equation. The eigenvalues of the Jacobian matrix determine
the stability of the equilibrium points. For a fractiomatier system, the stability condition is
given by(Matignon, 1996; X. Wang, Cao, et al., 2023)

Wi Qs ?h “ ada h Q@i MQu (3.5)
wheren are the fractional orders of the systafmall eigenvalues satisfy this condition, the
system is stable.

For the equilibrium poin® Tttt , the Jacobean calculatas:

LU ¢gtv pom s
11V pg o T T T,

0 1p Tt Tt T Tt (353
7t p ™ T T
Ut Tt p W

And for the equilibrium poin® rtrimh Ajch Ajg ,

LV pGg pmm T,
nU o X& m T T,

0 1ip Tt Tt T T (353
Tt p ™ T T
U 1 p
The characteristic equation is given by:
QQe _0Om (3.59
Substitutingand"Qthe identity matrix), we get:
L ¢8tu po m T,
) pg o _ T m T,
,Q 'Q (‘) 11 p Tt — Tt Tt~ Tt (353
(I 1 p TT _ T |”|
U g s p mn U
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LU P q pTT T T
T X - m T T,
’Q !Q (‘) 11 p Tt = Tt Tt~ Tt (35@
' P T _ T |”|
U 7 T p nm _U
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This is a Sthorder determinant, and solving it analytically is complex. Instead, weisan
numerical methods using Matlab software to compute the eigenvalues. Using a numerical

solver, the eigenvalues for this Jacobian matrix are approximately:
- T TT 1T TrSt 1T 10 Qi &Q ) & i ho
Cpe  TBUTTO TS O Qi Q@ diho

e L8T W W @B TT T 'Q QM 6 "VWYED i NP Q¢ ANOE | DA &a ittt
rv_ ™ @ U PP X IO 'Q'QW 6 VWY@ i ho
tr_ @ @ L P® X I 'Q QM 6 VY@ i ho

. 5 (3.57
P m8tmom g o Qi fQdpédiho
Lol TBUTUTUTTST QR Qil € d 61 Ro
. P ecxodnié i QoY INNEANOE T DA EBAMitrh Ajch Aj¢
(r_ 1810 @odp Xpéi QoG &Iho
Y_ T8O @oudp XL i QO DG &Iho

Stability Analysis and Implications: The system exhibits instability at both equilibrium points,

O vttt andO nivdwth Aj ¢h Aj ¢ . Thisinstability arises because the eigenvalues

have either zero or positive real parts, which override the local stabilizing effects of the negative

real parts. AD i, t hree eigenvalues, such as 15

indicate phasspacecontraction. However, two eigenvalues with zero genuine parts result in

a nonhyperbolic  equilibrium, leading to neutral stability. Conversely,

atO rimh Aj ¢h Aj ¢ , the eigenvalues display positive real parts (e.g., 2.1273 and 0.0363

+ 5.8176i), which dve exponential divergence. This behaviour is further complicated by

eigenvalues that have zero real parts. For fractiorgdr systems, stability requires that all

eigenvalues satisfy the conditighi Qs ‘ j¢. In this case, nenegative eigenvalues
violate this condition, resulting in global instabil{tylatignon, 1996)This inherent instability
reflects hyperchaotic dynamics, which can be vital for secure communication and encryption
and necessitate external control for regulated applications. Thus, the interplay between
stabilizing and destabilizing modes highlights slgstem'’s dual nature: it is locally contractive

yet globally unstable, epitomizing hyperchaotic behaviour.

3.5. Optimization of Hyperchaotic systems

Hyperchaotic systems can be optimized by adjusting parameters to enhance Lyapunov
exponents and expand chaotltandwidth through bifurcation analysis. Traditional
optimization methods like Genetic Algorithms (GA) struggle with slow convergence, while
Particle Swarm Optimization (PSO) can get stuck in local optima. This study addresses these
challenges using ChaotParticle Swarm Optimization (CPSO), which adds chaotic maps to
PSO's velocity equations to improve diversity. CRg§ffimized parameters include inertia

weight (v), cognitive coefficient (c ), and
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the degree of hyperchaos (h), increasing from 0.003313 to 0.005886, reflecting a 79.6%
enhancement. This increase indicates greater dynamic complexity and unpredictability, which

are beneficial for secure image encryption applications.

The proposed memristtrased hyperchaotic systemvhich is going to be optimizew, derived
from thehyperchaotic circuit, as illustrated in Figl8@&1 This circuitconsists o memristor,
two capacitors, a resistor, aad inductor. The mathematical model of the entire dirisui

produced by usingubic memristor modellin¢Sahin et al., 2020)

. .

% % \fe]\ l :
1c2 IMm { }L Ic1
—C2 H M ~ L —Cl1

J
L . T L

Figure3.31: TheMemristorBasedHyperchaoti(SystemCircuit

Using Kirchhoff's rules, the normalised set of equations for the cirquiegented as follows:

g LU 1@ 1AV I8+ pEA

U r o Ul T x

, prv , (3.59
U 1A&8 p 14U

X RO

Equation 8.58 is subjected to the numerical analysis using the Rétuga ode23s method

in MATLAB. The initial states are given as [x, Y, z, w] =[0.10, @@, 0.0]
Phase Portrait X-Z Phase Portrait X-W

Figure3.32: PhasdPortraits of theHyperchaoticAttractors.
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Each of the parameter values which are capable of generating hyperchaotic dynamics is
anal yzed using bifurcation diagrams and the
=1, e =33 =<2, n708,and’=3.05Phase portraits {xxw, yz, and w plane)

of the hyperchaotic attractors for the improved hyperchaotic system based orstoreana

displayed in Figur&.32

We examine severaystem parameters that serve as bifurcation parameters. To investigate the
system's sensitivity to specific parametars,assessed the diagrams of bifurcations by varying
the parameter within a designated range while maintaining fixed values for albathmeters

and the initial states. The bifurcation diagrams are displayed in Figg&el8e diagrams show

that the modified memristdrvased hyperchaotic system manifests considerable hyperchaos

throughout each bifurcation interval.

Figure3.33: Bifurcation Diagrams oHyperchaoticSystem foro  ( 8 .

T T T T ]
4

Lyapunov Exponents

| - N h L L Y
10 20 30 40 50 60 70 80

Time (s)
Figure3.34: PhasdPortraits of theHyperchaoticAttractors.

The phase portraits ahgapunov exponent diagrams indicate that the chaotic system exhibits

a hyperchaotic state with two positive Lyapunov exponents (L1 = 0.349936, L2 = 0.031855,
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L3 =-0.010692, and L4 =9.615182), a large Lyapunov exponeaihd good randomness.

Figure3.34 shows Lyapunov exponents over time, indicating a hyperchaotic system.

3.5.1. Optimizing the Hyperchaotic SystemUsing CPSO
This study aims to optimize a fedimensional memristive hyperchaotic system using chaotic
particle swam opti mi zati on (CPSO). The goal i s t C
hyperchaos. In the proposed hyperchaotic system, the degree of hyperchaos can be quantified
by the ratio of the second Lyapunov exponent to the absolute value of the most negative
Lyapurov exponen{C. Li & Sprott, 2014; Sahoo et al., 2024)
, %
S %
The system is defined by four firstder ordinary differential equations (ODEs), with 10

(3.59)

parametersi)l, 12, N3, N4, N5, N6, N7, N8, N9, andn10, including four initial valuesid, ¢D,

40, and 00. The Lyapunovexponents (LE$0 QD QD QD 'Q are computed using
vibrational equations and the GreBehmidt orthonormalization method to ensure stability
during integration. The system is considered hyperchaotic@® mandd O T, with the

optimizatian objective to maximize the value ‘61

The choice of hyperchaotic system parameters and CPSO tuning factors is critical for ensuring
optimal system behavior. We selected the system parameters based on their ability to generate
hyperchaotic dynamics, as verified through numerical simulationdbémaation analysis.

These values balance chaotic behavior and system stability, maximizing the degree of
hyperchaos while preventing instability.

CPSO adjusts the particle swarm optimization (PSO) algorithm by combining a chaotic map to
improve exploréion and avoid premature convergence, improving global search capabilities
(Miao et al., 2021)Each particle characterizes a potential solution, containing a sgstefn

parameters, and is updated iteratively according:to
O 50 AXDAT8HOD @ A DAIT8BAC @ (3.60
@ @ O (3.61)
whereb denotes the velocityy is the position,angg  and’Q are the personal and global
best solutions, respectively. The paramétei@nertia weight),c(cognitive coefficient), and

& (social coefficient) regulate the balance between exploration and exploitation. The chaotic

maps in CPSO improve convergertoeoptimal hyperchaotic solution{&l-Shorbagy et al.,
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2022) The systembébs chaotic behavior is measured
the vibrational equations coupled with the system ODEs. The exponents are defined as:
o 8 O&
] E%I % (3.62)
where_ represents theth Lyapunov exponent, ahdbd 0 is perturbation vector. The Gram
Schmidt orthogonalization method ensures the orthogonality of perturbation vectors during
integration.(Q. Zou et al., 2023)

The objective function maximizes the hyperchaotic degree (h), constrained by LE2 > 0 and
LE4 < 0. The CPSO algorithm is initialized with specific paeger valuesr) and initial

conditions 00, as represented by:

DrEHED h #8h) #  dphphpholog b p&rph ohodt st nipdrit (3.63
This setup allows CPSO to optimize these values to achieve maximum h. Recent studies show
that CPSO is highly effective for optimizing hyperchaotic systems, achieving substantial
improvements in hyperchaotic behavi@bd-El-Atty & Abd EL-Latif, 2023; Chaotic &

Scheme, 2022; Hameed et al., 2023)

The CPSO tuning factors (inertia weight cognitive coefficient, and social coefficierb)

were chosen to enhance the exploraBaploitation balance. The choice of social coefficients

is vital for preventing premature convergence and improving the global search capabilities of
the CPSO algorithm. The CPSO optimization effectively in@edise degree of hyperchaos,

as reflected by the substantial improvement in the Lyapunov exponents and the hyperchaos

degree (h). To calculate the percentage improvement, we use the following formula:

OAOAAjb@Q]&OAEA—EI—g— o T (3.64
The proposed systemdés initial Ly®p1069-v expo
9.615182), while the optimized Lyapunov exponents are (0.266036, 0.0681e811011 -
10.727714), indicating a significant increase in the degree of hyperchaos. Tlee dégr
hyperchaos increases from0 = 0.003313 to dp¢r = 0.005886, representing a 79.6%
improvement achieved through parameter optimization, which aligns with recent findings in
chaotic systems using CPSEurther, the Lyapunov dimension akttexceeds the original

systembs value. Det ail ed 3t.ompari sons are pro
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Figure 3.35 illustrates the effect of varying iterations on h. The graph shows that the optimized
h increases significantly over iterations, peaking near the nintre Wilinitial h remains low

and constant.

Table3.1: A ComparisorBetween thériginal andOptimizedHyperchaoticSystem

Parameters Original system Maximized system
U 1 0.049017
b 1 0.202976
2 9.98 8.106149
a 1 0.484014
e 3 2.259293
f 3.75 6.124249
U -3 3.584593
No -1.2 -1.586394
m 0.1 -0.833634
K 3.05 2.624039
Xo 0.001 0.954648
Yo 0 1.508127
20 0 0.144615
Wo 0 -1.215849
Results

L: 0.349936 0.266036
Lo 0.031855 0.063144
Ls -0.010692 -0.051011
La -9.615182 -10.727714
h 0.003313 0.005886

Figure3.35: HyperchaoPegree (hOver Iterations

Figure3.36shows the time evolution of the Lyapunov exponents L1, L2, L3, and L4 for the
optimized system with h = 0.0059. The exponents stabilize over time, with L1 and L2

remaining positive, indicating sustained hyperchaotic behavior.
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