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Abstract

Public sectors and goventragencies deliveringpgernment services should look for better vehicles

to decrease IT budgets, and at the same time provide agile IT services to organizations and citizens
paradigm of cloud computing, which has been recently introducguedndftrgeieans for public
managers and government executives to address issues of budget constraints and agility of ser
Literature review shows that cloud computing deployment models such as private cloud, public cl
hybrid cloud and cloudprging services such as Infrastructure as a Service ,Platform as a Service anc
Software as a Service were being defined and implemented in the industry. If adopted and implemen
developing economy like Ethiopia, these cloud architecture andl demefé@sirwlowering ICT
infrastructure costs and acquire new ways to manage Data Center resources, applications develope:

resources to dev-gavasnmensserfidkesw@athegpdbbc. t o del i ver e

In this research project, great efforisdmvenade to adopt everything as a service XaaS of three vendors. Cisco
laaS cloud architecture for Ethiopian government Data Center particularly in Oromia Regional State Datacent
adopted. Software as a service of Intel vendors is also doptéaRégionabtatedatacenteapplication

usage. Platform as a service is also adopted froroldDchgleoviders which en&w®gionakoftware
development tools accessible simply from the vendors. The adopted architecture is based dngthe already ex
government private cloud (Woredanet) and used to provide G2G (@eSexamenent) application with
minimum cost for storage within government Data Centers.

Using open source virtualizati on $eoaddptedinfrastiustureXe n Se
as a service is in area of small Local Area Network. The Software as a service and Platform as a service is
depends on the Infrastructure adopted and simple to ekfeehienenanalyzed the results of our testing that it

can be scale up to WAN (Wide Area Network) like woredanet. If the Xencenter client application is installed on
the woreda/district desktop computers that are connected to Oromia Regional Data Center, they can share rest

of Data Center serveiiadpat a remote location.

We recommend, therefore, that researchers give attention to these areas of cloud services both in private and
cloud deployment modEte future research should also focus on the bandwidth conception of XaaS in case o

Ethopian e.government and the security of XaaS.

KeywordsCloud Computing, XaaSokkernment, Private Cloud, Public Cloud
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CHAPTER ONE
1. Introduction

1.1Background

Goverments are in realizing the potential benefits of the Information TechnologeteoiqgeeviEraces

are delivering cesdtective services, which can drive the growth of the economy and governmé@hyfoductivity.
computing istalentedtecmology model that is changing the wayseatali organizations consofoeriation
andCommunicatiorschinology (ICT), and how they deploy and deliver stakiebslter€loudcomputing

provides a new service consumption and delivery mediddyinSpnsumer Internet Serlicksies down

costs and accelerates cost redbetifits. In addition, clawahitectures can benefit govemimergduce

duplicate efforts and increase effective utilizationroégl] Itis also indicatéu [2] thaE-Governance with

cloud computing offers integration management with automated problem resolution, manages security end tc

and helps budget based on actual usage of data.

The flow of information is essential for effective govermemaggdthe dayday business of government
services for the citizen&dgernment creates opportunities to reduce the costs of providing information and
services to the public. It is the use of Information and Communication Technologyilityatohasestioenab
relations with citizens, businessesditntievelsof government. In agogernment implementation
approach, ICT can serve a variety of different customers: citizensetbbgiresapesvering them through
access to informati®ome of the benefitsgveernment servieee- lesscorruption, increased transparency,
greater convenience, revenue growth, anedoogbns. Sonoé egovernment applications fall under the
following categories [3].
1 G2G(Government to GovemntpAdministration, IAg@vernment enterprise, Control, monitor and
distribution
1 G2C(Government to Consum&egistration/Land/Revenue Sertosgjtal servigeAgricultural
services
1 G2B(Government to Businédgs)ders (endersgontradtvlanagement , TEX.
The goal adgovernancas toExpand services for stakeholders (Governments, citizens, ,dugimesgses)
internal operatioriacrease collaboration and access to information
All these-government applicationsorelyne aviaibleinfrastructure at the data center, sepphcationshich
enhance governmeservicgsand platform applications, which is used to develop these a@dbbtatiens.

governmersiervices aran essential corporate asset that connecteerd| applications and storage services.
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Thereforehese servicesea key component that needs to be planned and managed carefully to meet the growin

performance demands of users and applications.

With its emphasis on consolidation, virtualizhtiortoation, cloud computing has emerged as an important
strategy for achievingogernment goalsd managing data centers and applicAtdhss described i [4
governmentbat adoptloudcomputing t r at egy b el i eGoeerarichisto beragidd, ittcéme g o a |
do so by leveragiclgudeverything as a serwdgthout having purchase significant hardware and software
lowering both timedacost barrier in service delivery

1.2 E-governmen$ervicesn Ethiopia

Ethiopian Governmeas lecognized the power of ICT in national development plan and hed launched
government initiatire4997 E.f{3] One of thegover nment i nitiatives is estal
Networko in which al | begantettad to garvices dramsNatiomal Dath €enter.o u n t
The objectives of the woredanet is to provide ICT services such as video conferencing, directory services,
services, voice services, and Internet connectivity to thecldtiegadnde\el and woredavel government

entities. The service is also to build a transparent & accountable government system and increase Ccit
participation in the government. Beneficiaries of the services are the public sectors, business organizations
commaity .The long term plan of the government is tegen&iraece in which the following components of e
government will be justified. These components are: G2G (Government to Government), G2B (Governme
Business) and G2C (Government to Citiaeajrinent (electronic Government) is defined as the service delivery
model of a government to its customers in which traditional delivery mode is substituted by online services to ¢
efficiency in governance and public sectors. Based on e¢hitharitiatne 1 National Data CeérfRagional

Data Centers in the country. The National Data Center is connected to the Regional Data Centers and to all wc
that have woredanet ICT Network in the country. Currently, over 630 woredasofuiscieid}oane

government ministries and $®eggonabureaus that are connected to the woredanet are getting internet and
video conferencisgyvices. laddition, Regional Data Centers are establisheRagieachtate These Data

centers are prdwig ICT services such as video conferencing, directory, messaging, and VolP and Internet at 1

federalRegionand lowest level of government throughout thé4dountry.

Federal government ministries and Regional Bureaus have conducted BRRg&uBiaengiReering) study

of their respective businesses and developed MIS applications since 2000 E.C. As an example, in Oromia abt
Regionabureaus developed MIS applications after BPR study, where each of them developed sector spec
applicatienand databaseSome of the Bureaus have developed specific applications like Oromia Revenues

authority SIGTAS, Oromia Finance and economic development Bureaus IBX/IFMISS, Oromia Healthy Bur

14



HMIS, Oromia Couourt Management System, Oromia @dBemgayg&ducation Management Information

SystemQromia Good Governance and Civil Service Bjreaus

All of them requirastallation, patching, configuration, deploydepetydent storage and computing power
(ServerCPUand Memoryvhich isery expensive to purchase for each oRédgsedbureaudf we imagine

for the remainingrBgionadtates the same scenario exists to store application and data of their respective bureau
As the need of automating the manual business processwithiegsublic sectors of the country, it requires

complicated installation and configuratimgearainount of storage space and computirigpower.

By considering the above limitations of thesexigtagielivetiiemainfocusofthisresearcls onissues that
are appropriate deliveapplication and data cesgevices through cost effectivelivaseforehisresearch
attemptso ®ek a solutidoy adoptingloudXaaSArchitectufer Ethiopian@overnmene8rices.

1.3The Ethiopian Govenent Cloud (WoredaNet)
Woredands a terrestrial and satddbiteed network whose primary objective is to provide ICT services such as
video conferencing, directory services, mail services, voice services, and Internet connectivity to the fed
levelRegiondkevel and woreltavel government entities. From conceptidorgtienatas established to
leverage its infrastructorestablish threetierstructure for the provision of government based quality ICT
service to thpublicsector drivenyhuser requirements. This was to be achieved by harmonizing efforts
undertaken by other government institutions in terms of ICT capacity building or service delivery by use of &

extension of thiéoredanénfrastructurfd]

TheWoredand€T Netwoitks i nsti tuted as an infrastructure fr

Feder al and Regional government 6s hierarchy. Th

government 6s admini st r aterarchiealstricefdli s| ati ve and exe

Figure 1.1 Below depicts architectures of Ethiopian Government National Network

National Data
Center

» WWOREDANET
Government Cloud
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Figurel 1 Ethiopian Government National Information Networke{dthitect

As shown in figure hdre is one National Data CenterwitBiighspeed-iber optic Network connectivity
with the Ethiopian Telecom Broad band Metro Network (B&NM)13Timnistries19 agencies9
RegionabData Centers and some of wddstastsare all connecteth a Terrestrial connectivity ADSL
(Asynchronous Digital Subscriber Line)E®C BBMN. The rest of ehedas are connected via satellite
VSAT (Very Small Aperture Termifiashas redundant and failover systems by design

NDC FederaMinistries RegionaDC& Woredas
Figurel.2The Woredan®tchitecture as itdals the Government StrufSure

1.4G2G Services in Ethiopia
TheWoredanés capable of delivering the followirgpodoes to all of the fedBedionand Woreda sites
that are included within its §6ppe

Web Service To provide wider access to content available on the Internet for education, health, agriculture &
governance by civil serva&ush serviceill contribute in the bridging the digital divide currently experienced
between unequal distribution of Web access between urban and rural and between densely populated town:

thinly populated remote areas.

Voice over IPIRTelephony) Servic&o esablish a common and singular voice over IP (Internet Protocol)
communication infrastructure between Federal, Regional, and Woreda sites which earobexi&tgatiad b

the presenthi particular service is expected to contribute largetydashef the telensity of the country

by providing an aggregated telephone access service especially to remote woredas without having to travers

traditional telephone exchanges.
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Directory ServiceTo establish a government wide cataloggiealbfedources for managing of government
folders, files, users, computers, and enforcing of a coherent usage policy in the sharing of such resources.
directory service can greatly impact the alignment of government goals from a top dowth appirash as

lateral approach by the design and implementation of policy across a n¥twmekaueh as

Messaging- It is an emaahd chat messages within the government intranet (woredanet) based on web service
technology. It is based on weliceeprotocols used for any other web services but within intranet email
applications. ift structurednd securethessaging serviflowing the government hierarchical structure from
federal, tRegionadnd to woredH is aconsistent and true @atation environment, whereby free flow of malil
messages can take plbetweergovernmentsrganizations connected to woredanah examplepntact

details of a specific resource at a woreda, engaiaddress owertiyo@oromiya.g@anebe publied, and

common experiences can be posted and sharedeaditbeigievels of government.

Video ConferencingTo reduce distance, time, and cost and to substitute the vaidiacef ia@eting by use
of IP based Videoconferencing deviaedsafot conducting meetings. The value of such a tool is not only for
holding up a one to one meetings but also in conducting group meetings and broadcasting recorded sess

programs or television content to the reradeswo

Web based GovernmentphAgations - .In order to obtain maximum benefits from opportunities provided by ICT,
appropriate ICT content and application is developed and tailieeddbhesgovernment is committed to the

development of locally relevant ICT content @attbapqansistent with specific sector bpsicess.

In this line, the Oromia National Regional government is determined to develop and implement appropriate ¢
based content and application in priority areas but spanning over 2Rggmmhbtwedus. Thegriblic

sectorshave studied the BPR of their sector dpesifiess and are connected to woredaonal of 45
applications with their respective datanof&egiongbortalwere developed and deployed in Oromia Regional

Data Cente

The developed MIS (Management Informationa®ybiesall on web service technology and accessed only
within the government intranet (woredanet)hitinwagislhere is also a bureau specific application developed

for the purpose of specific wasikh is installed on standalone computer.

1.5XaaSlgaS, PaaS and Sadsghnological Attempts in Ethiopia

Shared hosting is the prominent hosting option for most businesses and government organizations in Ethi
Most business and government instihggintheiwvebbasedapplication on EthioTelecom servers. The
principle okaaShostingoption comdsom the fact that EthioTelecom is sharing the resources of a single

server with many other users. This sharing option extends/steraspltals ath some web based
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applications. Potential breaches or performobleraspon websites outsidarofontrol can take ddven

server and leawar website offline for prolonged (dBfiods
1.6 Oromia Regional State Woredanet

The same scenarios availalidomiaRegionabtate Many services available in ORegi@mnabtatelike

portal, mail services are available for the public organizations through wlesgdartgydlbps MIS
applications for R&giondbureaus and deploys it on woredanet MR&&eAservices are available through
woredanet VPN that deployed at Oromia datndgivien by three redundant data centers which contains
differerth a r d wauterestvitch, gerver, UPS

Fromtheseeverything as a servi@sS (every ting aseavie) is not implemeimelthiopia and Oromia
Regional State Currei¥en if many researchers have done many researches regarding cloud computing i
was not implemented in Ethiopia.

1.7 Statement of the Problem

Oromia Regionalatehas three data cerst which are built with any rules and regulations for the purpose of
redundancy. This data centers contains many equipments like Servers, computers, air CoMbtitagrs, Storage
CCTV Camerd®outers, Switches, Racks andladisainaterials consamower which costs the Reditatal
more money. If we imagine servers located in three dathicalters wastage of money RetfienThe

above Scenarios works for all 9 Regional State of tl&hiopizry

The Oromia Regional State ddselopednoneyapplications by outsourcing and in Adwseapplication
developed in OrorRiagionabtateneeds huge amount of training and effort for development and configurations.
Licensing and patching of tapplicationseeds mommany, whidie Regiorcannot afforthsteadf buying

appl i cat | and facing theé eomplegity sf buying and maintaining of hardware #odtleftware
provisioning of platform applicakea$ cloud architecture and virtualization technology foanbstiere
enhancement of the organizations capability of custom@mendcasterviews]

Software used in Regions also used without any license and legal background, which brings a consequence o
many problems. Most of the time this sitelgravailable from the market with minimum cost. Because of no
any patching and updates they are attacked by viruses and files of the users are lost. To solve this problem
cloud computing services has to be impleSemugt; of the adopteddtis also one of the major issues to be

considered through the vi®durce: Interviews]
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To seek a solution to these prolosinfrastructure, software and platform sefi@aSarchitecturdsas
to be adopted

This researcks done to answehe following research question.

How can we provide Xaa$S c¢cloud services wusing feyv
particularly in Oromidy developing suitable Framework? The research also answers the following
guestions in detail.

1 Whatis the possible Framework for XaaS cloud service technologies available, their implementation for
e-Government services and their potential and associated advantages and challenges?
0 Whatis the possible laaS Framework for WoredaneaxtRNlarly OromiRegionabtateDatacenterd
0 What is the possible SaaS Framework for Woredanet VPN particularly Oromisegatatenters?
0 What is the possible PaaS Framework for Woredanet VPN particularly Oromi&sRegmiatenters?

1.8 Objectives of the Remeh
General Objective
The main objective of the studydissigna framework for XaaS cloud service architecture in Woredanet of
Ethiopian government to enha@oe&nment servidesthe society
Specific Objectiwe
Toachieve the general objetttesrepecific objectives of this research work are as listed below.
B To assess the existing infrasteucOromidRegionabtateDatacenter at particular and Woredanet VPN

ingeneral.

B To assess and compare the existimgia regional data Cetghiteture with XaaS cloud architecture

requirements

B To review and select the XaaSaoytbnents(laaS, PaaS and Sagt8lecture that is appropriate to
adopt imromia Regional state data centers

B ToReview literature on policies and parameters to iKedSwotd service
B To define system and users requirements.
B To produce a framework that helps to adopt XaaS cloudservieaggional state Data centers.

B Toconducexperimestusinggpen source toolsthe adopted architecture irobttesOlomiaRegional

Data Centers
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1.9 Methodologyf the Study

Both qualitative and quantitative methods will be used to conduct the study. NDC (National Data Center)
Regi onal Data Centers will be condudtwad edsdehat he
Woredanet VPN will be condidtdidnal data cendmid som&egionabureaus and sample woredas that are

connected to woredanet VPN are also part of the study. The following methodologies will be used in the researc

1.9.10 LiteratureRevew

Literatures on traditional data centers, cloud data centers, cloud computing benefits, XaaS cloud service prov
XaaS cloud services architectures and platforms will be reviewed. The existing XaaS cloud service architec
technologies and haffietent countries used {Goeernment serviea be reviewed. The literatures on ICT/e
government policy, Information exchange standards and regulations in Ethiopia imilatditienieéavdtese,

books and articles of related field iseceview

1.9.1 Study Population and Sampling Method

Study population and sampling method are used in thiRasskancbamplimgthod is used for
guestionnaires that distributed to the targeted group.

1.9.2 DataSource and Data Collection

Data source is creatingezd and exact questionnaires for selected and targeted customers. These questionnaires
and interviews must be to the right person for successful research.

x  Questionnaires

Thequestionnaires akso prepared for OroRégjionabtatelCT agency directarsd experts. Regional
Bureaus ICT experts are also one of the interviewers ethio telecom and national data center is also target ¢

them to be interview.
x Interview

Intervieware made witlbromiaRegionabtatelCT agency heads, experts and conceopdesp National

datacenter amtthiotelecoexpertare alspart ofhese interviews
x  Observations

The existing service delivery of application and platforaresifiseaved in OrorRiagiondbtatd CT agency
and National Data centers. ORagjimalState ICT agency data center is also observed. The observation will be
thephysical infrastructures like server, router, switches and other data center equipments. What are the applic

hosted and used by the organizations is also one pasénfatiensh
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1.9.3 DataAnalysisand Interpretations

Data collected will be analyzed usingratiwepanalysis. The existaafsXcloud service architecture and
technologies reviewed in the literatures will be compared with the result of Tdetcangblysid. the
guantitative data is analyzed and interpreted with number based calculations and the qualitative data is intery

and analyzed with text or method based

1.9.11 Design Procedures

Implementation and testing of the Framework for XaaS cloue iacdritiectuosut by experimenting each of
XaaS componentstom the bottom of the framework that is laaS is tested and approved for the real
implementations. Then on top of laaS, PaaS is tested and implemented. Finally SaaS for applications availal

the cloud is kept on PaaS.
1.9.4 ToolsUsed

In this researchke haveexperimeatl on ourprototypdoy using citrix XenServer &XBnServe8.5is the

complete server virtualization platform from Citrix. The XenServer package contaitts atateuanded
manage a deployment of virtual x86 computers running on Xesguttte Epeavirtualizinygervisor with
neamative performance. XenServer is optimized for both Windows and LinuxXengssenerss directly

on server hardware withoutineg an underlying operating system, which rasuifigient and scalable
system. XenServer works by abstracting elements from the physical matiairte dsueh, assources and

ports) and allocating them to the virtual maoiimes on. &\ virtual machine (VM) is a computer composed
entirely of software that can run its own operating sygiplicatimhs as if it were a physical computer. A VM
behaves exactly like a physical computer and containstital fgoftwabased) CPUWRAM, hard disk and

network interface card (NW€hServer lets you create VMs, take VM disk snapshots and manage VM workloads.

Benefits of Using XenServetlsing XenServer reduces cd3zjucing the number of separate disk images

that need to be maged Allowing for easy integration with existing networking and storage jnfrastructures
Allowing you to schedule zero downtime maintenance by using XenMotion to live migrate VMs bet
XenServer hosthcreasing availability of Ysusing High Availability to configure policies that restart
VMs on anothéenServer host if one,flitgeasing portability of VM images, as one VM image will work on a

range of deployment infrastructures

1.9.12 TestingProcedure

| try tdestthe adopted framework using Xenserver virtualization tools. The testing ik Assréorviredoent
using routers, switches, computers and cables. Virtualizing virtual machine, storage repository configuration ant

computing resource configurati@nnsjbr jobs done.
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1.10 Scopeof the study

The scope of this thesis is also limited to only adoaéSnsoaiiponents like SaaS, PaaS anthlaaSef
laasS it is also limited to Memory, CPU and Storagfeastihetures

1.11 Limitations

The limitatins for this reseaistools used for implementation is not fully free. Literatures related to government

services in Ethiopia especially woredanet is not available on internet.

1.12 Delimitations

The delimitation of the study is that the frameworkitigatosbhgoproduced may not work for public cloud
because some government resourcemiriay exposed to public cloutthese research areas like data as a

service, network as a service and bandwidth as a service is not included.

1.13 Thesis organizations

The Organizations of this tleegiends on the standard thesis writing formats. Each Section separated by chapters

which talks about specific area. The organizations of the papers are as follows:

1 Chapter one:discusses about Introductions, Objectd/€sphlem of statements.

Under this chapter major topias diieernment, the Ethiopia cloud services, technology attempt Ethiopia
and problem of statement is discussed.,

1 Chapter Two discusses about Literature Reviews.

Under this chapter literatewews and related work is discussed. The concept of XaaS discussed in
detail. overnmertloud and legal frame work in Ethiopia is discussed. Cloud adoption in different
countries and related work in different universities is also included.

f Chapter The - discusses about Cloud Computing Assessments and Findings in Ethiopia.
Questionnaires and interviews of different target group is discussed and analysis of the result is prese
as graph.

9 Chapter Four:discusses About Implementations of thesindidgsigning the performance of XaaS
This chapter explains about Different parameters of framework selection. Findings of the rese:
is also presented in this chapter..

9 Chapter Five:discusses about Conclusion and Future Works

Conclusion and futwaegk of this research is available under this chapter
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CHAPTER TWO

2. Literature Review

This chapter explains about the concepts and technologies related to cloud computing and research works rele
adoption of cloud architecturegovegnments anther services are discussed. To make readers get our
objectives we start with the general concept and go to the specific issues that focuses on eharacteristics

government services in a cloud and requirements of cloud XaaS architecture.

2.10verview ofloud Computing
Nati onal I nstitute of Standards and Technology (N
enabling ubiquitous (gresent), convenient;demand network access to a shared pool of configurable
computing resourdesy., networks, servers, storage, applications, and services) that can be rapidly provisione
and released with mini mal management effort or se
instead of on your home computer, or usé Webnmar a soci al net working site
service. If you are an organization, and you want to use, for example, an online invoicing service instead of up

the iAhouse one you have been using for many years, that onlinginveie r vi ce i s a #dfcl oud

Cloud computing refers to the delivery of computing resources over the Internet. Instead of keeping data on yot
hard drive or updating applications for your needs, you use a service overdhethgetoegtian, to store

your information or use its applications. Doing so may give rise to certain privacy implications [7].

2.1.1Characteristics
The characteristics of cloud computing inefedeand sedervice, broad network access, resource pooling,
rapid elasticity and measured serviden@nd selervice means that customers (usually organizations) can
request and manage their own computing resources. Broad network access allows services to be offered ov
Internet or private networkse®aebources means that customers draw from a pool of computing resources,
usually in remote data centers. Services can be scaled larger or smaller; and use of a service is measurec

customers are billed accordingly [6].

2.1.2Deployment of cloud services:

Cloud services are typically made available via a private cloud, community cloud, public cloud or hybrid cloud.

Public cloud=-are offered over the Internet and are owned and operated by a cloud provider. Some exampl
include services aimed at the dgemdshc, such as online photo storage sermie@issarvices, or social

networking sites. However, services for enterprises can also be offered in a public cloud.
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Private cloud: the cloud infrastructure is operated solely for a specific orgadizatimanaged by the

organization or a third party.

Community cloud:the service is shared by several organizations and made available only to those groups. Tf

infrastructure may be owned and operated by the organizations or by a cladgt.service provi

Hybrid cloud=-is a combination of different methods of resource pooling (for example, combining public ar
community clouds)[6].

2.2Cloud Computing Service Models
The cloud computing service models are Software as a Service (SaaS), Platfoem(Rsad) Seni
Infrastructure as a Service (laaS). In Software as a Service mmzdid, applieation, along with any required
software, operating system, hardware, and network are provided. In PaaS, an operating system, hardware
network are praait] and the customer installs or develops its own software and applications. The laaS mod
provides just the hardware and network; the customer installs or develops its own operating systems, softwar
applications [6].

As shown in figure @laud Raviders offer services that can be grouped into three categories [8].
Software as a Service (SaaS)

In this model, a complete application is offered to the customer, as a service on demand. A single instance «
service runs on the cloud & multiplseysdare serviced. On the custosiges there is no need for upfront
investment in servers or software licenses, while for the provider, the costs are lowered, since only a si
application needs to be hosted & maintained. Today SaaS is offeegdguadmas Google, Salesforce,
Microsoft, Zoho, etc [8].

Platform as a Service (PaaS)

Here, a layer of software or development environment is encapsulated & offered as a service, upon which
higher levels of service can be built. The custtheefréadom to build his own applications, which run on the
provideroés infrastructure. To meet manageability
a predefined combination of OS and application servers, such asnhAbhitRupjakfuache, MySqgl and PHP),
restricted J2EE, Ruby etc. Googlebs App Engi ne, F

Infrastructure as a Service (laaS)
laaS provides basic storage and computing capabilities as standardized teermiewsork. Servers, storage

systems, networking equipment, data centre space etc. are pooled and made available to handle workloads
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customer would typically deploy his own software on the infrastructure. Some common examples are Amg
GoGrid3 Tera, etc [8].

|
( Highly scalable internet based applications Google Docs, acrobat.com,
S aa S are hosted on the cloud & offered as services salesforce.com ‘

to the end user. |

Here, the platforms used to design, develop, ol

Azure Service Platform,
build & test applications are provided by the pxt, s
P a. a. S cloud infras!rﬂgture. £ 4 Google App Engine.

In this pay per use model, services like Amazon Web Services,
Iaas storage, database management & compute GoGrid, 3 Tera
capabilities are offered on demand.

8

Figure2.1The Cloud Computing Service Models [8].

2.3XaaS Overview
Anything as a Service or X as a Service, usually the abbreviation XaaS is used. It is an umbrella term in inforr
for a serviearientedpproach to the management and use of information and communication technologies in tt
form of services. XaaS in practice: is just an umbrella term for various forms of the use of information
communication technologies as services, such as Saft3emacas Infrastructure as a Service, Platform as a
Service, Communications as a Service, Network as a Service and Monitoring as a Service (MAAS). According
Open Group, Xaas is the essence of Cloud Computing [9].

Anythingsa-service, or Xaa®fars to the growing diversity of services available over the dluedhet via
computings opposed to being provided locally, or on premises. Alsevkengivimgsa-serviceanythings

aservice reflects the vast potential -flam@md cloud services and is already being heavily marketed and
promoted by companies like VMware and HP.

Anythingsa-seavice derives the "X" in its XaaS acronym as a result of beitigterroatoh everythiirmm
softwarasaservic€SaaSjo storagasaservicedesktomsa-servicdDaaS)lisaster recoverasa-
servicdDRaaS), netwaka-service (Naad)frastructugsa-servicglaaS) anplatforrasa-servicéPaaS),

and even emerging services such as madeasag/ice ahhealthcai@sa-service[9].
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Software as a Service

SaaS is a rapidly growing market as indicated in recent reports that predict ongoing double digit growth. This
growth indicates that SaaS will soon become commonplace within every drigandzatiaa amportant that

buyers and users of technology understand what SaaS is and where it is suitable [10].
Characteristics of SaaS

Like other forms of Cloud Computing, it is important to ensure that solutions sold as SaaS in fact comply

generby accepted definitions of Cloud Computing.
Some defining characteristics of Saa$S include:

Web access to commercial software.
Software is managed from a central location.

1
1
T Software delivered in a fione to manyo model

9 Users not required handling softpgnadas and patches.

1 Application Programming Interfaces (APIs) allow for integration between different pieces of software.

Where SaaS Makes Sense

Cloud computiggnerally and SaasS in particular, is a rapidly growing method of delivering tealohology. That s
organizations considering a move to the Cloud would want to consider which applications they move to Saas [

such there are particular solutions we consider prime candidate for an initial move to SaaS:

1 Asperth@ Vani | |,ahere théoduteom is largety undifferentiated. A good example of a vanilla
offering would include email where many times competitors use the same software precisely because
fundamental technology is a requirement for doing business, but does not dseipatdivfer a
advantage.

1 Applications where there is significant interplay between the organization and the outside world. |
example, email newsletter campaign software.

91 Applications that have a significant need for web or mobile access. An exampbilwadtbs
management software.

1 Software that is only to be used for a short term need. An example would be collaboration software f
specific project.

1 Software where demand spikes significantly, for example tax or billing software Used once a mont

SaasS is widely accepted to have been introduced to the businessSabekl foyc@estomer Relationship

Management (CRM) product. As one of the earliest entrants it is not surprising that CRM is the most popular
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application area, howevenaig financial management, customer service and expense management have also
gotten good uptake via SaaS [10].

Where SaaS May Not be the Best Option

While SaaS is a very valuable tool, there are certain situations where we believe it is rfot Swftheseoption

delivery. Examples where SaaS may not be appropriate include:

1 Applications where extremely fast processing of real time data is required.
91 Applications where legislation or other regulation does not permit data being hosted externally.

91 Applicions where an existingane mi se sol ution fulfills all/l of t

Platform as a Service

Platform as a Service (PaaS) brings the benefits that SaaS bought for applications, but over to the soft
development world. PaaS can be defiaembmputing platform that allows the creation of web applications quickly

and easily and without the complexity of buying and maintaining the software and infrastructure underneath it.

PaaS is analogous to SaaS except that, rather than beinglseftadieveethe web, it is a platform for the
creation obftware, delivered over theg13b

Characteristics of PaaS

There are a number of different takes on what constitutes PaaS but some basic characteristics include,

Services to develop, test,ogleiost and maintain applications in the same integrated development

environment [11]. All the varying services needed to fulfill the application development process.

Web based user interface creation tools help to create, modify, test andt dépog rdhififieen
Multitenant architecture where multiple concurrent users utilize the same development application.
Built in scalability of deployed software including load balancing and failover.

Integration with web services and databases via codarims stan

=A =4 4 =4 =4

Support for development team collaboration some PaaS solutions include project planning a
communication tools.

9 Tools to handle billing and subscription
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Where PaaS Makes Sense

PaaS is especially useful in any situation where multiple déviedopenking on a development project or

where other external parties need to interact with the development process. As the case study below illustrate
proving invaluable for those who have an existing datdoscexaeple sales informatmn & customer
relationship managementitaold want to create applications, which leverage that data. Finally, PaaS is useful

where developers wish to automate testing and deployment services.

The popularity of agile software development, a gtwgreofilesélopment methodologies based on iterative
and incremental development, will also increase the uptake of PaaS as it eases the difficulties around r

development and iteration of software [11].
Where PaaS May Not be the Best Option

We contend th&aaS will become the predominant approach towards software development. The ability
automate processes, usalefimed components and building blocks and deploy automatically to production will
provide sufficient value to be highly persuasiMeafl4aid, there are certain situations where PaaS may not be

ideal, examples include:

Where the application needs to be highly portable in terms of where it is hosted.

Where proprietary languages or approaches would impact on the development process
Wherea proprietary language would hinder later moves to anothiecqmoeithsr are raised about
vendor loek20

1 Where application performance requires customization of the underlying hardware and software

Infrastructure as a Service

Infrastructure as ar8ce (laaS) is a way of delivering Cloud Computing infrastructure, servers, storage, netwo
and operating systems as afeorand service. Rather than purchasing servers, software, datacenter space or

network equipment, clients instead buy thosesresaufally outsourced service on demand [12].

By contrast, APrivate Cloudo is infrastructure th
does so on a private network. Additionally, some hosting providers are begirmomdpitcatitin of traditional
dedicated hosting alongside Public and/or Private Cloud networks. This combination approach is generally
AHybrid Cloud. o [12].
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Characteristics of laaS

As with the two previous sections, SaaS and PaaS, lad$ dewelapidg field. That said there are some core

characteristics which describe what laaS is. laaS is generally accepted to comply with the following:

Resources are distributed as a service
Allows for dynamic scaling

Has a variable cost, utility pricioig!

= =4 =4 =4

Generally includes multiple users on a single piece of hardware

Where laaS Makes Sense

laaS makes sense in a number of situations and these are closely related to the benefits that Cloud Computing

Situations that are particularly suitableuidinfrastructure include:

1 Where demand is very volatiday time there are significant spikes and troughs in terms of
demand on the infrastructure
For new organizations without the capital to invest in hardware
Where the organization is growinly eapdscaling hardware would be problematic
Where there is pressure on the organization to limit capital expenditure and to move to operati
expenditure

1 For specific line of business, trial or temporary infrastructural needs [12].

Where laaS May Not be Best Option

While laaS provides massive advantages for situations where scalability and quick provisioning are beneficial,
are situations where its limitations may be problematic [12]. Examples of situations where we would advise c:

with regals laaS include:

1 Where regulatory compliance makes the off shoring or outsourcing of data , storage and processing diffi
1 Where the highest levels of performance are requirgateanseoor dedicated hosted infrastructure
has the capacityto meett or gani zati ondéds needs

2.4 Challenges of Adopting Cloud XaaS Architecture

The key challenges that create barriers between cloud computing and its adopters are privacy, interoperabilit
reliability [13].
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A. Trust and Privacy: Nowadays cloud computingorispletely moving towarnigialization. In a
virtualized cloud environment, thepctvidier allocates a virtual machine (VM) for each alighnt. The
runs the <clientbés appbrageioddhheanwd mainmst aoinn st |
operatingystem. The advantage of virtualization in cloud cothpugotaion of VMs where the VM
of each client is isoldtedn other clients, so that if any client's VM is infectédisvith laecomes
malicious, it will not affect the ditets Under the same provider because they are residing on separate
VMs.

B. Interoperability- This is the ability of two or more systems work t@gdéraniaxchange information
and use that exchanggdrmation. Many public cloud networkdigteenbaslosed systems and are
not designed to interact withaheh The lack of integration between these networlkdifficaltefoit
organizations to combine their IT systemslondhend realize productivity gains and cost savings. To
ovecome this challenge, industry standards megelbped to help cloud service providers design
interoperabj#atforms and enable data portability. [13].

C. Reliability- The challenge of reliability comes into the picture when a cloud providigrdatiders o
software as a service. 3tftware needs to have a reliability quality factarssostitataccess it
under any network conditions (such asldwingtwork connections). [13].

2.5Benefits of Adopting Cloud XaaS Architecture

Beside the chalges of cloud computing, thensuarerous benefits of cloud computing that encourages
business organizations to adopt IT solutions baseldwuh thee key benefits of adopting cloud computing
are costeduction, easy scalability and increased\pry{iLg].

A. Cost Reductior: the usage of SaaS enables business organizatiomize payment costs for IT
resources and maxinbiasiness performance as well as profit. Clients are pyuaedaaling to the
use of resources. If clients neagmication for a short period of time, it is useless &ppliyatin
by paying the complete licensing costltiwn based on cloud computing cuts down tipagiagt of
for the applications and resources that are reymuse. [13].

B. Easy Scalability Cloud computing is a flexible model and provides on demand business scalability by
using owlemand clouskrvices such as SaaS, PaaS or laaS. Scalability isspecthef cloud
computing that can provide an advarttagenéss.

C. Increased Productivityin this rapid era of technology and innovations, bgsaovésg isapidly. The
demands of customersiacezasingith high speed and they need the products more qieskly with
time. In order to achieve these demandsstugimeizations around the globe need to communicate

andcollaborate by using IT resources such as collappliatti®ns and remote access web services.
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Cloud computing provides these business demanded aptiieaiiandoor internet. Useralaleeto

access thesgpplications at anytime and anywhere.

2.6 Comparison of XaaS with other IT services options

While Cloud Computing has been a major topic of interest and excitement in the IT world for several years
many businesses are still onlygtigingo understand what it might mean for them and what impact it could have
on their bottom line. Cloud based applications are able to support most forfasedcpropaessr in the

current marketplace and offerlzgeefitéor businessaR of this lsecausef the removal of the requirement to

install and update new software every time there is a new release or update and this equates to significant sa
in terms of both time and money [14].The key practical differencestlmetalezmtpating environments and

cloudccomputingresummarized the tabl2.1 below [14].
Characteristic Cloud Traditional Comments
Computing

Time before Minutes/ Days/Weeks Once the cloud computing enwvironment is

service can be Hours set up initially, you can gain access faster

accessed than in traditional environments where lead
time is needed forinstallation, set-up, and
configuration.

Capital Pay-as-you- Upfront cost, The pay-asyou-go model for cloud computing

Expenditure go, Variable Fixed reduces or eliminates the large upfront costs

(CAPEX) incurred in procuring hardware and software

and standing up traditional environments.

Economies of
scale

Yes, for ail
organizations

For large
organizations

only

Cloud computing not only provides cost
advantages in procurement of hardware and
software, it also provides cost advantages
from improved productivity. Traditionally,
lessons learned from one environment must
be duplicated in other environments but, with
cloud computing, once the best practices are
applied they benefit all consumers.

Multi-tenancy

Yes

Generally
no, but can
be found in
application
hosting

Multi-tenancy properly applied to cloud
computing services allows providers to host
multiple consumers effectively across shared
resources. While it is more readily enabled in
1aaS through the use of virtualization. PaaS
and SaaS providers may need to undertake
significant re-architecting of their platforms or
applications to apply multi-tenancy to these
elements as well as to infrastructure. Where
this has not been undertaken, consumers may
find that their platforms and applications are
not as elastic or cost-effective as anticipated.

Scalability

Elastic and
Automatic

Manual

Cloud computing resources can often be scaled
up or down automatically, whereas human
intervention is usually needed to add hardware
and software in traditional environments.

Virtualized

Usually

Sometimes

Cloud computing environments are usually
virtualized, whereas traditional enwvironments
include a mix of physical and virtualized
infrastructure.

Table2.1 practical difference between cloud computing and traditional environments [14].
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2.7Implementation of Cloud Computing fGoeenment
E-Governance provides an automation of all government functionalities and enhances organizational efficienc
citizen participation. The effectieregnance involvegorernance requirements and components-of the e

governance [15].

2.7.1E-Governane Requirements
E-Governance provides a way to improve government work and make easy sharing of information with the citi
For practical implementatiorGafiernance, it is important to identify certain factors, which are going to play key

role durimdeployment offdvernance [15]. Thgogernance requirements are divided into three parts:

1 Governmentin-GovernmentThe need of governmegbvernment functionality is fully related to
administration, inter government control and monitor \@rntnengolt focuses on the inter
communication between two governments and other aspects of thetogymyesmmmemt
communication [15].

1 Government to Busines®usiness organizations are important for any country and contributing
substantially foettievelopment. Government also keeps an eye on these organization for enforcing the
policies, standards and accountability. Here it essentially required to automate government to busin
interaction such as tender management, contract managememtstaxcpal/s).

1 Government to CitizeBasically, the prime responsibility of any government is citizen service.
Government to citizens interface is required to facilitate them basic emanates, proper education, he
care and a quality life. A singlewigovernment solution could help to achieve citizens satisfaction
required in-Governance [15].

Government * Administration
to = Inter government control
Government = Control . distribution and monitor
Tender
Government Contract management

Policy enforcement
Tax ,Standards, Accountability

to Business

Services

Government Grievances
tO citizens e Other functional implementations

N

N

Figure 2.2 Typical requiremenigoveenance [15].
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2.7.2Components of a typicald@vernance Application
Thredier architecture feGRvernance is showrligur®.3below The architecture consists three layers of the
system. In the data storage layer, proper schema for data storage has beegodefimaacéorieprovides
foundation for storage for data, which is coming from different psEwsscahamdquest of the any process,
which demands the data. Application layer works between user layer and data layer. It facilitates the conne
between user process and data layer. The upper layer or user layer has a graphical Useruseerface for t
interaction with the system:Governance system, a user can interact with the help of upper layer (GUI) and can
get information from the system. The government officials and legislatures can update the information of the s
with the help wpper layer .This architecturthblowing advantages in contexgof&nance [15].

AHeterogeneous Systefgovernance application support different platforms, different hardware and different

working software. It integrates all these heuwegystems to fulfill the requiremef@swdrBance.

AModifiabilityin 3tier architecture, responsibility of each tier is fixed. Segregation of responsibilities makes it ea

to modify and code at any tier.

AScalability to handle many clien@®ients communicate with the system by using application layer. This
application layer provides database connections to clients. The strength of client is deploying several serve

application layer.

A I nt egr at &dst obthetapplicAtioss dgata $rom different sources. Application layer provide facility
of managing the connection to database. Application is used to connect all these data sources.

Figure 2.3 explains the architecttfeosfernance with three laydser, applicatiordaBtorage.

WEB iiro\\'s; |

N

Figure 2.3: Typical architecture feGandtnance application [15].
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2.7.3Layers of cloud computing fegevernance

Layers of cloud computing modelgdeemance can be divided into three parts [15].

Infrastructure as a Servicaa®):It provides infrastructure as a service including hardware and networks/storage
requirements for data centers. fBwvé&rnance applications common infrastructural requirement are 24x7
availability, uninterrupted power supply to data centeébangvapér allocation. In the proposed model, the

focus of application designer should be on usability and functiGalitiemot& system.

Platform as a Service (PaaSlpud provides different type of platforms as a service such as OS provisioning
middleware support services, database support services and workflow maigmyenmamcd nwith cloud

advantages departments can get resources whenever they need them as compared to traditional methods.

Software as a Service (Sad®)provides aflpplication requirement for success full implementation of E
Governance .For example , Suppos&aveihance plan decides to extend their area at district level Than no
software is required to purchase at district level but cloud provideeaguiltgdosddevare along with additional
standards services such as employee management system, district management solutions; call center service

this manner cloud can provide best solution as per requirement, Hence cloud r&casaast of E

eVarious Services (G2G,
G28B, G2E, G2QC)
eService Level Agreements

e Middle Ware Solutions
eDatbase Services
eBackup Services

eHardware (CPU)

eStorage
e Network

Figure 2.4: Layers of cloud computirgpi@reance [15].
The above figure 2.4 is also the same for implementation of XaaS. It is simply putting the layers top of each oth

2.7.4Cloud Vision for-overnance
This section performs a selectieleroénts for the cloud, which is useful, for implementing the cloud based E

Governance [15].
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Internet over Cloudilost of services on internet are dependent on cloud 70% of the internet users are also usir
cloud in various applications.

Distributed Dat@&entersindividual information systems are vulnerable to risks such as outside attacks, intruders
environmental risks etc. Distributed data centers provide protection from these types of threats. Distributed
centers facilitate th&&vernance ajgaltion usage and management by providing support for communication and
real time platform. Data is distributed among different centers so single ownership on data is eliminated &
provides more security to information related to citizens.

Data CenteDperationMain aim of Data center operations is to facilitate availability and continuity of services
Cloud computing uses cost effective hardware for setting data centers and the same data center can be sha
various overnance application. Usame hardware setup is used for vagousrement applications. It
increases the resource utilization and provides scalabili§owethanEe system. On the basis of resource

consumption, future plan could be builoVereance applications.

Layer of cloud Configuration of lavers for e-governance
Infrastructure as e Server hosting e Web servers
a Service (IaaS) e Intemet access e Storage

e L[LANWAN e Datamanagement

e DNS e Computing hardware
Platform as a e Knowledge management e Content management
Service (PaaS) e Datamart e Instrument and testing
Softwareas a e Web applications e Human resource
Service (SaaS) e Meta data management o Groupware

e DPortal services e Collaboration

e Enterprise services e Digital asset management

e Workflow e Digital signature

e Human management e Communication

Table 2.Zonfiguration of layers-Glogernance [15].

The above table 2.2 is the same for XaaS framework. There is no difference simply putting the layers on top o

other.

2.7.5Challenges of Traditionagjevernance

Traditionalgovernance facedad#nt challenges as listed below [16].

w Resources cannot scale up and down with the demands that change over time. This may result in insufficie
redundant resources
w SW and HW have to be frequently upgraded and maintained which costs, time and money

w Newv SW licenses have to be purchased
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w System should be avail2ableours a day and 7 days a week.

w Limited data storage and recovery

w Need to provide secure environment with authentication and access control
W

Lack of accountability

2.7.6Placement of-€@overnment&vices in a Cloud
Before puttinggevernment services to cloud decisions have to be takengoverhiciert services have to
place in private cloud or public cloud. The following section discusses placement considerations and principles

decidig to put-government services to clouds.
Placement Considerations

As indicated in [17], before puitjiogeenment services in to clouds the following considerations have to be taken
into account. Security and risk masratgdrasiness requirement, leveraging cogovennment services,
economy of scale, rapid elasticity and presence of high bandwidth internet connectivity are among important f

to be considered before deciding to-glagcerement services to sloud
Placement Principles

It is also indicated in [17], before pwgtmgrament services in to clegdgegnment services that are to be put

in private clouds or in public clouds have to be differgotiatenént services with classified datim Hee

put in to private cloud. Theg®/ernment services are to be deployed in government data centers.-Examples of e
government services with classified data are those application and support services specific to government (k
and ecourt). Ejovenment services without classified data can be put in to public cloud. Braerplesmf e

services without classified data are those application and support services that can benailiatcd piblic (e
procurement).lt is also indicated indu@k€ivices such as PaaS (e.g Sharepoint) that is used to develop mission
critical applications should not be put to public cloud.

2.7.7Requirements of@overnment Services in a Cloud

Before puttinggevernment services in to clouds, the followingsuetinfes must be in place as indicated in
[17].

w Data centers w Automation
w Facilities management w Selfservice portal
w Core network ( government network connectivitp IDS/IPS,
& SAN) w loadbalancing, DNS

w Virtualizations
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2.8 Performance analysis of Cloud Commgut
In this section we provide a comprehensive euvéliomazon AWS technologies. We evaluate the

performancaf Amazon EC2 and storage services s$@raad=BS. We also compare the Amazon

AWSpublic clou the Ferrfilloud private clddéd.

2.8.1 Memory hierarchy performance
This section presertie imemory benchmark reslittsysufficed to run readdawrite benchmarks. The
expements for each instance were repeated thredémes; bandwidth icrdical factor in scientific
applicatins performance. Many Scientific applications like GAMESEaildPAILT are very sensitive to
memory angidth Amazdras not included the memory bandwidth of the instances. It has only listed their memor

size.l also measutke memory bandidth beach instandd5].
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Figure 2.5Memory Performai4g).

Result digure 2.5 above shows that cache size and write performance for all instances are bending graph.

2.8.2 Network performance
They haveun many experiments on network performamzzai cloud. Theeriments test the network

peformance including bandwidth and Ig8&hcy.
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From the figure 2.6 above the network performance of parallel threads and network bandwiddhi is the same
types ohstances

2.8.3Compute Performance
In thissectionwe evaluate the compute performance of EC2 instanoebeloRigshowthe compute

performancef eachinstance using HPL as well as the ideal performance claimed by Amazon.h¢ also shows t
performance variance of instapgégs
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Figure@.7- Compute Performar(d®]

Form the figure 2.7 above the result shows that for instances of large the compute performance is better than
and small instances.

2.8.4 Raw performance comparis@b]

On both of the Clouds, they heh@senthe instances that can achieve the highest performance on HPL
applications. On EC2, theycGBs&xlarge instandbsit areenabled witmtel Xeon EX80 v2 (lvy Bridge)

Processors and a G@abits netwoaklapter ¥i SRIOV technology. On FermiGaal, servanachine is
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enabledvith 2quad core 2.66 GHz Intel processors, and 8 port RAID Controller. On FermiCloud machines &
backed by (16 Gigabits effective) Infiniband networfdaflapters.

. Network

CPU Efficiency Throughput Network Latency
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0.0% - 0 1+

EC2 Fermi EC2 Fermi EC2 Fermi

Figure2 8- Row Pdormance Compari$ds].

From the figure 2.8 the result obtained is that for CPU efficiency and network throughput for EC2 and Fermi
computing provider the fermi is higher. For network latency EC2 is better.

2.8.5Memory Cos{45]

This section compares tost of the memory on Amazon EC2 instaigoes. 20 comparethe cost of
instances based on their memory capacity and pabsdwidth.
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Figure2 9 Memory capacity and memory bandwiftb]cost.

The result of figure 2.9 shows that for mstnmdium and micro the memory capacity cost is higher. For the
large instances the memory capacity cost is small.
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2.90verview of Cloud Hosting

a. Private Cloud Hosting
This hosting option is also known as Cl8steedf-or larger enterprises, thereéed to ensure consistent
performance and reliability. This is usually achieved through a set of clustered servers, which share the load
balancing) of the required performance. The content and applications are also mirrored acrosgsehe cluster to €
that performance is always maintained at an optimum level .This is more expensive but removes the single pt
failure risk as, even if one of the servers breaks down, the rest of the servers keep running and delivering res|
visits to the wébs e or application. Itds another advantage
feature so that corporate governance of data and application assured. This option is preferable for hosting

applications [21].

b. Public Cloud Hosting

Pubic Cloud Hosting is a large cluster of servers that provide all of our hosting requirements in an ela
manner, scaling up and down, as we need it in Response Percent to demand for our web application
websites. It is generally paid for as amedityng we only pay for what we use. Its limitation is that it is
difficult to assess external data risks and corporate governance issues. Because the public cloud is su
large virtual space, there can be huge volumes of websites and web apalicgtioitkiogt. If one of

these goes wrong and starts demanding lots of resources, the cloud will adapt to fulfill its needs. This opti

preferable for hosting B2B applications. The best known cloud service is Amazon EC2 web services [21].

Cloud Hosng

Private Cloud Hosting

1 Complete Control 1 Expensive

1 Guaranteed Reliability through SL4 f System admin skills esse
outsourced) unless the cluster is unde

1 No Single point of failure managed contract

1 No external data security risk

1 Corporate Governance Assured

1 Less Expensive 1 So large that external factors
. ) 1 Fully managed by a third party, better reliak affect our site and may take a
Public Cloud Hosting - .
1  No performance issudsscales as needed time to resolve

1 Difficulto assess external data T

and corporate governance issue

Table 2.3: Summary of Cléiabting[21].
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From the summary Table 2.3 [21], it can be concluded that cloud hosting option has tremendous advantages
traditional hosting optiongo\Eernnm@ applications require corporate governance and have to be free from
external data security risk. Therefore, from the cloud hosting options researchers in [21];[22] recommend p

cloud hosting options fgowernment applications.

2.10Comparisomf Claud versusGridComputing
Distributed Computing is a group of networked computers that work on a smaller portion
a large task simultaneously. This group can consist of any kind of computer including
virtual servers from a cloud. Distributed Systemsenarand scalable. The computers in
the system can come and go and the distributed system server must assign the work an

collect the output from the systems as they arrive and leave [23].

On the other hand Cloud Computing is a specialized formutefl Oisnmiputing. In
Cloud Computing the underlying resources, such as storage, processors, memory, ar
completely abstracted from the consumer. Therefore the vendor of the cloud service i
responsible for the reliability, performance, scalability #ndofsethai service. For the
developer this is a big advantage. For the companies, this reduces capital expenditure. Tt
disadvantages are the loss of control over the outsourced resources, latency, network an

cloud integration issues [23].

Summary of comigan between grid computing and cloud computing is presented in table 2.4
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